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Overall PCI Status FAIL

Live IP Address Scanned Security Risk Rating PCI Status

38.91.100.5

38.91.101.34

67.220.85.26

67.220.85.36

67.220.85.138

169.197.141.15

PCI Status

The following table highlights the overall compliance status and each individual system's compliance status. Following the table is a detailed report specifying each 

system and its specific vulnerabilities.
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by PCI Severity

PCI Severity Confirmed Potential Total

High 2 71 73

Medium 25 76 101

Low 20 25 45

Total 47 172 219

by Severity

Severity Confirmed Potential Information gathered Total

5 3 24 0 27

4 1 107 0 108

3 12 37 25 74

2 23 3 39 65

1 8 1 335 344

Total 47 172 399 618

Vulnerabilities total: 618 Security risk: 5

Summary of Vulnerabilities

Report Summary

Company: Destina Holidays

Hosts in account 6

Hosts scanned 6

Hosts active 6

Scan date February 12, 2025

Report date February 13, 2025
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RESULT:

STAT pid 1361

STAT uptime 3037300

STAT time 1739380068

STAT version 1.6.14

STAT libevent 2.1.12-stable

STAT pointer_size 64

STAT rusage_user 67070.878342

STAT rusage_system 156026.816723

STAT max_connections 1024

STAT curr_connections 52

SOLUTION:

Customers are advised to enable authentication for memcached service.

IMPACT:

An unauthenticated, remote attacker could exploit this vulnerability to retrieve sensitive information.

THREAT:

Memcached is a general-purpose distributed memory caching system. It is often used to speed up dynamic database-driven websites by caching data and objects in RAM 

to reduce the number of times an external data source must be read.

The target is running Memcached service with authentication disabled.

QID Detection Logic (Unauthenticated):

This QID sends a crafted TCP packet to the target memcached service to check it's accessible without any authentication.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.8 E:F/RL:W/RC:C

Severity:  5

QID: 38760

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-02-07 10:57:24.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Memcached Service Accessible Without Authentication port 11211 / tcp

Vulnerabilities (7)

Vulnerabilities total: 111 Security risk: 5

 (5-100-91-38.clients.gthost.com, )38.91.100.5 Ubuntu/Linux

Detailed Results
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STAT total_connections 143692730

STAT rejected_connections 20921

STAT connection_structures 953

STAT response_obj_oom 0

STAT response_obj_count 1

STAT response_obj_bytes 262144

STAT read_buf_count 88

STAT read_buf_bytes 1441792

STAT read_buf_bytes_free 1163264

STAT read_buf_oom 0

STAT reserved_fds 80

STAT cmd_get 571724651

STAT cmd_set 420912889

STAT cmd_flush 0

STAT cmd_touch 3291158

STAT cmd_meta 0

STAT get_hits 571597982

STAT get_misses 126669

STAT get_expired 642

STAT get_flushed 0

STAT delete_misses 7

STAT delete_hits 73487001

STAT incr_misses 0

STAT incr_hits 0

STAT decr_misses 0

STAT decr_hits 0

STAT cas_misses 0

STAT cas_hits 0

STAT cas_badval 0

STAT touch_hits 3291157

STAT touch_misses 1

STAT store_too_large 0

STAT store_no_memory 0

STAT auth_cmds 0

STAT auth_errors 0

STAT bytes_read 23690197329790

STAT bytes_written 76938648272232

STAT limit_maxbytes 67108864000

STAT accepting_conns 1

STAT listen_disabled_num 0

STAT time_in_listen_disabled_us 0

STAT threads 16

STAT conn_yields 0

STAT hash_power_level 17

STAT hash_bytes 1048576

STAT hash_is_expanding 0

STAT slab_reassign_rescues 775498

STAT slab_reassign_chunk_rescues 4617

STAT slab_reassign_evictions_nomem 0

STAT slab_reassign_inline_reclaim 63962

STAT slab_reassign_busy_items 14975

STAT slab_reassign_busy_deletes 0

STAT slab_reassign_running 0

STAT slabs_moved 10183

STAT lru_crawler_running 0

STAT lru_crawler_starts 523509
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THREAT:

Memcached is a high performance, distributed memory object caching system intended for use in speeding up dynamic Web applications by alleviating database load.

CVSS Base Score:  5 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  4.1 E:POC/RL:W/RC:UR

Severity:  3

QID: 42356

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-05-17 06:30:27.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Memcached Insecure Configuration Vulnerability

STAT lru_maintainer_juggles 2699640021

STAT malloc_fails 0

STAT log_worker_dropped 0

STAT log_worker_written 0

STAT log_watcher_skipped 0

STAT log_watcher_sent 0

STAT log_watchers 0

STAT unexpected_napi_ids 0

STAT round_robin_fallback 0

STAT bytes 8368746

STAT curr_items 49912

STAT total_items 420719188

STAT slab_global_page_pool 11

STAT expired_unfetched 70037855

STAT evicted_unfetched 0

STAT evicted_active 0

STAT evictions 0

STAT reclaimed 33144325

STAT crawler_reclaimed 36977038

STAT crawler_items_checked 11599903232

STAT lrutail_reflocked 284860922

STAT moves_to_cold 594250509

STAT moves_to_warm 387719844

STAT moves_within_lru 47062735

STAT direct_reclaims 0

STAT lru_bumps_dropped 0

END
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RESULT:

stats

STAT pid 1361

STAT uptime 3037279

STAT time 1739380047

STAT version 1.6.14

STAT libevent 2.1.12-stable

STAT pointer_size 64

STAT rusage_user 67070.270915

STAT rusage_system 156025.541811

STAT max_connections 1024

STAT curr_connections 65

STAT total_connections 143691472

STAT rejected_connections 20921

STAT connection_structures 953

STAT response_obj_oom 0

STAT response_obj_count 1

STAT response_obj_bytes 262144

STAT read_buf_count 88

STAT read_buf_bytes 1441792

STAT read_buf_bytes_free 1163264

STAT read_buf_oom 0

STAT reserved_fds 80

STAT cmd_get 571719772

STAT cmd_set 420909205

STAT cmd_flush 0

STAT cmd_touch 3291137

STAT cmd_meta 0

STAT get_hits 571593103

STAT get_misses 126669

STAT get_expired 642

STAT get_flushed 0

STAT delete_misses 7

STAT delete_hits 73486346

STAT incr_misses 0

STAT incr_hits 0

STAT decr_misses 0

STAT decr_hits 0

STAT cas_misses 0

STAT cas_hits 0

STAT cas_badval 0

STAT touch_hits 3291136

SOLUTION:

Workaround:

1. In a local environment, an administrator can employ parameter "-l 127.0.0.1" to disallow connection from other hosts.

2. In a distributed network environment, a firewall must be configured to protect the Memcached listening port from untrusted connections.

For more information about secure configuration, please refer to Memcached Wiki.

IMPACT:

By exploiting this vulnerability, an attacker can gain confidential information of the target.

By default, it serves on TCP port 11211.

Memcached does not effectively ensure defensibility from random Internet connections. Insecure configuration might expose Memcached directly to the Internet, causing 

leakage of confidential information.

http://code.google.com/p/memcached/wiki/NewConfiguringServer
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STAT touch_misses 1

STAT store_too_large 0

STAT store_no_memory 0

STAT auth_cmds 0

STAT auth_errors 0

STAT bytes_read 23689994125919

STAT bytes_written 76937985689757

STAT limit_maxbytes 67108864000

STAT accepting_conns 1

STAT listen_disabled_num 0

STAT time_in_listen_disabled_us 0

STAT threads 16

STAT conn_yields 0

STAT hash_power_level 17

STAT hash_bytes 1048576

STAT hash_is_expanding 0

STAT slab_reassign_rescues 775498

STAT slab_reassign_chunk_rescues 4617

STAT slab_reassign_evictions_nomem 0

STAT slab_reassign_inline_reclaim 63962

STAT slab_reassign_busy_items 14975

STAT slab_reassign_busy_deletes 0

STAT slab_reassign_running 0

STAT slabs_moved 10183

STAT lru_crawler_running 0

STAT lru_crawler_starts 523506

STAT lru_maintainer_juggles 2699617284

STAT malloc_fails 0

STAT log_worker_dropped 0

STAT log_worker_written 0

STAT log_watcher_skipped 0

STAT log_watcher_sent 0

STAT log_watchers 0

STAT unexpected_napi_ids 0

STAT round_robin_fallback 0

STAT bytes 8376791

STAT curr_items 49969

STAT total_items 420715504

STAT slab_global_page_pool 11

STAT expired_unfetched 70037176

STAT evicted_unfetched 0

STAT evicted_active 0

STAT evictions 0

STAT reclaimed 33143743

STAT crawler_reclaimed 36976941

STAT crawler_items_checked 11599793121

STAT lrutail_reflocked 284858482

STAT moves_to_cold 594245498

STAT moves_to_warm 387716421

STAT moves_within_lru 47062401

STAT direct_reclaims 0

STAT lru_bumps_dropped 0

END
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RESULT:

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml"><head>

<style type="text/css">

body {background-color: #fff; color: #222; font-family: sans-serif;}

pre {margin: 0; font-family: monospace;}

a:link {color: #009; text-decoration: none; background-color: #fff;}

a:hover {text-decoration: underline;}

table {border-collapse: collapse; border: 0; width: 934px; box-shadow: 1px 2px 3px #ccc;}

.center {text-align: center;}

.center table {margin: 1em auto; text-align: left;}

.center th {text-align: center !important;}

td, th {border: 1px solid #666; font-size: 75%; vertical-align: baseline; padding: 4px 5px;}

th {position: sticky; top: 0; background: inherit;}

h1 {font-size: 150%;}

h2 {font-size: 125%;}

.p {text-align: left;}

.e {background-color: #ccf; width: 300px; font-weight: bold;}

.h {background-color: #99c; font-weight: bold;}

.v {background-color: #ddd; max-width: 300px; overflow-x: auto; word-wrap: break-word;}

.v i {color: #999;}

SOLUTION:

You should immediately remove all such files from the public domain on your Web server.

IMPACT:

By exploiting this vulnerability, any user could obtain very sensitive information about the Web server host. This information may aid in attacks against the host.

THREAT:

This host has a publicly-accessible PHP file that calls the phpinfo() function (or some other function similar to it).

If a user requests this file (such as via an Internet browser), the user may obtain a page containing sensitive information about the Web server host. The information 

displayed to the user could include the exact version numbers of various software products (Operating Systems, Web Servers, PHP, XML, MySQL), the values of some 

environment variables ($PATH, $SYSTEM_ROOT), paths to various programs (cmd.exe), and much more.

To get specific information about the type of data your host displayed, please refer to the "Result" field below.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.8 E:U/RL:W/RC:UR

Severity:  3

QID: 10464

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2023-07-18 12:21:34.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

phpinfo Information Disclosure Vulnerability port 80 / tcp
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img {float: right; border: 0;}

hr {width: 934px; background-color: #ccc; border: 0; height: 1px;}

</style>

<title>PHP 8.1.2-1ubuntu2.18 - phpinfo()</title><meta name="ROBOTS" content="NOINDEX,NOFOLLOW,NOARCHIVE" /></head>

<body><div class="center">

<table>

<tr class="h"><td>

<a href="http://www.php.net/"><img border="0" src="data:image/png;base64,

iVBORw0KGgoAAAANSUhEUgAAAHkAAABACAYAAAA+j9gsAAAAGXRFWHRTb2Z0d2FyZQBBZG9iZSBJbWFnZVJlYWR5ccllPAAAD4BJREFUeNrsnXtwXFUdx8

/dBGihmE21QCrQDY6oZZykon/gY5qizjgM2KQMfzFAOioOA5KEh+j4R9oZH7zT6MAMKrNphZFSQreKHRgZmspLHSCJ2Co6tBtJk7Zps7tJs5t95F5

/33PvWU4293F29ybdlPzaM3df2XPv+Zzf4/zOuWc1tkjl+T0HQ3SQC6SBSlD6WKN4rusGm9F1ps/o5mPriOf8dd0YoNfi0nt4ntB1PT4zYwzQkf3kR9

/sW4xtpS0CmE0SyPUFUJXFMIxZcM0jAZ4xrKMudQT7963HBF0n6EaUjkP0vI9K9OEHWqJLkNW1s8mC2WgVTwGAqWTafJzTWTKZmQuZ

" alt="PHP logo" /></a><h1 class="p">PHP Version 8.1.2-1ubuntu2.18</h1>

</td></tr>

</table>

<table>

<tr><td class="e">System </td><td class="v">Linux nyc-sm5038mr-h8trf-7-7 5.15.0-119-generic #129-Ubuntu SMP Fri Aug 2 19:25:20 UTC 2024 x86_64 </td></tr>

<tr><td class="e">Build Date </td><td class="v">Jun 14 2024 15:52:55 </td></tr>

<tr><td class="e">Build System </td><td class="v">Linux </td></tr>

<tr><td class="e">Server API </td><td class="v">FPM/FastCGI </td></tr>

<tr><td class="e">Virtual Directory Support </td><td class="v">disabled </td></tr>

<tr><td class="e">Configuration File (php.ini) Path </td><td class="v">/etc/php/8.1/fpm </td></tr>

<tr><td class="e">Loaded Configuration File </td><td class="v">/etc/php/8.1/fpm/php.ini </td></tr>

<tr><td class="e">Scan this dir for additional .ini files </td><td class="v">/etc/php/8.1/fpm/conf.d </td></tr>

<tr><td class="e">Additional .ini files parsed </td><td class="v">/etc/php/8.1/fpm/conf.d/10-mysqlnd.ini,

/etc/php/8.1/fpm/conf.d/10-opcache.ini,

/etc/php/8.1/fpm/conf.d/10-pdo.ini,

/etc/php/8.1/fpm/conf.d/15-xml.ini,

/etc/php/8.1/fpm/conf.d/20-calendar.ini,

/etc/php/8.1/fpm/conf.d/20-ctype.ini,

/etc/php/8.1/fpm/conf.d/20-curl.ini,

/etc/php/8.1/fpm/conf.d/20-dom.ini,

/etc/php/8.1/fpm/conf.d/20-exif.ini,

/etc/php/8.1/fpm/conf.d/20-ffi.ini,

/etc/php/8.1/fpm/conf.d/20-fileinfo.ini,

/etc/php/8.1/fpm/conf.d/20-ftp.ini,

/etc/php/8.1/fpm/conf.d/20-gettext.ini,

/etc/php/8.1/fpm/conf.d/20-iconv.ini,

/etc/php/8.1/fpm/conf.d/20-igbinary.ini,

/etc/php/8.1/fpm/conf.d/20-mongodb.ini,

/etc/php/8.1/fpm/conf.d/20-msgpack.ini,

/etc/php/8.1/fpm/conf.d/20-mysqli.ini,

/etc/php/8.1/fpm/conf.d/20-pdo_mysql.ini,

/etc/php/8.1/fpm/conf.d/20-phar.ini,

/etc/php/8.1/fpm/conf.d/20-posix.ini,

/etc/php/8.1/fpm/conf.d/20-readline.ini,

/etc/php/8.1/fpm/conf.d/20-shmop.ini,

/etc/php/8.1/fpm/conf.d/20-simplexml.ini,

/etc/php/8.1/fpm/conf.d/20-soap.ini,

/etc/php/8.1/fpm/conf.d/20-sockets.ini,

/etc/php/8.1/fpm/conf.d/20-sysvmsg.ini,

/etc/php/8.1/fpm/conf.d/20-sysvsem.ini,

/etc/php/8.1/fpm/conf.d/20-sysvshm.ini,

/etc/php/8.1/fpm/conf.d/20-tokenizer.ini,

/etc/php/8.1/fpm/conf.d/20-xmlreader.ini,
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/etc/php/8.1/fpm/conf.d/20-xmlwriter.ini,

/etc/php/8.1/fpm/conf.d/20-xsl.ini,

/etc/php/8.1/fpm/conf.d/20-zip.ini,

/etc/php/8.1/fpm/conf.d/25-memcached.ini

</td></tr>

<tr><td class="e">PHP API </td><td class="v">20210902 </td></tr>

<tr><td class="e">PHP Extension </td><td class="v">20210902 </td></tr>

<tr><td class="e">Zend Extension </td><td class="v">420210902 </td></tr>

<tr><td class="e">Zend Extension Build </td><td class="v">API420210902,NTS </td></tr>

<tr><td class="e">PHP Extension Build </td><td class="v">API20210902,NTS </td></tr>

<tr><td class="e">Debug Build </td><td class="v">no </td></tr>

<tr><td class="e">Thread Safety </td><td class="v">disabled </td></tr>

<tr><td class="e">Zend Signal Handling </td><td class="v">enabled </td></tr>

<tr><td class="e">Zend Memory Manager </td><td class="v">enabled </td></tr>

<tr><td class="e">Zend Multibyte Support </td><td class="v">disabled </td></tr>

<tr><td class="e">IPv6 Support </td><td class="v">enabled </td></tr>

<tr><td class="e">DTrace Support </td><td class="v">available, disabled </td></tr>

<tr><td class="e">Registered PHP Streams</td><td class="v">https, ftps, compress.zlib, php, file, glob, data, http, ftp, phar, zip</td></tr>

<tr><td class="e">Registered Stream Socket Transports</td><td class="v">tcp, udp, unix, udg, ssl, tls, tlsv1.0, tlsv1.1, tlsv1.2, tlsv1.3</td></tr>

<tr><td class="e">Registered Stream Filters</td><td class="v">zlib.*, string.rot13, string.toupper, string.tolower, convert.*, consumed, dechunk, convert.iconv.*</td></tr>

</table>

<table>

<tr class="v"><td>

<a href="http://www.zend.com/"></a>

This program makes use of the Zend Scripting Language Engine:<br />Zend&nbsp;Engine&nbsp;v4.1.2,&nbsp;Copyright&nbsp;(c)&nbsp;Zend&nbsp;Technologies<br 

/>&nbsp;&nbsp;&nbsp;&nbsp;with&nbsp;Zend&nbsp;OPcache&nbsp;v8.1.2-1ubuntu2.18,&nbsp;Copyright&nbsp;(c),&nbsp;by&nbsp;Zend&nbsp;Technologies<br /><

/td></tr>

</table>

<hr />

<h1>Configuration</h1>

<h2><a name="module_calendar">calendar</a></h2>

<table>

<tr><td class="e">Calendar support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_cgi-fcgi">cgi-fcgi</a></h2>

<table>

<tr><td class="e">php-fpm </td><td class="v">active </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">cgi.discard_path</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">cgi.fix_pathinfo</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">cgi.force_redirect</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">cgi.nph</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">cgi.redirect_status_env</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">cgi.rfc2616_headers</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">fastcgi.error_header</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">fastcgi.logging</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">fpm.config</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

</table>

<h2><a name="module_core">Core</a></h2>

<table>

<tr><td class="e">PHP Version </td><td class="v">8.1.2-1ubuntu2.18 </td></tr>

</table>
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<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">allow_url_fopen</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">allow_url_include</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">arg_separator.input</td><td class="v">&amp;</td><td class="v">&amp;</td></tr>

<tr><td class="e">arg_separator.output</td><td class="v">&amp;</td><td class="v">&amp;</td></tr>

<tr><td class="e">auto_append_file</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">auto_globals_jit</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">auto_prepend_file</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">browscap</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">default_charset</td><td class="v">UTF-8</td><td class="v">UTF-8</td></tr>

<tr><td class="e">default_mimetype</td><td class="v">text/html</td><td class="v">text/html</td></tr>

<tr><td class="e">disable_classes</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">disable_functions</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">display_errors</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">display_startup_errors</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">doc_root</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">docref_ext</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">docref_root</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">enable_dl</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">enable_post_data_reading</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">error_append_string</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">error_log</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">error_prepend_string</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">error_reporting</td><td class="v">22527</td><td class="v">22527</td></tr>

<tr><td class="e">expose_php</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">extension_dir</td><td class="v">/usr/lib/php/20210902</td><td class="v">/usr/lib/php/20210902</td></tr>

<tr><td class="e">fiber.stack_size</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">file_uploads</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">hard_timeout</td><td class="v">2</td><td class="v">2</td></tr>

<tr><td class="e">highlight.comment</td><td class="v"><font style="color: #FF8000">#FF8000</font></td><td class="v"><font style="color: #FF8000">#FF8000</font><

/td></tr>

<tr><td class="e">highlight.default</td><td class="v"><font style="color: #0000BB">#0000BB</font></td><td class="v"><font style="color: #0000BB">#0000BB</font><

/td></tr>

<tr><td class="e">highlight.html</td><td class="v"><font style="color: #000000">#000000</font></td><td class="v"><font style="color: #000000">#000000</font></td><

/tr>

<tr><td class="e">highlight.keyword</td><td class="v"><font style="color: #007700">#007700</font></td><td class="v"><font style="color: #007700">#007700</font><

/td></tr>

<tr><td class="e">highlight.string</td><td class="v"><font style="color: #DD0000">#DD0000</font></td><td class="v"><font style="color: #DD0000">#DD0000</font><

/td></tr>

<tr><td class="e">html_errors</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">ignore_repeated_errors</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">ignore_repeated_source</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">ignore_user_abort</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">implicit_flush</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">include_path</td><td class="v">.:/usr/share/php</td><td class="v">.:/usr/share/php</td></tr>

<tr><td class="e">input_encoding</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">internal_encoding</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">log_errors</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">mail.add_x_header</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">mail.force_extra_parameters</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">mail.log</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">max_execution_time</td><td class="v">3000</td><td class="v">3000</td></tr>

<tr><td class="e">max_file_uploads</td><td class="v">200</td><td class="v">200</td></tr>

<tr><td class="e">max_input_nesting_level</td><td class="v">64</td><td class="v">64</td></tr>

<tr><td class="e">max_input_time</td><td class="v">6000</td><td class="v">6000</td></tr>
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<tr><td class="e">max_input_vars</td><td class="v">1000</td><td class="v">1000</td></tr>

<tr><td class="e">max_multipart_body_parts</td><td class="v">-1</td><td class="v">-1</td></tr>

<tr><td class="e">memory_limit</td><td class="v">5228M</td><td class="v">5228M</td></tr>

<tr><td class="e">open_basedir</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">output_buffering</td><td class="v">4096</td><td class="v">4096</td></tr>

<tr><td class="e">output_encoding</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">output_handler</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">post_max_size</td><td class="v">800M</td><td class="v">800M</td></tr>

<tr><td class="e">precision</td><td class="v">14</td><td class="v">14</td></tr>

<tr><td class="e">realpath_cache_size</td><td class="v">4096K</td><td class="v">4096K</td></tr>

<tr><td class="e">realpath_cache_ttl</td><td class="v">120</td><td class="v">120</td></tr>

<tr><td class="e">register_argc_argv</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">report_memleaks</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">report_zend_debug</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">request_order</td><td class="v">GP</td><td class="v">GP</td></tr>

<tr><td class="e">sendmail_from</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">sendmail_path</td><td class="v">/usr/sbin/sendmail&nbsp;-t&nbsp;-i</td><td class="v">/usr/sbin/sendmail&nbsp;-t&nbsp;-i</td></tr>

<tr><td class="e">serialize_precision</td><td class="v">-1</td><td class="v">-1</td></tr>

<tr><td class="e">short_open_tag</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">SMTP</td><td class="v">localhost</td><td class="v">localhost</td></tr>

<tr><td class="e">smtp_port</td><td class="v">25</td><td class="v">25</td></tr>

<tr><td class="e">sys_temp_dir</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">syslog.facility</td><td class="v">LOG_USER</td><td class="v">LOG_USER</td></tr>

<tr><td class="e">syslog.filter</td><td class="v">no-ctrl</td><td class="v">no-ctrl</td></tr>

<tr><td class="e">syslog.ident</td><td class="v">php</td><td class="v">php</td></tr>

<tr><td class="e">unserialize_callback_func</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">upload_max_filesize</td><td class="v">2000M</td><td class="v">2000M</td></tr>

<tr><td class="e">upload_tmp_dir</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">user_dir</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">user_ini.cache_ttl</td><td class="v">300</td><td class="v">300</td></tr>

<tr><td class="e">user_ini.filename</td><td class="v">.user.ini</td><td class="v">.user.ini</td></tr>

<tr><td class="e">variables_order</td><td class="v">GPCS</td><td class="v">GPCS</td></tr>

<tr><td class="e">xmlrpc_error_number</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">xmlrpc_errors</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">zend.assertions</td><td class="v">-1</td><td class="v">-1</td></tr>

<tr><td class="e">zend.detect_unicode</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">zend.enable_gc</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">zend.exception_ignore_args</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">zend.exception_string_param_max_len</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">zend.multibyte</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">zend.script_encoding</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">zend.signal_check</td><td class="v">Off</td><td class="v">Off</td></tr>

</table>

<h2><a name="module_ctype">ctype</a></h2>

<table>

<tr><td class="e">ctype functions </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_curl">curl</a></h2>

<table>

<tr><td class="e">cURL support </td><td class="v">enabled </td></tr>

<tr><td class="e">cURL Information </td><td class="v">7.81.0 </td></tr>

<tr><td class="e">Age </td><td class="v">9 </td></tr>

<tr><td class="e">Features </td></tr>

<tr><td class="e">AsynchDNS </td><td class="v">Yes </td></tr>

<tr><td class="e">CharConv </td><td class="v">No </td></tr>

<tr><td class="e">Debug </td><td class="v">No </td></tr>
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<tr><td class="e">GSS-Negotiate </td><td class="v">No </td></tr>

<tr><td class="e">IDN </td><td class="v">Yes </td></tr>

<tr><td class="e">IPv6 </td><td class="v">Yes </td></tr>

<tr><td class="e">krb4 </td><td class="v">No </td></tr>

<tr><td class="e">Largefile </td><td class="v">Yes </td></tr>

<tr><td class="e">libz </td><td class="v">Yes </td></tr>

<tr><td class="e">NTLM </td><td class="v">Yes </td></tr>

<tr><td class="e">NTLMWB </td><td class="v">Yes </td></tr>

<tr><td class="e">SPNEGO </td><td class="v">Yes </td></tr>

<tr><td class="e">SSL </td><td class="v">Yes </td></tr>

<tr><td class="e">SSPI </td><td class="v">No </td></tr>

<tr><td class="e">TLS-SRP </td><td class="v">Yes </td></tr>

<tr><td class="e">HTTP2 </td><td class="v">Yes </td></tr>

<tr><td class="e">GSSAPI </td><td class="v">Yes </td></tr>

<tr><td class="e">KERBEROS5 </td><td class="v">Yes </td></tr>

<tr><td class="e">UNIX_SOCKETS </td><td class="v">Yes </td></tr>

<tr><td class="e">PSL </td><td class="v">Yes </td></tr>

<tr><td class="e">HTTPS_PROXY </td><td class="v">Yes </td></tr>

<tr><td class="e">MULTI_SSL </td><td class="v">No </td></tr>

<tr><td class="e">BROTLI </td><td class="v">Yes </td></tr>

<tr><td class="e">Protocols </td><td class="v">dict, file, ftp, ftps, gopher, gophers, http, https, imap, imaps, ldap, ldaps, mqtt, pop3, pop3s, rtmp, rtsp, scp, sftp, smb, 

smbs, smtp, smtps, telnet, tftp </td></tr>

<tr><td class="e">Host </td><td class="v">x86_64-pc-linux-gnu </td></tr>

<tr><td class="e">SSL Version </td><td class="v">OpenSSL/3.0.2 </td></tr>

<tr><td class="e">ZLib Version </td><td class="v">1.2.11 </td></tr>

<tr><td class="e">libSSH Version </td><td class="v">libssh/0.9.6/openssl/zlib </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">curl.cainfo</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

</table>

<h2><a name="module_date">date</a></h2>

<table>

<tr><td class="e">date/time support </td><td class="v">enabled </td></tr>

<tr><td class="e">timelib version </td><td class="v">2021.11 </td></tr>

<tr><td class="e">&quot;Olson&quot; Timezone Database Version </td><td class="v">0.system </td></tr>

<tr><td class="e">Timezone Database </td><td class="v">internal </td></tr>

<tr><td class="e">Default timezone </td><td class="v">UTC </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">date.default_latitude</td><td class="v">31.7667</td><td class="v">31.7667</td></tr>

<tr><td class="e">date.default_longitude</td><td class="v">35.2333</td><td class="v">35.2333</td></tr>

<tr><td class="e">date.sunrise_zenith</td><td class="v">90.833333</td><td class="v">90.833333</td></tr>

<tr><td class="e">date.sunset_zenith</td><td class="v">90.833333</td><td class="v">90.833333</td></tr>

<tr><td class="e">date.timezone</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

</table>

<h2><a name="module_dom">dom</a></h2>

<table>

<tr><td class="e">DOM/XML </td><td class="v">enabled </td></tr>

<tr><td class="e">DOM/XML API Version </td><td class="v">20031129 </td></tr>

<tr><td class="e">libxml Version </td><td class="v">2.9.13 </td></tr>

<tr><td class="e">HTML Support </td><td class="v">enabled </td></tr>

<tr><td class="e">XPath Support </td><td class="v">enabled </td></tr>

<tr><td class="e">XPointer Support </td><td class="v">enabled </td></tr>

<tr><td class="e">Schema Support </td><td class="v">enabled </td></tr>
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<tr><td class="e">RelaxNG Support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_exif">exif</a></h2>

<table>

<tr><td class="e">EXIF Support </td><td class="v">enabled </td></tr>

<tr><td class="e">Supported EXIF Version </td><td class="v">0220 </td></tr>

<tr><td class="e">Supported filetypes </td><td class="v">JPEG, TIFF </td></tr>

<tr><td class="e">Multibyte decoding support using mbstring </td><td class="v">disabled </td></tr>

<tr><td class="e">Extended EXIF tag formats </td><td class="v">Canon, Casio, Fujifilm, Nikon, Olympus, Samsung, Panasonic, DJI, Sony, Pentax, Minolta, Sigma, 

Foveon, Kyocera, Ricoh, AGFA, Epson </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">exif.decode_jis_intel</td><td class="v">JIS</td><td class="v">JIS</td></tr>

<tr><td class="e">exif.decode_jis_motorola</td><td class="v">JIS</td><td class="v">JIS</td></tr>

<tr><td class="e">exif.decode_unicode_intel</td><td class="v">UCS-2LE</td><td class="v">UCS-2LE</td></tr>

<tr><td class="e">exif.decode_unicode_motorola</td><td class="v">UCS-2BE</td><td class="v">UCS-2BE</td></tr>

<tr><td class="e">exif.encode_jis</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">exif.encode_unicode</td><td class="v">ISO-8859-15</td><td class="v">ISO-8859-15</td></tr>

</table>

<h2><a name="module_ffi">FFI</a></h2>

<table>

<tr class="h"><th>FFI support</th><th>enabled</th></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">ffi.enable</td><td class="v">preload</td><td class="v">preload</td></tr>

<tr><td class="e">ffi.preload</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

</table>

<h2><a name="module_fileinfo">fileinfo</a></h2>

<table>

<tr><td class="e">fileinfo support </td><td class="v">enabled </td></tr>

<tr><td class="e">libmagic </td><td class="v">540 </td></tr>

</table>

<h2><a name="module_filter">filter</a></h2>

<table>

<tr><td class="e">Input Validation and Filtering </td><td class="v">enabled </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">filter.default</td><td class="v">unsafe_raw</td><td class="v">unsafe_raw</td></tr>

<tr><td class="e">filter.default_flags</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

</table>

<h2><a name="module_ftp">ftp</a></h2>

<table>

<tr><td class="e">FTP support </td><td class="v">enabled </td></tr>

<tr><td class="e">FTPS support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_gettext">gettext</a></h2>

<table>

<tr><td class="e">GetText Support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_hash">hash</a></h2>

<table>

<tr><td class="e">hash support </td><td class="v">enabled </td></tr>

<tr><td class="e">Hashing Engines </td><td class="v">md2 md4 md5 sha1 sha224 sha256 sha384 sha512/224 sha512/256 sha512 sha3-224 sha3-256 sha3-384 sha3-
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512 ripemd128 ripemd160 ripemd256 ripemd320 whirlpool tiger128,3 tiger160,3 tiger192,3 tiger128,4 tiger160,4 tiger192,4 snefru snefru256 gost gost-crypto adler32 

crc32 crc32b crc32c fnv132 fnv1a32 fnv164 fnv1a64 joaat murmur3a murmur3c murmur3f xxh32 xxh64 xxh3 xxh128 haval128,3 haval160,3 haval192,3 haval224,3 

haval256,3 haval128,4 haval160,4 haval192,4 haval224,4 haval256,4 haval128,5 haval160,5 haval192,5 haval224,5 haval256,5 </td></tr>

</table>

<table>

<tr><td class="e">MHASH support </td><td class="v">Enabled </td></tr>

<tr><td class="e">MHASH API Version </td><td class="v">Emulated Support </td></tr>

</table>

<h2><a name="module_iconv">iconv</a></h2>

<table>

<tr><td class="e">iconv support </td><td class="v">enabled </td></tr>

<tr><td class="e">iconv implementation </td><td class="v">glibc </td></tr>

<tr><td class="e">iconv library version </td><td class="v">2.35 </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">iconv.input_encoding</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">iconv.internal_encoding</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">iconv.output_encoding</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

</table>

<h2><a name="module_igbinary">igbinary</a></h2>

<table>

<tr><td class="e">igbinary support </td><td class="v">enabled </td></tr>

<tr><td class="e">igbinary version </td><td class="v">3.2.6 </td></tr>

<tr><td class="e">igbinary APCu serializer ABI </td><td class="v">0 </td></tr>

<tr><td class="e">igbinary session support </td><td class="v">yes </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">igbinary.compact_strings</td><td class="v">On</td><td class="v">On</td></tr>

</table>

<h2><a name="module_json">json</a></h2>

<table>

<tr><td class="e">json support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_libxml">libxml</a></h2>

<table>

<tr><td class="e">libXML support </td><td class="v">active </td></tr>

<tr><td class="e">libXML Compiled Version </td><td class="v">2.9.13 </td></tr>

<tr><td class="e">libXML Loaded Version </td><td class="v">20913 </td></tr>

<tr><td class="e">libXML streams </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_memcached">memcached</a></h2>

<table>

<tr class="h"><th>memcached support</th><th>enabled</th></tr>

<tr><td class="e">Version </td><td class="v">3.1.5 </td></tr>

<tr><td class="e">libmemcached version </td><td class="v">1.0.18 </td></tr>

<tr><td class="e">SASL support </td><td class="v">yes </td></tr>

<tr><td class="e">Session support </td><td class="v">yes </td></tr>

<tr><td class="e">igbinary support </td><td class="v">yes </td></tr>

<tr><td class="e">json support </td><td class="v">yes </td></tr>

<tr><td class="e">msgpack support </td><td class="v">yes </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">memcached.compression_factor</td><td class="v">1.3</td><td class="v">1.3</td></tr>
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<tr><td class="e">memcached.compression_threshold</td><td class="v">2000</td><td class="v">2000</td></tr>

<tr><td class="e">memcached.compression_type</td><td class="v">fastlz</td><td class="v">fastlz</td></tr>

<tr><td class="e">memcached.default_binary_protocol</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">memcached.default_connect_timeout</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">memcached.default_consistent_hash</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">memcached.serializer</td><td class="v">php</td><td class="v">php</td></tr>

<tr><td class="e">memcached.sess_binary_protocol</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">memcached.sess_connect_timeout</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">memcached.sess_consistent_hash</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">memcached.sess_consistent_hash_type</td><td class="v">ketama</td><td class="v">ketama</td></tr>

<tr><td class="e">memcached.sess_lock_expire</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">memcached.sess_lock_max_wait</td><td class="v">not&nbsp;set</td><td class="v">not&nbsp;set</td></tr>

<tr><td class="e">memcached.sess_lock_retries</td><td class="v">5</td><td class="v">5</td></tr>

<tr><td class="e">memcached.sess_lock_wait</td><td class="v">not&nbsp;set</td><td class="v">not&nbsp;set</td></tr>

<tr><td class="e">memcached.sess_lock_wait_max</td><td class="v">150</td><td class="v">150</td></tr>

<tr><td class="e">memcached.sess_lock_wait_min</td><td class="v">150</td><td class="v">150</td></tr>

<tr><td class="e">memcached.sess_locking</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">memcached.sess_number_of_replicas</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">memcached.sess_persistent</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">memcached.sess_prefix</td><td class="v">memc.sess.key.</td><td class="v">memc.sess.key.</td></tr>

<tr><td class="e">memcached.sess_randomize_replica_read</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">memcached.sess_remove_failed_servers</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">memcached.sess_sasl_password</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">memcached.sess_sasl_username</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">memcached.sess_server_failure_limit</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">memcached.store_retry_count</td><td class="v">2</td><td class="v">2</td></tr>

</table>

<h2><a name="module_mongodb">mongodb</a></h2>

<table>

<tr class="h"><th>MongoDB support</th><th>enabled</th></tr>

<tr><td class="e">MongoDB extension version </td><td class="v">1.12.0 </td></tr>

<tr><td class="e">MongoDB extension stability </td><td class="v">stable </td></tr>

<tr><td class="e">libbson bundled version </td><td class="v">1.20.0 </td></tr>

<tr><td class="e">libmongoc bundled version </td><td class="v">1.20.0 </td></tr>

<tr><td class="e">libmongoc SSL </td><td class="v">enabled </td></tr>

<tr><td class="e">libmongoc SSL library </td><td class="v">OpenSSL </td></tr>

<tr><td class="e">libmongoc crypto </td><td class="v">enabled </td></tr>

<tr><td class="e">libmongoc crypto library </td><td class="v">libcrypto </td></tr>

<tr><td class="e">libmongoc crypto system profile </td><td class="v">disabled </td></tr>

<tr><td class="e">libmongoc SASL </td><td class="v">enabled </td></tr>

<tr><td class="e">libmongoc ICU </td><td class="v">disabled </td></tr>

<tr><td class="e">libmongoc compression </td><td class="v">enabled </td></tr>

<tr><td class="e">libmongoc compression snappy </td><td class="v">enabled </td></tr>

<tr><td class="e">libmongoc compression zlib </td><td class="v">enabled </td></tr>

<tr><td class="e">libmongoc compression zstd </td><td class="v">enabled </td></tr>

<tr><td class="e">libmongocrypt bundled version </td><td class="v">1.3.0 </td></tr>

<tr><td class="e">libmongocrypt crypto </td><td class="v">enabled </td></tr>

<tr><td class="e">libmongocrypt crypto library </td><td class="v">libcrypto </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">mongodb.debug</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">mongodb.mock_service_id</td><td class="v">Off</td><td class="v">Off</td></tr>

</table>

<h2><a name="module_msgpack">msgpack</a></h2>

<table>
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<tr><td class="e">MessagePack Support </td><td class="v">enabled </td></tr>

<tr><td class="e">Session Support </td><td class="v">enabled </td></tr>

<tr><td class="e">extension Version </td><td class="v">2.2.0RC1 </td></tr>

<tr><td class="e">header Version </td><td class="v">3.2.0 </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">msgpack.error_display</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">msgpack.illegal_key_insert</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">msgpack.php_only</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">msgpack.use_str8_serialization</td><td class="v">On</td><td class="v">On</td></tr>

</table>

<h2><a name="module_mysqli">mysqli</a></h2>

<table>

<tr class="h"><th>MysqlI Support</th><th>enabled</th></tr>

<tr><td class="e">Client API library version </td><td class="v">mysqlnd 8.1.2-1ubuntu2.18 </td></tr>

<tr><td class="e">Active Persistent Links </td><td class="v">0 </td></tr>

<tr><td class="e">Inactive Persistent Links </td><td class="v">0 </td></tr>

<tr><td class="e">Active Links </td><td class="v">0 </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">mysqli.allow_local_infile</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">mysqli.allow_persistent</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">mysqli.default_host</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">mysqli.default_port</td><td class="v">3306</td><td class="v">3306</td></tr>

<tr><td class="e">mysqli.default_pw</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">mysqli.default_socket</td><td class="v">/var/run/mysqld/mysqld.sock</td><td class="v">/var/run/mysqld/mysqld.sock</td></tr>

<tr><td class="e">mysqli.default_user</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">mysqli.local_infile_directory</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">mysqli.max_links</td><td class="v">Unlimited</td><td class="v">Unlimited</td></tr>

<tr><td class="e">mysqli.max_persistent</td><td class="v">Unlimited</td><td class="v">Unlimited</td></tr>

<tr><td class="e">mysqli.reconnect</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">mysqli.rollback_on_cached_plink</td><td class="v">Off</td><td class="v">Off</td></tr>

</table>

<h2><a name="module_mysqlnd">mysqlnd</a></h2>

<table>

<tr class="h"><th>mysqlnd</th><th>enabled</th></tr>

<tr><td class="e">Version </td><td class="v">mysqlnd 8.1.2-1ubuntu2.18 </td></tr>

<tr><td class="e">Compression </td><td class="v">supported </td></tr>

<tr><td class="e">core SSL </td><td class="v">supported </td></tr>

<tr><td class="e">extended SSL </td><td class="v">supported </td></tr>

<tr><td class="e">Command buffer size </td><td class="v">4096 </td></tr>

<tr><td class="e">Read buffer size </td><td class="v">32768 </td></tr>

<tr><td class="e">Read timeout </td><td class="v">86400 </td></tr>

<tr><td class="e">Collecting statistics </td><td class="v">Yes </td></tr>

<tr><td class="e">Collecting memory statistics </td><td class="v">No </td></tr>

<tr><td class="e">Tracing </td><td class="v">n/a </td></tr>

<tr><td class="e">Loaded plugins </td><td class="v">mysqlnd,debug_trace,auth_plugin_mysql_native_password,auth_plugin_mysql_clear_password,

auth_plugin_caching_sha2_password,auth_plugin_sha256_password </td></tr>

<tr><td class="e">API Extensions </td><td class="v">mysqli,pdo_mysql </td></tr>

</table>

<h2><a name="module_openssl">openssl</a></h2>

<table>

<tr><td class="e">OpenSSL support </td><td class="v">enabled </td></tr>

<tr><td class="e">OpenSSL Library Version </td><td class="v">OpenSSL 3.0.2 15 Mar 2022 </td></tr>
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<tr><td class="e">OpenSSL Header Version </td><td class="v">OpenSSL 3.0.2 15 Mar 2022 </td></tr>

<tr><td class="e">Openssl default config </td><td class="v">/usr/lib/ssl/openssl.cnf </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">openssl.cafile</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">openssl.capath</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

</table>

<h2><a name="module_pcre">pcre</a></h2>

<table>

<tr><td class="e">PCRE (Perl Compatible Regular Expressions) Support </td><td class="v">enabled </td></tr>

<tr><td class="e">PCRE Library Version </td><td class="v">10.39 2021-10-29 </td></tr>

<tr><td class="e">PCRE Unicode Version </td><td class="v">14.0.0 </td></tr>

<tr><td class="e">PCRE JIT Support </td><td class="v">enabled </td></tr>

<tr><td class="e">PCRE JIT Target </td><td class="v">x86 64bit (little endian + unaligned) </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">pcre.backtrack_limit</td><td class="v">1000000</td><td class="v">1000000</td></tr>

<tr><td class="e">pcre.jit</td><td class="v">1</td><td class="v">1</td></tr>

<tr><td class="e">pcre.recursion_limit</td><td class="v">100000</td><td class="v">100000</td></tr>

</table>

<h2><a name="module_pdo">PDO</a></h2>

<table>

<tr class="h"><th>PDO support</th><th>enabled</th></tr>

<tr><td class="e">PDO drivers </td><td class="v">mysql </td></tr>

</table>

<h2><a name="module_pdo_mysql">pdo_mysql</a></h2>

<table>

<tr class="h"><th>PDO Driver for MySQL</th><th>enabled</th></tr>

<tr><td class="e">Client API version </td><td class="v">mysqlnd 8.1.2-1ubuntu2.18 </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">pdo_mysql.default_socket</td><td class="v">/var/run/mysqld/mysqld.sock</td><td class="v">/var/run/mysqld/mysqld.sock</td></tr>

</table>

<h2><a name="module_phar">Phar</a></h2>

<table>

<tr class="h"><th>Phar: PHP Archive support</th><th>enabled</th></tr>

<tr><td class="e">Phar API version </td><td class="v">1.1.1 </td></tr>

<tr><td class="e">Phar-based phar archives </td><td class="v">enabled </td></tr>

<tr><td class="e">Tar-based phar archives </td><td class="v">enabled </td></tr>

<tr><td class="e">ZIP-based phar archives </td><td class="v">enabled </td></tr>

<tr><td class="e">gzip compression </td><td class="v">enabled </td></tr>

<tr><td class="e">bzip2 compression </td><td class="v">disabled (install ext/bz2) </td></tr>

<tr><td class="e">Native OpenSSL support </td><td class="v">enabled </td></tr>

</table>

<table>

<tr class="v"><td>

Phar based on pear/PHP_Archive, original concept by Davey Shafik.<br />Phar fully realized by Gregory Beaver and Marcus Boerger.<br />Portions of tar implementation 

Copyright (c) 2003-2009 Tim Kientzle.</td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">phar.cache_list</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">phar.readonly</td><td class="v">On</td><td class="v">On</td></tr>
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<tr><td class="e">phar.require_hash</td><td class="v">On</td><td class="v">On</td></tr>

</table>

<h2><a name="module_posix">posix</a></h2>

<table>

<tr><td class="e">POSIX support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_readline">readline</a></h2>

<table>

<tr class="h"><th>Readline Support</th><th>enabled</th></tr>

<tr><td class="e">Readline library </td><td class="v">EditLine wrapper </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">cli.pager</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">cli.prompt</td><td class="v">\b&nbsp;\&gt;&nbsp;</td><td class="v">\b&nbsp;\&gt;&nbsp;</td></tr>

</table>

<h2><a name="module_reflection">Reflection</a></h2>

<table>

<tr><td class="e">Reflection </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_session">session</a></h2>

<table>

<tr><td class="e">Session Support </td><td class="v">enabled </td></tr>

<tr><td class="e">Registered save handlers </td><td class="v">files user memcached </td></tr>

<tr><td class="e">Registered serializer handlers </td><td class="v">php_serialize php php_binary igbinary msgpack </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">session.auto_start</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">session.cache_expire</td><td class="v">180</td><td class="v">180</td></tr>

<tr><td class="e">session.cache_limiter</td><td class="v">nocache</td><td class="v">nocache</td></tr>

<tr><td class="e">session.cookie_domain</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">session.cookie_httponly</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">session.cookie_lifetime</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">session.cookie_path</td><td class="v">/</td><td class="v">/</td></tr>

<tr><td class="e">session.cookie_samesite</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">session.cookie_secure</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">session.gc_divisor</td><td class="v">1000</td><td class="v">1000</td></tr>

<tr><td class="e">session.gc_maxlifetime</td><td class="v">1440</td><td class="v">1440</td></tr>

<tr><td class="e">session.gc_probability</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">session.lazy_write</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">session.name</td><td class="v">PHPSESSID</td><td class="v">PHPSESSID</td></tr>

<tr><td class="e">session.referer_check</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">session.save_handler</td><td class="v">memcached</td><td class="v">memcached</td></tr>

<tr><td class="e">session.save_path</td><td class="v">38.91.100.5:11211;38.91.101.34:11211;67.220.85.138:11211</td><td class="v">38.91.100.5:11211;

38.91.101.34:11211;67.220.85.138:11211</td></tr>

<tr><td class="e">session.serialize_handler</td><td class="v">php</td><td class="v">php</td></tr>

<tr><td class="e">session.sid_bits_per_character</td><td class="v">5</td><td class="v">5</td></tr>

<tr><td class="e">session.sid_length</td><td class="v">26</td><td class="v">26</td></tr>

<tr><td class="e">session.upload_progress.cleanup</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">session.upload_progress.enabled</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">session.upload_progress.freq</td><td class="v">1%</td><td class="v">1%</td></tr>

<tr><td class="e">session.upload_progress.min_freq</td><td class="v">1</td><td class="v">1</td></tr>

<tr><td class="e">session.upload_progress.name</td><td class="v">PHP_SESSION_UPLOAD_PROGRESS</td><td class="v"

>PHP_SESSION_UPLOAD_PROGRESS</td></tr>

<tr><td class="e">session.upload_progress.prefix</td><td class="v">upload_progress_</td><td class="v">upload_progress_</td></tr>
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<tr><td class="e">session.use_cookies</td><td class="v">1</td><td class="v">1</td></tr>

<tr><td class="e">session.use_only_cookies</td><td class="v">1</td><td class="v">1</td></tr>

<tr><td class="e">session.use_strict_mode</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">session.use_trans_sid</td><td class="v">0</td><td class="v">0</td></tr>

</table>

<h2><a name="module_shmop">shmop</a></h2>

<table>

<tr><td class="e">shmop support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_simplexml">SimpleXML</a></h2>

<table>

<tr><td class="e">SimpleXML support </td><td class="v">enabled </td></tr>

<tr><td class="e">Schema support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_soap">soap</a></h2>

<table>

<tr><td class="e">Soap Client </td><td class="v">enabled </td></tr>

<tr><td class="e">Soap Server </td><td class="v">enabled </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">soap.wsdl_cache</td><td class="v">1</td><td class="v">1</td></tr>

<tr><td class="e">soap.wsdl_cache_dir</td><td class="v">/tmp</td><td class="v">/tmp</td></tr>

<tr><td class="e">soap.wsdl_cache_enabled</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">soap.wsdl_cache_limit</td><td class="v">5</td><td class="v">5</td></tr>

<tr><td class="e">soap.wsdl_cache_ttl</td><td class="v">86400</td><td class="v">86400</td></tr>

</table>

<h2><a name="module_sockets">sockets</a></h2>

<table>

<tr><td class="e">Sockets Support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_sodium">sodium</a></h2>

<table>

<tr class="h"><th>sodium support</th><th>enabled</th></tr>

<tr><td class="e">libsodium headers version </td><td class="v">1.0.18 </td></tr>

<tr><td class="e">libsodium library version </td><td class="v">1.0.18 </td></tr>

</table>

<h2><a name="module_spl">SPL</a></h2>

<table>

<tr class="h"><th>SPL support</th><th>enabled</th></tr>

<tr><td class="e">Interfaces </td><td class="v">OuterIterator, RecursiveIterator, SeekableIterator, SplObserver, SplSubject </td></tr>

<tr><td class="e">Classes </td><td class="v">AppendIterator, ArrayIterator, ArrayObject, BadFunctionCallException, BadMethodCallException, CachingIterator, 

CallbackFilterIterator, DirectoryIterator, DomainException, EmptyIterator, FilesystemIterator, FilterIterator, GlobIterator, InfiniteIterator, InvalidArgumentException, 

IteratorIterator, LengthException, LimitIterator, LogicException, MultipleIterator, NoRewindIterator, OutOfBoundsException, OutOfRangeException, OverflowException, 

ParentIterator, RangeException, RecursiveArrayIterator, RecursiveCachingIterator, RecursiveCallbackFilterIterator, RecursiveDirectoryIterator, RecursiveFilterIterator, 

RecursiveIteratorIterator, RecursiveRegexIterator, RecursiveTreeIterator, RegexIterator, RuntimeException, SplDoublyLinkedList, SplFileInfo, SplFileObject, 

SplFixedArray, SplHeap, SplMinHeap, SplMaxHeap, SplObjectStorage, SplPriorityQueue, SplQueue, SplStack, SplTempFileObject, UnderflowException, 

UnexpectedValueException </td></tr>

</table>

<h2><a name="module_standard">standard</a></h2>

<table>

<tr><td class="e">Dynamic Library Support </td><td class="v">enabled </td></tr>

<tr><td class="e">Path to sendmail </td><td class="v">/usr/sbin/sendmail -t -i </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>
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<tr><td class="e">assert.active</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">assert.bail</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">assert.callback</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">assert.exception</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">assert.warning</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">auto_detect_line_endings</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">default_socket_timeout</td><td class="v">60</td><td class="v">60</td></tr>

<tr><td class="e">from</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">session.trans_sid_hosts</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">session.trans_sid_tags</td><td class="v">a=href,area=href,frame=src,form=</td><td class="v">a=href,area=href,frame=src,form=</td></tr>

<tr><td class="e">unserialize_max_depth</td><td class="v">4096</td><td class="v">4096</td></tr>

<tr><td class="e">url_rewriter.hosts</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">url_rewriter.tags</td><td class="v">form=</td><td class="v">form=</td></tr>

<tr><td class="e">user_agent</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

</table>

<h2><a name="module_sysvmsg">sysvmsg</a></h2>

<table>

<tr><td class="e">sysvmsg support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_sysvsem">sysvsem</a></h2>

<table>

<tr><td class="e">sysvsem support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_sysvshm">sysvshm</a></h2>

<table>

<tr><td class="e">sysvshm support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_tokenizer">tokenizer</a></h2>

<table>

<tr><td class="e">Tokenizer Support </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_xml">xml</a></h2>

<table>

<tr><td class="e">XML Support </td><td class="v">active </td></tr>

<tr><td class="e">XML Namespace Support </td><td class="v">active </td></tr>

<tr><td class="e">libxml2 Version </td><td class="v">2.9.13 </td></tr>

</table>

<h2><a name="module_xmlreader">xmlreader</a></h2>

<table>

<tr><td class="e">XMLReader </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_xmlwriter">xmlwriter</a></h2>

<table>

<tr><td class="e">XMLWriter </td><td class="v">enabled </td></tr>

</table>

<h2><a name="module_xsl">xsl</a></h2>

<table>

<tr><td class="e">XSL </td><td class="v">enabled </td></tr>

<tr><td class="e">libxslt Version </td><td class="v">1.1.34 </td></tr>

<tr><td class="e">libxslt compiled against libxml Version </td><td class="v">2.9.13 </td></tr>

<tr><td class="e">EXSLT </td><td class="v">enabled </td></tr>

<tr><td class="e">libexslt Version </td><td class="v">1.1.34 </td></tr>

</table>

<h2><a name="module_zend+opcache">Zend OPcache</a></h2>

<table>

<tr><td class="e">Opcode Caching </td><td class="v">Up and Running </td></tr>
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<tr><td class="e">Optimization </td><td class="v">Enabled </td></tr>

<tr><td class="e">SHM Cache </td><td class="v">Enabled </td></tr>

<tr><td class="e">File Cache </td><td class="v">Disabled </td></tr>

<tr><td class="e">JIT </td><td class="v">Disabled </td></tr>

<tr><td class="e">Startup </td><td class="v">OK </td></tr>

<tr><td class="e">Shared memory model </td><td class="v">mmap </td></tr>

<tr><td class="e">Cache hits </td><td class="v">719168 </td></tr>

<tr><td class="e">Cache misses </td><td class="v">1512 </td></tr>

<tr><td class="e">Used memory </td><td class="v">54126008 </td></tr>

<tr><td class="e">Free memory </td><td class="v">80091720 </td></tr>

<tr><td class="e">Wasted memory </td><td class="v">0 </td></tr>

<tr><td class="e">Interned Strings Used memory </td><td class="v">6290984 </td></tr>

<tr><td class="e">Interned Strings Free memory </td><td class="v">8 </td></tr>

<tr><td class="e">Cached scripts </td><td class="v">1512 </td></tr>

<tr><td class="e">Cached keys </td><td class="v">2136 </td></tr>

<tr><td class="e">Max keys </td><td class="v">16229 </td></tr>

<tr><td class="e">OOM restarts </td><td class="v">0 </td></tr>

<tr><td class="e">Hash keys restarts </td><td class="v">0 </td></tr>

<tr><td class="e">Manual restarts </td><td class="v">0 </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">opcache.blacklist_filename</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">opcache.consistency_checks</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">opcache.dups_fix</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">opcache.enable</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">opcache.enable_cli</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">opcache.enable_file_override</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">opcache.error_log</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">opcache.file_cache</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">opcache.file_cache_consistency_checks</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">opcache.file_cache_only</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">opcache.file_update_protection</td><td class="v">2</td><td class="v">2</td></tr>

<tr><td class="e">opcache.force_restart_timeout</td><td class="v">180</td><td class="v">180</td></tr>

<tr><td class="e">opcache.huge_code_pages</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">opcache.interned_strings_buffer</td><td class="v">8</td><td class="v">8</td></tr>

<tr><td class="e">opcache.jit</td><td class="v">tracing</td><td class="v">tracing</td></tr>

<tr><td class="e">opcache.jit_bisect_limit</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">opcache.jit_blacklist_root_trace</td><td class="v">16</td><td class="v">16</td></tr>

<tr><td class="e">opcache.jit_blacklist_side_trace</td><td class="v">8</td><td class="v">8</td></tr>

<tr><td class="e">opcache.jit_buffer_size</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">opcache.jit_debug</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">opcache.jit_hot_func</td><td class="v">127</td><td class="v">127</td></tr>

<tr><td class="e">opcache.jit_hot_loop</td><td class="v">64</td><td class="v">64</td></tr>

<tr><td class="e">opcache.jit_hot_return</td><td class="v">8</td><td class="v">8</td></tr>

<tr><td class="e">opcache.jit_hot_side_exit</td><td class="v">8</td><td class="v">8</td></tr>

<tr><td class="e">opcache.jit_max_exit_counters</td><td class="v">8192</td><td class="v">8192</td></tr>

<tr><td class="e">opcache.jit_max_loop_unrolls</td><td class="v">8</td><td class="v">8</td></tr>

<tr><td class="e">opcache.jit_max_polymorphic_calls</td><td class="v">2</td><td class="v">2</td></tr>

<tr><td class="e">opcache.jit_max_recursive_calls</td><td class="v">2</td><td class="v">2</td></tr>

<tr><td class="e">opcache.jit_max_recursive_returns</td><td class="v">2</td><td class="v">2</td></tr>

<tr><td class="e">opcache.jit_max_root_traces</td><td class="v">1024</td><td class="v">1024</td></tr>

<tr><td class="e">opcache.jit_max_side_traces</td><td class="v">128</td><td class="v">128</td></tr>

<tr><td class="e">opcache.jit_prof_threshold</td><td class="v">0.005</td><td class="v">0.005</td></tr>

<tr><td class="e">opcache.lockfile_path</td><td class="v">/tmp</td><td class="v">/tmp</td></tr>

<tr><td class="e">opcache.log_verbosity_level</td><td class="v">1</td><td class="v">1</td></tr>
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<tr><td class="e">opcache.max_accelerated_files</td><td class="v">10000</td><td class="v">10000</td></tr>

<tr><td class="e">opcache.max_file_size</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">opcache.max_wasted_percentage</td><td class="v">5</td><td class="v">5</td></tr>

<tr><td class="e">opcache.memory_consumption</td><td class="v">128</td><td class="v">128</td></tr>

<tr><td class="e">opcache.opt_debug_level</td><td class="v">0</td><td class="v">0</td></tr>

<tr><td class="e">opcache.optimization_level</td><td class="v">0x7FFEBFFF</td><td class="v">0x7FFEBFFF</td></tr>

<tr><td class="e">opcache.preferred_memory_model</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">opcache.preload</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">opcache.preload_user</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">opcache.protect_memory</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">opcache.record_warnings</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">opcache.restrict_api</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">opcache.revalidate_freq</td><td class="v">2</td><td class="v">2</td></tr>

<tr><td class="e">opcache.revalidate_path</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">opcache.save_comments</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">opcache.use_cwd</td><td class="v">On</td><td class="v">On</td></tr>

<tr><td class="e">opcache.validate_permission</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">opcache.validate_root</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">opcache.validate_timestamps</td><td class="v">On</td><td class="v">On</td></tr>

</table>

<h2><a name="module_zip">zip</a></h2>

<table>

<tr><td class="e">Zip </td><td class="v">enabled </td></tr>

<tr><td class="e">Zip version </td><td class="v">1.19.5 </td></tr>

<tr><td class="e">Libzip version </td><td class="v">1.7.3 </td></tr>

<tr><td class="e">BZIP2 compression </td><td class="v">Yes </td></tr>

<tr><td class="e">XZ compression </td><td class="v">No </td></tr>

<tr><td class="e">ZSTD compression </td><td class="v">No </td></tr>

<tr><td class="e">AES-128 encryption </td><td class="v">Yes </td></tr>

<tr><td class="e">AES-192 encryption </td><td class="v">Yes </td></tr>

<tr><td class="e">AES-256 encryption </td><td class="v">Yes </td></tr>

</table>

<h2><a name="module_zlib">zlib</a></h2>

<table>

<tr class="h"><th>ZLib Support</th><th>enabled</th></tr>

<tr><td class="e">Stream Wrapper </td><td class="v">compress.zlib:// </td></tr>

<tr><td class="e">Stream Filter </td><td class="v">zlib.inflate, zlib.deflate </td></tr>

<tr><td class="e">Compiled Version </td><td class="v">1.2.11 </td></tr>

<tr><td class="e">Linked Version </td><td class="v">1.2.11 </td></tr>

</table>

<table>

<tr class="h"><th>Directive</th><th>Local Value</th><th>Master Value</th></tr>

<tr><td class="e">zlib.output_compression</td><td class="v">Off</td><td class="v">Off</td></tr>

<tr><td class="e">zlib.output_compression_level</td><td class="v">-1</td><td class="v">-1</td></tr>

<tr><td class="e">zlib.output_handler</td><td class="v"><i>no value</i></td><td class="v"><i>no value</i></td></tr>

</table>

<h2>Additional Modules</h2>

<table>

<tr class="h"><th>Module Name</th></tr>

</table>

<h2>Environment</h2>

<table>

<tr class="h"><th>Variable</th><th>Value</th></tr>

<tr><td class="e">USER </td><td class="v">www-data </td></tr>

<tr><td class="e">HOME </td><td class="v">/var/www </td></tr>

</table>
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<h2>PHP Variables</h2>

<table>

<tr class="h"><th>Variable</th><th>Value</th></tr>

<tr><td class="e">$_SERVER[&apos;USER&apos;]</td><td class="v">www-data</td></tr>

<tr><td class="e">$_SERVER[&apos;HOME&apos;]</td><td class="v">/var/www</td></tr>

<tr><td class="e">$_SERVER[&apos;SCRIPT_NAME&apos;]</td><td class="v">/php.php</td></tr>

<tr><td class="e">$_SERVER[&apos;REQUEST_URI&apos;]</td><td class="v">/php.php</td></tr>

<tr><td class="e">$_SERVER[&apos;QUERY_STRING&apos;]</td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">$_SERVER[&apos;REQUEST_METHOD&apos;]</td><td class="v">GET</td></tr>

<tr><td class="e">$_SERVER[&apos;SERVER_PROTOCOL&apos;]</td><td class="v">HTTP/1.1</td></tr>

<tr><td class="e">$_SERVER[&apos;GATEWAY_INTERFACE&apos;]</td><td class="v">CGI/1.1</td></tr>

<tr><td class="e">$_SERVER[&apos;REMOTE_PORT&apos;]</td><td class="v">35106</td></tr>

<tr><td class="e">$_SERVER[&apos;SCRIPT_FILENAME&apos;]</td><td class="v">/var/www/flightomart.com/php.php</td></tr>

<tr><td class="e">$_SERVER[&apos;SERVER_ADMIN&apos;]</td><td class="v">[no address given]</td></tr>

<tr><td class="e">$_SERVER[&apos;CONTEXT_DOCUMENT_ROOT&apos;]</td><td class="v">/var/www/flightomart.com</td></tr>

<tr><td class="e">$_SERVER[&apos;CONTEXT_PREFIX&apos;]</td><td class="v"><i>no value</i></td></tr>

<tr><td class="e">$_SERVER[&apos;REQUEST_SCHEME&apos;]</td><td class="v">http</td></tr>

<tr><td class="e">$_SERVER[&apos;DOCUMENT_ROOT&apos;]</td><td class="v">/var/www/flightomart.com</td></tr>

<tr><td class="e">$_SERVER[&apos;REMOTE_ADDR&apos;]</td><td class="v">64.39.98.45</td></tr>

<tr><td class="e">$_SERVER[&apos;SERVER_PORT&apos;]</td><td class="v">80</td></tr>

<tr><td class="e">$_SERVER[&apos;SERVER_ADDR&apos;]</td><td class="v">38.91.100.5</td></tr>

<tr><td class="e">$_SERVER[&apos;SERVER_NAME&apos;]</td><td class="v">5-100-91-38.clients.gthost.com</td></tr>

<tr><td class="e">$_SERVER[&apos;SERVER_SOFTWARE&apos;]</td><td class="v">Apache/2.4.52 (Ubuntu)</td></tr>

<tr><td class="e">$_SERVER[&apos;SERVER_SIGNATURE&apos;]</td><td class="v">&lt;address&gt;Apache/2.4.52 (Ubuntu) Server at 5-100-91-38.clients.gthost.com 

Port 80&lt;/address&gt;

</td></tr>

<tr><td class="e">$_SERVER[&apos;PATH&apos;]</td><td class="v">/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/snap/bin</td></tr>

<tr><td class="e">$_SERVER[&apos;HTTP_QUALYS_SCAN&apos;]</td><td class="v">VM</td></tr>

<tr><td class="e">$_SERVER[&apos;HTTP_CONNECTION&apos;]</td><td class="v">Keep-Alive</td></tr>

<tr><td class="e">$_SERVER[&apos;HTTP_HOST&apos;]</td><td class="v">5-100-91-38.clients.gthost.com</td></tr>

<tr><td class="e">$_SERVER[&apos;proxy-nokeepalive&apos;]</td><td class="v">1</td></tr>

<tr><td class="e">$_SERVER[&apos;FCGI_ROLE&apos;]</td><td class="v">RESPONDER</td></tr>

<tr><td class="e">$_SERVER[&apos;PHP_SELF&apos;]</td><td class="v">/php.php</td></tr>

<tr><td class="e">$_SERVER[&apos;REQUEST_TIME_FLOAT&apos;]</td><td class="v">1739380216.2008</td></tr>

<tr><td class="e">$_SERVER[&apos;REQUEST_TIME&apos;]</td><td class="v">1739380216</td></tr>

</table>

<hr />

<h1>PHP Credits</h1>

<table>

<tr class="h"><th>PHP Group</th></tr>

<tr><td class="e">Thies C. Arntzen, Stig Bakken, Shane Caraveo, Andi Gutmans, Rasmus Lerdorf, Sam Ruby, Sascha Schumann, Zeev Suraski, Jim Winstead, Andrei 

Zmievski </td></tr>

</table>

<table>

<tr class="h"><th>Language Design &amp; Concept</th></tr>

<tr><td class="e">Andi Gutmans, Rasmus Lerdorf, Zeev Suraski, Marcus Boerger </td></tr>

</table>

<table>

<tr class="h"><th colspan="2">PHP Authors</th></tr>

<tr class="h"><th>Contribution</th><th>Authors</th></tr>

<tr><td class="e">Zend Scripting Language Engine </td><td class="v">Andi Gutmans, Zeev Suraski, Stanislav Malyshev, Marcus Boerger, Dmitry Stogov, Xinchen Hui, 

Nikita Popov </td></tr>

<tr><td class="e">Extension Module API </td><td class="v">Andi Gutmans, Zeev Suraski, Andrei Zmievski </td></tr>

<tr><td class="e">UNIX Build and Modularization </td><td class="v">Stig Bakken, Sascha Schumann, Jani Taskinen, Peter Kokot </td></tr>

<tr><td class="e">Windows Support </td><td class="v">Shane Caraveo, Zeev Suraski, Wez Furlong, Pierre-Alain Joye, Anatol Belski, Kalle Sommer Nielsen </td></tr>

<tr><td class="e">Server API (SAPI) Abstraction Layer </td><td class="v">Andi Gutmans, Shane Caraveo, Zeev Suraski </td></tr>
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<tr><td class="e">Streams Abstraction Layer </td><td class="v">Wez Furlong, Sara Golemon </td></tr>

<tr><td class="e">PHP Data Objects Layer </td><td class="v">Wez Furlong, Marcus Boerger, Sterling Hughes, George Schlossnagle, Ilia Alshanetsky </td></tr>

<tr><td class="e">Output Handler </td><td class="v">Zeev Suraski, Thies C. Arntzen, Marcus Boerger, Michael Wallner </td></tr>

<tr><td class="e">Consistent 64 bit support </td><td class="v">Anthony Ferrara, Anatol Belski </td></tr>

</table>

<table>

<tr class="h"><th colspan="2">SAPI Modules</th></tr>

<tr class="h"><th>Contribution</th><th>Authors</th></tr>

<tr><td class="e">Apache 2.0 Handler </td><td class="v">Ian Holsman, Justin Erenkrantz (based on Apache 2.0 Filter code) </td></tr>

<tr><td class="e">CGI / FastCGI </td><td class="v">Rasmus Lerdorf, Stig Bakken, Shane Caraveo, Dmitry Stogov </td></tr>

<tr><td class="e">CLI </td><td class="v">Edin Kadribasic, Marcus Boerger, Johannes Schlueter, Moriyoshi Koizumi, Xinchen Hui </td></tr>

<tr><td class="e">Embed </td><td class="v">Edin Kadribasic </td></tr>

<tr><td class="e">FastCGI Process Manager </td><td class="v">Andrei Nigmatulin, dreamcat4, Antony Dovgal, Jerome Loyet </td></tr>

<tr><td class="e">litespeed </td><td class="v">George Wang </td></tr>

<tr><td class="e">phpdbg </td><td class="v">Felipe Pena, Joe Watkins, Bob Weinand </td></tr>

</table>

<table>

<tr class="h"><th colspan="2">Module Authors</th></tr>

<tr class="h"><th>Module</th><th>Authors</th></tr>

<tr><td class="e">BC Math </td><td class="v">Andi Gutmans </td></tr>

<tr><td class="e">Bzip2 </td><td class="v">Sterling Hughes </td></tr>

<tr><td class="e">Calendar </td><td class="v">Shane Caraveo, Colin Viebrock, Hartmut Holzgraefe, Wez Furlong </td></tr>

<tr><td class="e">COM and .Net </td><td class="v">Wez Furlong </td></tr>

<tr><td class="e">ctype </td><td class="v">Hartmut Holzgraefe </td></tr>

<tr><td class="e">cURL </td><td class="v">Sterling Hughes </td></tr>

<tr><td class="e">Date/Time Support </td><td class="v">Derick Rethans </td></tr>

<tr><td class="e">DB-LIB (MS SQL, Sybase) </td><td class="v">Wez Furlong, Frank M. Kromann, Adam Baratz </td></tr>

<tr><td class="e">DBA </td><td class="v">Sascha Schumann, Marcus Boerger </td></tr>

<tr><td class="e">DOM </td><td class="v">Christian Stocker, Rob Richards, Marcus Boerger </td></tr>

<tr><td class="e">enchant </td><td class="v">Pierre-Alain Joye, Ilia Alshanetsky </td></tr>

<tr><td class="e">EXIF </td><td class="v">Rasmus Lerdorf, Marcus Boerger </td></tr>

<tr><td class="e">FFI </td><td class="v">Dmitry Stogov </td></tr>

<tr><td class="e">fileinfo </td><td class="v">Ilia Alshanetsky, Pierre Alain Joye, Scott MacVicar, Derick Rethans, Anatol Belski </td></tr>

<tr><td class="e">Firebird driver for PDO </td><td class="v">Ard Biesheuvel </td></tr>

<tr><td class="e">FTP </td><td class="v">Stefan Esser, Andrew Skalski </td></tr>

<tr><td class="e">GD imaging </td><td class="v">Rasmus Lerdorf, Stig Bakken, Jim Winstead, Jouni Ahto, Ilia Alshanetsky, Pierre-Alain Joye, Marcus Boerger, Mark 

Randall </td></tr>

<tr><td class="e">GetText </td><td class="v">Alex Plotnick </td></tr>

<tr><td class="e">GNU GMP support </td><td class="v">Stanislav Malyshev </td></tr>

<tr><td class="e">Iconv </td><td class="v">Rui Hirokawa, Stig Bakken, Moriyoshi Koizumi </td></tr>

<tr><td class="e">IMAP </td><td class="v">Rex Logan, Mark Musone, Brian Wang, Kaj-Michael Lang, Antoni Pamies Olive, Rasmus Lerdorf, Andrew Skalski, Chuck 

Hagenbuch, Daniel R Kalowsky </td></tr>

<tr><td class="e">Input Filter </td><td class="v">Rasmus Lerdorf, Derick Rethans, Pierre-Alain Joye, Ilia Alshanetsky </td></tr>

<tr><td class="e">Internationalization </td><td class="v">Ed Batutis, Vladimir Iordanov, Dmitry Lakhtyuk, Stanislav Malyshev, Vadim Savchuk, Kirti Velankar </td></tr>

<tr><td class="e">JSON </td><td class="v">Jakub Zelenka, Omar Kilani, Scott MacVicar </td></tr>

<tr><td class="e">LDAP </td><td class="v">Amitay Isaacs, Eric Warnke, Rasmus Lerdorf, Gerrit Thomson, Stig Venaas </td></tr>

<tr><td class="e">LIBXML </td><td class="v">Christian Stocker, Rob Richards, Marcus Boerger, Wez Furlong, Shane Caraveo </td></tr>

<tr><td class="e">Multibyte String Functions </td><td class="v">Tsukada Takuya, Rui Hirokawa </td></tr>

<tr><td class="e">MySQL driver for PDO </td><td class="v">George Schlossnagle, Wez Furlong, Ilia Alshanetsky, Johannes Schlueter </td></tr>

<tr><td class="e">MySQLi </td><td class="v">Zak Greant, Georg Richter, Andrey Hristov, Ulf Wendel </td></tr>

<tr><td class="e">MySQLnd </td><td class="v">Andrey Hristov, Ulf Wendel, Georg Richter, Johannes Schlter </td></tr>

<tr><td class="e">OCI8 </td><td class="v">Stig Bakken, Thies C. Arntzen, Andy Sautins, David Benson, Maxim Maletsky, Harald Radi, Antony Dovgal, Andi Gutmans, 

Wez Furlong, Christopher Jones, Oracle Corporation </td></tr>

<tr><td class="e">ODBC driver for PDO </td><td class="v">Wez Furlong </td></tr>

<tr><td class="e">ODBC </td><td class="v">Stig Bakken, Andreas Karajannis, Frank M. Kromann, Daniel R. Kalowsky </td></tr>

<tr><td class="e">Opcache </td><td class="v">Andi Gutmans, Zeev Suraski, Stanislav Malyshev, Dmitry Stogov, Xinchen Hui </td></tr>
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<tr><td class="e">OpenSSL </td><td class="v">Stig Venaas, Wez Furlong, Sascha Kettler, Scott MacVicar, Eliot Lear </td></tr>

<tr><td class="e">Oracle (OCI) driver for PDO </td><td class="v">Wez Furlong </td></tr>

<tr><td class="e">pcntl </td><td class="v">Jason Greene, Arnaud Le Blanc </td></tr>

<tr><td class="e">Perl Compatible Regexps </td><td class="v">Andrei Zmievski </td></tr>

<tr><td class="e">PHP Archive </td><td class="v">Gregory Beaver, Marcus Boerger </td></tr>

<tr><td class="e">PHP Data Objects </td><td class="v">Wez Furlong, Marcus Boerger, Sterling Hughes, George Schlossnagle, Ilia Alshanetsky </td></tr>

<tr><td class="e">PHP hash </td><td class="v">Sara Golemon, Rasmus Lerdorf, Stefan Esser, Michael Wallner, Scott MacVicar </td></tr>

<tr><td class="e">Posix </td><td class="v">Kristian Koehntopp </td></tr>

<tr><td class="e">PostgreSQL driver for PDO </td><td class="v">Edin Kadribasic, Ilia Alshanetsky </td></tr>

<tr><td class="e">PostgreSQL </td><td class="v">Jouni Ahto, Zeev Suraski, Yasuo Ohgaki, Chris Kings-Lynne </td></tr>

<tr><td class="e">Pspell </td><td class="v">Vlad Krupin </td></tr>

<tr><td class="e">Readline </td><td class="v">Thies C. Arntzen </td></tr>

<tr><td class="e">Reflection </td><td class="v">Marcus Boerger, Timm Friebe, George Schlossnagle, Andrei Zmievski, Johannes Schlueter </td></tr>

<tr><td class="e">Sessions </td><td class="v">Sascha Schumann, Andrei Zmievski </td></tr>

<tr><td class="e">Shared Memory Operations </td><td class="v">Slava Poliakov, Ilia Alshanetsky </td></tr>

<tr><td class="e">SimpleXML </td><td class="v">Sterling Hughes, Marcus Boerger, Rob Richards </td></tr>

<tr><td class="e">SNMP </td><td class="v">Rasmus Lerdorf, Harrie Hazewinkel, Mike Jackson, Steven Lawrance, Johann Hanne, Boris Lytochkin </td></tr>

<tr><td class="e">SOAP </td><td class="v">Brad Lafountain, Shane Caraveo, Dmitry Stogov </td></tr>

<tr><td class="e">Sockets </td><td class="v">Chris Vandomelen, Sterling Hughes, Daniel Beulshausen, Jason Greene </td></tr>

<tr><td class="e">Sodium </td><td class="v">Frank Denis </td></tr>

<tr><td class="e">SPL </td><td class="v">Marcus Boerger, Etienne Kneuss </td></tr>

<tr><td class="e">SQLite 3.x driver for PDO </td><td class="v">Wez Furlong </td></tr>

<tr><td class="e">SQLite3 </td><td class="v">Scott MacVicar, Ilia Alshanetsky, Brad Dewar </td></tr>

<tr><td class="e">System V Message based IPC </td><td class="v">Wez Furlong </td></tr>

<tr><td class="e">System V Semaphores </td><td class="v">Tom May </td></tr>

<tr><td class="e">System V Shared Memory </td><td class="v">Christian Cartus </td></tr>

<tr><td class="e">tidy </td><td class="v">John Coggeshall, Ilia Alshanetsky </td></tr>

<tr><td class="e">tokenizer </td><td class="v">Andrei Zmievski, Johannes Schlueter </td></tr>

<tr><td class="e">XML </td><td class="v">Stig Bakken, Thies C. Arntzen, Sterling Hughes </td></tr>

<tr><td class="e">XMLReader </td><td class="v">Rob Richards </td></tr>

<tr><td class="e">XMLWriter </td><td class="v">Rob Richards, Pierre-Alain Joye </td></tr>

<tr><td class="e">XSL </td><td class="v">Christian Stocker, Rob Richards </td></tr>

<tr><td class="e">Zip </td><td class="v">Pierre-Alain Joye, Remi Collet </td></tr>

<tr><td class="e">Zlib </td><td class="v">Rasmus Lerdorf, Stefan Roehrich, Zeev Suraski, Jade Nicoletti, Michael Wallner </td></tr>

</table>

<table>

<tr class="h"><th colspan="2">PHP Documentation</th></tr>

<tr><td class="e">Authors </td><td class="v">Mehdi Achour, Friedhelm Betz, Antony Dovgal, Nuno Lopes, Hannes Magnusson, Philip Olson, Georg Richter, Damien 

Seguy, Jakub Vrana, Adam Harvey </td></tr>

<tr><td class="e">Editor </td><td class="v">Peter Cowburn </td></tr>

<tr><td class="e">User Note Maintainers </td><td class="v">Daniel P. Brown, Thiago Henrique Pojda </td></tr>

<tr><td class="e">Other Contributors </td><td class="v">Previously active authors, editors and other contributors are listed in the manual. </td></tr>

</table>

<table>

<tr class="h"><th>PHP Quality Assurance Team</th></tr>

<tr><td class="e">Ilia Alshanetsky, Joerg Behrens, Antony Dovgal, Stefan Esser, Moriyoshi Koizumi, Magnus Maatta, Sebastian Nohn, Derick Rethans, Melvyn Sopacua, 

Pierre-Alain Joye, Dmitry Stogov, Felipe Pena, David Soria Parra, Stanislav Malyshev, Julien Pauli, Stephen Zarkos, Anatol Belski, Remi Collet, Ferenc Kovacs </td></tr>

</table>

<table>

<tr class="h"><th colspan="2">Websites and Infrastructure team</th></tr>

<tr><td class="e">PHP Websites Team </td><td class="v">Rasmus Lerdorf, Hannes Magnusson, Philip Olson, Lukas Kahwe Smith, Pierre-Alain Joye, Kalle Sommer 

Nielsen, Peter Cowburn, Adam Harvey, Ferenc Kovacs, Levi Morrison </td></tr>

<tr><td class="e">Event Maintainers </td><td class="v">Damien Seguy, Daniel P. Brown </td></tr>

<tr><td class="e">Network Infrastructure </td><td class="v">Daniel P. Brown </td></tr>

<tr><td class="e">Windows Infrastructure </td><td class="v">Alex Schoenmaker </td></tr>

</table>
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THREAT:

This QID reports the absence of the following  according to :HTTP headers CWE-693: Protection Mechanism Failure

X-Content-Type-Options: This HTTP header will prevent the browser from interpreting files as a different MIME type to what is specified in the Content-Type HTTP header.

Strict-Transport-Security: The HTTP Strict-Transport-Security response header (HSTS) allows web servers to declare that web browsers (or other complying user agents) 

should only interact with it using secure HTTPS connections, and never via the insecure HTTP protocol.

QID Detection Logic:

This unauthenticated QID will send a GET request sent to '/' (default) endpoint and looks for the presence of the following HTTP Headers in the received response:

The Valid directives are as belows: X-Content-Type-Options: nosniff

CVSS Base Score:  4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:U/RC:UR

Severity:  2

QID: 11827

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-01-02 19:23:28.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

HTTP Security Header Not Detected port 80 / tcp

<table>

<tr class="h"><th colspan="1">Debian Packaging</th></tr>

<tr><td class="e">Ondej Sur </td></tr>

</table>

<h2>PHP License</h2>

<table>

<tr class="v"><td>

<p>

This program is free software; you can redistribute it and/or modify it under the terms of the PHP License as published by the PHP Group and included in the distribution 

in the file: LICENSE

</p>

<p>This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS 

FOR A PARTICULAR PURPOSE.

</p>

<p>If you did not receive a copy of the PHP license, or have any questions about PHP licensing, please contact license@php.net.

</p>

</td></tr>

</table>

</div></body></html>-CR-GET /php.php HTTP/1.1

Host: 5-100-91-38.clients.gthost.com

Connection: Keep-Alive

https://www.owasp.org/index.php/OWASP_Secure_Headers_Project#tab=Headers
https://cwe.mitre.org/data/definitions/693.html
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VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

TCP Sequence Number Approximation Based Denial of Service

RESULT:

X-Content-Type-Options HTTP Header missing on port 80.

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/93.0

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:23:05 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

SOLUTION:

 To better debug the results of this QID, it is requested that customers execute commands to simulate the following functionality: curl -lkL --verbose.Note:

CWE-693: Protection Mechanism Failure mentions the following - The product does not use or incorrectly uses a protection mechanism that provides sufficient defense 

against directed attacks against the product. A "missing" protection mechanism occurs when the application does not define any mechanism against a certain class of 

attack. An "insufficient" protection mechanism might provide some defenses - for example, against the most common attacks - but it does not protect against everything 

that is intended. Finally, an "ignored" mechanism occurs when a mechanism is available and in active use within the product, but the developer has not applied it in some 

code path.

Customers are advised to set proper  and  HTTP response headers.X-Content-Type-Options Strict-Transport-Security

Depending on their server software, customers can set directives in their site configuration or Web.config files. Few examples are:

X-Content-Type-Options:

Apache: Header always set X-Content-Type-Options: nosniff

HTTP Strict-Transport-Security:

Apache: Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

Nginx: add_header Strict-Transport-Security max-age=31536000;

Note: Network devices that include a HTTP/HTTPS console for administrative/management purposes often do not include all/some of the security headers. 

This is a known issue and it is recommend to contact the vendor for a solution.

IMPACT:

Depending on the vulnerability being exploited, an unauthenticated remote attacker could conduct cross-site scripting, clickjacking or MIME-type sniffing attacks.

Strict-Transport-Security: max-age=< [;includeSubDomains]

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
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SOLUTION:

Please first check the results section below for the port number on which this vulnerability was detected. If that port number is known to be used for port-forwarding, then it 

is the backend host that is really vulnerable.

Various implementations and products including Check Point, Cisco, Cray Inc, Hitachi, Internet Initiative Japan, Inc (IIJ), Juniper Networks, NEC and Yamaha are 

currently undergoing review. Contact the vendors to obtain more information about affected products and fixes.  NISCC Advisory 236929 - Vulnerability Issues in TCP

details the vendor patch status as of the time of the advisory, and identifies resolutions and workarounds.

Refer to  and  to obtain a list of vendors affected by this issue and a note on resolutions (if any) provided by US-CERT Vulnerability Note VU#415294 OSVDB Article 4030

the vendor.

For Microsoft: Refer to  and  for further details.MS05-019 MS06-064

For SGI IRIX: Refer to SGI Security Advisory 20040905-01-P

For SCO UnixWare 7.1.3 and 7.1.1: Refer to SCO Security Advisory SCOSA-2005.14

For Solaris (Sun Microsystems): The vendor has acknowledged the vulnerability; however a patch is not available. Refer to Sun Microsystems, Inc. Information for 

 to obtain additional details. Also, refer to  for detailed mitigating strategies against these attacks.VU#415294 TA04-111A

For NetBSD: Refer to NetBSD-SA2004-006

IMPACT:

Successful exploitation of this issue could lead to denial of service attacks on the TCP based services of target hosts.

THREAT:

TCP provides stateful communications between hosts on a network. TCP sessions are established by a three-way handshake and use random 32-bit sequence and 

acknowledgement numbers to ensure the validity of traffic. A vulnerability was reported that may permit TCP sequence numbers to be more easily approximated by 

remote attackers. This issue affects products released by multiple vendors.

The cause of the vulnerability is that affected implementations will accept TCP sequence numbers within a certain range, known as the acknowledgement range, of the 

expected sequence number for a packet in the session. This is determined by the TCP window size, which is negotiated during the three-way handshake for the session. 

Larger TCP window sizes may be set to allow for more throughput, but the larger the TCP window size, the more probable it is to guess a TCP sequence number that falls 

within an acceptable range. It was initially thought that guessing an acceptable sequence number was relatively difficult for most implementations given random 

distribution, making this type of attack impractical. However, some implementations may make it easier to successfully approximate an acceptable TCP sequence 

number, making these attacks possible with a number of protocols and implementations.

This is further compounded by the fact that some implementations may support the use of the TCP Window Scale Option, as described in RFC 1323, to extend the TCP 

window size to a maximum value of 1 billion.

This vulnerability will permit a remote attacker to inject a SYN or RST packet into the session, causing it to be reset and effectively allowing for denial of service attacks. 

An attacker would exploit this issue by sending a packet to a receiving implementation with an approximated sequence number and a forged source IP address and TCP 

port.

There are a few factors that may present viable target implementations, such as those which depend on long-lived TCP connections, those that have known or easily 

guessed IP address endpoints and those implementations with easily guessed TCP source ports. It has been noted that Border Gateway Protocol (BGP) is reported to be 

particularly vulnerable to this type of attack, due to the use of long-lived TCP sessions and the possibility that some implementations may use the TCP Window Scale 

Option. As a result, this issue is likely to affect a number of routing platforms.

Another factor to consider is the relative difficulty of injecting packets into TCP sessions, as a number of receiving implementations will reassemble packets in order, 

dropping any duplicates. This may make some implementations more resistant to attacks than others.

It should be noted that while a number of vendors have confirmed this issue in various products, investigations are ongoing and it is likely that many other vendors and 

products will turn out to be vulnerable as the issue is investigated further.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSS Temporal Score:  4.3 E:F/RL:T/RC:C

Severity:  3

QID: 82054

Category: TCP/IP

CVE ID: CVE-2004-0230

Vendor Reference: -

Bugtraq ID: 10183

Last Update: 2024-02-29 00:00:01.0

http://packetstormsecurity.org/0404-advisories/246929.html
http://www.kb.cert.org/vuls/id/415294
http://osvdb.org/4030
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2005/ms05-019
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2006/ms06-064
ftp://patches.sgi.com/support/free/security/advisories/20040905-01-P.asc
ftp://ftp.sco.com/pub/updates/UnixWare/SCOSA-2005.14/SCOSA-2005.14.txt
http://www.kb.cert.org/vuls/id/JARL-5YGQAJ
http://www.kb.cert.org/vuls/id/JARL-5YGQAJ
http://www.us-cert.gov/cas/techalerts/TA04-111A.html
ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2004-006.txt.asc
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0230
http://www.securityfocus.com/bid/10183
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SOLUTION:

Avoid using deprecated cryptographic settings.

Use best practices when configuring SSH.

Refer to  .NIST Retires SHA-1 Cryptographic Algorithm (SSH)

Other documents to refer

Deprecate settings listed for red hat

Key exchange

CBC Cipher

SHA1 ietf reference

IMPACT:

vulnerable to collision attacks, which are designed to fabricate the same hash value for different input data.each hash is supposedly unique.

THREAT:

The SSH protocol (Secure Shell) is a method for secure remote login from one computer to another. The target is using deprecated SHA1 cryptographic settings to 

communicate.

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  2.1 E:U/RL:W/RC:C

Severity:  2

QID: 38909

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-05 18:25:56.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

SHA1 deprecated setting for SSH port 22 / tcp

RESULT:

Tested on port 80 with an injected SYN/RST offset by 16 bytes.

For Cisco: Refer to .cisco-sa-20040420-tcp-ios.shtml

For IBM : Refer to .IBM-tcp-sequence-number-cve-2004-0230

For Red Hat Linux: There is no fix available : Refer to .

Workaround:

The following BGP-specific workaround information has been provided.

For BGP implementations that support it, the TCP MD5 Signature Option should be enabled. Passwords that the MD5 checksum is applied to should be set to strong 

values and changed on a regular basis.

Secure BGP configuration instructions have been provided for Cisco and Juniper at these locations:

Secure Cisco IOS BGP Template

JUNOS Secure BGP Template

https://www.nist.gov/news-events/news/2022/12/nist-retires-sha-1-cryptographic-algorithm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/7.4_release_notes/chap-red_hat_enterprise_linux-7.4_release_notes-deprecated_functionality_in_rhel7
https://www.ietf.org/archive/id/draft-ietf-curdle-ssh-kex-sha2-13.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5161
https://datatracker.ietf.org/doc/html/rfc9142
http://www.cisco.com/warp/public/707/cisco-sa-20040420-tcp-ios.shtml
https://www.ibm.com/support/pages/tcp-sequence-number-approximation-based-denial-service-cve-2004-0230
https://access.redhat.com/security/cve/cve-2004-0230
http://www.cymru.com/Documents/secure-bgp-template.html
http://www.cymru.com/gillsr/documents/junos-bgp-template.pdf
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RESULT:

url: http://38.91.100.5:4000/tours/Ireland/Dublin/5300MOHER

Payload: N/A

SOLUTION:

Use either of these attributes rel="noreferrer" or rel="noopener".

Implement Cross Origin Opener Policy header.

IMPACT:

The user may be redirected to an untrusted page that contains undesired content or malicious script code.

THREAT:

Reverse Tabnabbing is an attack where the target page is replaced by phishing site. This is possible when target="_blank" is in use with rel="noopener" or rel="

noreferrer", attacker can use JavaScript window.opener and inject malicious domain in it. When user clicks on html link, they will get redirected to phishing or unintentional 

website.

WAS detects this vulnerability during crawling and evaluates HTML links embedded in anchor tags.

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  2.0 E:U/RL:W/RC:UR

Severity:  1

QID: 150222

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-08-03 05:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Reverse Tabnabbing port 4000 / tcp

RESULT:

Type Name

MAC hmac-sha1-etm@openssh.

com

MAC hmac-sha1

Settings currently considered deprecated:

1.Key exchange algorithms:

diffie-hellman-group1-sha1, rsa1024sha1, diffie-hellman-group14-sha1, diffie-hellman-group-exchange-sha1, gss-gex-sha1-*, gss-group1-sha1-* and gss-group14-sha1-*.

2.MAC:

hmac-sha1, hmac-sha1-96, hmac-sha1-etm@openssh.com, hmac-sha1-96-etm@openssh.com

3.Host key:

ssh-rsa, ssh-dss, ssh-rsa-cert-v01@openssh.com, ssh-dss-cert-v01@openssh.com
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matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/car-rentals

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/England/London/3858EE021

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,
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302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/static/pay-later

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc108="" target="_blank" class="href-link" href="https://www.destinaholidays.com/static/terms-and-conditions">Click here to view all terms and conditions<

/a>

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 
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src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/Netherlands/Amsterdam/75227P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>
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<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/Greece/Athens/248334P2

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/112139P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"
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>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/Vietnam/Ho-Chi-Minh-City/20086P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>
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<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/28715P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>
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<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/support/faq/flights/baggage/what-are-my-baggage-allowance

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>
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<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/Greece/Epirus/119426P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 
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activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/static/terms-and-conditions

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc107="" href="http://www.csatravelprotection.com/certpolicy.do?product=G-AIRI01" target="_blank"> travel insurance coverage </a>

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"



PCI Scan Vulnerability Report

Page 49Sysnet Scanning Management System February 13, 2025

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/Greece/Athens/2876P72

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>
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<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>
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<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/support/faq/flights/changes/airline-policies-for-covid-19

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/Italy/Rome/3058VATICAN

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/attractions/view/8

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-
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end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/Italy

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>
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<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/static/about-us

Payload: N/A
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matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/Greece/Macedonia/18123P2

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/tours/USA/Las-Vegas/3951WESTDLX

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,
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Potential Vulnerabilities (32)

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.100.5:4000/support

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc5

Results were truncated
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-28330: Apache HTTP Server 2.4.53 and earlier on Windows may read beyond bounds when configured to process requests with the mod_isapi module.

CVE-2022-28614: The ap_rwrite() function in Apache HTTP Server 2.4.53 and earlier may read unintended memory if an attacker can cause the server to reflect very 

large input using ap_rwrite() or ap_rputs(), such as with mod_luas r:puts() function.

CVE-2022-28615: Apache HTTP Server 2.4.53 and earlier may crash or disclose information due to a read beyond bounds in ap_strcmp_match() when provided with an 

extremely large input buffer.

CVE-2022-29404: In Apache HTTP Server 2.4.53 and earlier, a malicious request to a lua script that calls r:parsebody(0) may cause a denial of service due to no default 

limit on possible input size.

CVE-2022-30556: Apache HTTP Server 2.4.53 and earlier may return lengths to applications calling r:wsread() that point past the end of the storage allocated for the 

buffer.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  4.7 E:U/RL:OF/RC:C

Severity:  5

QID: 731514

Category: CGI

CVE ID: , , , , CVE-2022-28330 CVE-2022-28614 CVE-2022-28615 CVE-2022-29404 CVE-2022-30556

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2022-28330, CVE-2022-28614, 

CVE-2022-28615, CVE-2022-29404, CVE-2022-30556) port 80 / tcp

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28614
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28615
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29404
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30556
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache httpd

IMPACT:

Successful exploitation allows information disclosure and possible remote code execution

THREAT:

Apache HTTP Server is an HTTP web server application.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 730529

Category: CGI

CVE ID: CVE-2022-31813

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) mod_proxy X-Forwarded-For dropped by hop-by-hop mechanism 

Vulnerability port 443 / tcp

Accept-Ranges: bytes

Content-Length: 1

Connection: close

Content-Type: text/html

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31813
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache httpd

IMPACT:

Successful exploitation allows information disclosure and possible remote code execution

THREAT:

Apache HTTP Server is an HTTP web server application.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 730529

Category: CGI

CVE ID: CVE-2022-31813

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) mod_proxy X-Forwarded-For dropped by hop-by-hop mechanism 

Vulnerability port 80 / tcp

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31813
https://httpd.apache.org/security/vulnerabilities_24.html
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Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2022-28330, CVE-2022-28614, 

CVE-2022-28615, CVE-2022-29404, CVE-2022-30556) port 443 / tcp

RESULT:

Vulnerable OpenSSH version for sshd(8) detected on port 22 over TCP - SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

Customers are advised to upgrade to  or later to remediate these vulnerabilities.OpenSSH 9.3

Patch:

Following are links for downloading patches to fix the vulnerabilities:

CVE-2023-28531

IMPACT:

Successfully exploitation of this vulnerability could lead to disclosure of sensitive information, addition or modification of data, or Denial of Service (DoS).

THREAT:

OpenSSH (OpenBSD Secure Shell) is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

Affected Versions:

OpenSSH version 8.9 and above prior to 9.3

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 38896

Category: General remote services

CVE ID: CVE-2023-28531

Vendor Reference: OpenSSH Advisory

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Sensitive Information Disclosure Vulnerability port 22 / tcp

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Connection: close

Content-Type: text/html

https://www.openssh.com/txt/release-9.3
https://www.openssh.com/txt/release-9.3
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-28531
https://www.openssh.com/txt/release-9.3
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-28330: Apache HTTP Server 2.4.53 and earlier on Windows may read beyond bounds when configured to process requests with the mod_isapi module.

CVE-2022-28614: The ap_rwrite() function in Apache HTTP Server 2.4.53 and earlier may read unintended memory if an attacker can cause the server to reflect very 

large input using ap_rwrite() or ap_rputs(), such as with mod_luas r:puts() function.

CVE-2022-28615: Apache HTTP Server 2.4.53 and earlier may crash or disclose information due to a read beyond bounds in ap_strcmp_match() when provided with an 

extremely large input buffer.

CVE-2022-29404: In Apache HTTP Server 2.4.53 and earlier, a malicious request to a lua script that calls r:parsebody(0) may cause a denial of service due to no default 

limit on possible input size.

CVE-2022-30556: Apache HTTP Server 2.4.53 and earlier may return lengths to applications calling r:wsread() that point past the end of the storage allocated for the 

buffer.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  4.7 E:U/RL:OF/RC:C

Severity:  5

QID: 731514

Category: CGI

CVE ID: , , , , CVE-2022-28330 CVE-2022-28614 CVE-2022-28615 CVE-2022-29404 CVE-2022-30556

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28614
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28615
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29404
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30556
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://38.91.100.5/

comment: Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) detected at PORT : 80

matched: HTTP/1.1 200 OK

SOLUTION:

Customers are advised to upgrade to  or later version to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server 2.4.62

refer to .Apache HTTP Server Security

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could potentially leak NTML hashes to a malicious server via SSRF and malicious requests.

THREAT:

Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Multiple versions of Apache HTTP Server on Windows are affected by a Server-Side Request Forgery (SSRF) Vulnerability with mod_rewrite in server/vhost context.

Affected Versions:

Apache HTTP Server versions from 2.4.0 prior to 2.4.62

QID Detection Logic (Unauthenticated):

This QID sends an HTTP GET request and checks the HTTP response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152036

Category: Web Application

CVE ID: CVE-2024-40898

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-13 18:02:42.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) port 80 / tcp

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-40898
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2006-20001: A carefully crafted If: request header can cause a memory read, or write of a single zero byte, in a pool (heap) memory location beyond the header 

value sent. This could cause the process to crash.

CVE-2022-37436: A malicious backend can cause the response headers to be truncated early, resulting in some headers being incorporated into the response body. If 

the later headers have any security purpose, they will not be interpreted by the client.

Affected Versions:

Apache HTTP Server versions prior to 2.4.55

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  4.8 AV:A/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:OF/RC:C

Severity:  4

QID: 731513

Category: CGI

CVE ID: , CVE-2006-20001 CVE-2022-37436

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.55 Multiple Security Vulnerabilities port 443 / tcp

Date: Wed, 12 Feb 2025 16:36:55 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Content-Type: text/html

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-20001
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-37436
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

DoS by Null pointer in websocket over HTTP/2 (CVE-2024-36387): Serving WebSocket protocol upgrades over a HTTP/2 connection could result in a Null Pointer 

dereference, leading to a crash of the server process, degrading performance.

Windows UNC SSRF (CVE-2024-38472): SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and 

malicious requests or content.

Note: Existing configurations that access UNC paths will have to configure new directive "UNCList" to allow access during request processing.

Proxy encoding problem (CVE-2024-38473): Encoding problem in mod_proxy allows request URLs with incorrect encoding to be sent to backend services, potentially 

bypassing authentication via crafted requests.

Weakness with encoded question marks in backreferences (CVE-2024-38474): Substitution encoding issue in mod_rewrite. Allows attacker to execute scripts in 

directories permitted by the configuration but not directly reachable by any URL or source disclosure of scripts meant to only to be executed as CGI.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152103

Category: Web Application

CVE ID: , , , , , , CVE-2024-36387 CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-12-13 12:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities port 80 / tcp

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-36387
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152103

Category: Web Application

CVE ID: , , , , , , CVE-2024-36387 CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

url: http://38.91.100.5/

comment: Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:55 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Content-Type: text/html

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could lead to a security breach or could affect integrity, availability, and confidentiality.

Weakness in mod_rewrite when first segment of substitution matches filesystem path. (CVE-2024-38475): Improper escaping of output in mod_rewrite. Allows an attacker 

to map URLs to filesystem locations that are permitted to be served by the server but are not intentionally/directly reachable by any URL, resulting in code execution or 

source code disclosure.

Crash resulting in Denial of Service in mod_proxy via a malicious request (CVE-2024-38477): null pointer dereference in mod_proxy. Allows an attacker to crash the 

server via a malicious request.

mod_rewrite proxy handler substitution (CVE-2024-39573): Potential SSRF in mod_rewrite. Allows an attacker to cause unsafe RewriteRules to unexpectedly setup URLs 

to be handled by mod_proxy.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.59

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-36387
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://38.91.100.5:443/

comment: Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 403 Forbidden

Date: Wed, 12 Feb 2025 16:36:42 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could lead to a security breach or could affect integrity, availability, and confidentiality.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

DoS by Null pointer in websocket over HTTP/2 (CVE-2024-36387): Serving WebSocket protocol upgrades over a HTTP/2 connection could result in a Null Pointer 

dereference, leading to a crash of the server process, degrading performance.

Windows UNC SSRF (CVE-2024-38472): SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and 

malicious requests or content.

Note: Existing configurations that access UNC paths will have to configure new directive "UNCList" to allow access during request processing.

Proxy encoding problem (CVE-2024-38473): Encoding problem in mod_proxy allows request URLs with incorrect encoding to be sent to backend services, potentially 

bypassing authentication via crafted requests.

Weakness with encoded question marks in backreferences (CVE-2024-38474): Substitution encoding issue in mod_rewrite. Allows attacker to execute scripts in 

directories permitted by the configuration but not directly reachable by any URL or source disclosure of scripts meant to only to be executed as CGI.

Weakness in mod_rewrite when first segment of substitution matches filesystem path. (CVE-2024-38475): Improper escaping of output in mod_rewrite. Allows an attacker 

to map URLs to filesystem locations that are permitted to be served by the server but are not intentionally/directly reachable by any URL, resulting in code execution or 

source code disclosure.

Crash resulting in Denial of Service in mod_proxy via a malicious request (CVE-2024-38477): null pointer dereference in mod_proxy. Allows an attacker to crash the 

server via a malicious request.

mod_rewrite proxy handler substitution (CVE-2024-39573): Potential SSRF in mod_rewrite. Allows an attacker to cause unsafe RewriteRules to unexpectedly setup URLs 

to be handled by mod_proxy.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.59

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

Bugtraq ID: -

Last Update: 2024-12-13 12:00:01.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.60 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

Vulnerable SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10 detected on port 22 over TCP.

SOLUTION:

There are no vendor supplied patches available at this time.

IMPACT:

Successful exploitation allows OS command injection and row hammer attacks for authentication bypass.

THREAT:

OpenSSH is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

In OpenSSH, when common types of DRAM are used, might allow row hammer attacks (for authentication bypass) because the integer value of authenticated in 

mm_answer_authpassword does not resist flips of a single bit.

Affected Versions:

OpenSSH up to version 9.6

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  0.0 AV:L/AC:L/Au:N/C:N/I:N/A:N

CVSS Temporal Score:  0.0 E:U/RL:U/RC:C

Severity:  4

QID: 38919

Category: General remote services

CVE ID: CVE-2023-51767

Vendor Reference: OpenSSH 9.6

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Authentication Bypass Vulnerability

<address>Apache/2.4.52 (Ubuntu) Server at 38.91.100.5 Port 443</address>

</body></html>

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-51767
https://www.openssh.com/txt/release-9.6
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PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-36760) port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Connection: close

Content-Type: text/html

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2024-38472: SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and malicious requests or content

CVE-2024-38473: Apache HTTP Server proxy encoding problem

CVE-2024-38474: Apache HTTP Server weakness with encoded question marks in backreferences

CVE-2024-38475: Apache HTTP Server weakness in mod_rewrite when first segment of substitution matches filesystem path.

CVE-2024-38476: Apache HTTP Server may use exploitable/malicious backend application output to run local handlers via internal redirect

CVE-2024-38477: Apache HTTP Server Crash resulting in Denial of Service in mod_proxy via a malicious request

CVE-2024-39573: Apache HTTP Server mod_rewrite proxy handler substitution

Affected Versions:

Apache HTTP Server versions prior to 2.4.60

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

Note: Detection is made practice as it checks for server banners only

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731613

Category: CGI

CVE ID: , , , , , , CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38476 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server 2.4.60

Bugtraq ID: -

Last Update: 2024-12-17 13:21:47.0

VULNERABILITY DETAILS

https://httpd.apache.org/download.cgi
https://httpd.apache.org/download.cgi
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38476
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://dlcdn.apache.org/httpd/CHANGES_2.4.60
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability allows an attacker to smuggle requests to the AJP server it forwards requests.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-36760: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server from 2.4 through 2.4.54

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  1.9 AV:L/AC:M/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.4 E:POC/RL:OF/RC:C

Severity:  4

QID: 731520

Category: CGI

CVE ID: CVE-2022-36760

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-09-06 06:03:24.0

VULNERABILITY DETAILS

PCI Severity Level:

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36760
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2024-38472: SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and malicious requests or content

CVE-2024-38473: Apache HTTP Server proxy encoding problem

CVE-2024-38474: Apache HTTP Server weakness with encoded question marks in backreferences

CVE-2024-38475: Apache HTTP Server weakness in mod_rewrite when first segment of substitution matches filesystem path.

CVE-2024-38476: Apache HTTP Server may use exploitable/malicious backend application output to run local handlers via internal redirect

CVE-2024-38477: Apache HTTP Server Crash resulting in Denial of Service in mod_proxy via a malicious request

CVE-2024-39573: Apache HTTP Server mod_rewrite proxy handler substitution

Affected Versions:

Apache HTTP Server versions prior to 2.4.60

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

Note: Detection is made practice as it checks for server banners only

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731613

Category: CGI

CVE ID: , , , , , , CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38476 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server 2.4.60

Bugtraq ID: -

Last Update: 2024-12-17 13:21:47.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.60 Multiple Security Vulnerabilities port 443 / tcp

https://httpd.apache.org/download.cgi
https://httpd.apache.org/download.cgi
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38476
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://dlcdn.apache.org/httpd/CHANGES_2.4.60
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SOLUTION:

Customers are advised to upgrade to  or later version to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server 2.4.62

refer to .Apache HTTP Server Security

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could potentially leak NTML hashes to a malicious server via SSRF and malicious requests.

THREAT:

Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Multiple versions of Apache HTTP Server on Windows are affected by a Server-Side Request Forgery (SSRF) Vulnerability with mod_rewrite in server/vhost context.

Affected Versions:

Apache HTTP Server versions from 2.4.0 prior to 2.4.62

QID Detection Logic (Unauthenticated):

This QID sends an HTTP GET request and checks the HTTP response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152036

Category: Web Application

CVE ID: CVE-2024-40898

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-13 18:02:42.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) port 443 / tcp

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-40898
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server is a free and open-source cross-platform web server software, released under the terms of Apache License 2.0.

CVE-2022-22719 - A carefully crafted request body can cause a read to a random memory area which could cause the process to crash.

CVE-2022-22720 - Apache HTTP Server 2.4.52 and earlier fails to close inbound connection when errors are encountered discarding the request body, exposing the 

server to HTTP Request Smuggling

CVE-2022-22721 - If LimitXMLRequestBody is set to allow request bodies larger than 350MB (defaults to 1M) on 32 bit systems an integer overflow happens which later 

causes out of bounds writes.

CVE-2022-23943 - Out-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap memory with possibly attacker provided 

data.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  4

QID: 730403

Category: CGI

CVE ID: , , , CVE-2022-23943 CVE-2022-22721 CVE-2022-22720 CVE-2022-22719

Vendor Reference: Apache Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Out-of-bounds Write Vulnerability port 80 / tcp

RESULT:

url: http://38.91.100.5:443/

comment: Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) detected at PORT : 443

matched: HTTP/1.1 403 Forbidden

Date: Wed, 12 Feb 2025 16:36:42 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 38.91.100.5 Port 443</address>

</body></html>

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23943
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22719
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Some mod_proxy configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a HTTP Request Smuggling attack.

Configurations are affected when mod_proxy is enabled along with some form of RewriteRule or ProxyPassMatch in which a non-specific pattern matches some portion 

of the user-supplied request-target (URL) data and is then re-inserted into the proxied request-target using variable substitution.

Affected Versions:

Apache HTTP Server Versions 2.4.0 through 2.4.55 (including)

QID Detection Logic(Unauthenticated):

This QID checks for vulnerable version of Apache HTTP Server by sending a GET request to a target and extracting the version from the response header.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  4

QID: 730758

Category: CGI

CVE ID: CVE-2023-25690

Vendor Reference: Apache HTTP Server Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Request Smuggling Vulnerability port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Connection: close

Content-Type: text/html

SOLUTION:

Customers are advised to update to Apache HTTP Server 2.4.53 or later. For more information, check Apache Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache Security Advisory

IMPACT:

Successful exploitation of the vulnerability may allow an attacker to redirect victim to a malicious server.

Affected Versions:

Apache HTTP Server 2.4 - 2.4.52

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25690
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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IMPACT:

Successful exploitation of this vulnerability may allows an attacker to smuggle requests to the AJP server it forwards requests to.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-26377: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server versions 2.4 to 2.4.53

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731521

Category: CGI

CVE ID: CVE-2022-26377

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-26377) port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Connection: close

Content-Type: text/html

SOLUTION:

Customers are advised to upgrade to Apache HTTP Server version 2.4.56 or later. For more information please refer to Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Request splitting/smuggling could result in bypass of access controls in the proxy server, proxying unintended URLs to existing origin servers, and cache poisoning.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26377
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
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THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-26377: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731521

Category: CGI

CVE ID: CVE-2022-26377

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-26377) port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26377
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server is a free and open-source cross-platform web server software, released under the terms of Apache License 2.0.

CVE-2022-22719 - A carefully crafted request body can cause a read to a random memory area which could cause the process to crash.

CVE-2022-22720 - Apache HTTP Server 2.4.52 and earlier fails to close inbound connection when errors are encountered discarding the request body, exposing the 

server to HTTP Request Smuggling

CVE-2022-22721 - If LimitXMLRequestBody is set to allow request bodies larger than 350MB (defaults to 1M) on 32 bit systems an integer overflow happens which later 

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  4

QID: 730403

Category: CGI

CVE ID: , , , CVE-2022-23943 CVE-2022-22721 CVE-2022-22720 CVE-2022-22719

Vendor Reference: Apache Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Out-of-bounds Write Vulnerability port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Connection: close

Content-Type: text/html

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may allows an attacker to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server versions 2.4 to 2.4.53

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running vulnerable version of apache httpd.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23943
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22719
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html


PCI Scan Vulnerability Report

Page 80Sysnet Scanning Management System February 13, 2025

CVSS Base Score:  1.9 AV:L/AC:M/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.4 E:POC/RL:OF/RC:C

Severity:  4

QID: 731520

Category: CGI

CVE ID: CVE-2022-36760

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-09-06 06:03:24.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-36760) port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to update to Apache HTTP Server 2.4.53 or later. For more information, check Apache Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache Security Advisory

IMPACT:

Successful exploitation of the vulnerability may allow an attacker to redirect victim to a malicious server.

causes out of bounds writes.

CVE-2022-23943 - Out-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap memory with possibly attacker provided 

data.

Affected Versions:

Apache HTTP Server 2.4 - 2.4.52

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36760
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  4

QID: 730758

Category: CGI

CVE ID: CVE-2023-25690

Vendor Reference: Apache HTTP Server Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Request Smuggling Vulnerability port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Connection: close

Content-Type: text/html

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability allows an attacker to smuggle requests to the AJP server it forwards requests.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-36760: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server from 2.4 through 2.4.54

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25690
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  4.8 AV:A/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:OF/RC:C

Severity:  4

QID: 731513

Category: CGI

CVE ID: , CVE-2006-20001 CVE-2022-37436

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.55 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to Apache HTTP Server version 2.4.56 or later. For more information please refer to Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Request splitting/smuggling could result in bypass of access controls in the proxy server, proxying unintended URLs to existing origin servers, and cache poisoning.

THREAT:

Some mod_proxy configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a HTTP Request Smuggling attack.

Configurations are affected when mod_proxy is enabled along with some form of RewriteRule or ProxyPassMatch in which a non-specific pattern matches some portion 

of the user-supplied request-target (URL) data and is then re-inserted into the proxied request-target using variable substitution.

Affected Versions:

Apache HTTP Server Versions 2.4.0 through 2.4.55 (including)

QID Detection Logic(Unauthenticated):

This QID checks for vulnerable version of Apache HTTP Server by sending a GET request to a target and extracting the version from the response header.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-20001
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-37436
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56


PCI Scan Vulnerability Report

Page 83Sysnet Scanning Management System February 13, 2025

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  3

QID: 150863

Category: Web Application

CVE ID: , CVE-2024-24795 CVE-2023-38709

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Connection: close

Content-Type: text/html

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2006-20001: A carefully crafted If: request header can cause a memory read, or write of a single zero byte, in a pool (heap) memory location beyond the header 

value sent. This could cause the process to crash.

CVE-2022-37436: A malicious backend can cause the response headers to be truncated early, resulting in some headers being incorporated into the response body. If 

the later headers have any security purpose, they will not be interpreted by the client.

Affected Versions:

Apache HTTP Server versions prior to 2.4.55

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2023-38709, CVE-2024-24795)

port 443 / tcp

RESULT:

url: http://38.91.100.5:443/

comment: Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 403 Forbidden

Date: Wed, 12 Feb 2025 16:36:41 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 38.91.100.5 Port 443</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4.59

IMPACT:

Successful exploitation of this vulnerability could allow attackers to split HTTP responses, which can lead to injecting harmful content or causing server issues.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

HTTP response splitting (CVE-2023-38709): Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP 

responses.

HTTP Response Splitting in multiple modules (CVE-2024-24795): HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject 

malicious response headers into backend applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-06 16:00:11.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to update the latest Apache versions respectively.

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-38709: Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP responses.

CVE-2024-24795: HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject malicious response headers into backend 

applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server versions prior to 2.4.59

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 731355

Category: CGI

CVE ID: , CVE-2023-38709 CVE-2024-24795

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://38.91.100.5/

comment: Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4.59

IMPACT:

Successful exploitation of this vulnerability could allow attackers to split HTTP responses, which can lead to injecting harmful content or causing server issues.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

HTTP response splitting (CVE-2023-38709): Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP 

responses.

HTTP Response Splitting in multiple modules (CVE-2024-24795): HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject 

malicious response headers into backend applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  3

QID: 150863

Category: Web Application

CVE ID: , CVE-2024-24795 CVE-2023-38709

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-06 16:00:11.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities port 80 / tcp

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

SOLUTION:

Customers are advised to update the latest Apache versions respectively.

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-38709: Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP responses.

CVE-2024-24795: HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject malicious response headers into backend 

applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server versions prior to 2.4.59

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 731355

Category: CGI

CVE ID: , CVE-2023-38709 CVE-2024-24795

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2023-38709, CVE-2024-24795)

port 80 / tcp

Content-Length: 1

Content-Type: text/html

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://38.91.100.5:443/

comment: Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) detected at PORT : 443

matched: HTTP/1.1 403 Forbidden

Date: Wed, 12 Feb 2025 16:36:43 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of the vulnerability can allow an attacker to trigger a DoS.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

HTTP/2 incoming headers exceeding the limit are temporarily buffered in nghttp2 in order to generate an informative HTTP 413 response. If a client does not stop sending 

headers, this leads to memory exhaustion.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  6.1 E:POC/RL:OF/RC:C

Severity:  4

QID: 152168

Category: Web Application

CVE ID: CVE-2024-27316

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-09-06 12:02:48.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) port 443 / tcp

Content-Length: 1

Connection: close

Content-Type: text/html

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-27316
https://httpd.apache.org/security/vulnerabilities_24.html
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SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of the vulnerability can allow an attacker to trigger a DoS.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

HTTP/2 incoming headers exceeding the limit are temporarily buffered in nghttp2 in order to generate an informative HTTP 413 response. If a client does not stop sending 

headers, this leads to memory exhaustion.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  6.1 E:POC/RL:OF/RC:C

Severity:  4

QID: 152168

Category: Web Application

CVE ID: CVE-2024-27316

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-09-06 12:02:48.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) port 80 / tcp

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 38.91.100.5 Port 443</address>

</body></html>

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-27316
https://httpd.apache.org/security/vulnerabilities_24.html
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SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.58 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-31122: Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server.This issue affects Apache HTTP Server

CVE-2023-45802: A client could send new requests and resets, keeping the connection busy and open and causing the memory footprint to keep on growing. On 

connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server versions prior to 2.4.58

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  1.7 AV:L/AC:L/Au:S/C:N/I:P/A:N

CVSS Temporal Score:  1.3 E:U/RL:OF/RC:C

Severity:  4

QID: 731517

Category: CGI

CVE ID: , CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.58 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

url: http://38.91.100.5/

comment: Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:56 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Content-Type: text/html

https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.58 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-31122: Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server.This issue affects Apache HTTP Server

CVE-2023-45802: A client could send new requests and resets, keeping the connection busy and open and causing the memory footprint to keep on growing. On 

connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server versions prior to 2.4.58

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  1.7 AV:L/AC:L/Au:S/C:N/I:P/A:N

CVSS Temporal Score:  1.3 E:U/RL:OF/RC:C

Severity:  4

QID: 731517

Category: CGI

CVE ID: , CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.58 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Connection: close

Content-Type: text/html

Apache HTTP Server Security Advisory

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

CVE-2023-31122 : Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server

CVE-2023-43622 : DoS in HTTP/2 with initial windows size 0

CVE-2023-45802 : When a HTTP/2 stream was reset (RST frame) by a client, there was a time window were the requests memory resources were not reclaimed 

immediately. Instead, de-allocation was deferred to connection close. A client could send new requests and resets, keeping the connection busy and open and causing 

the memory footprint to keep on growing. On connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.57

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 150737

Category: Web Application

CVE ID: , , CVE-2023-43622 CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache HTTP Server 2.4 vulnerabilities

Bugtraq ID: -

Last Update: 2024-06-02 12:01:45.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-43622
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 150737

Category: Web Application

CVE ID: , , CVE-2023-43622 CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache HTTP Server 2.4 vulnerabilities

Bugtraq ID: -

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

url: http://38.91.100.5:443/

comment: Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 403 Forbidden

Date: Wed, 12 Feb 2025 16:36:40 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 38.91.100.5 Port 443</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4 vulnerabilities

Apache HTTP Server

IMPACT:

Exploitation of the vulnerability could lead to uncontrolled resource consumption or buffer over-read.

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-43622
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
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Severity:  3

QID: 42017

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Remote Access or Management Service Detected

Information Gathered (72)

RESULT:

url: http://38.91.100.5/

comment: Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:53 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Content-Type: text/html

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4 vulnerabilities

Apache HTTP Server

IMPACT:

Exploitation of the vulnerability could lead to uncontrolled resource consumption or buffer over-read.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

CVE-2023-31122 : Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server

CVE-2023-43622 : DoS in HTTP/2 with initial windows size 0

CVE-2023-45802 : When a HTTP/2 stream was reset (RST frame) by a client, there was a time window were the requests memory resources were not reclaimed 

immediately. Instead, de-allocation was deferred to connection close. A client could send new requests and resets, keeping the connection busy and open and causing 

the memory footprint to keep on growing. On connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.57

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

Last Update: 2024-06-02 12:01:45.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
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RESULT:

Content-Security-Policy HTTP Header missing on port 4000.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 4000 / tcp

RESULT:

Service name: SSH on TCP port 22.

SOLUTION:

Expose the remote access or remote management services only to the system administrators or intended users of the system.

IMPACT:

Consequences vary by the type of attack.

THREAT:

A remote access or remote management service was detected. If such a service is accessible to malicious users it can be used to carry different type of attacks. Malicious 

users could try to brute force credentials or collect additional information on the service which could enable them in crafting further attacks.

The Results section includes information on the remote access service that was found on the target.

Services like Telnet, Rlogin, SSH, windows remote desktop, pcAnywhere, Citrix Management Console, Remote Admin (RAdmin), VNC, OPENVPN and ISAKMP are 

checked.

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-05-20 12:30:20.0

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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Severity:  3

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 80 / tcp

RESULT:

Content-Security-Policy HTTP Header missing on port 4001.

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4001

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 4001 / tcp

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4000

Connection: Keep-Alive

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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RESULT:

Remote Web Server supports HTTP version 1.x on 80 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 80 / tcp

RESULT:

Content-Security-Policy HTTP Header missing on port 80.

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 4001 / tcp

RESULT:

Based on TCP timestamps obtained via port 22, the host&apos;s uptime is 21 days, 8 hours, and 58 minutes.

The TCP timestamps from the host are in units of 1 milliseconds.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The TCP/IP stack on the host supports the TCP TimeStamp (kind 8) option. Typically the timestamp used is the host's uptime (since last reboot) in various units (e.g., one 

hundredth of second, one tenth of a second, etc.). Based on this, we can obtain the host's uptime. The result is given in the Result section below.

Some operating systems (e.g., MacOS, OpenBSD) use a non-zero, probably random, initial value for the timestamp. For these operating systems, the uptime obtained 

does not reflect the actual uptime of the host; the former is always larger than the latter.

Severity:  2

QID: 82063

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2007-05-29 18:56:36.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Uptime Based on TCP TimeStamp Option
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Severity:  2

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 4000 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 443 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 443 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 4001 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.
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IMPACT:

Some of the resources were not accessible. Results may be incomplete or incorrect.

1.  

2.  

3.  

4.  

5.  

6.  

THREAT:

The following are some of the possible reasons for the timeouts or connection errors:

A disturbance in network connectivity between the scanner and the application occurred.

The web server or application server hosting the application was taken down in the midst of a scan.

The web application experienced an overload, possibly due to load generated by the scan.

An error occurred in the SSL/TLS handshake (applies to HTTPS web applications only).

A security device, such as an IDS/IPS or web application firewall (WAF), began to drop or reject the HTTP connections from the scanner.

Very large files like PDFs, videos, etc. are present on the site and caused timeouts when accessed by the scanner.

Severity:  2

QID: 150018

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-02-08 02:07:37.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Connection Error Occurred During Application Scan port 4000 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 4000 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0
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RESULT:

Total number of unique links that encountered connection errors: 92

Links with highest number of connection errors:

1 http://38.91.100.5:4000/tours/United%20Arab%20Emirates/Dubai/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/static/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/support/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/static/terms-and-conditions/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/United%20Arab%20Emirates/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/support/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/South-Africa/Mpumalanga/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/attractions/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/support/faq/flights/%3cscript%3e_q_q=%27%29%28%27%3c/script%3e

1 http://38.91.100.5:4000/tours/Japan/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Mexico/Cancun/%3cscript%3e_q_q=%27%29%28%27%3c/script%3e

1 http://38.91.100.5:4000/tours/Vietnam/Dong-Hoi/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/./qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/South-Africa/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/28715P1/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/attractions/view/9865/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/support/faq/flights/changes/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Greece/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/Vietnam/Dong-Hoi/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Japan/Tokyo-Prefecture/88165P2/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/United%20Arab%20Emirates/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/United%20Arab%20Emirates/Dubai/91421P4/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/attractions/view/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Vietnam/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/static/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/static/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/Vietnam/Dong-Hoi/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/Japan/Tokyo-Prefecture/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/United%20Arab%20Emirates/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/attractions/view/9865/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/28715P1/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Mexico/%3cscript%3e_q_q=%27%29%28%27%3c/script%3e

1 http://38.91.100.5:4000/tours/Mexico/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Japan/Tokyo-Prefecture/88165P2/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/112139P1/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/Vietnam/Cat-Ba/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/search-hotels/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/./%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/United%20Arab%20Emirates/Dubai/91421P4/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/support/faq/flights/baggage/%3cscript%3e_q_q=%27%29%28%27%3c/script%3e

1 http://38.91.100.5:4000/tours/Japan/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/Italy/Florence/%27%3bqxss(document.cookie)%3b%27

SOLUTION:

First, confirm that the server was not taken down in the midst of the scan. After that, investigate the root cause by reviewing the listed links and examining web server 

logs, application server logs, or IDS/IPS/WAF logs. If the errors are caused due to load generated by the scanner then try reducing the scan intensity (this could increase 

the scan duration). If the errors are due to specific URLs being tested by the scanner or due to specific form data sent by the scanner, then configure exclude lists in the 

scan configuration as needed to avoid such requests. If timeouts or connection errors are a persistent issue but you want the scan to run to completion, change the 

Behavior Settings in the option profile to increase the error thresholds or disable the error checks entirely.
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PCI COMPLIANCE STATUS

Operating System Detected

1 http://38.91.100.5:4000//qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/support/faq/flights/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Vietnam/Cat-Ba/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000//%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/support/%3cscript%3e_q_q=%27%29%28%27%3c/script%3e

1 http://38.91.100.5:4000/tours/Mexico/Cancun/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Japan/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/manifest.webmanifest/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/South-Africa/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/attractions/view/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/Vietnam/Cat-Ba/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Vietnam/Dong-Hoi/202799P2/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/static/terms-and-conditions/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/crossdomain.xml/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/Vietnam/Dong-Hoi/202799P2/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/112139P1/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/Vietnam/Central-Vietnam/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Japan/Tokyo-Prefecture/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/Iceland/Reykjavik/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Japan/Tokyo-Prefecture/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/manifest.webmanifest/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/United%20Arab%20Emirates/Dubai/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/attractions/view/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/support/faq/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/attractions/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Vietnam/Cat-Ba/55929P314/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/Italy/Florence/%3cscript%3e_q_q=%27%29%28%27%3c/script%3e

1 http://38.91.100.5:4000/tours/Vietnam/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Iceland/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/United%20Arab%20Emirates/Dubai/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/support/faq/%3cscript%3e_q_q=%27%29%28%27%3c/script%3e

1 http://38.91.100.5:4000/tours/attractions/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/support/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Vietnam/Cat-Ba/55929P314/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/support/faq/flights/baggage/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Vietnam/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/crossdomain.xml/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/tours/South-Africa/Mpumalanga/%3cscript%3e_q_q=%27%29%28%27%3c/script%3e

1 http://38.91.100.5:4000/tours/Italy/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/./%27%3bqxss(document.cookie)%3b%27

1 http://38.91.100.5:4000/tours/Greece/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.100.5:4000/search-hotels/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.100.5:4000/tours/South-Africa/qss&apos;;qxss(document.cookie);&apos;

Phase wise summary of timeout and connection errors encountered:

ePhasePathXssTests : 0 92
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PCI COMPLIANCE STATUS

List of Web Directories port 4001 / tcp

RESULT:

Operating System Technique ID

Ubuntu/Linux TCP/IP Fingerprint U7254:

22

SOLUTION:

Not applicable.

IMPACT:

Not applicable.

THREAT:

Several different techniques can be used to identify the operating system (OS) running on a host. A short description of these techniques is provided below. The specific 

technique used to identify the OS on this host is included in the RESULTS section of your report.

1) : The operating system of a host can be identified from a remote system using TCP/IP fingerprinting. All underlying operating system TCP/IP stacks TCP/IP Fingerprint

have subtle differences that can be seen in their responses to specially-crafted TCP packets. According to the results of this "fingerprinting" technique, the OS version is 

among those listed below.

Note that if one or more of these subtle differences are modified by a firewall or a packet filtering device between the scanner and the host, the fingerprinting technique 

may fail. Consequently, the version of the OS may not be detected correctly. If the host is behind a proxy-type firewall, the version of the operating system detected may 

be that of the firewall instead of the host being scanned.

2) : Short for Network Basic Input Output System, an application programming interface (API) that augments the DOS BIOS by adding special functions for local-NetBIOS

area networks (LANs). Almost all LANs for PCs are based on the NetBIOS. Some LAN manufacturers have even extended it, adding additional network capabilities. 

NetBIOS relies on a message format called Server Message Block (SMB).

3) : PHP is a hypertext pre-processor, an open-source, server-side, HTML-embedded scripting language used to create dynamic Web pages. Under some PHP Info

configurations it is possible to call PHP functions like phpinfo() and obtain operating system information.

4) : The Simple Network Monitoring Protocol is used to monitor hosts, routers, and the networks to which they attach. The SNMP service maintains Management SNMP

Information Base (MIB), a set of variables (database) that can be fetched by Managers. These include "MIB_II.system.sysDescr" for the operating system.

Severity:  2

QID: 45017

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-02-11 13:32:02.0

VULNERABILITY DETAILS
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THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 80 / tcp

RESULT:

Directory Source

/ticket/ brute force

/tours/ web page

/tours/attractions/ web page

/tours/attractions/view/ web 

page

/static/ web page

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS
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PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 4001 / tcp

RESULT:

Average change between subsequent TCP initial sequence numbers is 1014134194 with a standard deviation of 632419626. These TCP initial sequence numbers were 

triggered by TCP SYN probes sent to the host at an average rate of 1/(5138 microseconds). The degree of difficulty to exploit the TCP initial sequence number generation 

scheme is: hard.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

TCP Initial Sequence Numbers (ISNs) obtained in the SYNACK replies from the host are analyzed to determine how random they are. The average change between 

subsequent ISNs and the standard deviation from the average are displayed in the RESULT section. Also included is the degree of difficulty for exploitation of the TCP 

ISN generation scheme used by the host.

Severity:  1

QID: 82045

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-11-19 21:53:59.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Degree of Randomness of TCP Initial Sequence Numbers

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

IP based excluded links:

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 4000 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 4001 port.

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4001

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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Severity:  1

QID: 45039

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-08-27 03:28:53.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Names Found

RESULT:

HTTP header and method information collected on port 4000.

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4000

Connection: Keep-Alive

HTTP/1.1 200 OK

X-Powered-By: Express

Content-Type: text/html; charset=utf-8

Content-Length: 281994

ETag: W/"44d8a-RZCt6Xm1oN5Usou6QQPvfOhUsEk"

Date: Wed, 12 Feb 2025 18:07:03 GMT

Connection: keep-alive

Keep-Alive: timeout=5

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0
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RESULT:

Scan duration: 8717 seconds

Start time: Wed, Feb 12 2025, 16:32:25 GMT

End time: Wed, Feb 12 2025, 18:57:42 GMT

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Host Scan Time is the period of time it takes the scanning engine to perform the vulnerability assessment of a single target host. The Host Scan Time for this host is 

reported in the Result section below.

The Host Scan Time does not have a direct correlation to the Duration time as displayed in the Report Summary section of a scan results report. The Duration is the 

period of time it takes the service to perform a scan task. The Duration includes the time it takes the service to scan all hosts, which may involve parallel scanning. It also 

includes the time it takes for a scanner appliance to pick up the scan task and transfer the results back to the service's Secure Operating Center. Further, when a scan 

task is distributed across multiple scanners, the Duration includes the time it takes to perform parallel host scanning on all scanners.

Severity:  1

QID: 45038

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-09-15 18:02:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Scan Time - Scanner

RESULT:

Host Name Source

5-100-91-38.clients.gthost.com 

FQDN

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The following host names were discovered for this computer using various methods such as DNS look up, NetBIOS query, and SQL server name query.
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PCI COMPLIANCE STATUS

Links Crawled port 4000 / tcp

RESULT:

HTTP header and method information collected on port 80.

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:10:16 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 80 / tcp
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RESULT:

Duration of crawl phase (seconds): 30.00

Number of links: 75

(This number excludes form requests and links re-requested during authentication.)

http://38.91.100.5:4000/

http://38.91.100.5:4000/./

http://38.91.100.5:4000/car-rentals

http://38.91.100.5:4000/crossdomain.xml

http://38.91.100.5:4000/manifest.webmanifest

http://38.91.100.5:4000/search-hotels?location=ATH

http://38.91.100.5:4000/search-hotels?location=BKK

http://38.91.100.5:4000/search-hotels?location=CAI

http://38.91.100.5:4000/search-hotels?location=JHG

http://38.91.100.5:4000/search-hotels?location=NRT

http://38.91.100.5:4000/search-hotels?location=ROE

http://38.91.100.5:4000/search-hotels?location=SGN

http://38.91.100.5:4000/search-hotels?location=SYD

http://38.91.100.5:4000/static/about-us

http://38.91.100.5:4000/static/pay-later

http://38.91.100.5:4000/static/privacy-policy

http://38.91.100.5:4000/static/terms-and-conditions

http://38.91.100.5:4000/static/visa-requirements

http://38.91.100.5:4000/support

http://38.91.100.5:4000/support/?loginUser=true

http://38.91.100.5:4000/support/faq

http://38.91.100.5:4000/support/faq/flights/baggage/what-are-my-baggage-allowance

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS
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http://38.91.100.5:4000/support/faq/flights/changes/airline-policies-for-covid-19

http://38.91.100.5:4000/tours/Australia

http://38.91.100.5:4000/tours/Egypt

http://38.91.100.5:4000/tours/England/London/3858EE021

http://38.91.100.5:4000/tours/England/London/6506LONHOHO

http://38.91.100.5:4000/tours/Greece

http://38.91.100.5:4000/tours/Greece/Athens/248334P2

http://38.91.100.5:4000/tours/Greece/Athens/2876P72

http://38.91.100.5:4000/tours/Greece/Athens/3140_27

http://38.91.100.5:4000/tours/Greece/Athens/7679P1

http://38.91.100.5:4000/tours/Greece/Crete/169769P1

http://38.91.100.5:4000/tours/Greece/Epirus/119426P1

http://38.91.100.5:4000/tours/Greece/Macedonia/18123P2

http://38.91.100.5:4000/tours/Greece/Macedonia/18123P9

http://38.91.100.5:4000/tours/Iceland/Reykjavik/116425P1

http://38.91.100.5:4000/tours/Ireland/Dublin/5300MOHER

http://38.91.100.5:4000/tours/Italy

http://38.91.100.5:4000/tours/Italy/Florence/5070TUSCANY

http://38.91.100.5:4000/tours/Italy/Rome/3058VATICAN

http://38.91.100.5:4000/tours/Italy/Rome/3731COLOSSEUM

http://38.91.100.5:4000/tours/Italy/Rome/3731VATICAN

http://38.91.100.5:4000/tours/Japan

http://38.91.100.5:4000/tours/Japan/Ibaraki-Prefecture/21490P115

http://38.91.100.5:4000/tours/Japan/Shizuoka-Prefecture/367610P1

http://38.91.100.5:4000/tours/Japan/Tokyo-Prefecture/235563P4

http://38.91.100.5:4000/tours/Japan/Tokyo-Prefecture/88165P2

http://38.91.100.5:4000/tours/Mexico/Cancun/110186P2

http://38.91.100.5:4000/tours/Netherlands/Amsterdam/75227P1

http://38.91.100.5:4000/tours/Netherlands/Amsterdam/75227P6

http://38.91.100.5:4000/tours/South-Africa

http://38.91.100.5:4000/tours/South-Africa/KwaZulu-Natal/132971P1

http://38.91.100.5:4000/tours/South-Africa/Mpumalanga/85143P1

http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/112139P1

http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/28715P1

http://38.91.100.5:4000/tours/Thailand

http://38.91.100.5:4000/tours/USA/Boston/3037DUCK

http://38.91.100.5:4000/tours/USA/Las-Vegas/3951WESTDLX

http://38.91.100.5:4000/tours/United%20Arab%20Emirates/Dubai/91421P12

http://38.91.100.5:4000/tours/United%20Arab%20Emirates/Dubai/91421P4

http://38.91.100.5:4000/tours/Vietnam

http://38.91.100.5:4000/tours/Vietnam/Cat-Ba/55929P314

http://38.91.100.5:4000/tours/Vietnam/Central-Vietnam/222912P9

http://38.91.100.5:4000/tours/Vietnam/Central-Vietnam/24244P352

http://38.91.100.5:4000/tours/Vietnam/Dong-Hoi/202799P2

http://38.91.100.5:4000/tours/Vietnam/Ho-Chi-Minh-City/20086P1

http://38.91.100.5:4000/tours/attractions/view/11617

http://38.91.100.5:4000/tours/attractions/view/12304

http://38.91.100.5:4000/tours/attractions/view/22982

http://38.91.100.5:4000/tours/attractions/view/7174

http://38.91.100.5:4000/tours/attractions/view/8

http://38.91.100.5:4000/tours/attractions/view/9750

http://38.91.100.5:4000/tours/attractions/view/9845

http://38.91.100.5:4000/tours/attractions/view/9865
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Scan Diagnostics port 443 / tcp

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://media.tacdn.com/media/attractions-splice-spp-674x446/06/fb/9b/d2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/17/e7/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/2a/81/88.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/3c/d2/5f.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/68/e7/b2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/aa/5c/71.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/09/3a/8a/80.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0a/b1/6f/5e.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/24/ea/75.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/74/4d/ab.jpg

IP based excluded links:

Links rejected during the test phase not reported due to volume of links.

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 4000 / tcp
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RESULT:

Target web application page http://38.91.100.5:443/ fetched. Status code:403, Content-Type:text/html, load time:110 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 2 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 1 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(9 x 1) + paths:(0 x 1) = total (9)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 1 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 9 requests, 1 seconds. Completed 9 requests of 9 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 27 requests, 0 seconds. Completed 27 requests of 197 estimated requests (13.7056%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 1 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 121 requests, 1 seconds. Completed 121 requests of 130 estimated requests (93.0769%). XSS optimization 

removed 58 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 1 inputs)

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 4000 / tcp

Batch #4 shell shock detector: 1 vulnsigs tests, completed 1 requests, 0 seconds. Completed 1 requests of 1 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(4 x 1) + paths:(11 x 1) = total (15)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 1 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 14 requests, 1 seconds. Completed 14 requests of 15 estimated requests (93.3333%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 0) + directories:(94 x 1) + paths:(5 x 1) = total (99)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 1 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 98 requests, 0 seconds. Completed 98 requests of 99 estimated requests (98.9899%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 601 requests, 5 seconds. Completed 601 requests of 1597 estimated requests (37.6331%). All tests completed.

Duration of Crawl Time: 5.00 (seconds)

Duration of Test Phase: 9.00 (seconds)

Total Scan Time: 14.00 (seconds)

Total requests made: 913

Average server response time: 0.06 seconds

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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RESULT:

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4000

Connection: Keep-Alive

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Top Rated Tours, Activities and Attractions | Destina Holidays</title>

<base href="/">

<meta name="viewport" content="width=device-width, initial-scale=1,minimum-scale=1">

<meta name="robots" content="index, follow">

<meta http-equiv="cache-control" content="max-age=0">

<meta http-equiv="cache-control" content="no-store">

<meta http-equiv="expires" content="-1">

<meta http-equiv="expires" content="Tue, 01 Jan 1980 1:00:00 GMT">

<meta http-equiv="pragma" content="no-cache">

<script src="https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0" defer=""></script>

<script src="https://kit.fontawesome.com/80f3ee4f21.js" crossorigin="anonymous"></script>

<script>const observer = new PerformanceObserver((entryList) => {

for (const entry of entryList.getEntriesByName(&apos;first-contentful-paint&apos;)) {

console.log(&apos;FCP candidate:&apos;, entry.startTime, entry);

}

}).observe({type: &apos;paint&apos;, buffered: true});

</script>

<!-- Google tag (gtag.js) -->

<script async="" src="https://www.googletagmanager.com/gtag/js?id=AW-360775968"></script>

<script>

window.dataLayer = window.dataLayer || [];

function gtag(){dataLayer.push(arguments);}

gtag(&apos;js&apos;, new Date());

gtag(&apos;config&apos;, &apos;AW-360775968&apos;);

</script>

<link rel="manifest" href="manifest.webmanifest">

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.
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card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104] sup[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .border-accent[_ngcontent-sc104]{height:5px;

background:var(--blue);border-radius:0 0 14px 14px;position:absolute;bottom:0;width:100%}.home-carousel[_ngcontent-sc104] .item[_ngcontent-sc104]{padding:10px;

box-sizing:border-box}.home-carousel[_ngcontent-sc104] .tile[_ngcontent-sc104]{min-height:200px;background-color:#ccc;background-size:cover!important;display:flex;

align-items:center;justify-content:center;box-shadow:0 0 10px rgba(0,0,0,.3)}.home-carousel[_ngcontent-sc104] .leftRs[_ngcontent-sc104]{left:0;z-index:1}.home-carousel

[_ngcontent-sc104] .leftRs[_ngcontent-sc104], .home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{position:absolute;margin:auto;top:0;bottom:0;width:50px;

height:50px;box-shadow:1px 2px 10px -1px rgba(0,0,0,.3);border-radius:999px;background-color:#fff}.home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{right:

0}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104]{list-style-type:none;text-align:center;padding:12px;margin:0;white-space:nowrap;overflow:auto;box-

sizing:border-box}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;border-radius:50%;border:1px solid var(--

primary);padding:4px;margin:0 3px;transition-timing-function:cubic-bezier(.17,.67,.83,.67);transition:.4s}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li.

active[_ngcontent-sc104]{background:var(--primary);transform:scale(1.2)}.popular-destination-list[_ngcontent-sc104]{list-style-type:none;margin:0;display:block;padding:

10px 0 20px;text-align:center}.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;padding:5px 10px;border-radius:14px;border:2px solid 

var(--primary);color:var(--primary);margin-right:10px;transition:var(--animate)}@media (max-width: 768px){.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]

{font-size:.8em;border:1px solid var(--primary);margin-bottom:10px}}.popular-destination-list[_ngcontent-sc104] li.active[_ngcontent-sc104], .popular-destination-list

[_ngcontent-sc104] li[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff;cursor:pointer}.customer_support[_ngcontent-sc104]{font-size:1.1rem}@media 

(max-width: 768px){.customer_support[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:.9em!important;padding-top:30px}.customer_support[_ngcontent-sc104] p

[_ngcontent-sc104]{font-size:.8em;padding-top:10px}}.customer_support[_ngcontent-sc104] .contact_button[_ngcontent-sc104]{border:0;color:#fff;padding:20px 60px}.

category_destinations[_ngcontent-sc104]{position:relative;transition:var(--animate)}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]

{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-
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sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]{margin:3px}}.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.category_destinations[_ngcontent-

sc104] .category_destination[_ngcontent-sc104]:first-child{margin:3px}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay-bg

[_ngcontent-sc104]{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:

14px;border-bottom-right-radius:14px}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:

absolute;bottom:20px;left:10px;padding-right:10px;z-index:1;width:96%;line-height:1.1rem}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1 rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block;overflow:

hidden;text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:2;-webkit-box-orient:vertical}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem;position:relative;top:-10px;font-

weight:500}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.

9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);float:right;font-weight:300}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104] sup[_ngcontent-sc104]{text-decoration:underline}.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.pre-footer[_ngcontent-sc104]

{background:var(--header-bg);color:#fff;padding:20px;font-size:1rem;margin-top:20px}.pre-footer[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.2rem;font-weight:

800}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104]{padding-bottom:5px}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-

sc104] a[_ngcontent-sc104]{color:hsla(0,0%,100%,.7);text-decoration:none}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104] a[_ngcontent-sc104]:

hover{color:#fff;text-decoration:underline;cursor:pointer}.btn-group[_ngcontent-sc104]{border-color:var(--alternate)}.btn-group[_ngcontent-sc104] .btn-outline-primary

[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-

group[_ngcontent-sc104] .selected[_ngcontent-sc104]{box-shadow:none}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104]:hover, .btn-group

[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]:hover, .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] 

.selected[_ngcontent-sc104]:hover{background-color:#f9f9f9}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-

dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] .selected[_ngcontent-sc104]

{border-color:var(--alternate);color:var(--alternate)}.btn-group[_ngcontent-sc104] .checked[_ngcontent-sc104]{background-color:var(--alternate)!important;color:#fff}.styled-

input[_ngcontent-sc104]{position:relative}.styled-input[_ngcontent-sc104] .pax-icon[_ngcontent-sc104]{float:left;position:relative;top:10px;padding-right:10px}.styled-input

[_ngcontent-sc104] .right-arrow[_ngcontent-sc104]{position:relative;top:10px;padding-right:10px;float:right}.styled-input[_ngcontent-sc104] .pax-mobile-input[_ngcontent-

sc104]{padding-top:10px}.side-bar[_ngcontent-sc104]{height:100%;z-index:99;top:0;font-size:.9em;right:0;width:0;background-color:#fff!important;padding-top:0;transition:.

1s}.side-bar[_ngcontent-sc104], .side-bar[_ngcontent-sc104] .close-nav[_ngcontent-sc104]{position:fixed;box-shadow:0 5px 30px rgba(0,0,0,.4)}.side-bar[_ngcontent-

sc104] .close-nav[_ngcontent-sc104]{width:100%;background-color:var(--alternate);border-bottom:1px solid #e0e0e0;padding:15px;color:#fff}.side-bar[_ngcontent-sc104] .

close-nav[_ngcontent-sc104] span[_ngcontent-sc104]{font-size:1.2rem;padding:5px 15px;background-color:hsla(0,0%,100%,.1);position:absolute;border-radius:5px;left:

10px;top:10px}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.3rem;margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;

background-color:#627d90}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104] i[_ngcontent-sc104]{padding:8px 10px;transition:all .1s ease-in-out;background-color:

#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:5px;font-size:.9rem;left:9px}.side-bar[_ngcontent-sc104] .box-shadow[_ngcontent-sc104]

{margin-bottom:0;box-shadow:none}.pax-dropdown-mobile[_ngcontent-sc104]{padding:80px 20px 20px!important}.pax-dropdown-mobile[_ngcontent-sc104] .btn-outline-

primary[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{border-color:var(--alternate);color:var(--alternate);width:100%;margin:0!

important}.pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{background-color:var(--alternate);color:#fff}.modal-error-background[_ngcontent-sc104]

{position:fixed;background:rgba(0,0,0,.6);vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;-webkit-animation:

modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.error-popup[_ngcontent-sc104]{-

webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);

position:fixed;top:50%;left:50%;width:340px;height:230px;margin-top:-115px;margin-left:-170px;background-color:#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.

3);overflow:hidden;z-index:1000}@media (min-width: 768px){.error-popup[_ngcontent-sc104]{-webkit-animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;

animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:230px;

margin-top:-115px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104]{border-bottom:0 solid #dee2e6;padding:0}.error-popup[_ngcontent-

sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104] .close[_ngcontent-sc104]{padding:1rem;margin:-1rem -1rem -1rem auto;position:

absolute;right:-22px;color:#fff;top:-7px;text-shadow:none;opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):focus, .error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):hover{opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104]{padding:0}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104]

{display:flex;flex-flow:row nowrap}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .error-header[_ngcontent-sc104]{background-color:#f9f9f9;padding:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104]{width:440px;height:230px;overflow:auto;display:block}.error-popup[_ngcontent-sc104] .

error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.1

rem;font-weight:400;padding:0 0 15px}@media (min-width: 768px){.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-

sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.5rem}}.error-popup[_ngcontent-sc104] .error-popup-container

[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]{color:#6c757d!
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important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover{color:#022243!important;cursor:pointer}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-

sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .shareinput[_ngcontent-sc104]{line-height:38px;height:38px;padding:.

3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-color:#fff;width:65%;margin-right:5%}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .form-items

[_ngcontent-sc104]{margin-top:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:38px;min-width:100px;padding:0 .4em;

border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:1em;font-weight:600;text-decoration:

none!important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right

[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,#253c77 90%)}.error-

popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] textarea

[_ngcontent-sc104]{width:100%}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]{height:48px;background-color:var(--alternate);transition:.3s;border:none;outline:none;border-radius:8px;

color:#fff}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] .share-submit[_ngcontent-sc104]:hover{background-color:var(--secondary)}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]:disabled{background-image:radial-gradient(circle farthest-

corner at 10% 20%,#666 0,#666 90%)}.mobile-swipe-container[_ngcontent-sc104]{overflow-x:scroll;white-space:nowrap;padding-bottom:10px}.thumbnail[_ngcontent-

sc104]{display:inline-block;height:100%;width:85%;padding-right:5px}.thumbnail[_ngcontent-sc104] img[_ngcontent-sc104]{height:100%;width:100%}.animate[_ngcontent-

sc104]{-webkit-animation:shimmer 2s linear infinite;animation:shimmer 2s linear infinite;background:linear-gradient(90deg,#e2e2e2 4%,#c5c5c5ee 25%,#eff1f3 36%);

background-size:1000px 100%}.border-radius-7[_ngcontent-sc104]{border-radius:7px}@-webkit-keyframes shimmer{0%{background-position:-1000px 0}to{background-

position:1000px 0}}@keyframes shimmer{0%{background-position:-1000px 0}to{background-position:1000px 0}}.hotel-options[_ngcontent-sc104]{position:absolute;font-

size:1rem;letter-spacing:.5px}.hotel-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;cursor:pointer}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-bottom:50px;top:0;left:0;width:100%;min-width:200px;height:

auto;background:#fff;border-radius:3px;z-index:99999}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-

titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-options[_ngcontent-

sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:

20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-items:center;cursor:pointer}.hotel-

options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:

none}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;

font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:

24px;height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;transition:all .2s linear}.hotel-options[_ngcontent-

sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;

left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) 

forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

pax-dropdown[_ngcontent-sc104]{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104]{overflow:auto;height:480px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:var(--primary);color:#fff}.hotel-options

[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:

center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-titleArea[_ngcontent-sc104] .travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;

color:var(--dark);flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea

[_ngcontent-sc104] .travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:

pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104]

{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--gray);background-color:var(--gray);color:

#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name

[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-options[_ngcontent-sc104] .
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travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:

15px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] span.marker[_ngcontent-

sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:#616161;font-weight:700;display:block;margin-bottom:.

35294118rem;padding:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-

webkit-appearance:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;position:relative;left:

-10px;z-index:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104]{text-align:

center;display:flex}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit

[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;

position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search[_ngcontent-sc104]{padding:20px 0}.hotel-search[_ngcontent-sc104] .fa-times[_ngcontent-

sc104]{color:#fff}.hotel-search[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:.7rem;margin-left:5px}.hotel-search[_ngcontent-sc104] .traveler-text

[_ngcontent-sc104]{cursor:pointer;position:relative;font-size:1rem;color:#132968}.hotel-search[_ngcontent-sc104] .traveler-text[_ngcontent-sc104] .text[_ngcontent-sc104]

{position:relative;top:20px;left:15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104]{display:flex;width:100%}.hotel-search[_ngcontent-sc104] .checkin

[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:100%;position:relative;border:1px solid #f1f2f6;border-radius:8px;background-color:#f1f2f6;-webkit-

appearance:none;-moz-appearance:none;appearance:none;margin:3px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:100%;border:0 solid #c9c9c9;border-radius:0;font-size:1rem;background-color:#f1f2f6;color:#132968;margin-bottom:0;position:relative;top:

15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]:hover{border:1px solid #a1a9c3;transition:all .3 ease-in-out;outline:

0}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .placeholder-label[_ngcontent-sc104]{position:absolute;z-index:1;font-size:.85rem;color:#fff;top:3px;

padding:0 5px;color:#8b8f9f;left:8px;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;user-select:none}.hotel-search[_ngcontent-sc104] .search-btn

[_ngcontent-sc104]{width:15%;background:var(--alternate);color:#fff;padding:10px 20px;cursor:pointer;transition:all .3s ease-in-out;box-shadow:0 1px 3px 0 rgba(0,0,0,.2),

0 1px 1px 0 rgba(0,0,0,.14),0 2px 1px -1px rgba(0,0,0,.12);border:none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .search-btn[_ngcontent-sc104]:hover

{background:var(--primary)}.hotel-search[_ngcontent-sc104] .search-btn-disabled[_ngcontent-sc104]{background:var(--grey-linear-gradient)!important;color:#666;border:

none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104]{display:flex;position:relative;font-size:1rem;letter-spacing:.5px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;

cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-

bottom:50px;top:0;left:0;width:100%;min-width:200px;height:auto;background:#fff;border-radius:3px;z-index:99999}.hotel-search[_ngcontent-sc104] .flight-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;

background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-

height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-

sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-

items:center;cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .

triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype

[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;font-size:.9rem;color:#333}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:24px;

height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;

outline:none;transition:all .2s linear}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]

{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;

background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .pax-dropdown[_ngcontent-sc104]{box-

shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-

sc104]{overflow:auto;height:480px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:

var(--primary);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .
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travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:var(--dark);flex:1 1 0%;color:#fff}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .

travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!

important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list

[_ngcontent-sc104]{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-search[_ngcontent-sc104] .flight-

options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover

{border-color:var(--gray);background-color:var(--gray);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:

#333}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-

sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:15px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] 

span.marker[_ngcontent-sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:

#616161;font-weight:700;display:block;margin-bottom:.35294118rem;padding:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-

sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-webkit-appearance:none}.hotel-search[_ngcontent-

sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-

sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;

position:relative;left:-10px;z-index:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-submit[_ngcontent-sc104]{text-align:center;display:flex}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;

text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search

[_ngcontent-sc104] .seating-class[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{margin-top:8px}.hotel-search[_ngcontent-sc104] .seating-class

[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 0 4px 10px!important}.new-calendar[_ngcontent-sc104]{display:flex;justify-content:center;-webkit-user-select:

none;-moz-user-select:none;-ms-user-select:none;user-select:none}.new-calendar[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover, .new-calendar[_ngcontent-sc104] .fas

[_ngcontent-sc104]:hover{color:var(--dark-blue)}.new-calendar[_ngcontent-sc104] .twoway[_ngcontent-sc104]{width:100%!important}.new-calendar[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:auto;text-align:center;cursor:pointer;width:60%!important;background-color:#f1f2f6;color:#132968}.new-calendar[_ngcontent-sc104] input

[_ngcontent-sc104]:focus{background:none}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]{position:relative;top:20px;color:#8b8f9f;cursor:pointer;

padding:2px 10px;margin:0 10px}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]:hover{color:var(--primary)}</style><style ng-transition="serverApp">.btn

[_ngcontent-sc53]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc53]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc53]{border:1px solid #dc3545!

important}.form-control[_ngcontent-sc53]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc53]:focus{outline:none}label[_ngcontent-sc53]{cursor:

pointer}input[_ngcontent-sc53]:focus, select[_ngcontent-sc53]:focus, textarea[_ngcontent-sc53]:focus{outline:none}.styled-input[_ngcontent-sc53]{font-weight:400;font-

style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;

letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;

transition:border .15s}.styled-input[_ngcontent-sc53]:focus, .styled-input[_ngcontent-sc53]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-

tablet[_ngcontent-sc53]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc53]{display:none}}@keyframes unfoldIn{0%{transform:scaleY(.005) scaleX

(0)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(1) scaleX(1)}}@keyframes unfoldOut{0%{transform:scaleY(1) scaleX(1)}50%{transform:scaleY(.005) 

scaleX(1)}to{transform:scaleY(.005) scaleX(0)}}@keyframes zoomIn{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes zoomOut{0%{transform:scale(1)}to

{transform:scale(0)}}@keyframes fadein{0%{opacity:0}to{opacity:1}}@keyframes fadeOut{0%{background:rgba(0,0,0,.7)}to{background:transparent}}@keyframes scaleUp

{0%{transform:scale(.8) translateY(1000px);opacity:0}to{transform:scale(1) translateY(0);opacity:1}}@keyframes scaleDown{0%{transform:scale(1) translateY(0);opacity:

1}to{transform:scale(.8) translateY(1000px);opacity:0}}@keyframes scaleBack{0%{transform:scale(1)}to{transform:scale(.85)}}@keyframes scaleForward{0%{transform:

scale(.85)}to{transform:scale(1)}}@keyframes quickScaleDown{0%{transform:scale(1)}99.9%{transform:scale(1)}to{transform:scale(0)}}@keyframes slideUpLarge{0%

{transform:translateY(0)}to{transform:translateY(-100%)}}@keyframes slideDownLarge{0%{transform:translateY(-100%)}to{transform:translateY(0)}}@keyframes moveUp

{0%{transform:translateY(150px)}to{transform:translateY(0)}}@keyframes moveDown{0%{transform:translateY(0)}to{transform:translateY(150px)}}@keyframes 

blowUpContent{0%{transform:scale(1);opacity:1}99.9%{transform:scale(2);opacity:0}to{transform:scale(0)}}@keyframes blowUpContentTwo{0%{transform:scale(2);

opacity:0}to{transform:scale(1);opacity:1}}@keyframes blowUpModal{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes blowUpModalTwo{0%{transform:scale(1);

opacity:1}to{transform:scale(0);opacity:0}}@keyframes roadRunnerIn{0%{transform:translateX(-1500px) skewX(30deg) scaleX(1.3)}70%{transform:translateX(30px) 

skewX(0deg) scaleX(.9)}to{transform:translateX(0) skewX(0deg) scaleX(1)}}@keyframes roadRunnerOut{0%{transform:translateX(0) skewX(0deg) scaleX(1)}30%

{transform:translateX(-30px) skewX(-5deg) scaleX(.9)}to{transform:translateX(1500px) skewX(30deg) scaleX(1.3)}}@keyframes sketchIn{0%{stroke-dashoffset:778}to

{stroke-dashoffset:0}}@keyframes sketchOut{0%{stroke-dashoffset:0}to{stroke-dashoffset:778}}@keyframes modalFadeIn{0%{background-color:initial}to{background-

color:#fff}}@keyframes modalFadeOut{0%{background-color:#fff}to{background-color:initial}}@keyframes modalContentFadeIn{0%{opacity:0;top:-20px}to{opacity:1;top:0}}

@keyframes modalContentFadeOut{0%{opacity:1;top:0}to{opacity:0;top:-20px}}@keyframes bondJamesBond{0%{transform:translateX(1000px)}80%{transform:translateX
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(0);border-radius:75px;height:75px;width:75px}90%{border-radius:3px;height:182px;width:247px}to{border-radius:3px;height:162px;width:227px}}@keyframes killShot{0%

{transform:translateY(0) rotate(0deg);opacity:1}to{transform:translateY(300px) rotate(45deg);opacity:0}}@keyframes fadeToRed{0%{box-shadow:inset 0 0 0 rgba

(201,24,24,.8)}to{box-shadow:inset 0 2000px 0 rgba(201,24,24,.8)}}@keyframes slowFade{0%{opacity:1}99.9%{opacity:0;transform:scale(1)}to{transform:scale(0)}}

#common-header[_ngcontent-sc53]{border-bottom:1px solid #e0e0e0;padding:10px}#common-header[_ngcontent-sc53] .logo-desktop[_ngcontent-sc53]{width:200px;

height:50px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]{background-color:#f5f7f9;color:#c70000;transition:.3s;padding:10px 20px;border:1px solid 

#c70000;border-radius:7px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]:hover{background-color:#c70000;color:#fff}#common-header[_ngcontent-sc53] .

traveli-link[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#4b4453!important}#common-header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#9c0082}#common-

header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53], #common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{padding-top:10px;font-size:1.1rem;transition:.3s;

cursor:pointer}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{color:#4b4453}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]:hover

{color:#c70000}#common-header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]{position:relative;display:inline-block}#common-header[_ngcontent-sc53] .dropdown-

content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:360px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);z-

index:510}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:#4b4453;padding:12px 16px;text-decoration:none;display:

block;transition:.3s;cursor:pointer;border-bottom:1px solid #f9f9f9}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53] b

[_ngcontent-sc53]{font-weight:500}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:last-child{border-bottom:0}#common-

header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:hover{background-color:#4b4453;color:#fff!important;border-radius:8px}#common-

header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]:hover .dropdown-content[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}#common-header[_ngcontent-

sc53] .dropdown[_ngcontent-sc53]:hover .dropbtn[_ngcontent-sc53]{color:#c70000}.modal-login-background[_ngcontent-sc53]{position:fixed;background:rgba(0,0,0,.6);

vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.

animate-item[_ngcontent-sc53]{animation:zoomIn .5s cubic-bezier(.165,.84,.44,1) forwards}.login-popup[_ngcontent-sc53]{animation:zoomIn .3s cubic-bezier(.165,.84,.

44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:340px;height:550px;margin-top:-300px;margin-left:-170px;background-color:

#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.3);overflow:hidden;z-index:1000}@media (min-width:768px){.login-popup[_ngcontent-sc53]{animation:

slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:550px;margin-top:

-260px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.login-popup[_ngcontent-sc53] .

login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53]{border-bottom:0 solid #dee2e6;padding:0}.login-popup[_ngcontent-sc53] .login-popup-container

[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]{padding:1rem;margin:-1rem -1rem -1rem auto;position:absolute;right:-22px;color:#fff;top:-7px;

text-shadow:none;opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):focus, .login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):hover{opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53]{padding:0}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53]{display:flex;flex-flow:row nowrap}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .login-header[_ngcontent-sc53]{background-

color:#f9f9f9;padding:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53]{width:440px;height:517px;overflow:auto;display:block}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.1rem;font-weight:400;padding:0 0 15px}@media (min-width:768px){.login-

popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-

sc53]{font-size:1.5rem}}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]{color:#6c757d!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-

body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]:hover{color:#022243!important;cursor:pointer}.

login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .shareinput

[_ngcontent-sc53]{line-height:38px;height:38px;padding:.3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-

color:#fff;width:65%;margin-right:5%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-

sc53] .right[_ngcontent-sc53] .form-items[_ngcontent-sc53]{margin-top:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:

38px;min-width:100px;padding:0 .4em;border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:

1em;font-weight:600;text-decoration:none!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,

#253c77 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] textarea[_ngcontent-sc53]{width:100%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]{height:48px;background-color:#592f9e;transition:.3s;border:none;outline:none;border-radius:

8px;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] .share-submit[_ngcontent-sc53]:hover{background-color:#9c0082}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 

20%,#666 0,#666 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]{height:48px;background-color:#fff;transition:.3s;border:1px solid #592f9e;outline:none;border-radius:8px;color:

#592f9e}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .

share-submit-outline[_ngcontent-sc53]:hover{background-color:#592f9e;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle 
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farthest-corner at 10% 20%,#666 0,#666 90%)}.btn-link[_ngcontent-sc53]{color:#c70000;text-decoration:none}.btn-link[_ngcontent-sc53]:hover{color:#9c0082;text-

decoration:underline}.google-btn[_ngcontent-sc53]{background-color:#fff;color:#ca3420;border-radius:8px;border:1px solid #ca3420}.google-btn[_ngcontent-sc53]:hover

{background-color:#ca3420;color:#fff}.fb-btn[_ngcontent-sc53]{background-color:#3f59a8;color:#fff;border-radius:8px;border:none}.fb-btn[_ngcontent-sc53]:hover

{background-color:#304996;color:#fff}.alert-danger[_ngcontent-sc53]{background-color:#c70000}.alert-danger[_ngcontent-sc53], .alert-success[_ngcontent-sc53]{font-

size:.85rem;border-radius:8px;padding:5px 10px;color:#fff}.alert-success[_ngcontent-sc53]{background-color:#28a745}.cbx[_ngcontent-sc53]{-webkit-user-select:none;

user-select:none;-webkit-tap-highlight-color:transparent;cursor:pointer}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]{display:inline-block;vertical-align:middle;transform:

translateZ(0);font-size:90%}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{position:relative;width:18px;height:18px;border-radius:50%;transform:scale(1);vertical-

align:middle;border:1px solid #b9b8c3;transition:all .2s ease}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-sc53]{position:absolute;z-index:1;top:

3px;left:3px;fill:none;stroke:#fff;stroke-width:2;stroke-linecap:round;stroke-linejoin:round;stroke-dasharray:12px;stroke-dashoffset:12px;transition:all .3s ease;transition-

delay:.1s;transform:translateZ(0)}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{content:"";width:100%;height:100%;background:#28a745;display:block;

transform:scale(0);opacity:1;border-radius:50%;transition-delay:.2s}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{margin-left:8px}.cbx[_ngcontent-sc53]:hover 

span[_ngcontent-sc53]:first-child{border-color:#28a745}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{border-color:

#28a745;background:#28a745;animation:check .6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-

sc53]{stroke-dashoffset:0}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{transform:scale(2.2);opacity:0;transition:all .

6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{color:#0076be;transition:all .3s ease}.inp-cbx[_ngcontent-sc53]:

checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child:after{transform:scaleX(1);transition:all .3s ease}@keyframes check{50%{transform:scale(1.2)}}.

currency-modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:300px;height:500px;margin-top:-250px;margin-left:-150px;border-radius:8px;background-

color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}@media (min-width:768px){.currency-

modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:800px;height:500px;margin-top:-250px;margin-left:-400px;border-radius:8px;background-color:#fff;

z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}}.currency-modal-content[_ngcontent-sc53] h2

[_ngcontent-sc53]{font-size:1rem}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.2rem}}.currency-modal-content

[_ngcontent-sc53] .currency-content[_ngcontent-sc53]{height:490px;overflow:scroll}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .currency-

content[_ngcontent-sc53]{height:auto}}.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px;overflow:hidden;display:block}@media (min-

width:768px){.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px}}.currency-modal-content[_ngcontent-sc53] h5[_ngcontent-sc53]{text-

align:left;margin:0}.currency-modal-content[_ngcontent-sc53] .m-header[_ngcontent-sc53]{padding:15px;text-align:left;background-color:#f9f9f9;border-top-left-radius:8px;

border-top-right-radius:8px}.currency-modal-content[_ngcontent-sc53] .m-footer[_ngcontent-sc53]{background-color:#f9f9f9;position:absolute;bottom:0;width:100%;border-

bottom-left-radius:10px;border-bottom-right-radius:10px;padding:0 20px 20px}.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{top:10px;right:15px;

position:absolute;color:var(--gray)}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{right:25px;top:18px}}.currency-modal-

content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]:hover{color:#000;cursor:pointer}.currency_list[_ngcontent-sc53]{list-style-type:none;margin:0;padding:0;font-size:.9rem}.

currency_list[_ngcontent-sc53] li[_ngcontent-sc53]{float:left;width:250px;padding:5px;color:#333}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53] .float-right[_ngcontent-

sc53]{color:#0076be!important;font-weight:700}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53]:hover{color:#0076be!important;background-color:#f9f9f9;text-

decoration:none!important;cursor:pointer}.currency_scroll[_ngcontent-sc53]{max-height:400px;overflow:auto}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-track

{box-shadow:inset 0 0 6px rgba(0,0,0,.3);background-color:#f5f5f5}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar{width:5px;height:5px;background-color:#f5f5f5}.

currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb{background-color:#676767}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb:hover{background:#555}

#isMobile[_ngcontent-sc53]{position:relative}#isMobile[_ngcontent-sc53] #mobile_header[_ngcontent-sc53]{padding:10px 5px}#isMobile[_ngcontent-sc53] .mobile-

autosuggest[_ngcontent-sc53]{z-index:20;width:100%;position:unset;box-shadow:none;background-color:unset;top:unset;transition:all .1s ease-out;font-size:1em}

#isMobile[_ngcontent-sc53] .mobile-autosuggest-sticky[_ngcontent-sc53]{background-color:#fff;box-shadow:0 3px 3px 0 hsla(0,0%,40%,.4);position:fixed;top:-10px;width:

100%;z-index:20;transition:all .1s ease-in;padding-bottom:10px}.mobile_header_side_bar[_ngcontent-sc53]{height:100%;position:fixed;z-index:99;top:66px;font-size:1rem;

left:0;background-color:#fff!important;padding-top:0;transition:.1s;overflow-x:hidden}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-sc53]{font-size:1.3rem;

margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;background-color:#627d90}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-

sc53] i[_ngcontent-sc53]{padding:8px 10px;transition:all .1s ease-in-out;background-color:#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:

5px;font-size:.9rem;left:9px}.mobile_header_side_bar[_ngcontent-sc53] .box-shadow[_ngcontent-sc53]{margin-bottom:0;box-shadow:none}svg.back_icon[_ngcontent-

sc53]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.closeNav[_ngcontent-sc53]{box-shadow:0 4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;

width:100%;padding:10px;border-radius:0;border:none;font-weight:400;font-size:1.4rem}.closeNav[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:2rem;padding:10px}.

close_icon[_ngcontent-sc53]{height:15px;width:15px;color:#717fa4;position:absolute;top:10px;left:10px}.sub-menu-parent[_ngcontent-sc53]{position:relative}.sub-menu-

parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53], .sub-menu-

parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:hover .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53]{visibility:visible;opacity:1;z-index:1;

transform:translateY(0);transition-delay:0s,0s,.3s;transition:all .15s ease-in-out;background:#fff;margin:0 8px 0 0;z-index:99;box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 

8px 16px 0 rgba(19,41,104,.2);padding:10px 0}.sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53] a

[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-

menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53]{color:#425486}.sub-

menu-right[_ngcontent-sc53]{visibility:hidden;opacity:0;position:absolute;top:100%;right:12px;width:220px;height:200px;overflow:scroll;z-index:-1;transition:.15s ease-in-

out,_ .15s ease-in-out,_ .15s ease-in-out;border-radius:8px}.sub-menu-right[_ngcontent-sc53] li[_ngcontent-sc53]:last-child{border-bottom:none!important}.sub-menu-right

[_ngcontent-sc53] .symbol[_ngcontent-sc53]{float:right}.bookings_btn[_ngcontent-sc53]{padding:0!important}.mobile-nav[_ngcontent-sc53]{margin:0;padding:10px 0 0;list-
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style-type:none}.mobile-nav[_ngcontent-sc53] li[_ngcontent-sc53]{border-bottom:1px dotted #e0e0e0;font-size:1.2rem;padding:15px 20px}.mobile-nav[_ngcontent-sc53] li

[_ngcontent-sc53] a[_ngcontent-sc53]{all:unset}.mobile-nav[_ngcontent-sc53] li.heading[_ngcontent-sc53]{font-weight:600;color:#592f9e}.currency-dropdown[_ngcontent-

sc53]{position:relative;display:inline-block}.currency-dropdown[_ngcontent-sc53] .currency-dropbtn[_ngcontent-sc53]{border:none}.currency-dropdown[_ngcontent-sc53] .

currency-dropdown-content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:260px;box-shadow:0 8px 

16px 0 rgba(0,0,0,.2);left:-80px;top:30px;z-index:510}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:

#4b4453;padding:10px 14px;text-decoration:none;font-size:.8rem;display:block}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a

[_ngcontent-sc53]:hover{color:#000;background-color:#f9f9f9;cursor:pointer}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email

[_ngcontent-sc53]{background-color:#f9f9f9;margin:10px;padding:10px 14px;font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #e0e0e0}.currency-

dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown

[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone[_ngcontent-sc53]{background-color:#fff;margin:10px;padding:20px 14px 10px;position:relative;

font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #b0a8b9}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone

[_ngcontent-sc53] small[_ngcontent-sc53]{position:absolute;font-size:.7rem;top:2px;font-weight:300}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content

[_ngcontent-sc53] a.phone[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc53]:hover .currency-dropdown-content

[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}.hide-overflow[_ngcontent-sc53]{white-space:nowrap;overflow:hidden;text-overflow:ellipsis;display:inline-block}.

help-support[_ngcontent-sc53]{border:1px solid #fff;border-radius:7px;transition:all .2s}.help-support[_ngcontent-sc53]:hover{border:1px solid #c70000;color:#c70000!

important;transition:all .2s}.help-support[_ngcontent-sc53] .header_link[_ngcontent-sc53]{font-size:.85rem}.support-phone[_ngcontent-sc53]{background-color:#fff;

padding:5px 10px;border-radius:7px}.support-phone[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:1.8rem;animation:color-change 20s infinite alternate}.support-

phone[_ngcontent-sc53] small[_ngcontent-sc53]{display:block;font-size:.6rem}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]{font-size:1rem;font-weight:700;

color:#005fcc;text-decoration:none}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]:hover{color:#e8381b}@keyframes color-change{0%{color:#00f}10%{color:

#8e44ad}20%{color:#1abc9c}30%{color:#d35400}40%{color:#00f}50%{color:#34495e}60%{color:#00f}70%{color:#2980b9}80%{color:#f1c40f}90%{color:#2980b9}to{color:

pink}}.phone_header_icon[_ngcontent-sc53] .call[_ngcontent-sc53]{background-color:#43b520;color:#fff;padding:3px 5px;display:block;font-size:.9rem}.

phone_header_icon[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.5rem;display:block}.sidebar-overlay[_ngcontent-sc53]{position:fixed;width:100%;height:100%;top:

65px;left:0;right:0;bottom:0;background-color:hsla(0,0%,100%,.3);z-index:10;cursor:pointer;-webkit-backdrop-filter:blur(3px);backdrop-filter:blur(3px)}.sidebar-overlay

[_ngcontent-sc53] .text[_ngcontent-sc53]{position:absolute;top:50%;left:50%;font-size:50px;color:#fff;transform:translate(-50%,-50%);-ms-transform:translate(-50%,-50%)}

</style><style ng-transition="serverApp">.btn[_ngcontent-sc52]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc52]{border:1px solid #28a745!important}.is-

invalid[_ngcontent-sc52]{border:1px solid #dc3545!important}.form-control[_ngcontent-sc52]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc52]:

focus{outline:none}label[_ngcontent-sc52]{cursor:pointer}input[_ngcontent-sc52]:focus, select[_ngcontent-sc52]:focus, textarea[_ngcontent-sc52]:focus{outline:none}.

styled-input[_ngcontent-sc52]{font-weight:400;font-style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;

border-radius:8px;font-size:16px;text-align:left;letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-

shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .15s}.styled-input[_ngcontent-sc52]:focus, .styled-input[_ngcontent-sc52]:hover{border:1px solid 

#a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-sc52]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc52]{display:none}}.

desktop-container[_ngcontent-sc52]{background-color:#f9f9f9;color:rgba(0,0,0,.7);border-top:1px solid rgba(0,0,0,.1)}.domain-name[_ngcontent-sc52]{color:rgba(0,0,0,.7);

font-size:.75rem}.currency[_ngcontent-sc52]{padding:10px 20px;border-radius:3px;cursor:pointer;background-color:rgba(0,0,0,.05);margin-bottom:20px}.currency

[_ngcontent-sc52]:hover{color:#000;background-color:rgba(0,0,0,.2)}.mobile-footer[_ngcontent-sc52]{background-color:#f9f9f9;padding:10px 20px;font-size:.85rem;border-

top:1px solid rgba(0,0,0,.1);font-weight:300;color:rgba(0,0,0,.7)}.mobile-footer[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none}.mobile-

footer[_ngcontent-sc52] .currency[_ngcontent-sc52]{color:#000;border-color:hsla(0,0%,100%,.8);padding:5px 10px;border-radius:3px;cursor:pointer;margin-bottom:20px}.

footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]{background-color:rgba(0,0,0,.05);padding:20px 10px 10px;border-radius:7px;

margin-bottom:10px}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]:hover{background-color:rgba(0,0,0,.2);color:#000}.footer-links

[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);font-size:1rem;text-decoration:none;padding:10px 0;

position:relative;display:block}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52] small[_ngcontent-sc52]{font-

size:.75rem;position:absolute;top:-10px;color:rgba(0,0,0,.7)}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:

hover, .footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{color:rgba(0,0,0,.8)}.footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{font-size:1rem;font-weight:500;border-

bottom:1px solid rgba(0,0,0,.1);padding:20px 20px 20px 0}.footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52]{padding-bottom:5px;padding-top:5px}.

footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] small[_ngcontent-sc52]{font-size:.7rem;color:rgba(0,0,0,.7);display:block}.footer-links[_ngcontent-

sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none;font-size:.85rem}.footer-links[_ngcontent-sc52] ul[_ngcontent-

sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:hover{color:rgba(0,0,0,.9);text-decoration:underline;cursor:pointer}</style><meta name="og:title" content="Top Rated Tours, 

Activities and Attractions | Destina Holidays"><meta name="description" content="Tour and experience incredible destinations search from over 100,000+ day tours, 

activities and attractions"><meta name="og:description" content="Tour and experience incredible destinations search from over 100,000+ day tours, activities and 

attractions"><meta name="og:url" content="https://www.destinaholidays.com"><meta name="og:image" content="https://skybooker-static.s3.us-west-2.amazonaws.com

/destina_logos/destina_logo_360.png"><meta name="contact" content="support@destinaholidays.com"><meta name="og:type" content="website"><meta name="og:

site_name" content="Destina Holidays"><meta name="robots" content="index,follow"><meta name="theme-color" content="#592F9E"><meta name="revisit-after" 

content="1 month"><meta name="author" content="Destina Holidays"><meta name="twitter:title" content="Top Rated Tours and Activities - Destina Holidays"><meta 

name="twitter:description" content="Tours, day trips, activities and attractions - Destina Holidays"><style ng-transition="serverApp">[_nghost-sc93]{display:block;position:

relative}.ngurtl[_nghost-sc93]{direction:rtl}.ngucarousel[_ngcontent-sc93]{height:100%;overflow:hidden;position:relative}.ngucarousel[_ngcontent-sc93] .ngucarousel-items

[_ngcontent-sc93]{display:flex;height:100%;position:relative}.nguvertical[_ngcontent-sc93]{flex-direction:column}.banner[_ngcontent-sc93] .ngucarouselPointDefault

[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{bottom:20px;position:absolute;width:100%}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .
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ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]{background:hsla(0,0%,100%,.55)}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#fff}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint

[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{box-sizing:border-box;list-

style-type:none;margin:0;overflow:auto;padding:12px;text-align:center;white-space:nowrap}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-

sc93] li[_ngcontent-sc93]{background:rgba(0,0,0,.55);border-radius:50%;display:inline-block;margin:0 4px;padding:4px;transition:.4s;transition-timing-function:cubic-bezier

(.17,.67,.83,.67)}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#6b6b6b;transform:scale(1.8)}.

ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.nguclearFix[_ngcontent-sc93]{clear:both}<

/style></head>

<body>

<app-root _nghost-sc50="" ng-version="12.1.5"><router-outlet _ngcontent-sc50=""></router-outlet><app-home-page _nghost-sc104=""><common-header _ngcontent-

sc104="" _nghost-sc53=""><div _ngcontent-sc53="" id="common-header" class="container-fluid d-none d-lg-block"><div _ngcontent-sc53="" class="d-flex pt-2 pb-1 

justify-content-between"><div _ngcontent-sc53="" class="flex-fill"><ul _ngcontent-sc53="" class="nav justify-content-start d-flex flex-row"><li _ngcontent-sc53="" class="

nav-item"><a _ngcontent-sc53="" href="/" class="navbar-brand" style="min-width: 150px;"><img _ngcontent-sc53="" class="img-fluid logo-desktop" alt="Destina Holidays" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/destina_holidays_color_logo.svg" style="width:200px;height:50px;"><!----><!----></a></li><!----><li _ngcontent-

sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" class="dropbtn nav-link">Hotels <span _ngcontent-sc53="" class="ps-1" 

style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" 

href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,048 properties <

/small></a><a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="

float-end">644 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small 

_ngcontent-sc53="" class="float-end">4,711 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b 

_ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,302 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=NRT" 

target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,910 properties </small></a><a _ngcontent-sc53="" href="

/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">594 properties </small><

/a><a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-

end">5,199 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small 

_ngcontent-sc53="" class="float-end">1,343 properties </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"

><a _ngcontent-sc53="" class="dropbtn nav-link">Tours <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-

down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-

sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b 

_ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities </small></a><a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> 

Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Italy" target="

_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities </small></a><a _ngcontent-sc53="" href="/tours/Japan" 

target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities </small></a><a _ngcontent-sc53="" href="/tours

/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 activities </small></a><a 

_ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities <

/small></a><a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,

092 activities </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item hide-tablet"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" 

class="dropbtn nav-link"> Popular Attractions <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i><

/span></a><div _ngcontent-sc53="" class="dropdown-content" style="width: 450px;"><a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank"

>Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="

_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9845" 

target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view

/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities </small></a><a _ngcontent-sc53="" href="/tours

/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities </small></a><a 

_ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a><

/div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="

dropbtn nav-link" style="cursor: pointer;">Car Rentals </a></div></li><!----><!----></ul></div><div _ngcontent-sc53="" class="pe-4"><ul _ngcontent-sc53="" class="nav 

justify-content-end"><!----><!----><li _ngcontent-sc53="" class="nav-item hide-tablet help-support"><div _ngcontent-sc53="" class="currency-dropdown"><a _ngcontent-

sc53="" class="nav-link header_link currency-dropbtn"><span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-comments-question"></i></span> 

Help &amp; Support <span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="

currency-dropdown-content p-2" style="left: -20px; top: 45px;"><a _ngcontent-sc53="" class="email" href="mailto:support@destinaholidays.com"

>support@destinaholidays.com</a><a _ngcontent-sc53="" class="phone" href="tel:2142276700"><small _ngcontent-sc53=""> United States (10.30am - 2am EST) <

/small> 214-227-6700</a><a _ngcontent-sc53="" class="phone" href="tel:4169079899"><small _ngcontent-sc53="">Canada (10.30am - 2am EST) </small> 416-907-

9899 </a></div></div></li><!----><li _ngcontent-sc53="" class="nav-item ps-2"><a _ngcontent-sc53="" class="nav-link d-block btn btn-outline-primary sign-in"><span 
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_ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-user-circle"></i></span> Sign in </a><!----><!----><!----></li><!----></ul></div></div></div><div 

_ngcontent-sc53="" id="isMobile" class="container-fluid d-md-block d-lg-none border-bottom"><div _ngcontent-sc53="" id="mobile_header" class="d-flex"><div 

_ngcontent-sc53=""><span _ngcontent-sc53="" class="header_icon ps-2 pt-1 d-block" style="color: black;"><i _ngcontent-sc53="" class="fa-sharp fa-light fa-2x fa-grip-

lines"></i></span></div><!----><!----><div _ngcontent-sc53="" class="flex-fill text-center" style="padding-left: 40px;"><a _ngcontent-sc53="" href="/" class="logo"><img 

_ngcontent-sc53="" class="img-fluid" style="max-height:45px;padding-bottom:3px;width:auto;" alt="Destina Holidays" src="https://skybooker-static.s3.us-west-2.

amazonaws.com/destina_holidays_color_logo.svg"></a><!----></div><div _ngcontent-sc53="" class="ps-2 text-center phone_header_icon"><table _ngcontent-sc53="" 

cellpadding="0" cellspacing="0" style="border-radius: 6px; border: 1px solid #43b520;"><tbody><tr _ngcontent-sc53=""><td _ngcontent-sc53=""><img _ngcontent-sc53="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/call-component-header.gif" class="img-fluid" style="width: 36px;"></td><td _ngcontent-sc53="" class="call text-

center"><i _ngcontent-sc53="" class="fa-duotone fa-phone"></i><small _ngcontent-sc53="">CALL US </small></td></tr></tbody></table></div></div></div><div 

_ngcontent-sc53="" class="mobile_header_side_bar" style="width:0%;"><nav _ngcontent-sc53=""><ul _ngcontent-sc53="" class="mobile-nav"><li _ngcontent-sc53="" 

class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-plane fa-rotate-270"></i></span> Flights </a><

/li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-bed"></i></span> Hotels 

</a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-map-signs"></i><

/span> Tours &amp; Activities </a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" 

class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a></li><!----><!----><li _ngcontent-sc53=""> &nbsp; </li><!----><li _ngcontent-sc53="" 

class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-globe-americas"></i></span> Traveller Tools</li><li _ngcontent-

sc53=""><div _ngcontent-sc53=""> Sign in / My Bookings </div><!----><!----></li><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support">Help &amp; 

Support </a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support/faq"> Frequently Asked Questions </a></li><li _ngcontent-sc53=""> Change Currency <!

----></li><!----><li _ngcontent-sc53=""> &nbsp; </li><li _ngcontent-sc53="" class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" 

class="fal fa-sitemap"></i></span> Useful Links</li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/about-us"

>About</a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/terms-and-conditions">Terms &amp; Conditions<

/a></li><!----><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/privacy-policy">Privacy &amp; Cookies</a><

/li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/visa-requirements">Visa Requirements</a></li><li _ngcontent-

sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/pay-later">Book &amp; Hold</a></li><!----><!----><li _ngcontent-sc53="">&nbsp;

</li></ul></nav></div><!----><!----></common-header><section _ngcontent-sc104="" id="searchContainer"><div _ngcontent-sc104="" class="container-xl" style="z-index: 

2; position: relative;"><div _ngcontent-sc104="" class="row justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto w-100 text-center pt-4 pb-4"><br 

_ngcontent-sc104=""><h1 _ngcontent-sc104="">Discover Travel Dreams</h1><h5 _ngcontent-sc104="" class="d-md-block d-lg-block text-center">Search from over 

100,000+ Hotels, Tours, Activities and Adventures</h5></div></div><div _ngcontent-sc104="" class="row justify-content-md-center d-none d-sm-block"><div _ngcontent-

sc104="" class="col-md-auto"><div _ngcontent-sc104="" class="row tab-parent row-cols-auto justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto 

tab-icon active"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div><div _ngcontent-sc104="" 

class="col-md-auto tab-icon"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div 

_ngcontent-sc104="" class="col-md-auto tab-icon" style="border-top-right-radius: 3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i 

_ngcontent-sc104="" class="fal fa-car"></i></span> Car Rentals </div></div></div></div><div _ngcontent-sc104="" class="row justify-content-center d-block d-sm-none"

><div _ngcontent-sc104="" class="col-md-auto tab-parent-mobile"><div _ngcontent-sc104="" class="row row-cols-auto d-flex justify-content-center"><div _ngcontent-

sc104="" class="col-md-auto tab-icon" style="border-top-left-radius: 3px; border-bottom-left-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-

sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div _ngcontent-sc104="" class="col-md-auto tab-icon active" style="border-top-right-radius: 

3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div></div><

/div></div><div _ngcontent-sc104="" class="tab-content"><div _ngcontent-sc104="" class="d-none d-lg-block"><br _ngcontent-sc104=""><div _ngcontent-sc104="" 

class="row"><div _ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div><div _ngcontent-

sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div></div><div _ngcontent-sc104="" class="row"><div 

_ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-3"

><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="

animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;<

/div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div></div><br _ngcontent-sc104=""

></div><div _ngcontent-sc104="" class="d-flex justify-content-center d-md-block d-lg-none d-block pb-4"><div _ngcontent-sc104=""></div><div _ngcontent-sc104="" 

class="row flex-fill g-1 pb-2 row-cols-6 justify-content-md-center"><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate 

border-radius-7 p-4"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"> 

&nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"

> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-

4"> &nbsp;</div></div><!----><div _ngcontent-sc104="" class="d-block d-md-block d-lg-none col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-

radius-7 p-3"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-3"> &nbsp;<

/div></div></div></div></div><!----><!----><!----><!----><!----></div></section><section _ngcontent-sc104="" class="d-none d-sm-none d-md-block d-lg-block gradient-

border-top"><div _ngcontent-sc104="" class="container-xl"><div _ngcontent-sc104="" class="row pt-4 pb-4 text-list"><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fad fa-check-double fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Best Selection</span> Our 

strict screening process means that you&apos;re only seeing the best quality tours. </td></tr></tbody></table></div><div _ngcontent-sc104="" class="col-md-4"><table 
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_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fal fa-piggy-bank fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Save on Packages </span> 

Save more by booking your flight and tours together. We offer cheap travel packages to top destinations around the world. </td></tr></tbody></table></div><div 

_ngcontent-sc104="" class="col-md-4"><table _ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span 

_ngcontent-sc104="" class="pe-2"><i _ngcontent-sc104="" class="fal fa-user-headset fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-

sc104="" class="heading"> 24/7 Support </span> We&apos;re available to answer any questions or concerns via online chat, phone or email. </td></tr></tbody></table><

/div></div></div></section><section _ngcontent-sc104=""><div _ngcontent-sc104="" class="container-xxl pt-4"><h3 _ngcontent-sc104="" class="gray pb-4">Popular 

Destinations</h3><div _ngcontent-sc104="" class="d-none d-md-block d-lg-block"><div _ngcontent-sc104="" class="row pop_destinations"><div _ngcontent-sc104="" 

class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div 

_ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span _ngcontent-sc104="" class="products">4477 activities 

<span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><div 

_ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div _ngcontent-sc104="" class="pop_destination"

><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div _ngcontent-sc104="" class="overlay-bg"

>&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span _ngcontent-sc104="" class="products"

>11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div><

/a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div _ngcontent-sc104="" class="

pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div _ngcontent-sc104="" class="

overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span _ngcontent-sc104="" class="

products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span><

/div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div _ngcontent-sc104="" 

class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div _ngcontent-sc104="" 

class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span _ngcontent-sc104="" 

class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span><

/span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div _ngcontent-

sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div _ngcontent-

sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span _ngcontent-

sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i><

/span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="

/tours/Thailand"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net

/assets/th.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name"

>Thailand</span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" 

class="far fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="

_blank" href="/tours/Vietnam"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.

cloudfront.net/assets/vi.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Vietnam</span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i 

_ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div><div _ngcontent-sc104="" class="mobile-swipe-container 

pop_destinations d-block d-md-none d-lg-none"><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span 

_ngcontent-sc104="" class="products">4477 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span 

_ngcontent-sc104="" class="products">11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span 

_ngcontent-sc104="" class="products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span 
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_ngcontent-sc104="" class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span 

_ngcontent-sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Thailand"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/th.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Thailand<

/span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/vi.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Vietnam<

/span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div></section><section _ngcontent-sc104="" class="home-carousel"><div _ngcontent-

sc104="" class="container-xxl pt-4 d-none d-md-block d-lg-block"><br _ngcontent-sc104=""><h3 _ngcontent-sc104="" class="pb-4">Recommended &amp; Top Rated<

/h3><ngu-carousel _ngcontent-sc104="" _nghost-sc93="" class="ngucarouselGYcYfz"><div _ngcontent-sc93="" class="ngucarousel"><button _ngcontent-sc104="" 

ngucarouselprev="" class="leftRs"><i _ngcontent-sc104="" class="fa fa-chevron-left"></i></button><div _ngcontent-sc93="" class="ngu-touch-container"><div _ngcontent-

sc93="" class="ngucarousel-items"><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" class="row no-

gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour"><link _ngcontent-

sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg"><meta _ngcontent-sc104="" itemprop="description" 

content="Spend more time inside with no-wait access to the Vatican Museums, Sistine Chapel &amp; St. Peter&apos;s Basilica through an official Vatican partner 

entrance. On this comprehensive guided tour, you&apos;ll experience the best of the Vatican in just three hours, including the Sistine Chapel, St. Peter&apos;s Basilica, 

and more. Navigate the vast complex of artwork and history with an expert, who will bring this ancient collection to life. Choose from several departure times and 

languages."><meta _ngcontent-sc104="" itemprop="mpn" content="3731VATICAN"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" 

itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-

sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"

><div _ngcontent-sc104="" class="card-title">Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour</div><div _ngcontent-sc104="" itemprop="aggregateRating" 

itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star 

checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"

><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i><

/span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----><span _ngcontent-sc104="" class="

gray"> 26926 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="26926"><meta _ngcontent-sc104="" itemprop="ratingValue" content="4.6"><

/div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> Rome </div><div 

_ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-sc104="" itemprop="url" 

href="/tours/Italy/Rome/3731VATICAN"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta _ngcontent-sc104="" itemprop="

price" content="53"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="priceCurrency" content="USD"><meta 

_ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $53 <sup _ngcontent-sc104="">USD</sup></span><

/div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" 

class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Ancient Rome and Colosseum Skip the Line Walking Tour"><link 

_ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg"><meta _ngcontent-sc104="" itemprop="

description" content="The ancient glory of Rome is reborn! Skip the Line at three of the most significant surviving remnants of the Eternal City: the Colosseum, Palatine 

Hill and Roman Forum. Your English-speaking expert historian tour guide will share anecdotes and history throughout the 3-hour tour, rebuilding the impressive ruins with 

tales of Ancient Romes heyday."><meta _ngcontent-sc104="" itemprop="mpn" content="3731COLOSSEUM"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Ancient Rome and Colosseum Skip the Line Walking Tour</div><div _ngcontent-sc104="" 

itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-

sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----

><span _ngcontent-sc104="" class="gray"> 15939 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15939"><meta _ngcontent-sc104="" itemprop="
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ratingValue" content="4.6"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"

></i> Rome </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Italy/Rome/3731COLOSSEUM"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="56"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $56 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Amsterdam Open 

Boat Canal Cruise - Local live guide with bar on board"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446

/10/0b/5e/20.jpg"><meta _ngcontent-sc104="" itemprop="description" content="The best way of seeing historical Amsterdam is from the water. Join us on our 1 hour 

canal tour on our 100% electric, luxury boats.<br><br>Enjoy all the beauty that Amsterdam has to offer while enjoying a drink. All our boats have a bar on board where 

drinks can be bought. During the tour our crew will tell you about the history of Amsterdam and the sights you pass.<br><br>During summer, when the weather is mainly 

sunny and dry, the tour will take place on one of our luxurious open boats. On the other hand, if it happens to be rainy or cold on the canals, we will be very happy to host 

the tour on one of our beautiful and warm saloon boats. <br><br>In order to ensure you a spot on the boat, we advise you to book your ticket online in advanced."><meta 

_ngcontent-sc104="" itemprop="mpn" content="75227P1"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" itemscope=""><meta 

_ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-sc104="" class="

c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"><div _ngcontent-

sc104="" class="card-title">Flagship Amsterdam Open Boat Canal Cruise - Local live guide with bar on board</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-

star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!----><!----><span _ngcontent-

sc104="" class="gray"> 15407 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15407"><meta _ngcontent-sc104="" itemprop="ratingValue" 

content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> 

Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P1"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="22"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $22 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Canal Cruise in 

Classic Boat - Live guide with drinks &amp; Dutch cheese"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-

674x446/09/3a/8a/80.jpg"><meta _ngcontent-sc104="" itemprop="description" content="On this 1 hour Luxury Classic River Boat Cruise, you will explore the city, its 

famous landmarks, culture, and rich trading history whilst relaxing with a drink in your hand. During the cruise, our skipper will take you through many highlights our city 

has to offer. The cruise is live guided, so expect an interactive tour, with enough space for questions and any needed recommendations for your further stay in 

Amsterdam. All tours are in ENGLISH."><meta _ngcontent-sc104="" itemprop="mpn" content="75227P6"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Flagship Canal Cruise in Classic Boat - Live guide with drinks &amp; Dutch cheese</div><div 

_ngcontent-sc104="" itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"><

/i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i 

_ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!

----><!----><span _ngcontent-sc104="" class="gray"> 13790 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="13790"><meta _ngcontent-sc104="" 

itemprop="ratingValue" content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"

><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far 

fa-map"></i> Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link 

_ngcontent-sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P6"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org

/InStock"><meta _ngcontent-sc104="" itemprop="price" content="32"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" 

itemprop="priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $32 

<sup _ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" 

itemtype="http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Dubai Desert Red 

Dune Safari, Camel Ride, and BBQ at Al Khayma"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f

/57/8b/7a.jpg"><meta _ngcontent-sc104="" itemprop="description" content="Give a great end to your day in Dubai with our premium evening Red Dune Desert Safari. A 

4WD in the sandy dunes of the deserts witnessing the sun going down into the depths of the golden sands will give any adventure lover the thrills of a lifetime. As the sun 

sets, the Al-Khayma Camp awaits you with a delicious BBQ and other fun-filled activities and when the stars light up the sky, be ready for an amazing star gazing session.
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RESULT:

External domains could be involved in potential business logic abuse.

d7jummq9jo4cp.cloudfront.net

kit.fontawesome.com

maps.googleapis.com

media.tacdn.com

skybooker-static.s3.us-west-2.amazonaws.com

www.airnewzealand.com

www.cookiecentral.com

www.csatravelprotection.com

www.destinaholidays.com

www.googletagmanager.com

www.immigration.govt.nz

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 4000 / tcp

<br><br>Highlights<br>Enjoy an evening at the exclusive Al Khayma Desert Camp<br>Bash dunes for 30-40-minutes in the Lahbab desert<br>Enjoy the BBQ with local 

cuisines (veg and non-veg)<br>Smoke a shisha pipe, henna painting, Arabian makeover and a photography session with a falcon<br>Ride on a camel caravan and also 

opt to ride quad bikes through the desert<br>Watch the Tanoura, Fire Show, &amp; Ladies Khaliji dance<br>Enjoy a wonderful stargazing session with a telescope and 

admire the night sky <br>"><meta _ngcontent-sc104="" itemprop="mpn" content="91421P12"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org

/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div 

_ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="

card-body"><div _ngcontent-sc104="" class="card-title">Dubai Desert Red Dune Safari, Camel Ride, and BBQ at Al Khayma</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" c

Results were truncated
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Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 80 / tcp

RESULT:

Apache/2.4.52 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A web server is server software, or hardware dedicated to running this software, that can satisfy client requests on the World Wide Web.

Severity:  1

QID: 86000

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-12-20 13:32:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Version port 443 / tcp
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PCI COMPLIANCE STATUS

Traceroute

RESULT:

GET / HTTP/1.1

Host:38.91.100.5:80

GET /Q_Evasive/ HTTP/1.1

Host:38.91.100.5:80

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:09:43 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Content-Type: text/html

HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 17:09:43 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 273

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 38.91.100.5 Port 80</address>

</body></html>

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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THREAT:

Secure Shell is a cryptographic network protocol for operating network services securely over an unsecured network.

Severity:  1

QID: 38050

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-10-30 16:31:24.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Banner port 22 / tcp

RESULT:

Hops IP Round Trip Time Probe 

Port

1 139.87.10.23 0.16ms ICMP

2 98.124.172.114 0.56ms ICMP

3 98.124.172.113 1.11ms ICMP

4 141.136.106.138 54.88ms ICMP

5 98.124.175.11 55.36ms ICMP

6 38.91.100.5 54.94ms ICMP

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Traceroute describes the path in realtime from the scanner to the remote host being contacted. It reports the IP addresses of all the routers in between.

Severity:  1

QID: 45006

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-05-09 18:28:51.0

VULNERABILITY DETAILS
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RESULT:

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:21:49 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 80 / tcp

RESULT:

SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

NA

IMPACT:

NA

QID Detection Logic:

The QID checks for SSH in the banner of the response.

https://www.qnap.com/en/security-advisory/nas-201911-01
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RESULT:

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css" media="print" onload="this.media=&apos;

all&apos;">

at:

http://38.91.100.5:4000/./

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css">

at:

http://38.91.100.5:4000/

http://38.91.100.5:4000/./

http://38.91.100.5:4000/tours/South-Africa

http://38.91.100.5:4000/tours/Vietnam/Dong-Hoi/202799P2

http://38.91.100.5:4000/tours/Vietnam

http://38.91.100.5:4000/static/terms-and-conditions

http://38.91.100.5:4000/search-hotels?location=SYD

http://38.91.100.5:4000/tours/Vietnam/Cat-Ba/55929P314

http://38.91.100.5:4000/tours/Japan/Tokyo-Prefecture/88165P2

http://38.91.100.5:4000/search-hotels?location=ROE

http://38.91.100.5:4000/tours/Greece

http://38.91.100.5:4000/tours/attractions/view/9865

http://38.91.100.5:4000/tours/United%20Arab%20Emirates/Dubai/91421P4

http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/112139P1

SOLUTION:

Verify all the external CSS loaded on application are valid and from known sources.

IMPACT:

Using css from untrusted sources can result in external CSS injection and allow attacker to gain sensitive information.

THREAT:

Using resources from external locations is a security concern, including third-party stylesheet. Also detection of all external resources would be a requirement for 

certifications and audits.

Severity:  1

QID: 150221

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 22:36:08.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External (third party) CSS link detected port 4000 / tcp

Keep-Alive: timeout=5, max=97

Connection: Keep-Alive

Content-Type: text/html
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Severity:  1

QID: 45391

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache HTTP Server Detected

http://38.91.100.5:4000/support

http://38.91.100.5:4000/tours/South-Africa/Port-Elizabeth/28715P1

http://38.91.100.5:4000/search-hotels?location=JHG

http://38.91.100.5:4000/tours/Australia

http://38.91.100.5:4000/tours/attractions/view/9845

http://38.91.100.5:4000/search-hotels?location=SGN

http://38.91.100.5:4000/static/pay-later

http://38.91.100.5:4000/tours/Iceland/Reykjavik/116425P1

http://38.91.100.5:4000/tours/Italy/Florence/5070TUSCANY

http://38.91.100.5:4000/tours/attractions/view/22982

http://38.91.100.5:4000/tours/attractions/view/8

http://38.91.100.5:4000/static/privacy-policy

http://38.91.100.5:4000/support/faq/flights/baggage/what-are-my-baggage-allowance

http://38.91.100.5:4000/tours/South-Africa/Mpumalanga/85143P1

http://38.91.100.5:4000/tours/Mexico/Cancun/110186P2

http://38.91.100.5:4000/tours/Vietnam/Central-Vietnam/222912P9

http://38.91.100.5:4000/static/about-us

http://38.91.100.5:4000/support/faq/flights/changes/airline-policies-for-covid-19

http://38.91.100.5:4000/search-hotels?location=BKK

http://38.91.100.5:4000/tours/Japan/Ibaraki-Prefecture/21490P115

http://38.91.100.5:4000/static/visa-requirements

http://38.91.100.5:4000/tours/Japan/Shizuoka-Prefecture/367610P1

http://38.91.100.5:4000/support/?loginUser=true

http://38.91.100.5:4000/tours/Italy

http://38.91.100.5:4000/tours/Italy/Rome/3058VATICAN

http://38.91.100.5:4000/tours/England/London/3858EE021

http://38.91.100.5:4000/tours/Netherlands/Amsterdam/75227P1

http://38.91.100.5:4000/car-rentals

http://38.91.100.5:4000/tours/Japan

http://38.91.100.5:4000/tours/Greece/Athens/3140_27

http://38.91.100.5:4000/tours/Egypt

http://38.91.100.5:4000/search-hotels?location=ATH

http://38.91.100.5:4000/tours/Greece/Athens/2876P72

http://38.91.100.5:4000/tours/Vietnam/Central-Vietnam/24244P352

http://38.91.100.5:4000/tours/South-Africa/KwaZulu-Natal/132971P1

http://38.91.100.5:4000/tours/Greece/Athens/7679P1
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Methods Returned by OPTIONS Request port 443 / tcp

RESULT:

Apache web server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038mr-h8trf-7-7.gthost.com Port 80</address>

</body></html>

Apache web server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Connection: close

Content-Type: text/html

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Apache HTTP Server Project is an effort to develop and maintain an open-source HTTP server for modern operating systems including UNIX and Windows. The goal 

of this project is to provide a secure, efficient and extensible server that provides HTTP services in sync with the current HTTP standards.

Apache HTTP Server was detected on the target.

QID Detection Logic (Authenticated):

Operating System: Linux

The detection looks for Apache HTTP Server installation path using ps command. The version is extracted from the Apache HTTP Server's binary.

Operating System: Windows

This QID checks Windows registry to see if Apache HTTP Server is installed. If found, it displays the installed version.

Last Update: 2024-12-11 13:21:59.0
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IMPACT:

N/A

THREAT:

ICMP (Internet Control and Error Message Protocol) is a protocol encapsulated in IP packets. ICMP's principal purpose is to provide a protocol layer that informs 

gateways of the inter-connectivity and accessibility of other gateways or hosts.

We have sent the following types of packets to trigger the host to send us ICMP replies:

Echo Request (to trigger Echo Reply)

Timestamp Request (to trigger Timestamp Reply)

Address Mask Request (to trigger Address Mask Reply)

UDP Packet (to trigger Port Unreachable Reply)

IP Packet with Protocol >= 250 (to trigger Protocol Unreachable Reply)

Listed in the "Result" section are the ICMP replies that we have received.

Severity:  1

QID: 82040

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-01-16 20:14:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

ICMP Replies Received

RESULT:

Allow: OPTIONS,HEAD,GET,POST

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP methods returned in response to an OPTIONS request to the Web server detected on the target host are listed.

Severity:  1

QID: 45056

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-01-16 22:00:56.0
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RESULT:

GET / HTTP/1.1

Host:38.91.100.5:443

GET /Q_Evasive/ HTTP/1.1

Host:38.91.100.5:443

HTTP/1.1 403 Forbidden

Date: Wed, 12 Feb 2025 17:09:37 GMT

Server: Apache/2.4.52 (Ubuntu)

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 443 / tcp

RESULT:

ICMP Reply Type Triggered By Additional Information

Echo (type=0 code=0) Echo Request Echo Reply

Unreachable (type=3 code=3) UDP Port 4000 Port 

Unreachable

SOLUTION:

N/A

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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IMPACT:

Using css from untrusted sources can result in external CSS injection and allow attacker to gain sensitive information.

THREAT:

Using resources from external locations is a security concern, including third-party stylesheet. Also detection of all external resources would be a requirement for 

certifications and audits.

Severity:  1

QID: 150221

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 22:36:08.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External (third party) CSS link detected port 4001 / tcp

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 38.91.100.5 Port 443</address>

</body></html>

HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 17:09:37 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 274

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 38.91.100.5 Port 443</address>

</body></html>
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RESULT:

External domains could be involved in potential business logic abuse.

code.tidio.co

d7jummq9jo4cp.cloudfront.net

js.stripe.com

kit.fontawesome.com

static.zdassets.com

www.googletagmanager.com

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 4001 / tcp

RESULT:

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css" media="print" onload="this.

media=&apos;all&apos;">

at:

http://38.91.100.5:4001/./

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css">

at:

http://38.91.100.5:4001/

http://38.91.100.5:4001/./

http://38.91.100.5:4001/support/faq

http://38.91.100.5:4001/support

SOLUTION:

Verify all the external CSS loaded on application are valid and from known sources.
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Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 80 / tcp

RESULT:

GET /index.html.ru.iso-ru HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4000

Connection: Keep-Alive

SOLUTION:

Apache recommends to remove these files from the Web server.

IMPACT:

Sensitive system information may be disclosed, which can be utilized by an attacker to aid further attacks.

THREAT:

Apache installs foreign language files along with index.html. The files are as follows:

index.html.ca

index.html.de

index.html.dk

index.html.ee

An attacker can get additional information about the Web server from these files.

Severity:  1

QID: 86743

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-07-11 16:04:25.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache Default Foreign Language File Still on Server port 4000 / tcp
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RESULT:

Allow: OPTIONS,HEAD,GET,POST

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP methods returned in response to an OPTIONS request to the Web server detected on the target host are listed.

Severity:  1

QID: 45056

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-01-16 22:00:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Methods Returned by OPTIONS Request port 80 / tcp

RESULT:

Duration of crawl phase (seconds): 5.00

Number of links: 1

(This number excludes form requests and links re-requested during authentication.)

http://38.91.100.5/

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0
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PCI COMPLIANCE STATUS

Internet Service Provider

RESULT:

Duration of crawl phase (seconds): 13.00

Number of links: 6

(This number excludes form requests and links re-requested during authentication.)

http://38.91.100.5:4001/

http://38.91.100.5:4001/./

http://38.91.100.5:4001/crossdomain.xml

http://38.91.100.5:4001/favicon.ico

http://38.91.100.5:4001/support

http://38.91.100.5:4001/support/faq

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 4001 / tcp
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RESULT:

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The fully qualified domain name of this host, if it was obtained from a DNS server, is displayed in the RESULT section.

Severity:  1

QID: 6

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2018-01-04 17:39:37.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

DNS Host Name

RESULT:

The ISP network handle is: RIPE-ERX-141

ISP Network description:

RIPE Network Coordination Centre

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may aid in launching further attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.

Severity:  1

QID: 45005

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-09-27 19:31:33.0

VULNERABILITY DETAILS
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RESULT:

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4000

Connection: Keep-Alive

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Top Rated Tours, Activities and Attractions | Destina Holidays</title>

<base href="/">

<meta name="viewport" content="width=device-width, initial-scale=1,minimum-scale=1">

<meta name="robots" content="index, follow">

<meta http-equiv="cache-control" content="max-age=0">

<meta http-equiv="cache-control" content="no-store">

<meta http-equiv="expires" content="-1">

<meta http-equiv="expires" content="Tue, 01 Jan 1980 1:00:00 GMT">

<meta http-equiv="pragma" content="no-cache">

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 4000 / tcp

IP address Host name

38.91.100.5 5-100-91-38.clients.gthost.

com

https://www.qnap.com/en/security-advisory/nas-201911-01
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<script src="https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0" defer=""></script>

<script src="https://kit.fontawesome.com/80f3ee4f21.js" crossorigin="anonymous"></script>

<script>const observer = new PerformanceObserver((entryList) => {

for (const entry of entryList.getEntriesByName(&apos;first-contentful-paint&apos;)) {

console.log(&apos;FCP candidate:&apos;, entry.startTime, entry);

}

}).observe({type: &apos;paint&apos;, buffered: true});

</script>

<!-- Google tag (gtag.js) -->

<script async="" src="https://www.googletagmanager.com/gtag/js?id=AW-360775968"></script>

<script>

window.dataLayer = window.dataLayer || [];

function gtag(){dataLayer.push(arguments);}

gtag(&apos;js&apos;, new Date());

gtag(&apos;config&apos;, &apos;AW-360775968&apos;);

</script>

<link rel="manifest" href="manifest.webmanifest">

<style>@charset "UTF-8";:root{--bs-blue:#0d6efd;--bs-indigo:#6610f2;--bs-purple:#6f42c1;--bs-pink:#d63384;--bs-red:#dc3545;--bs-orange:#fd7e14;--bs-yellow:#ffc107;--

bs-green:#198754;--bs-teal:#20c997;--bs-cyan:#0dcaf0;--bs-white:#fff;--bs-gray:#6c757d;--bs-gray-dark:#343a40;--bs-primary:#0d6efd;--bs-secondary:#6c757d;--bs-

success:#198754;--bs-info:#0dcaf0;--bs-warning:#ffc107;--bs-danger:#dc3545;--bs-light:#f8f9fa;--bs-dark:#212529;--bs-font-sans-serif:system-ui,-apple-system,"Segoe 

UI",Roboto,"Helvetica Neue",Arial,"Noto Sans","Liberation Sans",sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe UI Symbol","Noto Color Emoji";--bs-font-

monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace;--bs-gradient:linear-gradient(180deg,hsla(0,0%,100%,0.15),hsla

(0,0%,100%,0));}*,:after,:before{box-sizing:border-box;}@media (prefers-reduced-motion: no-preference){:root{scroll-behavior:smooth;}}body{margin:0;font-family:system-

ui,-apple-system,Segoe UI,Roboto,Helvetica Neue,Arial,Noto Sans,Liberation Sans,sans-serif,Apple Color Emoji,Segoe UI Emoji,Segoe UI Symbol,Noto Color Emoji;font-

family:var(--bs-font-sans-serif);font-size:1rem;line-height:1.5;color:#212529;background-color:#fff;-webkit-text-size-adjust:100%;-webkit-tap-highlight-color:rgba(0,0,0,0);}

@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/book.woff2) format("woff");font-weight:400;font-style:normal;}@font-

face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/medium.woff2) format("woff");font-weight:500;font-style:normal;}@font-

face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/bold.woff2) format("woff");font-weight:700;font-style:normal;}body

{background-color:#f5f7f9;transition:all .2s linear;overflow-x:hidden;font-size:.95em;font-family:Circular Pro,-apple-system,\.SFNSText-Regular,San Francisco,Segoe UI,

Helvetica Neue,Lucida Grande,sans-serif;color:#2e343b;font-weight:400;font-feature-settings:"liga","clig off";font-variant-ligatures:no-common-ligatures;-webkit-font-

smoothing:antialiased;}</style><link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css"><style ng-transition="serverApp">h1

[_ngcontent-sc50]{font-size:1.2em;margin-bottom:0}nav[_ngcontent-sc50] a[_ngcontent-sc50]{padding:5px 10px;text-decoration:none;margin-top:10px;display:inline-block;

background-color:#eee;border-radius:4px}a[_ngcontent-sc50]:link, nav[_ngcontent-sc50] a[_ngcontent-sc50]:visited{color:#334953}nav[_ngcontent-sc50] a[_ngcontent-

sc50]:hover{background-color:#cfd8dc}nav[_ngcontent-sc50] a.active[_ngcontent-sc50], nav[_ngcontent-sc50] a[_ngcontent-sc50]:hover{color:#039be5}</style><style ng-

transition="serverApp">#searchContainer[_ngcontent-sc104]{padding-bottom:50px;background-image:var(--header-bg)}#searchContainer[_ngcontent-sc104] h1

[_ngcontent-sc104], #searchContainer[_ngcontent-sc104] h5[_ngcontent-sc104]{color:#fff;text-shadow:0 8px 16px 0 rgba(0,0,0,.2)}#searchContainer[_ngcontent-sc104] 

h5[_ngcontent-sc104]{font-weight:200;font-size:1rem}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]{box-shadow:0 2px 

20px 0 rgba(0,0,0,.1);font-weight:500;align-items:center;padding:10px 25px;font-size:1rem;text-align:center;background-color:#fff}#searchContainer[_ngcontent-sc104] .

tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]:last-child{border-right:0}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104] .icon[_ngcontent-sc104]{font-size:1.2rem;padding-right:10px}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-

sc104]:hover{cursor:pointer;background-color:#e0e0e0}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon.active[_ngcontent-sc104]

{background-color:var(--primary);color:#fff}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104]{box-shadow:0 2px 20px 0 rgba(0,0,0,.1)}
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#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]{box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 2px 5px 0 rgba

(51,51,51,.2);font-weight:500;align-items:center;padding:5px 10px;background-color:#fff;font-size:.9rem;text-align:center}#searchContainer[_ngcontent-sc104] .tab-parent-

mobile[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]:last-child{border-right:0}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104] .icon[_ngcontent-sc104]{font-size:1rem;padding-right:5px}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104]:hover{cursor:pointer;background-color:#e0e0e0}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon.active

[_ngcontent-sc104]{background-color:var(--primary);color:#fff}@media (max-width: 768px){h3[_ngcontent-sc104]{font-size:1.2rem}}.chNavIcon[_ngcontent-sc104]{width:

40px;height:30px;display:block;margin:0 auto}.chSprite[_ngcontent-sc104]{background:url(/assets/filtersprite.png) no-repeat;background-size:230px 200px}.chHotels

[_ngcontent-sc104]{background-position:-37px -28px;width:35px}.chFlightHotel[_ngcontent-sc104]{background-position:-156px -151px;width:50px}.chBuses[_ngcontent-

sc104]{background-position:-90px -30px}.chHolidays[_ngcontent-sc104]{background-position:-68px -27px;width:25px}.chCabs[_ngcontent-sc104]{background-position:

-115px -30px;width:25px}.chTrains[_ngcontent-sc104]{background-position:-137px -27px}.chGiftcards[_ngcontent-sc104]{background-position:-165px -27.5px}.chMore

[_ngcontent-sc104]{background-position:-198px -28px}.chFlights[_ngcontent-sc104]{background-position:-2px -30px;width:36px}.chFlights.active[_ngcontent-sc104]

{background-position:-2px -1.5px}.chFlightHotel.active[_ngcontent-sc104]{background-position:-156px -119px;width:50px}.chMore.active[_ngcontent-sc104]{background-

position:-198px .5px}.chGiftcards.active[_ngcontent-sc104]{background-position:-165px 1px}.chTrains.active[_ngcontent-sc104]{background-position:-137px .5px}.

chCabs.active[_ngcontent-sc104]{background-position:-115px -1.5px}.chHolidays.active[_ngcontent-sc104]{background-position:-68px 1px}.chBuses.active[_ngcontent-

sc104]{background-position:-90px -1.5px}.chHotels.active[_ngcontent-sc104]{background-position:-37px .5px}._MyBiz[_ngcontent-sc104] .active[_ngcontent-sc104] .

chFlights[_ngcontent-sc104]{background-position:-2px -87px}._MyBiz[_ngcontent-sc104] .active[_ngcontent-sc104] .chHotels[_ngcontent-sc104]{background-position:-37

px -87px}.tab-content[_ngcontent-sc104]{background-color:rgba(0,0,0,.75);padding:35px 25px;width:100%;margin-top:-2.5%;background-color:#fff;box-shadow:inset 0 -1

px 0 0 rgba(0,0,0,.1),0 8px 16px 0 rgba(19,41,104,.2);border-radius:8px}.calendar[_ngcontent-sc104]{position:relative;cursor:pointer}.calendar[_ngcontent-sc104] .

calendar-icon[_ngcontent-sc104]{position:absolute;top:13px;left:15px;z-index:1}.calendar[_ngcontent-sc104] input[_ngcontent-sc104]{padding-left:35px;cursor:pointer}.

error-button[_ngcontent-sc104], .flight-button[_ngcontent-sc104], .minus-stop-button[_ngcontent-sc104], .stop-button[_ngcontent-sc104]{height:48px;background-color:var

(--gray);border:none;outline:none;border-radius:8px}.error-button[_ngcontent-sc104]:hover, .flight-button[_ngcontent-sc104]:hover, .minus-stop-button[_ngcontent-sc104]:

hover, .stop-button[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff}.error-button[_ngcontent-sc104]{background-color:var(--secondary)}.error-button

[_ngcontent-sc104]:hover{background-color:var(--primary)}.stop-button[_ngcontent-sc104]{background-color:var(--dark)}.minus-stop-button[_ngcontent-sc104], .stop-

button[_ngcontent-sc104]{text-align:center;max-width:-webkit-fit-content;max-width:-moz-fit-content;max-width:fit-content}.minus-stop-button[_ngcontent-sc104]

{background-color:var(--light)}.trip_type[_ngcontent-sc104]{padding-bottom:10px;cursor:pointer;text-decoration:none;border:none;background-color:#fff;color:var(--dark)}.

trip_type[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:90%}.trip_type[_ngcontent-sc104]:hover{color:var(--primary);text-decoration:underline}.search-

box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]{width:100%;padding:11px 11px 11px 45px;cursor:pointer;display:block;background-color:#e9ecef;transition:all .6s 

cubic-bezier(.165,.84,.44,1);border-radius:4px;letter-spacing:1px;transition-property:all;transition-duration:.3s;position:relative;top:-5px;border:2px solid #e9ecef}.search-

box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]:active, .search-box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]:focus{box-shadow:0 1px 5px 0 hsla(0,0%,

54%,.3);border:2px solid var(--blue);background-color:#fff}@media (max-width: 768px){.search-box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]{padding:7px 10px 

7px 35px}}.search-box[_ngcontent-sc104] .icon[_ngcontent-sc104]{position:absolute;top:7px;left:20px;color:var(--gray);z-index:1}@media (max-width: 768px){.search-box

[_ngcontent-sc104] .icon[_ngcontent-sc104]{top:10px;left:15px}}.text-list[_ngcontent-sc104]{color:var(--gray)}.text-list[_ngcontent-sc104] .fad[_ngcontent-sc104]{color:var

(--alternate)!important}.text-list[_ngcontent-sc104] .heading[_ngcontent-sc104]{font-size:1.2rem;display:block;color:var(--alternate);font-weight:500}.gradient-border-top

[_ngcontent-sc104]{border-top:2px solid var(--alternate);background-color:#fff}.pop_destinations[_ngcontent-sc104]{position:relative}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104]{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104]

{margin:3px}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.pop_destinations[_ngcontent-

sc104] .pop_destination[_ngcontent-sc104]:first-child{margin:3px}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay-bg[_ngcontent-sc104]

{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:14px;border-bottom-

right-radius:14px}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay-bg[_ngcontent-sc104]{top:70%;height:

30%}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:absolute;bottom:20px;left:30px;z-index:1}

@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{z-index:auto!important}}.

pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.6rem;color:#fff;text-

shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.2em}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text

[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:300}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.home-carousel[_ngcontent-sc104] .

recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104]{background-color:#fff;border-radius:0;transition:all .6s cubic-bezier(.165,.84,.44,1);position:relative;

cursor:pointer}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104]:hover{transform:scale(1.04)}.home-carousel

[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-img[_ngcontent-sc104]{background-color:transparent!important}.home-

carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-img[_ngcontent-sc104] .img-fluid[_ngcontent-sc104]{border-top-left-

radius:0;border-top-right-radius:0}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104]

{background-color:#fff;border-bottom-left-radius:0;border-bottom-right-radius:0;padding:10px}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .

c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-title[_ngcontent-sc104]{font-size:1.2rem;font-weight:500;text-overflow:ellipsis;display:-webkit-box;-webkit-

line-clamp:2;-webkit-box-orient:vertical;overflow:hidden}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card
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[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-title[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem}}.home-carousel[_ngcontent-sc104] .recommended-

card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-subtitle[_ngcontent-sc104]{color:var(--dark-orange)}@media (max-width: 768px){.

home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-subtitle[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-text[_ngcontent-

sc104]{text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:3;-webkit-box-orient:vertical;padding:5px 0;overflow:hidden}@media (max-width: 768px){.home-

carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-text[_ngcontent-sc104]{font-size:.

7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104]

{font-size:90%;color:#000}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price

[_ngcontent-sc104] .price[_ngcontent-sc104]{font-size:1.4rem;font-weight:600}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-card

[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104]{font-size:1.2rem}}.home-carousel

[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-

sc104] sup[_ngcontent-sc104]{font-weight:400;text-decoration:underline;font-size:.9rem}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-

card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104] sup[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .border-accent[_ngcontent-sc104]{height:5px;

background:var(--blue);border-radius:0 0 14px 14px;position:absolute;bottom:0;width:100%}.home-carousel[_ngcontent-sc104] .item[_ngcontent-sc104]{padding:10px;

box-sizing:border-box}.home-carousel[_ngcontent-sc104] .tile[_ngcontent-sc104]{min-height:200px;background-color:#ccc;background-size:cover!important;display:flex;

align-items:center;justify-content:center;box-shadow:0 0 10px rgba(0,0,0,.3)}.home-carousel[_ngcontent-sc104] .leftRs[_ngcontent-sc104]{left:0;z-index:1}.home-carousel

[_ngcontent-sc104] .leftRs[_ngcontent-sc104], .home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{position:absolute;margin:auto;top:0;bottom:0;width:50px;

height:50px;box-shadow:1px 2px 10px -1px rgba(0,0,0,.3);border-radius:999px;background-color:#fff}.home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{right:

0}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104]{list-style-type:none;text-align:center;padding:12px;margin:0;white-space:nowrap;overflow:auto;box-

sizing:border-box}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;border-radius:50%;border:1px solid var(--

primary);padding:4px;margin:0 3px;transition-timing-function:cubic-bezier(.17,.67,.83,.67);transition:.4s}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li.

active[_ngcontent-sc104]{background:var(--primary);transform:scale(1.2)}.popular-destination-list[_ngcontent-sc104]{list-style-type:none;margin:0;display:block;padding:

10px 0 20px;text-align:center}.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;padding:5px 10px;border-radius:14px;border:2px solid 

var(--primary);color:var(--primary);margin-right:10px;transition:var(--animate)}@media (max-width: 768px){.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]

{font-size:.8em;border:1px solid var(--primary);margin-bottom:10px}}.popular-destination-list[_ngcontent-sc104] li.active[_ngcontent-sc104], .popular-destination-list

[_ngcontent-sc104] li[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff;cursor:pointer}.customer_support[_ngcontent-sc104]{font-size:1.1rem}@media 

(max-width: 768px){.customer_support[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:.9em!important;padding-top:30px}.customer_support[_ngcontent-sc104] p

[_ngcontent-sc104]{font-size:.8em;padding-top:10px}}.customer_support[_ngcontent-sc104] .contact_button[_ngcontent-sc104]{border:0;color:#fff;padding:20px 60px}.

category_destinations[_ngcontent-sc104]{position:relative;transition:var(--animate)}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]

{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]{margin:3px}}.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.category_destinations[_ngcontent-

sc104] .category_destination[_ngcontent-sc104]:first-child{margin:3px}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay-bg

[_ngcontent-sc104]{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:

14px;border-bottom-right-radius:14px}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:

absolute;bottom:20px;left:10px;padding-right:10px;z-index:1;width:96%;line-height:1.1rem}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1 rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block;overflow:

hidden;text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:2;-webkit-box-orient:vertical}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem;position:relative;top:-10px;font-

weight:500}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.

9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);float:right;font-weight:300}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104] sup[_ngcontent-sc104]{text-decoration:underline}.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.pre-footer[_ngcontent-sc104]

{background:var(--header-bg);color:#fff;padding:20px;font-size:1rem;margin-top:20px}.pre-footer[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.2rem;font-weight:

800}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104]{padding-bottom:5px}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-

sc104] a[_ngcontent-sc104]{color:hsla(0,0%,100%,.7);text-decoration:none}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104] a[_ngcontent-sc104]:

hover{color:#fff;text-decoration:underline;cursor:pointer}.btn-group[_ngcontent-sc104]{border-color:var(--alternate)}.btn-group[_ngcontent-sc104] .btn-outline-primary

[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-

group[_ngcontent-sc104] .selected[_ngcontent-sc104]{box-shadow:none}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104]:hover, .btn-group

[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]:hover, .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] 

.selected[_ngcontent-sc104]:hover{background-color:#f9f9f9}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-

dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] .selected[_ngcontent-sc104]

{border-color:var(--alternate);color:var(--alternate)}.btn-group[_ngcontent-sc104] .checked[_ngcontent-sc104]{background-color:var(--alternate)!important;color:#fff}.styled-

input[_ngcontent-sc104]{position:relative}.styled-input[_ngcontent-sc104] .pax-icon[_ngcontent-sc104]{float:left;position:relative;top:10px;padding-right:10px}.styled-input
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[_ngcontent-sc104] .right-arrow[_ngcontent-sc104]{position:relative;top:10px;padding-right:10px;float:right}.styled-input[_ngcontent-sc104] .pax-mobile-input[_ngcontent-

sc104]{padding-top:10px}.side-bar[_ngcontent-sc104]{height:100%;z-index:99;top:0;font-size:.9em;right:0;width:0;background-color:#fff!important;padding-top:0;transition:.

1s}.side-bar[_ngcontent-sc104], .side-bar[_ngcontent-sc104] .close-nav[_ngcontent-sc104]{position:fixed;box-shadow:0 5px 30px rgba(0,0,0,.4)}.side-bar[_ngcontent-

sc104] .close-nav[_ngcontent-sc104]{width:100%;background-color:var(--alternate);border-bottom:1px solid #e0e0e0;padding:15px;color:#fff}.side-bar[_ngcontent-sc104] .

close-nav[_ngcontent-sc104] span[_ngcontent-sc104]{font-size:1.2rem;padding:5px 15px;background-color:hsla(0,0%,100%,.1);position:absolute;border-radius:5px;left:

10px;top:10px}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.3rem;margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;

background-color:#627d90}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104] i[_ngcontent-sc104]{padding:8px 10px;transition:all .1s ease-in-out;background-color:

#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:5px;font-size:.9rem;left:9px}.side-bar[_ngcontent-sc104] .box-shadow[_ngcontent-sc104]

{margin-bottom:0;box-shadow:none}.pax-dropdown-mobile[_ngcontent-sc104]{padding:80px 20px 20px!important}.pax-dropdown-mobile[_ngcontent-sc104] .btn-outline-

primary[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{border-color:var(--alternate);color:var(--alternate);width:100%;margin:0!

important}.pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{background-color:var(--alternate);color:#fff}.modal-error-background[_ngcontent-sc104]

{position:fixed;background:rgba(0,0,0,.6);vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;-webkit-animation:

modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.error-popup[_ngcontent-sc104]{-

webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);

position:fixed;top:50%;left:50%;width:340px;height:230px;margin-top:-115px;margin-left:-170px;background-color:#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.

3);overflow:hidden;z-index:1000}@media (min-width: 768px){.error-popup[_ngcontent-sc104]{-webkit-animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;

animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:230px;

margin-top:-115px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104]{border-bottom:0 solid #dee2e6;padding:0}.error-popup[_ngcontent-

sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104] .close[_ngcontent-sc104]{padding:1rem;margin:-1rem -1rem -1rem auto;position:

absolute;right:-22px;color:#fff;top:-7px;text-shadow:none;opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):focus, .error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):hover{opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104]{padding:0}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104]

{display:flex;flex-flow:row nowrap}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .error-header[_ngcontent-sc104]{background-color:#f9f9f9;padding:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104]{width:440px;height:230px;overflow:auto;display:block}.error-popup[_ngcontent-sc104] .

error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.1

rem;font-weight:400;padding:0 0 15px}@media (min-width: 768px){.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-

sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.5rem}}.error-popup[_ngcontent-sc104] .error-popup-container

[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]{color:#6c757d!

important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover{color:#022243!important;cursor:pointer}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-

sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .shareinput[_ngcontent-sc104]{line-height:38px;height:38px;padding:.

3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-color:#fff;width:65%;margin-right:5%}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .form-items

[_ngcontent-sc104]{margin-top:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:38px;min-width:100px;padding:0 .4em;

border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:1em;font-weight:600;text-decoration:

none!important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right

[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,#253c77 90%)}.error-

popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] textarea

[_ngcontent-sc104]{width:100%}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]{height:48px;background-color:var(--alternate);transition:.3s;border:none;outline:none;border-radius:8px;

color:#fff}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] .share-submit[_ngcontent-sc104]:hover{background-color:var(--secondary)}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]:disabled{background-image:radial-gradient(circle farthest-

corner at 10% 20%,#666 0,#666 90%)}.mobile-swipe-container[_ngcontent-sc104]{overflow-x:scroll;white-space:nowrap;padding-bottom:10px}.thumbnail[_ngcontent-

sc104]{display:inline-block;height:100%;width:85%;padding-right:5px}.thumbnail[_ngcontent-sc104] img[_ngcontent-sc104]{height:100%;width:100%}.animate[_ngcontent-

sc104]{-webkit-animation:shimmer 2s linear infinite;animation:shimmer 2s linear infinite;background:linear-gradient(90deg,#e2e2e2 4%,#c5c5c5ee 25%,#eff1f3 36%);

background-size:1000px 100%}.border-radius-7[_ngcontent-sc104]{border-radius:7px}@-webkit-keyframes shimmer{0%{background-position:-1000px 0}to{background-

position:1000px 0}}@keyframes shimmer{0%{background-position:-1000px 0}to{background-position:1000px 0}}.hotel-options[_ngcontent-sc104]{position:absolute;font-

size:1rem;letter-spacing:.5px}.hotel-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;cursor:pointer}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-bottom:50px;top:0;left:0;width:100%;min-width:200px;height:

auto;background:#fff;border-radius:3px;z-index:99999}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-
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titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-options[_ngcontent-

sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:

20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-items:center;cursor:pointer}.hotel-

options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:

none}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;

font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:

24px;height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;transition:all .2s linear}.hotel-options[_ngcontent-

sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;

left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) 

forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

pax-dropdown[_ngcontent-sc104]{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104]{overflow:auto;height:480px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:var(--primary);color:#fff}.hotel-options

[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:

center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-titleArea[_ngcontent-sc104] .travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;

color:var(--dark);flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea

[_ngcontent-sc104] .travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:

pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104]

{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--gray);background-color:var(--gray);color:

#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name

[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:

15px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] span.marker[_ngcontent-

sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:#616161;font-weight:700;display:block;margin-bottom:.

35294118rem;padding:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-

webkit-appearance:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;position:relative;left:

-10px;z-index:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104]{text-align:

center;display:flex}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit

[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;

position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search[_ngcontent-sc104]{padding:20px 0}.hotel-search[_ngcontent-sc104] .fa-times[_ngcontent-

sc104]{color:#fff}.hotel-search[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:.7rem;margin-left:5px}.hotel-search[_ngcontent-sc104] .traveler-text

[_ngcontent-sc104]{cursor:pointer;position:relative;font-size:1rem;color:#132968}.hotel-search[_ngcontent-sc104] .traveler-text[_ngcontent-sc104] .text[_ngcontent-sc104]

{position:relative;top:20px;left:15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104]{display:flex;width:100%}.hotel-search[_ngcontent-sc104] .checkin

[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:100%;position:relative;border:1px solid #f1f2f6;border-radius:8px;background-color:#f1f2f6;-webkit-

appearance:none;-moz-appearance:none;appearance:none;margin:3px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:100%;border:0 solid #c9c9c9;border-radius:0;font-size:1rem;background-color:#f1f2f6;color:#132968;margin-bottom:0;position:relative;top:

15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]:hover{border:1px solid #a1a9c3;transition:all .3 ease-in-out;outline:

0}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .placeholder-label[_ngcontent-sc104]{position:absolute;z-index:1;font-size:.85rem;color:#fff;top:3px;

padding:0 5px;color:#8b8f9f;left:8px;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;user-select:none}.hotel-search[_ngcontent-sc104] .search-btn

[_ngcontent-sc104]{width:15%;background:var(--alternate);color:#fff;padding:10px 20px;cursor:pointer;transition:all .3s ease-in-out;box-shadow:0 1px 3px 0 rgba(0,0,0,.2),

0 1px 1px 0 rgba(0,0,0,.14),0 2px 1px -1px rgba(0,0,0,.12);border:none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .search-btn[_ngcontent-sc104]:hover
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{background:var(--primary)}.hotel-search[_ngcontent-sc104] .search-btn-disabled[_ngcontent-sc104]{background:var(--grey-linear-gradient)!important;color:#666;border:

none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104]{display:flex;position:relative;font-size:1rem;letter-spacing:.5px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;

cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-

bottom:50px;top:0;left:0;width:100%;min-width:200px;height:auto;background:#fff;border-radius:3px;z-index:99999}.hotel-search[_ngcontent-sc104] .flight-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;

background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-

height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-

sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-

items:center;cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .

triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype

[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;font-size:.9rem;color:#333}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:24px;

height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;

outline:none;transition:all .2s linear}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]

{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;

background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .pax-dropdown[_ngcontent-sc104]{box-

shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-

sc104]{overflow:auto;height:480px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:

var(--primary);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .

travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:var(--dark);flex:1 1 0%;color:#fff}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .

travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!

important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list

[_ngcontent-sc104]{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-search[_ngcontent-sc104] .flight-

options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover

{border-color:var(--gray);background-color:var(--gray);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:

#333}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-

sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:15px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] 

span.marker[_ngcontent-sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:

#616161;font-weight:700;display:block;margin-bottom:.35294118rem;padding:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-

sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-webkit-appearance:none}.hotel-search[_ngcontent-

sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-

sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;

position:relative;left:-10px;z-index:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-submit[_ngcontent-sc104]{text-align:center;display:flex}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;
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text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search

[_ngcontent-sc104] .seating-class[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{margin-top:8px}.hotel-search[_ngcontent-sc104] .seating-class

[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 0 4px 10px!important}.new-calendar[_ngcontent-sc104]{display:flex;justify-content:center;-webkit-user-select:

none;-moz-user-select:none;-ms-user-select:none;user-select:none}.new-calendar[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover, .new-calendar[_ngcontent-sc104] .fas

[_ngcontent-sc104]:hover{color:var(--dark-blue)}.new-calendar[_ngcontent-sc104] .twoway[_ngcontent-sc104]{width:100%!important}.new-calendar[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:auto;text-align:center;cursor:pointer;width:60%!important;background-color:#f1f2f6;color:#132968}.new-calendar[_ngcontent-sc104] input

[_ngcontent-sc104]:focus{background:none}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]{position:relative;top:20px;color:#8b8f9f;cursor:pointer;

padding:2px 10px;margin:0 10px}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]:hover{color:var(--primary)}</style><style ng-transition="serverApp">.btn

[_ngcontent-sc53]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc53]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc53]{border:1px solid #dc3545!

important}.form-control[_ngcontent-sc53]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc53]:focus{outline:none}label[_ngcontent-sc53]{cursor:

pointer}input[_ngcontent-sc53]:focus, select[_ngcontent-sc53]:focus, textarea[_ngcontent-sc53]:focus{outline:none}.styled-input[_ngcontent-sc53]{font-weight:400;font-

style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;

letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;

transition:border .15s}.styled-input[_ngcontent-sc53]:focus, .styled-input[_ngcontent-sc53]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-

tablet[_ngcontent-sc53]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc53]{display:none}}@keyframes unfoldIn{0%{transform:scaleY(.005) scaleX

(0)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(1) scaleX(1)}}@keyframes unfoldOut{0%{transform:scaleY(1) scaleX(1)}50%{transform:scaleY(.005) 

scaleX(1)}to{transform:scaleY(.005) scaleX(0)}}@keyframes zoomIn{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes zoomOut{0%{transform:scale(1)}to

{transform:scale(0)}}@keyframes fadein{0%{opacity:0}to{opacity:1}}@keyframes fadeOut{0%{background:rgba(0,0,0,.7)}to{background:transparent}}@keyframes scaleUp

{0%{transform:scale(.8) translateY(1000px);opacity:0}to{transform:scale(1) translateY(0);opacity:1}}@keyframes scaleDown{0%{transform:scale(1) translateY(0);opacity:

1}to{transform:scale(.8) translateY(1000px);opacity:0}}@keyframes scaleBack{0%{transform:scale(1)}to{transform:scale(.85)}}@keyframes scaleForward{0%{transform:

scale(.85)}to{transform:scale(1)}}@keyframes quickScaleDown{0%{transform:scale(1)}99.9%{transform:scale(1)}to{transform:scale(0)}}@keyframes slideUpLarge{0%

{transform:translateY(0)}to{transform:translateY(-100%)}}@keyframes slideDownLarge{0%{transform:translateY(-100%)}to{transform:translateY(0)}}@keyframes moveUp

{0%{transform:translateY(150px)}to{transform:translateY(0)}}@keyframes moveDown{0%{transform:translateY(0)}to{transform:translateY(150px)}}@keyframes 

blowUpContent{0%{transform:scale(1);opacity:1}99.9%{transform:scale(2);opacity:0}to{transform:scale(0)}}@keyframes blowUpContentTwo{0%{transform:scale(2);

opacity:0}to{transform:scale(1);opacity:1}}@keyframes blowUpModal{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes blowUpModalTwo{0%{transform:scale(1);

opacity:1}to{transform:scale(0);opacity:0}}@keyframes roadRunnerIn{0%{transform:translateX(-1500px) skewX(30deg) scaleX(1.3)}70%{transform:translateX(30px) 

skewX(0deg) scaleX(.9)}to{transform:translateX(0) skewX(0deg) scaleX(1)}}@keyframes roadRunnerOut{0%{transform:translateX(0) skewX(0deg) scaleX(1)}30%

{transform:translateX(-30px) skewX(-5deg) scaleX(.9)}to{transform:translateX(1500px) skewX(30deg) scaleX(1.3)}}@keyframes sketchIn{0%{stroke-dashoffset:778}to

{stroke-dashoffset:0}}@keyframes sketchOut{0%{stroke-dashoffset:0}to{stroke-dashoffset:778}}@keyframes modalFadeIn{0%{background-color:initial}to{background-

color:#fff}}@keyframes modalFadeOut{0%{background-color:#fff}to{background-color:initial}}@keyframes modalContentFadeIn{0%{opacity:0;top:-20px}to{opacity:1;top:0}}

@keyframes modalContentFadeOut{0%{opacity:1;top:0}to{opacity:0;top:-20px}}@keyframes bondJamesBond{0%{transform:translateX(1000px)}80%{transform:translateX

(0);border-radius:75px;height:75px;width:75px}90%{border-radius:3px;height:182px;width:247px}to{border-radius:3px;height:162px;width:227px}}@keyframes killShot{0%

{transform:translateY(0) rotate(0deg);opacity:1}to{transform:translateY(300px) rotate(45deg);opacity:0}}@keyframes fadeToRed{0%{box-shadow:inset 0 0 0 rgba

(201,24,24,.8)}to{box-shadow:inset 0 2000px 0 rgba(201,24,24,.8)}}@keyframes slowFade{0%{opacity:1}99.9%{opacity:0;transform:scale(1)}to{transform:scale(0)}}

#common-header[_ngcontent-sc53]{border-bottom:1px solid #e0e0e0;padding:10px}#common-header[_ngcontent-sc53] .logo-desktop[_ngcontent-sc53]{width:200px;

height:50px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]{background-color:#f5f7f9;color:#c70000;transition:.3s;padding:10px 20px;border:1px solid 

#c70000;border-radius:7px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]:hover{background-color:#c70000;color:#fff}#common-header[_ngcontent-sc53] .

traveli-link[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#4b4453!important}#common-header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#9c0082}#common-

header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53], #common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{padding-top:10px;font-size:1.1rem;transition:.3s;

cursor:pointer}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{color:#4b4453}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]:hover

{color:#c70000}#common-header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]{position:relative;display:inline-block}#common-header[_ngcontent-sc53] .dropdown-

content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:360px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);z-

index:510}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:#4b4453;padding:12px 16px;text-decoration:none;display:

block;transition:.3s;cursor:pointer;border-bottom:1px solid #f9f9f9}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53] b

[_ngcontent-sc53]{font-weight:500}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:last-child{border-bottom:0}#common-

header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:hover{background-color:#4b4453;color:#fff!important;border-radius:8px}#common-

header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]:hover .dropdown-content[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}#common-header[_ngcontent-

sc53] .dropdown[_ngcontent-sc53]:hover .dropbtn[_ngcontent-sc53]{color:#c70000}.modal-login-background[_ngcontent-sc53]{position:fixed;background:rgba(0,0,0,.6);

vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.

animate-item[_ngcontent-sc53]{animation:zoomIn .5s cubic-bezier(.165,.84,.44,1) forwards}.login-popup[_ngcontent-sc53]{animation:zoomIn .3s cubic-bezier(.165,.84,.

44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:340px;height:550px;margin-top:-300px;margin-left:-170px;background-color:

#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.3);overflow:hidden;z-index:1000}@media (min-width:768px){.login-popup[_ngcontent-sc53]{animation:

slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:550px;margin-top:

-260px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.login-popup[_ngcontent-sc53] .

login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53]{border-bottom:0 solid #dee2e6;padding:0}.login-popup[_ngcontent-sc53] .login-popup-container

[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]{padding:1rem;margin:-1rem -1rem -1rem auto;position:absolute;right:-22px;color:#fff;top:-7px;
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text-shadow:none;opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):focus, .login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):hover{opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53]{padding:0}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53]{display:flex;flex-flow:row nowrap}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .login-header[_ngcontent-sc53]{background-

color:#f9f9f9;padding:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53]{width:440px;height:517px;overflow:auto;display:block}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.1rem;font-weight:400;padding:0 0 15px}@media (min-width:768px){.login-

popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-

sc53]{font-size:1.5rem}}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]{color:#6c757d!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-

body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]:hover{color:#022243!important;cursor:pointer}.

login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .shareinput

[_ngcontent-sc53]{line-height:38px;height:38px;padding:.3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-

color:#fff;width:65%;margin-right:5%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-

sc53] .right[_ngcontent-sc53] .form-items[_ngcontent-sc53]{margin-top:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:

38px;min-width:100px;padding:0 .4em;border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:

1em;font-weight:600;text-decoration:none!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,

#253c77 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] textarea[_ngcontent-sc53]{width:100%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]{height:48px;background-color:#592f9e;transition:.3s;border:none;outline:none;border-radius:

8px;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] .share-submit[_ngcontent-sc53]:hover{background-color:#9c0082}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 

20%,#666 0,#666 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]{height:48px;background-color:#fff;transition:.3s;border:1px solid #592f9e;outline:none;border-radius:8px;color:

#592f9e}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .

share-submit-outline[_ngcontent-sc53]:hover{background-color:#592f9e;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle 

farthest-corner at 10% 20%,#666 0,#666 90%)}.btn-link[_ngcontent-sc53]{color:#c70000;text-decoration:none}.btn-link[_ngcontent-sc53]:hover{color:#9c0082;text-

decoration:underline}.google-btn[_ngcontent-sc53]{background-color:#fff;color:#ca3420;border-radius:8px;border:1px solid #ca3420}.google-btn[_ngcontent-sc53]:hover

{background-color:#ca3420;color:#fff}.fb-btn[_ngcontent-sc53]{background-color:#3f59a8;color:#fff;border-radius:8px;border:none}.fb-btn[_ngcontent-sc53]:hover

{background-color:#304996;color:#fff}.alert-danger[_ngcontent-sc53]{background-color:#c70000}.alert-danger[_ngcontent-sc53], .alert-success[_ngcontent-sc53]{font-

size:.85rem;border-radius:8px;padding:5px 10px;color:#fff}.alert-success[_ngcontent-sc53]{background-color:#28a745}.cbx[_ngcontent-sc53]{-webkit-user-select:none;

user-select:none;-webkit-tap-highlight-color:transparent;cursor:pointer}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]{display:inline-block;vertical-align:middle;transform:

translateZ(0);font-size:90%}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{position:relative;width:18px;height:18px;border-radius:50%;transform:scale(1);vertical-

align:middle;border:1px solid #b9b8c3;transition:all .2s ease}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-sc53]{position:absolute;z-index:1;top:

3px;left:3px;fill:none;stroke:#fff;stroke-width:2;stroke-linecap:round;stroke-linejoin:round;stroke-dasharray:12px;stroke-dashoffset:12px;transition:all .3s ease;transition-

delay:.1s;transform:translateZ(0)}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{content:"";width:100%;height:100%;background:#28a745;display:block;

transform:scale(0);opacity:1;border-radius:50%;transition-delay:.2s}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{margin-left:8px}.cbx[_ngcontent-sc53]:hover 

span[_ngcontent-sc53]:first-child{border-color:#28a745}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{border-color:

#28a745;background:#28a745;animation:check .6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-

sc53]{stroke-dashoffset:0}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{transform:scale(2.2);opacity:0;transition:all .

6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{color:#0076be;transition:all .3s ease}.inp-cbx[_ngcontent-sc53]:

checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child:after{transform:scaleX(1);transition:all .3s ease}@keyframes check{50%{transform:scale(1.2)}}.

currency-modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:300px;height:500px;margin-top:-250px;margin-left:-150px;border-radius:8px;background-

color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}@media (min-width:768px){.currency-

modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:800px;height:500px;margin-top:-250px;margin-left:-400px;border-radius:8px;background-color:#fff;

z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}}.currency-modal-content[_ngcontent-sc53] h2

[_ngcontent-sc53]{font-size:1rem}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.2rem}}.currency-modal-content

[_ngcontent-sc53] .currency-content[_ngcontent-sc53]{height:490px;overflow:scroll}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .currency-

content[_ngcontent-sc53]{height:auto}}.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px;overflow:hidden;display:block}@media (min-

width:768px){.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px}}.currency-modal-content[_ngcontent-sc53] h5[_ngcontent-sc53]{text-

align:left;margin:0}.currency-modal-content[_ngcontent-sc53] .m-header[_ngcontent-sc53]{padding:15px;text-align:left;background-color:#f9f9f9;border-top-left-radius:8px;
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border-top-right-radius:8px}.currency-modal-content[_ngcontent-sc53] .m-footer[_ngcontent-sc53]{background-color:#f9f9f9;position:absolute;bottom:0;width:100%;border-

bottom-left-radius:10px;border-bottom-right-radius:10px;padding:0 20px 20px}.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{top:10px;right:15px;

position:absolute;color:var(--gray)}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{right:25px;top:18px}}.currency-modal-

content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]:hover{color:#000;cursor:pointer}.currency_list[_ngcontent-sc53]{list-style-type:none;margin:0;padding:0;font-size:.9rem}.

currency_list[_ngcontent-sc53] li[_ngcontent-sc53]{float:left;width:250px;padding:5px;color:#333}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53] .float-right[_ngcontent-

sc53]{color:#0076be!important;font-weight:700}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53]:hover{color:#0076be!important;background-color:#f9f9f9;text-

decoration:none!important;cursor:pointer}.currency_scroll[_ngcontent-sc53]{max-height:400px;overflow:auto}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-track

{box-shadow:inset 0 0 6px rgba(0,0,0,.3);background-color:#f5f5f5}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar{width:5px;height:5px;background-color:#f5f5f5}.

currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb{background-color:#676767}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb:hover{background:#555}

#isMobile[_ngcontent-sc53]{position:relative}#isMobile[_ngcontent-sc53] #mobile_header[_ngcontent-sc53]{padding:10px 5px}#isMobile[_ngcontent-sc53] .mobile-

autosuggest[_ngcontent-sc53]{z-index:20;width:100%;position:unset;box-shadow:none;background-color:unset;top:unset;transition:all .1s ease-out;font-size:1em}

#isMobile[_ngcontent-sc53] .mobile-autosuggest-sticky[_ngcontent-sc53]{background-color:#fff;box-shadow:0 3px 3px 0 hsla(0,0%,40%,.4);position:fixed;top:-10px;width:

100%;z-index:20;transition:all .1s ease-in;padding-bottom:10px}.mobile_header_side_bar[_ngcontent-sc53]{height:100%;position:fixed;z-index:99;top:66px;font-size:1rem;

left:0;background-color:#fff!important;padding-top:0;transition:.1s;overflow-x:hidden}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-sc53]{font-size:1.3rem;

margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;background-color:#627d90}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-

sc53] i[_ngcontent-sc53]{padding:8px 10px;transition:all .1s ease-in-out;background-color:#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:

5px;font-size:.9rem;left:9px}.mobile_header_side_bar[_ngcontent-sc53] .box-shadow[_ngcontent-sc53]{margin-bottom:0;box-shadow:none}svg.back_icon[_ngcontent-

sc53]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.closeNav[_ngcontent-sc53]{box-shadow:0 4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;

width:100%;padding:10px;border-radius:0;border:none;font-weight:400;font-size:1.4rem}.closeNav[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:2rem;padding:10px}.

close_icon[_ngcontent-sc53]{height:15px;width:15px;color:#717fa4;position:absolute;top:10px;left:10px}.sub-menu-parent[_ngcontent-sc53]{position:relative}.sub-menu-

parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53], .sub-menu-

parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:hover .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53]{visibility:visible;opacity:1;z-index:1;

transform:translateY(0);transition-delay:0s,0s,.3s;transition:all .15s ease-in-out;background:#fff;margin:0 8px 0 0;z-index:99;box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 

8px 16px 0 rgba(19,41,104,.2);padding:10px 0}.sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53] a

[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-

menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53]{color:#425486}.sub-

menu-right[_ngcontent-sc53]{visibility:hidden;opacity:0;position:absolute;top:100%;right:12px;width:220px;height:200px;overflow:scroll;z-index:-1;transition:.15s ease-in-

out,_ .15s ease-in-out,_ .15s ease-in-out;border-radius:8px}.sub-menu-right[_ngcontent-sc53] li[_ngcontent-sc53]:last-child{border-bottom:none!important}.sub-menu-right

[_ngcontent-sc53] .symbol[_ngcontent-sc53]{float:right}.bookings_btn[_ngcontent-sc53]{padding:0!important}.mobile-nav[_ngcontent-sc53]{margin:0;padding:10px 0 0;list-

style-type:none}.mobile-nav[_ngcontent-sc53] li[_ngcontent-sc53]{border-bottom:1px dotted #e0e0e0;font-size:1.2rem;padding:15px 20px}.mobile-nav[_ngcontent-sc53] li

[_ngcontent-sc53] a[_ngcontent-sc53]{all:unset}.mobile-nav[_ngcontent-sc53] li.heading[_ngcontent-sc53]{font-weight:600;color:#592f9e}.currency-dropdown[_ngcontent-

sc53]{position:relative;display:inline-block}.currency-dropdown[_ngcontent-sc53] .currency-dropbtn[_ngcontent-sc53]{border:none}.currency-dropdown[_ngcontent-sc53] .

currency-dropdown-content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:260px;box-shadow:0 8px 

16px 0 rgba(0,0,0,.2);left:-80px;top:30px;z-index:510}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:

#4b4453;padding:10px 14px;text-decoration:none;font-size:.8rem;display:block}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a

[_ngcontent-sc53]:hover{color:#000;background-color:#f9f9f9;cursor:pointer}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email

[_ngcontent-sc53]{background-color:#f9f9f9;margin:10px;padding:10px 14px;font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #e0e0e0}.currency-

dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown

[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone[_ngcontent-sc53]{background-color:#fff;margin:10px;padding:20px 14px 10px;position:relative;

font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #b0a8b9}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone

[_ngcontent-sc53] small[_ngcontent-sc53]{position:absolute;font-size:.7rem;top:2px;font-weight:300}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content

[_ngcontent-sc53] a.phone[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc53]:hover .currency-dropdown-content

[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}.hide-overflow[_ngcontent-sc53]{white-space:nowrap;overflow:hidden;text-overflow:ellipsis;display:inline-block}.

help-support[_ngcontent-sc53]{border:1px solid #fff;border-radius:7px;transition:all .2s}.help-support[_ngcontent-sc53]:hover{border:1px solid #c70000;color:#c70000!

important;transition:all .2s}.help-support[_ngcontent-sc53] .header_link[_ngcontent-sc53]{font-size:.85rem}.support-phone[_ngcontent-sc53]{background-color:#fff;

padding:5px 10px;border-radius:7px}.support-phone[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:1.8rem;animation:color-change 20s infinite alternate}.support-

phone[_ngcontent-sc53] small[_ngcontent-sc53]{display:block;font-size:.6rem}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]{font-size:1rem;font-weight:700;

color:#005fcc;text-decoration:none}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]:hover{color:#e8381b}@keyframes color-change{0%{color:#00f}10%{color:

#8e44ad}20%{color:#1abc9c}30%{color:#d35400}40%{color:#00f}50%{color:#34495e}60%{color:#00f}70%{color:#2980b9}80%{color:#f1c40f}90%{color:#2980b9}to{color:

pink}}.phone_header_icon[_ngcontent-sc53] .call[_ngcontent-sc53]{background-color:#43b520;color:#fff;padding:3px 5px;display:block;font-size:.9rem}.

phone_header_icon[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.5rem;display:block}.sidebar-overlay[_ngcontent-sc53]{position:fixed;width:100%;height:100%;top:

65px;left:0;right:0;bottom:0;background-color:hsla(0,0%,100%,.3);z-index:10;cursor:pointer;-webkit-backdrop-filter:blur(3px);backdrop-filter:blur(3px)}.sidebar-overlay

[_ngcontent-sc53] .text[_ngcontent-sc53]{position:absolute;top:50%;left:50%;font-size:50px;color:#fff;transform:translate(-50%,-50%);-ms-transform:translate(-50%,-50%)}

</style><style ng-transition="serverApp">.btn[_ngcontent-sc52]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc52]{border:1px solid #28a745!important}.is-
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invalid[_ngcontent-sc52]{border:1px solid #dc3545!important}.form-control[_ngcontent-sc52]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc52]:

focus{outline:none}label[_ngcontent-sc52]{cursor:pointer}input[_ngcontent-sc52]:focus, select[_ngcontent-sc52]:focus, textarea[_ngcontent-sc52]:focus{outline:none}.

styled-input[_ngcontent-sc52]{font-weight:400;font-style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;

border-radius:8px;font-size:16px;text-align:left;letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-

shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .15s}.styled-input[_ngcontent-sc52]:focus, .styled-input[_ngcontent-sc52]:hover{border:1px solid 

#a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-sc52]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc52]{display:none}}.

desktop-container[_ngcontent-sc52]{background-color:#f9f9f9;color:rgba(0,0,0,.7);border-top:1px solid rgba(0,0,0,.1)}.domain-name[_ngcontent-sc52]{color:rgba(0,0,0,.7);

font-size:.75rem}.currency[_ngcontent-sc52]{padding:10px 20px;border-radius:3px;cursor:pointer;background-color:rgba(0,0,0,.05);margin-bottom:20px}.currency

[_ngcontent-sc52]:hover{color:#000;background-color:rgba(0,0,0,.2)}.mobile-footer[_ngcontent-sc52]{background-color:#f9f9f9;padding:10px 20px;font-size:.85rem;border-

top:1px solid rgba(0,0,0,.1);font-weight:300;color:rgba(0,0,0,.7)}.mobile-footer[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none}.mobile-

footer[_ngcontent-sc52] .currency[_ngcontent-sc52]{color:#000;border-color:hsla(0,0%,100%,.8);padding:5px 10px;border-radius:3px;cursor:pointer;margin-bottom:20px}.

footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]{background-color:rgba(0,0,0,.05);padding:20px 10px 10px;border-radius:7px;

margin-bottom:10px}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]:hover{background-color:rgba(0,0,0,.2);color:#000}.footer-links

[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);font-size:1rem;text-decoration:none;padding:10px 0;

position:relative;display:block}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52] small[_ngcontent-sc52]{font-

size:.75rem;position:absolute;top:-10px;color:rgba(0,0,0,.7)}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:

hover, .footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{color:rgba(0,0,0,.8)}.footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{font-size:1rem;font-weight:500;border-

bottom:1px solid rgba(0,0,0,.1);padding:20px 20px 20px 0}.footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52]{padding-bottom:5px;padding-top:5px}.

footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] small[_ngcontent-sc52]{font-size:.7rem;color:rgba(0,0,0,.7);display:block}.footer-links[_ngcontent-

sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none;font-size:.85rem}.footer-links[_ngcontent-sc52] ul[_ngcontent-

sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:hover{color:rgba(0,0,0,.9);text-decoration:underline;cursor:pointer}</style><meta name="og:title" content="Top Rated Tours, 

Activities and Attractions | Destina Holidays"><meta name="description" content="Tour and experience incredible destinations search from over 100,000+ day tours, 

activities and attractions"><meta name="og:description" content="Tour and experience incredible destinations search from over 100,000+ day tours, activities and 

attractions"><meta name="og:url" content="https://www.destinaholidays.com"><meta name="og:image" content="https://skybooker-static.s3.us-west-2.amazonaws.com

/destina_logos/destina_logo_360.png"><meta name="contact" content="support@destinaholidays.com"><meta name="og:type" content="website"><meta name="og:

site_name" content="Destina Holidays"><meta name="robots" content="index,follow"><meta name="theme-color" content="#592F9E"><meta name="revisit-after" 

content="1 month"><meta name="author" content="Destina Holidays"><meta name="twitter:title" content="Top Rated Tours and Activities - Destina Holidays"><meta 

name="twitter:description" content="Tours, day trips, activities and attractions - Destina Holidays"><style ng-transition="serverApp">[_nghost-sc93]{display:block;position:

relative}.ngurtl[_nghost-sc93]{direction:rtl}.ngucarousel[_ngcontent-sc93]{height:100%;overflow:hidden;position:relative}.ngucarousel[_ngcontent-sc93] .ngucarousel-items

[_ngcontent-sc93]{display:flex;height:100%;position:relative}.nguvertical[_ngcontent-sc93]{flex-direction:column}.banner[_ngcontent-sc93] .ngucarouselPointDefault

[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{bottom:20px;position:absolute;width:100%}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]{background:hsla(0,0%,100%,.55)}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#fff}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint

[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{box-sizing:border-box;list-

style-type:none;margin:0;overflow:auto;padding:12px;text-align:center;white-space:nowrap}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-

sc93] li[_ngcontent-sc93]{background:rgba(0,0,0,.55);border-radius:50%;display:inline-block;margin:0 4px;padding:4px;transition:.4s;transition-timing-function:cubic-bezier

(.17,.67,.83,.67)}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#6b6b6b;transform:scale(1.8)}.

ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.nguclearFix[_ngcontent-sc93]{clear:both}<

/style></head>

<body>

<app-root _nghost-sc50="" ng-version="12.1.5"><router-outlet _ngcontent-sc50=""></router-outlet><app-home-page _nghost-sc104=""><common-header _ngcontent-

sc104="" _nghost-sc53=""><div _ngcontent-sc53="" id="common-header" class="container-fluid d-none d-lg-block"><div _ngcontent-sc53="" class="d-flex pt-2 pb-1 

justify-content-between"><div _ngcontent-sc53="" class="flex-fill"><ul _ngcontent-sc53="" class="nav justify-content-start d-flex flex-row"><li _ngcontent-sc53="" class="

nav-item"><a _ngcontent-sc53="" href="/" class="navbar-brand" style="min-width: 150px;"><img _ngcontent-sc53="" class="img-fluid logo-desktop" alt="Destina Holidays" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/destina_holidays_color_logo.svg" style="width:200px;height:50px;"><!----><!----></a></li><!----><li _ngcontent-

sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" class="dropbtn nav-link">Hotels <span _ngcontent-sc53="" class="ps-1" 

style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" 

href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,048 properties <

/small></a><a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="

float-end">644 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small 

_ngcontent-sc53="" class="float-end">4,711 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b 

_ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,302 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=NRT" 

target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,910 properties </small></a><a _ngcontent-sc53="" href="

/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">594 properties </small><

/a><a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-

end">5,199 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small 
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_ngcontent-sc53="" class="float-end">1,343 properties </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"

><a _ngcontent-sc53="" class="dropbtn nav-link">Tours <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-

down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-

sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b 

_ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities </small></a><a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> 

Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Italy" target="

_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities </small></a><a _ngcontent-sc53="" href="/tours/Japan" 

target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities </small></a><a _ngcontent-sc53="" href="/tours

/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 activities </small></a><a 

_ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities <

/small></a><a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,

092 activities </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item hide-tablet"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" 

class="dropbtn nav-link"> Popular Attractions <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i><

/span></a><div _ngcontent-sc53="" class="dropdown-content" style="width: 450px;"><a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank"

>Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="

_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9845" 

target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view

/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities </small></a><a _ngcontent-sc53="" href="/tours

/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities </small></a><a 

_ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a><

/div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="

dropbtn nav-link" style="cursor: pointer;">Car Rentals </a></div></li><!----><!----></ul></div><div _ngcontent-sc53="" class="pe-4"><ul _ngcontent-sc53="" class="nav 

justify-content-end"><!----><!----><li _ngcontent-sc53="" class="nav-item hide-tablet help-support"><div _ngcontent-sc53="" class="currency-dropdown"><a _ngcontent-

sc53="" class="nav-link header_link currency-dropbtn"><span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-comments-question"></i></span> 

Help &amp; Support <span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="

currency-dropdown-content p-2" style="left: -20px; top: 45px;"><a _ngcontent-sc53="" class="email" href="mailto:support@destinaholidays.com"

>support@destinaholidays.com</a><a _ngcontent-sc53="" class="phone" href="tel:2142276700"><small _ngcontent-sc53=""> United States (10.30am - 2am EST) <

/small> 214-227-6700</a><a _ngcontent-sc53="" class="phone" href="tel:4169079899"><small _ngcontent-sc53="">Canada (10.30am - 2am EST) </small> 416-907-

9899 </a></div></div></li><!----><li _ngcontent-sc53="" class="nav-item ps-2"><a _ngcontent-sc53="" class="nav-link d-block btn btn-outline-primary sign-in"><span 

_ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-user-circle"></i></span> Sign in </a><!----><!----><!----></li><!----></ul></div></div></div><div 

_ngcontent-sc53="" id="isMobile" class="container-fluid d-md-block d-lg-none border-bottom"><div _ngcontent-sc53="" id="mobile_header" class="d-flex"><div 

_ngcontent-sc53=""><span _ngcontent-sc53="" class="header_icon ps-2 pt-1 d-block" style="color: black;"><i _ngcontent-sc53="" class="fa-sharp fa-light fa-2x fa-grip-

lines"></i></span></div><!----><!----><div _ngcontent-sc53="" class="flex-fill text-center" style="padding-left: 40px;"><a _ngcontent-sc53="" href="/" class="logo"><img 

_ngcontent-sc53="" class="img-fluid" style="max-height:45px;padding-bottom:3px;width:auto;" alt="Destina Holidays" src="https://skybooker-static.s3.us-west-2.

amazonaws.com/destina_holidays_color_logo.svg"></a><!----></div><div _ngcontent-sc53="" class="ps-2 text-center phone_header_icon"><table _ngcontent-sc53="" 

cellpadding="0" cellspacing="0" style="border-radius: 6px; border: 1px solid #43b520;"><tbody><tr _ngcontent-sc53=""><td _ngcontent-sc53=""><img _ngcontent-sc53="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/call-component-header.gif" class="img-fluid" style="width: 36px;"></td><td _ngcontent-sc53="" class="call text-

center"><i _ngcontent-sc53="" class="fa-duotone fa-phone"></i><small _ngcontent-sc53="">CALL US </small></td></tr></tbody></table></div></div></div><div 

_ngcontent-sc53="" class="mobile_header_side_bar" style="width:0%;"><nav _ngcontent-sc53=""><ul _ngcontent-sc53="" class="mobile-nav"><li _ngcontent-sc53="" 

class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-plane fa-rotate-270"></i></span> Flights </a><

/li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-bed"></i></span> Hotels 

</a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-map-signs"></i><

/span> Tours &amp; Activities </a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" 

class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a></li><!----><!----><li _ngcontent-sc53=""> &nbsp; </li><!----><li _ngcontent-sc53="" 

class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-globe-americas"></i></span> Traveller Tools</li><li _ngcontent-

sc53=""><div _ngcontent-sc53=""> Sign in / My Bookings </div><!----><!----></li><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support">Help &amp; 

Support </a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support/faq"> Frequently Asked Questions </a></li><li _ngcontent-sc53=""> Change Currency <!

----></li><!----><li _ngcontent-sc53=""> &nbsp; </li><li _ngcontent-sc53="" class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" 

class="fal fa-sitemap"></i></span> Useful Links</li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/about-us"

>About</a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/terms-and-conditions">Terms &amp; Conditions<

/a></li><!----><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/privacy-policy">Privacy &amp; Cookies</a><

/li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/visa-requirements">Visa Requirements</a></li><li _ngcontent-

sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/pay-later">Book &amp; Hold</a></li><!----><!----><li _ngcontent-sc53="">&nbsp;

</li></ul></nav></div><!----><!----></common-header><section _ngcontent-sc104="" id="searchContainer"><div _ngcontent-sc104="" class="container-xl" style="z-index: 
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2; position: relative;"><div _ngcontent-sc104="" class="row justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto w-100 text-center pt-4 pb-4"><br 

_ngcontent-sc104=""><h1 _ngcontent-sc104="">Discover Travel Dreams</h1><h5 _ngcontent-sc104="" class="d-md-block d-lg-block text-center">Search from over 

100,000+ Hotels, Tours, Activities and Adventures</h5></div></div><div _ngcontent-sc104="" class="row justify-content-md-center d-none d-sm-block"><div _ngcontent-

sc104="" class="col-md-auto"><div _ngcontent-sc104="" class="row tab-parent row-cols-auto justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto 

tab-icon active"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div><div _ngcontent-sc104="" 

class="col-md-auto tab-icon"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div 

_ngcontent-sc104="" class="col-md-auto tab-icon" style="border-top-right-radius: 3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i 

_ngcontent-sc104="" class="fal fa-car"></i></span> Car Rentals </div></div></div></div><div _ngcontent-sc104="" class="row justify-content-center d-block d-sm-none"

><div _ngcontent-sc104="" class="col-md-auto tab-parent-mobile"><div _ngcontent-sc104="" class="row row-cols-auto d-flex justify-content-center"><div _ngcontent-

sc104="" class="col-md-auto tab-icon" style="border-top-left-radius: 3px; border-bottom-left-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-

sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div _ngcontent-sc104="" class="col-md-auto tab-icon active" style="border-top-right-radius: 

3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div></div><

/div></div><div _ngcontent-sc104="" class="tab-content"><div _ngcontent-sc104="" class="d-none d-lg-block"><br _ngcontent-sc104=""><div _ngcontent-sc104="" 

class="row"><div _ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div><div _ngcontent-

sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div></div><div _ngcontent-sc104="" class="row"><div 

_ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-3"

><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="

animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;<

/div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div></div><br _ngcontent-sc104=""

></div><div _ngcontent-sc104="" class="d-flex justify-content-center d-md-block d-lg-none d-block pb-4"><div _ngcontent-sc104=""></div><div _ngcontent-sc104="" 

class="row flex-fill g-1 pb-2 row-cols-6 justify-content-md-center"><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate 

border-radius-7 p-4"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"> 

&nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"

> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-

4"> &nbsp;</div></div><!----><div _ngcontent-sc104="" class="d-block d-md-block d-lg-none col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-

radius-7 p-3"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-3"> &nbsp;<

/div></div></div></div></div><!----><!----><!----><!----><!----></div></section><section _ngcontent-sc104="" class="d-none d-sm-none d-md-block d-lg-block gradient-

border-top"><div _ngcontent-sc104="" class="container-xl"><div _ngcontent-sc104="" class="row pt-4 pb-4 text-list"><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fad fa-check-double fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Best Selection</span> Our 

strict screening process means that you&apos;re only seeing the best quality tours. </td></tr></tbody></table></div><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fal fa-piggy-bank fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Save on Packages </span> 

Save more by booking your flight and tours together. We offer cheap travel packages to top destinations around the world. </td></tr></tbody></table></div><div 

_ngcontent-sc104="" class="col-md-4"><table _ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span 

_ngcontent-sc104="" class="pe-2"><i _ngcontent-sc104="" class="fal fa-user-headset fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-

sc104="" class="heading"> 24/7 Support </span> We&apos;re available to answer any questions or concerns via online chat, phone or email. </td></tr></tbody></table><

/div></div></div></section><section _ngcontent-sc104=""><div _ngcontent-sc104="" class="container-xxl pt-4"><h3 _ngcontent-sc104="" class="gray pb-4">Popular 

Destinations</h3><div _ngcontent-sc104="" class="d-none d-md-block d-lg-block"><div _ngcontent-sc104="" class="row pop_destinations"><div _ngcontent-sc104="" 

class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div 

_ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span _ngcontent-sc104="" class="products">4477 activities 

<span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><div 

_ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div _ngcontent-sc104="" class="pop_destination"

><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div _ngcontent-sc104="" class="overlay-bg"

>&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span _ngcontent-sc104="" class="products"

>11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div><

/a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div _ngcontent-sc104="" class="

pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div _ngcontent-sc104="" class="

overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span _ngcontent-sc104="" class="

products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span><

/div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div _ngcontent-sc104="" 

class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div _ngcontent-sc104="" 

class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span _ngcontent-sc104="" 

class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span><

/span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div _ngcontent-
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sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div _ngcontent-

sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span _ngcontent-

sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i><

/span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="

/tours/Thailand"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net

/assets/th.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name"

>Thailand</span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" 

class="far fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="

_blank" href="/tours/Vietnam"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.

cloudfront.net/assets/vi.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Vietnam</span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i 

_ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div><div _ngcontent-sc104="" class="mobile-swipe-container 

pop_destinations d-block d-md-none d-lg-none"><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span 

_ngcontent-sc104="" class="products">4477 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span 

_ngcontent-sc104="" class="products">11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span 

_ngcontent-sc104="" class="products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span 

_ngcontent-sc104="" class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span 

_ngcontent-sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Thailand"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/th.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Thailand<

/span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/vi.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Vietnam<

/span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div></section><section _ngcontent-sc104="" class="home-carousel"><div _ngcontent-

sc104="" class="container-xxl pt-4 d-none d-md-block d-lg-block"><br _ngcontent-sc104=""><h3 _ngcontent-sc104="" class="pb-4">Recommended &amp; Top Rated<

/h3><ngu-carousel _ngcontent-sc104="" _nghost-sc93="" class="ngucarousel2yEdfF"><div _ngcontent-sc93="" class="ngucarousel"><button _ngcontent-sc104="" 

ngucarouselprev="" class="leftRs"><i _ngcontent-sc104="" class="fa fa-chevron-left"></i></button><div _ngcontent-sc93="" class="ngu-touch-container"><div _ngcontent-

sc93="" class="ngucarousel-items"><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" class="row no-

gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour"><link _ngcontent-

sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg"><meta _ngcontent-sc104="" itemprop="description" 

content="Spend more time inside with no-wait access to the Vatican Museums, Sistine Chapel &amp; St. Peter&apos;s Basilica through an official Vatican partner 
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entrance. On this comprehensive guided tour, you&apos;ll experience the best of the Vatican in just three hours, including the Sistine Chapel, St. Peter&apos;s Basilica, 

and more. Navigate the vast complex of artwork and history with an expert, who will bring this ancient collection to life. Choose from several departure times and 

languages."><meta _ngcontent-sc104="" itemprop="mpn" content="3731VATICAN"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" 

itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-

sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"

><div _ngcontent-sc104="" class="card-title">Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour</div><div _ngcontent-sc104="" itemprop="aggregateRating" 

itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star 

checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"

><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i><

/span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----><span _ngcontent-sc104="" class="

gray"> 26926 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="26926"><meta _ngcontent-sc104="" itemprop="ratingValue" content="4.6"><

/div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> Rome </div><div 

_ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-sc104="" itemprop="url" 

href="/tours/Italy/Rome/3731VATICAN"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta _ngcontent-sc104="" itemprop="

price" content="53"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="priceCurrency" content="USD"><meta 

_ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $53 <sup _ngcontent-sc104="">USD</sup></span><

/div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" 

class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Ancient Rome and Colosseum Skip the Line Walking Tour"><link 

_ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg"><meta _ngcontent-sc104="" itemprop="

description" content="The ancient glory of Rome is reborn! Skip the Line at three of the most significant surviving remnants of the Eternal City: the Colosseum, Palatine 

Hill and Roman Forum. Your English-speaking expert historian tour guide will share anecdotes and history throughout the 3-hour tour, rebuilding the impressive ruins with 

tales of Ancient Romes heyday."><meta _ngcontent-sc104="" itemprop="mpn" content="3731COLOSSEUM"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Ancient Rome and Colosseum Skip the Line Walking Tour</div><div _ngcontent-sc104="" 

itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-

sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----

><span _ngcontent-sc104="" class="gray"> 15939 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15939"><meta _ngcontent-sc104="" itemprop="

ratingValue" content="4.6"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"

></i> Rome </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Italy/Rome/3731COLOSSEUM"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="56"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $56 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Amsterdam Open 

Boat Canal Cruise - Local live guide with bar on board"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446

/10/0b/5e/20.jpg"><meta _ngcontent-sc104="" itemprop="description" content="The best way of seeing historical Amsterdam is from the water. Join us on our 1 hour 

canal tour on our 100% electric, luxury boats.<br><br>Enjoy all the beauty that Amsterdam has to offer while enjoying a drink. All our boats have a bar on board where 

drinks can be bought. During the tour our crew will tell you about the history of Amsterdam and the sights you pass.<br><br>During summer, when the weather is mainly 

sunny and dry, the tour will take place on one of our luxurious open boats. On the other hand, if it happens to be rainy or cold on the canals, we will be very happy to host 

the tour on one of our beautiful and warm saloon boats. <br><br>In order to ensure you a spot on the boat, we advise you to book your ticket online in advanced."><meta 

_ngcontent-sc104="" itemprop="mpn" content="75227P1"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" itemscope=""><meta 

_ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-sc104="" class="

c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"><div _ngcontent-

sc104="" class="card-title">Flagship Amsterdam Open Boat Canal Cruise - Local live guide with bar on board</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-

star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!----><!----><span _ngcontent-

sc104="" class="gray"> 15407 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15407"><meta _ngcontent-sc104="" itemprop="ratingValue" 

content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> 
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 4001 / tcp

Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P1"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="22"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $22 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Canal Cruise in 

Classic Boat - Live guide with drinks &amp; Dutch cheese"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-

674x446/09/3a/8a/80.jpg"><meta _ngcontent-sc104="" itemprop="description" content="On this 1 hour Luxury Classic River Boat Cruise, you will explore the city, its 

famous landmarks, culture, and rich trading history whilst relaxing with a drink in your hand. During the cruise, our skipper will take you through many highlights our city 

has to offer. The cruise is live guided, so expect an interactive tour, with enough space for questions and any needed recommendations for your further stay in 

Amsterdam. All tours are in ENGLISH."><meta _ngcontent-sc104="" itemprop="mpn" content="75227P6"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Flagship Canal Cruise in Classic Boat - Live guide with drinks &amp; Dutch cheese</div><div 

_ngcontent-sc104="" itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"><

/i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i 

_ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!

----><!----><span _ngcontent-sc104="" class="gray"> 13790 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="13790"><meta _ngcontent-sc104="" 

itemprop="ratingValue" content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"

><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far 

fa-map"></i> Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link 

_ngcontent-sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P6"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org

/InStock"><meta _ngcontent-sc104="" itemprop="price" content="32"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" 

itemprop="priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $32 

<sup _ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" 

itemtype="http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Dubai Desert Red 

Dune Safari, Camel Ride, and BBQ at Al Khayma"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f

/57/8b/7a.jpg"><meta _ngcontent-sc104="" itemprop="description" content="Give a great end to your day in Dubai with our premium evening Red Dune Desert Safari. A 

4WD in the sandy dunes of the deserts witnessing the sun going down into the depths of the golden sands will give any adventure lover the thrills of a lifetime. As the sun 

sets, the Al-Khayma Camp awaits you with a delicious BBQ and other fun-filled activities and when the stars light up the sky, be ready for an amazing star gazing session.

<br><br>Highlights<br>Enjoy an evening at the exclusive Al Khayma Desert Camp<br>Bash dunes for 30-40-minutes in the Lahbab desert<br>Enjoy the BBQ with local 

cuisines (veg and non-veg)<br>Smoke a shisha pipe, henna painting, Arabian makeover and a photography session with a falcon<br>Ride on a camel caravan and also 

opt to ride quad bikes through the desert<br>Watch the Tanoura, Fire Show, &amp; Ladies Khaliji dance<br>Enjoy a wonderful stargazing session with a telescope and 

admire the night sky <br>"><meta _ngcontent-sc104="" itemprop="mpn" content="91421P12"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org

/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div 

_ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="

card-body"><div _ngcontent-sc104="" class="card-title">Dubai Desert Red Dune Safari, Camel Ride, and BBQ at Al Khayma</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" c

Results were truncated
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RESULT:

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4001

Connection: Keep-Alive

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Support</title>

<base href="/support/">

<meta name="viewport" content="width=device-width, initial-scale=1">

<link rel="icon" type="image/x-icon" href="/favicon.ico">

<script src="https://js.stripe.com/v3/"></script>

<script src="https://kit.fontawesome.com/80f3ee4f21.js" crossorigin="anonymous"></script>

<!-- <script src="//code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js" async></script> -->

<!-- Start of destinaholidays Zendesk Widget script -->

<script id="ze-snippet" src="https://static.zdassets.com/ekr/snippet.js?key=e139db92-8dad-433b-84a7-ffacb619baab"> </script>

<!-- End of destinaholidays Zendesk Widget script -->

<script>const observer = new PerformanceObserver((entryList) => {

for (const entry of entryList.getEntriesByName(&apos;first-contentful-paint&apos;)) {

console.log(&apos;FCP candidate:&apos;, entry.startTime, entry);

}

}).observe({type: &apos;paint&apos;, buffered: true});

</script>

<!-- Google tag (gtag.js) -->

<script async="" src="https://www.googletagmanager.com/gtag/js?id=AW-360775968"></script>

<script>

window.dataLayer = window.dataLayer || [];

function gtag(){dataLayer.push(arguments);}

gtag(&apos;js&apos;, new Date());

gtag(&apos;config&apos;, &apos;AW-360775968&apos;);

</script>

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0
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<style>@charset "UTF-8";:root{--bs-blue:#0d6efd;--bs-indigo:#6610f2;--bs-purple:#6f42c1;--bs-pink:#d63384;--bs-red:#dc3545;--bs-orange:#fd7e14;--bs-yellow:#ffc107;--

bs-green:#198754;--bs-teal:#20c997;--bs-cyan:#0dcaf0;--bs-white:#fff;--bs-gray:#6c757d;--bs-gray-dark:#343a40;--bs-gray-100:#f8f9fa;--bs-gray-200:#e9ecef;--bs-gray-

300:#dee2e6;--bs-gray-400:#ced4da;--bs-gray-500:#adb5bd;--bs-gray-600:#6c757d;--bs-gray-700:#495057;--bs-gray-800:#343a40;--bs-gray-900:#212529;--bs-primary:

#0d6efd;--bs-secondary:#6c757d;--bs-success:#198754;--bs-info:#0dcaf0;--bs-warning:#ffc107;--bs-danger:#dc3545;--bs-light:#f8f9fa;--bs-dark:#212529;--bs-primary-rgb:

13,110,253;--bs-secondary-rgb:108,117,125;--bs-success-rgb:25,135,84;--bs-info-rgb:13,202,240;--bs-warning-rgb:255,193,7;--bs-danger-rgb:220,53,69;--bs-light-rgb:

248,249,250;--bs-dark-rgb:33,37,41;--bs-white-rgb:255,255,255;--bs-black-rgb:0,0,0;--bs-body-color-rgb:33,37,41;--bs-body-bg-rgb:255,255,255;--bs-font-sans-serif:

system-ui,-apple-system,"Segoe UI",Roboto,"Helvetica Neue",Arial,"Noto Sans","Liberation Sans",sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe UI Symbol","

Noto Color Emoji";--bs-font-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace;--bs-gradient:linear-gradient(180deg,hsla

(0,0%,100%,0.15),hsla(0,0%,100%,0));--bs-body-font-family:var(--bs-font-sans-serif);--bs-body-font-size:1rem;--bs-body-font-weight:400;--bs-body-line-height:1.5;--bs-

body-color:#212529;--bs-body-bg:#fff;}*,:after,:before{box-sizing:border-box;}@media (prefers-reduced-motion: no-preference){:root{scroll-behavior:smooth;}}body{margin:

0;font-family:system-ui,-apple-system,Segoe UI,Roboto,Helvetica Neue,Arial,Noto Sans,Liberation Sans,sans-serif,Apple Color Emoji,Segoe UI Emoji,Segoe UI Symbol,

Noto Color Emoji;font-family:var(--bs-body-font-family);font-size:1rem;font-size:var(--bs-body-font-size);font-weight:var(--bs-body-font-weight);line-height:1.5;line-height:var

(--bs-body-line-height);color:#212529;color:var(--bs-body-color);text-align:var(--bs-body-text-align);background-color:#fff;background-color:var(--bs-body-bg);-webkit-text-

size-adjust:100%;-webkit-tap-highlight-color:rgba(0,0,0,0);}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/book.

woff2) format("woff");font-weight:400;font-style:normal;}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/medium.

woff2) format("woff");font-weight:500;font-style:normal;}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/bold.woff2) 

format("woff");font-weight:700;font-style:normal;}body{background:#f5f7f9;transition:all .2s linear;overflow-x:hidden;font-size:.95em;font-family:Circular Pro,-apple-system,

\.SFNSText-Regular,San Francisco,Segoe UI,Helvetica Neue,Lucida Grande,sans-serif;color:#2e353b;font-weight:400;font-feature-settings:"liga","clig off";font-variant-

ligatures:no-common-ligatures;-webkit-font-smoothing:antialiased;}</style><link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.

128367470b8ed0ccca00.css"><style ng-transition="support-ssr"></style><style ng-transition="support-ssr">@media (min-width: 768px){.seven-cols[_ngcontent-sc64] .

col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-md-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:100%;*width:100%}}

@media (min-width: 992px){.seven-cols[_ngcontent-sc64] .col-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] 

.col-md-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:14.2857142857%;*width:14.2857142857%}}@media (min-width: 1200px){.

seven-cols[_ngcontent-sc64] .col-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-md-1[_ngcontent-sc64], 

.seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:14.2857142857%;*width:14.2857142857%}}.support-header-home[_ngcontent-sc64]{background-color:

#592f9e;color:#fff;padding-bottom:10px}.support-header-home[_ngcontent-sc64] h5[_ngcontent-sc64]{font-weight:400}.support-header-home[_ngcontent-sc64] .search-

icon[_ngcontent-sc64]{position:absolute;color:gray;bottom:36px;left:30px;z-index:10}.support-header-home[_ngcontent-sc64] .styled-input[_ngcontent-sc64]{max-width:

650px;font-size:1.2rem;padding-left:40px;box-shadow:0 4px 8px rgba(0,0,0,.31)}.alert[_ngcontent-sc64]{background:#fcf9e8;color:#4b4453;font-size:.9rem}.spacer

[_ngcontent-sc64]{aspect-ratio:960/100;width:100%;background-repeat:no-repeat;background-position:50%;background-size:cover}.layer1[_ngcontent-sc64]{background-

image:url(layered-waves-haikei.05ece5e7338b71cf4ba8.svg)}.featured-article-box[_ngcontent-sc64]{padding:10px 20px;margin-bottom:20px;background-color:#fff;border-

radius:8px;transition:all .2s linear;cursor:pointer}.featured-article-box[_ngcontent-sc64]:hover{box-shadow:0 0 14px 0 rgba(0,0,0,.1)}.featured-article-box[_ngcontent-sc64] 

.heading[_ngcontent-sc64]{font-size:1.2rem;font-weight:500;line-height:1.4rem;color:#000}.featured-article-box[_ngcontent-sc64] .tags[_ngcontent-sc64]{font-size:.8rem;

text-transform:capitalize;height:1rem;overflow:hidden;white-space:nowrap;text-overflow:ellipsis;padding-bottom:30px}.featured-article-box[_ngcontent-sc64] .description

[_ngcontent-sc64]{font-size:.95rem;line-height:1.1rem;height:2.2rem;overflow:hidden;-webkit-box-orient:vertical;line-clamp:2;-webkit-line-clamp:2;text-overflow:ellipsis;

width:100%;display:-webkit-box;color:#4b4453}.featured-article-box[_ngcontent-sc64] .more[_ngcontent-sc64]{text-align:right;color:#283c6f;cursor:pointer;padding-top:

20px;font-size:.85rem}.featured-article-box[_ngcontent-sc64] .more[_ngcontent-sc64]:hover{color:#c70000}.quick-links[_ngcontent-sc64]{list-style-type:none;padding:0;

margin:0}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64]{background-color:#fff;border-radius:8px;margin:15px 0;font-size:1rem;font-weight:400;cursor:pointer;transition:

all .2s linear;padding:10px 35px 10px 15px;overflow:hidden;white-space:nowrap;text-overflow:ellipsis;text-transform:capitalize;position:relative}.quick-links[_ngcontent-

sc64] li[_ngcontent-sc64] small[_ngcontent-sc64]{display:block;font-size:.8rem;color:var(--bs-secondary)}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64]:hover{box-

shadow:0 0 14px 0 rgba(0,0,0,.1)}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64] .right-arrow[_ngcontent-sc64]{background-color:#c70000;position:absolute;right:0;top:

0;height:63px;border-top-right-radius:8px;border-bottom-right-radius:8px;padding:20px 15px;color:#fff}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64] .right-arrow

[_ngcontent-sc64]:hover{box-shadow:0 0 14px 0 rgba(0,0,0,.1)}.desktop-overlay[_ngcontent-sc64]{width:10000px;height:10000px;margin:0 auto;position:absolute;top:0;

left:0;right:0;z-index:2;background-color:rgba(0,0,0,.72);transition:.1s}.desktop-sidebar[_ngcontent-sc64]{position:fixed;top:0;height:100%;overflow-y:scroll;background-

color:#f5f7f9;z-index:10001;transition:.3s;right:-4000px;min-width:40%;max-width:70%}.show-desktop-sidebar[_ngcontent-sc64]{left:auto;right:0;min-width:40%;transition:.

3s;box-shadow:-15px 1px 11px 5px rgba(45,45,45,.3)}</style><style ng-transition="support-ssr">.btn[_ngcontent-sc54]:focus{box-shadow:none!important}.is-valid

[_ngcontent-sc54]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc54]{border:1px solid #dc3545!important}.form-control[_ngcontent-sc54]{border-radius:0;

border:none;outline:none}.form-control[_ngcontent-sc54]:focus{outline:none}label[_ngcontent-sc54]{cursor:pointer}input[_ngcontent-sc54]:focus, select[_ngcontent-sc54]:

focus, textarea[_ngcontent-sc54]:focus{outline:none}.styled-input[_ngcontent-sc54]{font-weight:400;font-style:normal;font-stretch:normal;box-sizing:border-box;height:

48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:

none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .15s}.styled-input[_ngcontent-sc54]:focus, .styled-

input[_ngcontent-sc54]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-sc54]{display:none}}@media (max-width:576px){.

hide-mobile[_ngcontent-sc54]{display:none}}@keyframes unfoldIn{0%{transform:scaleY(.005) scaleX(0)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(1) 

scaleX(1)}}@keyframes unfoldOut{0%{transform:scaleY(1) scaleX(1)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(.005) scaleX(0)}}@keyframes zoomIn

{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes zoomOut{0%{transform:scale(1)}to{transform:scale(0)}}@keyframes fadein{0%{opacity:0}to{opacity:1}}

@keyframes fadeOut{0%{background:rgba(0,0,0,.7)}to{background:transparent}}@keyframes scaleUp{0%{transform:scale(.8) translateY(1000px);opacity:0}to{transform:

scale(1) translateY(0);opacity:1}}@keyframes scaleDown{0%{transform:scale(1) translateY(0);opacity:1}to{transform:scale(.8) translateY(1000px);opacity:0}}@keyframes 
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scaleBack{0%{transform:scale(1)}to{transform:scale(.85)}}@keyframes scaleForward{0%{transform:scale(.85)}to{transform:scale(1)}}@keyframes quickScaleDown{0%

{transform:scale(1)}99.9%{transform:scale(1)}to{transform:scale(0)}}@keyframes slideUpLarge{0%{transform:translateY(0)}to{transform:translateY(-100%)}}@keyframes 

slideDownLarge{0%{transform:translateY(-100%)}to{transform:translateY(0)}}@keyframes moveUp{0%{transform:translateY(150px)}to{transform:translateY(0)}}

@keyframes moveDown{0%{transform:translateY(0)}to{transform:translateY(150px)}}@keyframes blowUpContent{0%{transform:scale(1);opacity:1}99.9%{transform:scale

(2);opacity:0}to{transform:scale(0)}}@keyframes blowUpContentTwo{0%{transform:scale(2);opacity:0}to{transform:scale(1);opacity:1}}@keyframes blowUpModal{0%

{transform:scale(0)}to{transform:scale(1)}}@keyframes blowUpModalTwo{0%{transform:scale(1);opacity:1}to{transform:scale(0);opacity:0}}@keyframes roadRunnerIn{0%

{transform:translateX(-1500px) skewX(30deg) scaleX(1.3)}70%{transform:translateX(30px) skewX(0deg) scaleX(.9)}to{transform:translateX(0) skewX(0deg) scaleX(1)}}

@keyframes roadRunnerOut{0%{transform:translateX(0) skewX(0deg) scaleX(1)}30%{transform:translateX(-30px) skewX(-5deg) scaleX(.9)}to{transform:translateX

(1500px) skewX(30deg) scaleX(1.3)}}@keyframes sketchIn{0%{stroke-dashoffset:778}to{stroke-dashoffset:0}}@keyframes sketchOut{0%{stroke-dashoffset:0}to{stroke-

dashoffset:778}}@keyframes modalFadeIn{0%{background-color:initial}to{background-color:#fff}}@keyframes modalFadeOut{0%{background-color:#fff}to{background-

color:initial}}@keyframes modalContentFadeIn{0%{opacity:0;top:-20px}to{opacity:1;top:0}}@keyframes modalContentFadeOut{0%{opacity:1;top:0}to{opacity:0;top:-20px}}

@keyframes bondJamesBond{0%{transform:translateX(1000px)}80%{transform:translateX(0);border-radius:75px;height:75px;width:75px}90%{border-radius:3px;height:

182px;width:247px}to{border-radius:3px;height:162px;width:227px}}@keyframes killShot{0%{transform:translateY(0) rotate(0deg);opacity:1}to{transform:translateY

(300px) rotate(45deg);opacity:0}}@keyframes fadeToRed{0%{box-shadow:inset 0 0 0 rgba(201,24,24,.8)}to{box-shadow:inset 0 2000px 0 rgba(201,24,24,.8)}}

@keyframes slowFade{0%{opacity:1}99.9%{opacity:0;transform:scale(1)}to{transform:scale(0)}}#common-header[_ngcontent-sc54]{border-bottom:1px solid #e0e0e0;

padding:10px}#common-header[_ngcontent-sc54] .logo-desktop[_ngcontent-sc54]{width:200px;height:50px}#common-header[_ngcontent-sc54] .sign-in[_ngcontent-sc54]

{background-color:#f5f7f9;color:#c70000;transition:.3s;padding:10px 20px;border:1px solid #c70000;border-radius:7px}#common-header[_ngcontent-sc54] .sign-in

[_ngcontent-sc54]:hover{background-color:#c70000;color:#fff}#common-header[_ngcontent-sc54] .traveli-link[_ngcontent-sc54] .dropbtn[_ngcontent-sc54]{color:#4b4453!

important}#common-header[_ngcontent-sc54] .dropbtn[_ngcontent-sc54]{color:#9c0082}#common-header[_ngcontent-sc54] .dropbtn[_ngcontent-sc54], #common-header

[_ngcontent-sc54] .header_link[_ngcontent-sc54]{padding-top:10px;font-size:1.1rem;transition:.3s;cursor:pointer}#common-header[_ngcontent-sc54] .header_link

[_ngcontent-sc54]{color:#4b4453}#common-header[_ngcontent-sc54] .header_link[_ngcontent-sc54]:hover{color:#c70000}#common-header[_ngcontent-sc54] .dropdown

[_ngcontent-sc54]{position:relative;display:inline-block}#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54]{display:none;position:absolute;transition:.

3s;background-color:#fff;border-radius:8px;min-width:360px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);z-index:510}#common-header[_ngcontent-sc54] .dropdown-content

[_ngcontent-sc54] a[_ngcontent-sc54]{color:#4b4453;padding:12px 16px;text-decoration:none;display:block;transition:.3s;cursor:pointer;border-bottom:1px solid #f9f9f9}

#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54] b[_ngcontent-sc54]{font-weight:500}#common-header[_ngcontent-sc54] .

dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]:last-child{border-bottom:0}#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54] a[_ngcontent-

sc54]:hover{background-color:#4b4453;color:#fff!important;border-radius:8px}#common-header[_ngcontent-sc54] .dropdown[_ngcontent-sc54]:hover .dropdown-content

[_ngcontent-sc54]{display:block;transition:.3s;z-index:10}#common-header[_ngcontent-sc54] .dropdown[_ngcontent-sc54]:hover .dropbtn[_ngcontent-sc54]{color:

#c70000}.modal-login-background[_ngcontent-sc54]{position:fixed;background:rgba(0,0,0,.6);vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-

index:90;left:0;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.animate-item[_ngcontent-sc54]{animation:zoomIn .5s cubic-bezier(.165,.84,.

44,1) forwards}.login-popup[_ngcontent-sc54]{animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;

left:50%;width:340px;height:470px;margin-top:-235px;margin-left:-170px;background-color:#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.3);overflow:hidden;z-

index:1000}@media (min-width:768px){.login-popup[_ngcontent-sc54]{animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba

(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:450px;margin-top:-260px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 

16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-header[_ngcontent-sc54]{border-

bottom:0 solid #dee2e6;padding:0}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]

{padding:1rem;margin:-1rem -1rem -1rem auto;position:absolute;right:-22px;color:#fff;top:-7px;text-shadow:none;opacity:1}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]:not(:disabled):not(.disabled):focus, .login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]:not(:disabled):not(.disabled):hover{opacity:1}.login-popup[_ngcontent-sc54] .login-

popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54]{padding:0}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body

[_ngcontent-sc54] .custom-body[_ngcontent-sc54]{display:flex;flex-flow:row nowrap}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body

[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .login-header[_ngcontent-sc54]{background-color:#f9f9f9;padding:20px}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54]{width:440px;height:517px;overflow:auto;display:block}.

login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2

[_ngcontent-sc54]{font-size:1.1rem;font-weight:400;padding:0 0 15px}@media (min-width:768px){.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .

modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1.5rem}}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2[_ngcontent-sc54] .fal[_ngcontent-sc54]{color:

#6c757d!important}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right

[_ngcontent-sc54] h2[_ngcontent-sc54] .fal[_ngcontent-sc54]:hover{color:#022243!important;cursor:pointer}.login-popup[_ngcontent-sc54] .login-popup-container

[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .shareinput[_ngcontent-sc54]{line-height:38px;height:38px;

padding:.3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-color:#fff;width:65%;margin-right:5%}.login-popup

[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .form-items[_ngcontent-

sc54]{margin-top:20px}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right

[_ngcontent-sc54] .copy-btn[_ngcontent-sc54]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:38px;min-width:100px;padding:0 .4em;border:none;cursor:

pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:1em;font-weight:600;text-decoration:none!important}.login-

popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .copy-btn
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[_ngcontent-sc54]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,#253c77 90%)}.login-popup[_ngcontent-sc54] .login-

popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] textarea[_ngcontent-sc54]{width:100%}.login-

popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit

[_ngcontent-sc54]{height:48px;background-color:#592f9e;transition:.3s;border:none;outline:none;border-radius:8px;color:#fff}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit[_ngcontent-sc54]:hover{background-

color:#9c0082}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-

sc54] .share-submit[_ngcontent-sc54]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 20%,#666 0,#666 90%)}.btn-link[_ngcontent-sc54]{color:

#c70000;text-decoration:none}.btn-link[_ngcontent-sc54]:hover{color:#9c0082;text-decoration:underline}.google-btn[_ngcontent-sc54]{background-color:#fff;color:

#ca3420;border-radius:8px;border:1px solid #ca3420}.google-btn[_ngcontent-sc54]:hover{background-color:#ca3420;color:#fff}.fb-btn[_ngcontent-sc54]{background-color:

#3f59a8;color:#fff;border-radius:8px;border:none}.fb-btn[_ngcontent-sc54]:hover{background-color:#304996;color:#fff}.alert-danger[_ngcontent-sc54]{background-color:

#c70000}.alert-danger[_ngcontent-sc54], .alert-success[_ngcontent-sc54]{font-size:.85rem;border-radius:8px;padding:5px 10px;color:#fff}.alert-success[_ngcontent-sc54]

{background-color:#28a745}.cbx[_ngcontent-sc54]{-webkit-user-select:none;user-select:none;-webkit-tap-highlight-color:transparent;cursor:pointer}.cbx[_ngcontent-sc54] 

span[_ngcontent-sc54]{display:inline-block;vertical-align:middle;transform:translateZ(0);font-size:90%}.cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child{position:

relative;width:18px;height:18px;border-radius:50%;transform:scale(1);vertical-align:middle;border:1px solid #b9b8c3;transition:all .2s ease}.cbx[_ngcontent-sc54] span

[_ngcontent-sc54]:first-child svg[_ngcontent-sc54]{position:absolute;z-index:1;top:3px;left:3px;fill:none;stroke:#fff;stroke-width:2;stroke-linecap:round;stroke-linejoin:round;

stroke-dasharray:12px;stroke-dashoffset:12px;transition:all .3s ease;transition-delay:.1s;transform:translateZ(0)}.cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child:

before{content:"";width:100%;height:100%;background:#28a745;display:block;transform:scale(0);opacity:1;border-radius:50%;transition-delay:.2s}.cbx[_ngcontent-sc54] 

span[_ngcontent-sc54]:last-child{margin-left:8px}.cbx[_ngcontent-sc54]:hover span[_ngcontent-sc54]:first-child{border-color:#28a745}.inp-cbx[_ngcontent-sc54]:checked 

+ .cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child{border-color:#28a745;background:#28a745;animation:check .6s ease}.inp-cbx[_ngcontent-sc54]:checked + .cbx

[_ngcontent-sc54] span[_ngcontent-sc54]:first-child svg[_ngcontent-sc54]{stroke-dashoffset:0}.inp-cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span

[_ngcontent-sc54]:first-child:before{transform:scale(2.2);opacity:0;transition:all .6s ease}.inp-cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span[_ngcontent-

sc54]:last-child{color:#0076be;transition:all .3s ease}.inp-cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span[_ngcontent-sc54]:last-child:after{transform:scaleX

(1);transition:all .3s ease}@keyframes check{50%{transform:scale(1.2)}}.currency-modal-content[_ngcontent-sc54]{position:fixed;top:50%;left:50%;width:300px;height:

500px;margin-top:-250px;margin-left:-150px;border-radius:8px;background-color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-

shadow:0 0 21px 3px rgba(0,0,0,.75)}@media (min-width:768px){.currency-modal-content[_ngcontent-sc54]{position:fixed;top:50%;left:50%;width:800px;height:500px;

margin-top:-250px;margin-left:-400px;border-radius:8px;background-color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-

shadow:0 0 21px 3px rgba(0,0,0,.75)}}.currency-modal-content[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1rem}@media (min-width:768px){.currency-modal-content

[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1.2rem}}.currency-modal-content[_ngcontent-sc54] .currency-content[_ngcontent-sc54]{height:490px;overflow:scroll}

@media (min-width:768px){.currency-modal-content[_ngcontent-sc54] .currency-content[_ngcontent-sc54]{height:auto}}.currency-modal-content[_ngcontent-sc54] .

currency-li[_ngcontent-sc54]{width:200px;overflow:hidden;display:block}@media (min-width:768px){.currency-modal-content[_ngcontent-sc54] .currency-li[_ngcontent-

sc54]{width:200px}}.currency-modal-content[_ngcontent-sc54] h5[_ngcontent-sc54]{text-align:left;margin:0}.currency-modal-content[_ngcontent-sc54] .m-header

[_ngcontent-sc54]{padding:15px;text-align:left;background-color:#f9f9f9;border-top-left-radius:8px;border-top-right-radius:8px}.currency-modal-content[_ngcontent-sc54] .

m-footer[_ngcontent-sc54]{background-color:#f9f9f9;position:absolute;bottom:0;width:100%;border-bottom-left-radius:10px;border-bottom-right-radius:10px;padding:0 

20px 20px}.currency-modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]{top:10px;right:15px;position:absolute;color:var(--gray)}@media (min-width:768px){.currency-

modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]{right:25px;top:18px}}.currency-modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]:hover{color:#000;cursor:

pointer}.currency_list[_ngcontent-sc54]{list-style-type:none;margin:0;padding:0;font-size:.9rem}.currency_list[_ngcontent-sc54] li[_ngcontent-sc54]{float:left;width:250px;

padding:5px;color:#333}.currency_list[_ngcontent-sc54] li[_ngcontent-sc54] .float-right[_ngcontent-sc54]{color:#0076be!important;font-weight:700}.currency_list

[_ngcontent-sc54] li[_ngcontent-sc54]:hover{color:#0076be!important;background-color:#f9f9f9;text-decoration:none!important;cursor:pointer}.currency_scroll[_ngcontent-

sc54]{max-height:400px;overflow:auto}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-track{box-shadow:inset 0 0 6px rgba(0,0,0,.3);background-color:#f5f5f5}.

currency_scroll[_ngcontent-sc54]::-webkit-scrollbar{width:5px;height:5px;background-color:#f5f5f5}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-thumb{background-

color:#676767}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-thumb:hover{background:#555}#isMobile[_ngcontent-sc54]{position:relative}#isMobile[_ngcontent-

sc54] #mobile_header[_ngcontent-sc54]{padding:10px 5px}#isMobile[_ngcontent-sc54] .mobile-autosuggest[_ngcontent-sc54]{z-index:20;width:100%;position:unset;box-

shadow:none;background-color:unset;top:unset;transition:all .1s ease-out;font-size:1em}#isMobile[_ngcontent-sc54] .mobile-autosuggest-sticky[_ngcontent-sc54]

{background-color:#fff;box-shadow:0 3px 3px 0 hsla(0,0%,40%,.4);position:fixed;top:-10px;width:100%;z-index:20;transition:all .1s ease-in;padding-bottom:10px}.

mobile_header_side_bar[_ngcontent-sc54]{height:100%;position:fixed;z-index:99;top:66px;font-size:1rem;left:0;background-color:#fff!important;padding-top:0;transition:.

1s;overflow-x:hidden}.mobile_header_side_bar[_ngcontent-sc54] h3[_ngcontent-sc54]{font-size:1.3rem;margin:0;font-weight:300;width:100%;text-align:center;padding:

10px 0;color:#fff;background-color:#627d90}.mobile_header_side_bar[_ngcontent-sc54] h3[_ngcontent-sc54] i[_ngcontent-sc54]{padding:8px 10px;transition:all .1s ease-

in-out;background-color:#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:5px;font-size:.9rem;left:9px}.mobile_header_side_bar[_ngcontent-

sc54] .box-shadow[_ngcontent-sc54]{margin-bottom:0;box-shadow:none}svg.back_icon[_ngcontent-sc54]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.

closeNav[_ngcontent-sc54]{box-shadow:0 4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;width:100%;padding:10px;border-radius:0;border:none;font-weight:

400;font-size:1.4rem}.closeNav[_ngcontent-sc54] span[_ngcontent-sc54]{font-size:2rem;padding:10px}.close_icon[_ngcontent-sc54]{height:15px;width:15px;color:

#717fa4;position:absolute;top:10px;left:10px}.sub-menu-parent[_ngcontent-sc54]{position:relative}.sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-left

[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-right[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-left

[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-right[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-left[_ngcontent-

sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-right[_ngcontent-sc54]{visibility:visible;opacity:1;z-index:1;transform:translateY(0);transition-delay:0s,0s,.3s;

transition:all .15s ease-in-out;background:#fff;margin:0 8px 0 0;z-index:99;box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 8px 16px 0 rgba(19,41,104,.2);padding:10px 0}.



PCI Scan Vulnerability Report

Page 166Sysnet Scanning Management System February 13, 2025

sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-right

[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-

sc54]:focus .sub-menu-right[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-

menu-parent[_ngcontent-sc54]:hover .sub-menu-right[_ngcontent-sc54] a[_ngcontent-sc54]{color:#425486}.sub-menu-right[_ngcontent-sc54]{visibility:hidden;opacity:0;

position:absolute;top:100%;right:12px;width:220px;height:200px;overflow:scroll;z-index:-1;transition:.15s ease-in-out,_ .15s ease-in-out,_ .15s ease-in-out;border-radius:

8px}.sub-menu-right[_ngcontent-sc54] li[_ngcontent-sc54]:last-child{border-bottom:none!important}.sub-menu-right[_ngcontent-sc54] .symbol[_ngcontent-sc54]{float:right}.

bookings_btn[_ngcontent-sc54]{padding:0!important}.mobile-nav[_ngcontent-sc54]{margin:0;padding:10px 0 0;list-style-type:none}.mobile-nav[_ngcontent-sc54] li

[_ngcontent-sc54]{border-bottom:1px dotted #e0e0e0;font-size:1.2rem;padding:15px 20px}.mobile-nav[_ngcontent-sc54] li[_ngcontent-sc54] a[_ngcontent-sc54]{all:unset}.

mobile-nav[_ngcontent-sc54] li.heading[_ngcontent-sc54]{font-weight:600;color:#592f9e}.currency-dropdown[_ngcontent-sc54]{position:relative;display:inline-block}.

currency-dropdown[_ngcontent-sc54] .currency-dropbtn[_ngcontent-sc54]{border:none}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-

sc54]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:260px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);left:-80px;top:30px;z-

index:510}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]{color:#4b4453;padding:10px 14px;text-decoration:

none;font-size:.8rem;display:block}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]:hover{color:#000;background-

color:#f9f9f9;cursor:pointer}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.email[_ngcontent-sc54]{background-color:#f9f9f9;

margin:10px;padding:10px 14px;font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #e0e0e0}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-

content[_ngcontent-sc54] a.email[_ngcontent-sc54]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content

[_ngcontent-sc54] a.phone[_ngcontent-sc54]{background-color:#fff;margin:10px;padding:20px 14px 10px;position:relative;font-size:.9rem;font-weight:500;border-radius:

7px;border:1px solid #b0a8b9}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.phone[_ngcontent-sc54] small[_ngcontent-sc54]

{position:absolute;font-size:.7rem;top:2px;font-weight:300}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.phone[_ngcontent-sc54]:

hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc54]:hover .currency-dropdown-content[_ngcontent-sc54]{display:block;transition:.3s;z-index:

10}.hide-overflow[_ngcontent-sc54]{white-space:nowrap;overflow:hidden;text-overflow:ellipsis;display:inline-block}.help-support[_ngcontent-sc54]{border:1px solid #fff;

border-radius:7px;transition:all .2s}.help-support[_ngcontent-sc54]:hover{border:1px solid #c70000;color:#c70000!important;transition:all .2s}.help-support[_ngcontent-

sc54] .header_link[_ngcontent-sc54]{font-size:.85rem}.support-phone[_ngcontent-sc54]{background-color:#fff;padding:5px 10px;border-radius:7px}.support-phone

[_ngcontent-sc54] span[_ngcontent-sc54]{font-size:1.8rem;animation:color-change 20s infinite alternate}.support-phone[_ngcontent-sc54] small[_ngcontent-sc54]{display:

block;font-size:.6rem}.support-phone[_ngcontent-sc54] .phone[_ngcontent-sc54]{font-size:1rem;font-weight:700;color:#005fcc;text-decoration:none}.support-phone

[_ngcontent-sc54] .phone[_ngcontent-sc54]:hover{color:#e8381b}@keyframes color-change{0%{color:#00f}10%{color:#8e44ad}20%{color:#1abc9c}30%{color:#d35400}

40%{color:#00f}50%{color:#34495e}60%{color:#00f}70%{color:#2980b9}80%{color:#f1c40f}90%{color:#2980b9}to{color:pink}}.phone_header_icon[_ngcontent-sc54] .call

[_ngcontent-sc54]{background-color:#43b520;color:#fff;padding:3px 5px;display:block;font-size:.9rem}.phone_header_icon[_ngcontent-sc54] small[_ngcontent-sc54]{font-

size:.5rem;display:block}.sidebar-overlay[_ngcontent-sc54]{position:fixed;width:100%;height:100%;top:65px;left:0;right:0;bottom:0;background-color:hsla(0,0%,100%,.3);z-

index:10;cursor:pointer;-webkit-backdrop-filter:blur(3px);backdrop-filter:blur(3px)}.sidebar-overlay[_ngcontent-sc54] .text[_ngcontent-sc54]{position:absolute;top:50%;left:

50%;font-size:50px;color:#fff;transform:translate(-50%,-50%);-ms-transform:translate(-50%,-50%)}</style><style ng-transition="support-ssr">@media (min-width: 768px){.

seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-

sc55]{width:100%;*width:100%}}@media (min-width: 992px){.seven-cols[_ngcontent-sc55] .col-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-

sc55], .seven-cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-sc55]{width:14.2857142857%;*width:

14.2857142857%}}@media (min-width: 1200px){.seven-cols[_ngcontent-sc55] .col-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-sc55], .seven-

cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-sc55]{width:14.2857142857%;*width:14.2857142857%}}img

[_ngcontent-sc55]{max-width:100%;height:auto}.styled-input[_ngcontent-sc55]{max-width:650px;font-size:1.2rem;padding-left:40px;box-shadow:0 4px 8px rgba(0,0,0,.

31)}.arrow_box[_ngcontent-sc55]{background:#fff}.arrow_box[_ngcontent-sc55], .faq-autosuggest[_ngcontent-sc55]{position:relative}.faq-autosuggest[_ngcontent-sc55] .

search_icon[_ngcontent-sc55]{position:absolute;top:15px;left:15px;color:#4b4453;z-index:1}.faq-autosuggest[_ngcontent-sc55] .search_icon_placeholder_home

[_ngcontent-sc55]{position:absolute;top:13px;left:15px;color:#4b4453}.faq-autosuggest[_ngcontent-sc55] .search_icon_home[_ngcontent-sc55]{top:10px;position:absolute;

left:10px}.faq-autosuggest[_ngcontent-sc55] .search_icon_sidebar[_ngcontent-sc55]{position:absolute;top:12px;left:55px;color:#4b4453;z-index:1}.faq-autosuggest

[_ngcontent-sc55] .border-bottom[_ngcontent-sc55]{border-bottom:1px solid hsla(0,0%,100%,.2)!important}.faq-autosuggest[_ngcontent-sc55] input[_ngcontent-sc55]

{padding-left:35px}.faq-autosuggest[_ngcontent-sc55] .loader[_ngcontent-sc55]{text-align:center;padding:10px}.faq-autosuggest[_ngcontent-sc55] .loader[_ngcontent-

sc55], .faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55]{box-shadow:0 0 5px rgba(65,67,144,.15);position:absolute;background-color:#fff;z-index:10;min-

width:400px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55]{border-radius:8px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-

sc55]::-webkit-scrollbar{width:3px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-track{background:#fff}.faq-

autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-thumb{background:#888}.faq-autosuggest[_ngcontent-sc55] .options

[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-thumb:hover{background:#555}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] .heading[_ngcontent-

sc55]{padding:5px 10px;color:#000;background-color:#e0e0e0;display:block;border-bottom:1px solid #ccc}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul

[_ngcontent-sc55]{list-style-type:none;padding:0;margin:0;max-height:250px;overflow:auto}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-

sc55] li[_ngcontent-sc55]{padding:10px 15px;border-bottom:1px solid #f9f9f9;cursor:pointer;color:#4b4453;width:450px}.faq-autosuggest[_ngcontent-sc55] .options

[_ngcontent-sc55] ul[_ngcontent-sc55] li[_ngcontent-sc55] small[_ngcontent-sc55]{color:#283c6f}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul

[_ngcontent-sc55] li[_ngcontent-sc55] .icon[_ngcontent-sc55]{color:#4b4453}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-sc55] li

[_ngcontent-sc55]:hover{color:#fff!important;background-color:#4b4453;border-radius:4px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-

sc55] li[_ngcontent-sc55]:hover .icon[_ngcontent-sc55], .faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-sc55] li[_ngcontent-sc55]:hover small

[_ngcontent-sc55]{color:#fff!important}svg.back_icon[_ngcontent-sc55]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.closeNav[_ngcontent-sc55]{box-shadow:0 
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4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;width:100%;padding:10px;border-radius:0;border:none;font-weight:400;font-size:16px}.close_icon[_ngcontent-

sc55]{height:15px;width:15px;color:#717fa4;position:absolute;top:10px;right:120px;font-size:1.2rem;cursor:pointer}.mobile-styled-placeholder[_ngcontent-sc55]{line-height:

45px;padding-left:30px}.mobile-autosuggest-placeholder[_ngcontent-sc55], .mobile-autosuggest-placeholder-home[_ngcontent-sc55]{width:100%;padding:5px 5px 5px 

25px;margin-top:20px;background-color:#e9ecef;display:block;transition:all .6s cubic-bezier(.165,.84,.44,1);border-radius:4px;transition-property:all;transition-duration:.3s;

border:1px solid #e9ecef}.mobile-autosuggest-placeholder-home[_ngcontent-sc55]:active, .mobile-autosuggest-placeholder-home[_ngcontent-sc55]:focus, .mobile-

autosuggest-placeholder[_ngcontent-sc55]:active, .mobile-autosuggest-placeholder[_ngcontent-sc55]:focus{box-shadow:0 1px 5px 0 hsla(0,0%,54%,.3);border:1px solid 

#4b4453}.mobile-autosuggest-placeholder[_ngcontent-sc55] small[_ngcontent-sc55], .mobile-autosuggest-placeholder-home[_ngcontent-sc55] small[_ngcontent-sc55]

{float:right;color:#4b4453}.mobile-autosuggest-placeholder-home[_ngcontent-sc55]{margin-top:0;padding:5px 5px 5px 35px}</style><style ng-transition="support-ssr"

>@media (min-width: 768px){.seven-cols[_ngcontent-sc56] .col-lg-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-

sc56] .col-sm-1[_ngcontent-sc56]{width:100%;*width:100%}}@media (min-width: 992px){.seven-cols[_ngcontent-sc56] .col-1[_ngcontent-sc56], .seven-cols[_ngcontent-

sc56] .col-lg-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-sm-1[_ngcontent-sc56]{width:

14.2857142857%;*width:14.2857142857%}}@media (min-width: 1200px){.seven-cols[_ngcontent-sc56] .col-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-lg-1

[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-sm-1[_ngcontent-sc56]{width:14.2857142857%;*width:

14.2857142857%}}.desktop-overlay[_ngcontent-sc56]{width:10000px;height:10000px;margin:0 auto;position:absolute;top:-4000px;left:-4000px;right:0;z-index:2;

background-color:rgba(0,0,0,.72);transition:.1s}.desktop-sidebar[_ngcontent-sc56]{position:fixed;top:0;height:100%;overflow-y:scroll;background-color:#f5f7f9;z-index:

10001;transition:.3s;right:-4000px;min-width:40%;max-width:70%}.show-desktop-sidebar[_ngcontent-sc56]{left:auto;right:0;min-width:40%;transition:.3s;box-shadow:-15

px 1px 11px 5px rgba(45,45,45,.3)}.form-group[_ngcontent-sc56]{padding-bottom:20px}.form-group[_ngcontent-sc56] label[_ngcontent-sc56]{padding:5px}.form-group

[_ngcontent-sc56] .phone-row[_ngcontent-sc56] input[_ngcontent-sc56], .form-group[_ngcontent-sc56] .phone-row[_ngcontent-sc56] select[_ngcontent-sc56]{width:49%!

important;display:inline-block}.btn-lg[_ngcontent-sc56]{font-size:1rem}@media (min-width: 768px){.btn-lg[_ngcontent-sc56]{font-size:1.25rem}}.checkbox-container

[_ngcontent-sc56]{display:block;position:relative;cursor:pointer;font-size:1rem;margin-left:30px;-webkit-user-select:none;-moz-user-select:none;user-select:none;line-

height:.9rem;font-weight:500}.checkbox-container[_ngcontent-sc56] input[_ngcontent-sc56]{position:absolute;opacity:0;cursor:pointer;height:0;width:0}.checkmrk

[_ngcontent-sc56]{position:absolute;top:0;left:-30px;height:25px;width:25px;background-color:#fff;border-radius:5px;border:1px solid #4b4453}.checkbox-container

[_ngcontent-sc56]:hover input[_ngcontent-sc56] ~ .checkmrk[_ngcontent-sc56]{background-color:#e0e0e0}.checkbox-container[_ngcontent-sc56] input[_ngcontent-sc56]:

checked ~ .checkmrk[_ngcontent-sc56]{background-color:#592f9e}.checkmrk[_ngcontent-sc56]:after{content:"";position:absolute;display:none}.checkbox-container

[_ngcontent-sc56] input[_ngcontent-sc56]:checked ~ .checkmrk[_ngcontent-sc56]:after{display:block}.checkbox-container[_ngcontent-sc56] .checkmrk[_ngcontent-sc56]:

after{left:9px;top:5px;width:7px;height:11px;border:solid #fff;border-width:0 3px 3px 0;transform:rotate(45deg)}</style><style ng-transition="support-ssr">.btn[_ngcontent-

sc53]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc53]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc53]{border:1px solid #dc3545!important}.

form-control[_ngcontent-sc53]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc53]:focus{outline:none}label[_ngcontent-sc53]{cursor:pointer}input

[_ngcontent-sc53]:focus, select[_ngcontent-sc53]:focus, textarea[_ngcontent-sc53]:focus{outline:none}.styled-input[_ngcontent-sc53]{font-weight:400;font-style:normal;

font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;letter-spacing:.

3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .

15s}.styled-input[_ngcontent-sc53]:focus, .styled-input[_ngcontent-sc53]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-

sc53]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc53]{display:none}}.desktop-container[_ngcontent-sc53]{background-color:#f9f9f9;color:rgba

(0,0,0,.7);border-top:1px solid rgba(0,0,0,.1)}.domain-name[_ngcontent-sc53]{color:rgba(0,0,0,.7);font-size:.75rem}.currency[_ngcontent-sc53]{padding:10px 20px;border-

radius:3px;cursor:pointer;background-color:rgba(0,0,0,.05);margin-bottom:20px}.currency[_ngcontent-sc53]:hover{color:#000;background-color:rgba(0,0,0,.2)}.mobile-

footer[_ngcontent-sc53]{background-color:#f9f9f9;padding:10px 20px;font-size:.85rem;border-top:1px solid rgba(0,0,0,.1);font-weight:300;color:rgba(0,0,0,.7)}.mobile-

footer[_ngcontent-sc53] a[_ngcontent-sc53]{color:rgba(0,0,0,.7);text-decoration:none}.mobile-footer[_ngcontent-sc53] .currency[_ngcontent-sc53]{color:#000;border-color:

hsla(0,0%,100%,.8);padding:5px 10px;border-radius:3px;cursor:pointer;margin-bottom:20px}.footer-links[_ngcontent-sc53] .customer_support[_ngcontent-sc53] li

[_ngcontent-sc53]{background-color:rgba(0,0,0,.05);padding:20px 10px 10px;border-radius:7px;margin-bottom:10px}.footer-links[_ngcontent-sc53] .customer_support

[_ngcontent-sc53] li[_ngcontent-sc53]:hover{background-color:rgba(0,0,0,.2);color:#000}.footer-links[_ngcontent-sc53] .customer_support[_ngcontent-sc53] li[_ngcontent-

sc53] a[_ngcontent-sc53]{color:rgba(0,0,0,.7);font-size:1rem;text-decoration:none;padding:10px 0;position:relative;display:block}.footer-links[_ngcontent-sc53] .

customer_support[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.75rem;position:absolute;top:-10px;color:rgba(0,0,0,.7)}.

footer-links[_ngcontent-sc53] .customer_support[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53]:hover, .footer-links[_ngcontent-sc53] h5[_ngcontent-sc53]{color:

rgba(0,0,0,.8)}.footer-links[_ngcontent-sc53] h5[_ngcontent-sc53]{font-size:1rem;font-weight:500;border-bottom:1px solid rgba(0,0,0,.1);padding:20px 20px 20px 0}.footer-

links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-sc53]{padding-bottom:5px;padding-top:5px}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-

sc53] small[_ngcontent-sc53]{font-size:.7rem;color:rgba(0,0,0,.7);display:block}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53]

{color:rgba(0,0,0,.7);text-decoration:none;font-size:.85rem}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53]:hover{color:rgba

(0,0,0,.9);text-decoration:underline;cursor:pointer}</style></head>

<body>

<app-root _nghost-sc78="" class="ng-tns-c78-0" ng-version="12.1.5"><router-outlet _ngcontent-sc78="" class="ng-tns-c78-0"></router-outlet><app-home _nghost-sc64=""

><common-header _ngcontent-sc64="" _nghost-sc54=""><div _ngcontent-sc54="" id="common-header" class="container-fluid d-none d-lg-block"><div _ngcontent-

sc54="" class="d-flex pt-2 pb-1 justify-content-between"><div _ngcontent-sc54="" class="flex-fill"><ul _ngcontent-sc54="" class="nav justify-content-start d-flex flex-row"

><li _ngcontent-sc54="" class="nav-item"><a _ngcontent-sc54="" href="/" class="navbar-brand" style="min-width: 150px;"><!----></a></li><!----><!----></ul></div><div 

_ngcontent-sc54="" class="pe-4"><ul _ngcontent-sc54="" class="nav justify-content-end"><!----><!----><!----><!----></ul></div></div></div><div _ngcontent-sc54="" id="

isMobile" class="container-fluid d-md-block d-lg-none border-bottom"><div _ngcontent-sc54="" id="mobile_header" class="d-flex"><!----><!----><div _ngcontent-sc54="" 

class="flex-fill text-center" style="padding-left: 40px;"><!----></div><div _ngcontent-sc54="" class="ps-2 text-center phone_header_icon"><table _ngcontent-sc54="" 
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Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 4000 / tcp

cellpadding="0" cellspacing="0" style="border-radius: 6px; border: 1px solid #43b520;"><tbody><tr _ngcontent-sc54=""><td _ngcontent-sc54=""><img _ngcontent-sc54="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/call-component-header.gif" class="img-fluid" style="width: 36px;"></td><td _ngcontent-sc54="" class="call text-

center"><i _ngcontent-sc54="" class="fa-duotone fa-phone"></i><small _ngcontent-sc54="">CALL US </small></td></tr></tbody></table></div></div></div><div 

_ngcontent-sc54="" class="mobile_header_side_bar"><nav _ngcontent-sc54=""><ul _ngcontent-sc54="" class="mobile-nav"><li _ngcontent-sc54="" class="heading"><a 

_ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-plane fa-rotate-270"></i></span> Flights </a></li><li _ngcontent-

sc54="" class="heading"><a _ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-bed"></i></span> Hotels </a></li><li 

_ngcontent-sc54="" class="heading"><a _ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-map-signs"></i></span> Tours 

&amp; Activities </a></li><!----><!----><li _ngcontent-sc54=""> &nbsp; </li><!----><li _ngcontent-sc54="" class="heading text-black"><span _ngcontent-sc54="" class="pe-

1"><i _ngcontent-sc54="" class="fal fa-globe-americas"></i></span> Traveller Tools</li><li _ngcontent-sc54=""><!----><!----></li><!----><li _ngcontent-sc54=""><a 

_ngcontent-sc54="" href="/support">Help &amp; Support </a></li><li _ngcontent-sc54=""><a _ngcontent-sc54="" href="/support/faq"> Frequently Asked Questions </a><

/li><!----><li _ngcontent-sc54="">&nbsp;</li></ul></nav></div><!----><!----></common-header><section _ngcontent-sc64="" class="support-header-home"><div 

_ngcontent-sc64="" class="container-xl" style="z-index: 2; position: relative;"><div _ngcontent-sc64="" class="row"><div _ngcontent-sc64="" class="col-md-8 pt-4 pb-4 

position-relative"><br _ngcontent-sc64=""><h1 _ngcontent-sc64="" class="fw-bolder text-md-start text-lg-start text-center">How can we help?</h1><br _ngcontent-

sc64=""><faq-autosuggest _ngcontent-sc64="" _nghost-sc55=""><div _ngcontent-sc55="" class="faq-autosuggest"><!----><!----></div></faq-autosuggest></div><div 

_ngcontent-sc64="" class="col-md-4 position-relative d-none d-md-block d-lg-block"><img _ngcontent-sc64="" src="assets/support_img.png" class="img-fluid" style="

position: relative; top: 35px;"></div></div></div></section><div _ngcontent-sc64="" class="spacer layer1">&nbsp;</div><section _ngcontent-sc64=""><div _ngcontent-

sc64="" class="container"><div _ngcontent-sc64="" class="row justify-content-center"><div _ngcontent-sc64="" class="col-md-auto alert"><span _ngcontent-sc64="" 

class="pe-1"><i _ngcontent-sc64="" class="fa fa-info-circle"></i></span> Coronavirus. If you&apos;re experiencing unexpected hardship due to the coronavirus, 

we&apos;re here to help please visit this page for more information. If you need assistance with something else, our customer care response times may be longer than 

usual, so we encourage you to use our 24/7 online resources below. </div></div></div><br _ngcontent-sc64=""></section><section _ngcontent-sc64=""><div _ngcontent-

sc64="" class="container"><div _ngcontent-sc64="" class="row"><div _ngcontent-sc64="" class="col-md-9 d-none d-md-block d-lg-block"><h4 _ngcontent-sc64=""

>Featured Articles</h4><div _ngcontent-sc64="" class="row"><!----></div></div><div _ngcontent-sc64="" class="col-md-3"><button _ngcontent-sc64="" class="btn styled-

button w-100"> Sign in to view bookings <span _ngcontent-sc64="" class="float-end"><i _ngcontent-sc64="" class="far fa-chevron-right text-white-50"></i></span><

/button><h4 _ngcontent-sc64="" class="pt-4">Popular FAQ&apos;s</h4><ul _ngcontent-sc64="" class="quick-links"><!----></ul></div></div></div></section><support-

request _ngcontent-sc64="" _nghost-sc56=""><section _ngcontent-sc56="" class="more-help"><hr _ngcontent-sc56=""><br _ngcontent-sc56=""><div _ngcontent-sc56="" 

class="container"><div _ngcontent-sc56="" class="row justify-content-center"><div _ngcontent-sc56="" class="col-md-auto text-center"><h3 _ngcontent-sc56="">Need 

more help?</h3><br _ngcontent-sc56=""><button _ngcontent-sc56="" class="btn btn-lg btn-outline-primary ps-4 pe-2"> Raise a support request <span _ngcontent-

sc56="" class="ps-4 pe-2 float-right"><i _ngcontent-sc56="" class="far fa-chevron-right"></i></span></button></div></div></div><br _ngcontent-sc56=""><br _ngcontent-

sc56=""></section><!----></support-request><common-footer _ngcontent-sc64="" _nghost-sc53=""><!----><!----></common-footer></app-home><!----></app-root>

<script src="https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js" type="module"></script><script src="https://d7jummq9jo4cp.

cloudfront.net/support/runtime-es5.6419140cf495e719d270.js" nomodule="" defer=""></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.

33919f2e2595feed4b2b.js" nomodule="" defer=""></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js" type="

module"></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js" type="module"></script><script src="

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js" nomodule="" defer=""></script>

</body></html>
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Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 4000 / tcp

RESULT:

Directory Source

/dev/.git brute force

/tours/ web page

/tours/attractions/ web page

/tours/attractions/view/ web page

/static/ web page

/tours/Italy/ web page

/tours/Italy/Rome/ web page

/tours/Netherlands/ web page

/tours/Netherlands/Amsterdam/ web page

/tours/England/ web page

/tours/England/London/ web page

/tours/Greece/ web page

/tours/Greece/Athens/ web page

/tours/Greece/Macedonia/ web page

/tours/Japan/ web page

/tours/Japan/Tokyo-Prefecture/ web page

/tours/South-Africa/ web page

/tours/South-Africa/Port-Elizabeth/ web 

page

/tours/Vietnam/ web page

/tours/Vietnam/Central-Vietnam/ web page

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Last Update: 2004-09-10 23:40:57.0

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 443 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 4000 port.

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4000

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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RESULT:

Target web application page http://38.91.100.5/ fetched. Status code:200, Content-Type:text/html, load time:110 milliseconds.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 80 / tcp

RESULT:

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com

Connection: Keep-Alive

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 5-100-91-38.clients.gthost.com Port 80</address>

</body></html>

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

https://www.qnap.com/en/security-advisory/nas-201911-01
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Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 3 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 1 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(9 x 1) + paths:(0 x 1) = total (9)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 1 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 9 requests, 0 seconds. Completed 9 requests of 9 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 27 requests, 0 seconds. Completed 27 requests of 197 estimated requests (13.7056%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 1 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 121 requests, 2 seconds. Completed 121 requests of 130 estimated requests (93.0769%). XSS optimization 

removed 58 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 1 requests, 0 seconds. Completed 1 requests of 1 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(4 x 1) + paths:(11 x 1) = total (15)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 1 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 14 requests, 0 seconds. Completed 14 requests of 15 estimated requests (93.3333%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 0) + directories:(94 x 1) + paths:(5 x 1) = total (99)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 1 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 98 requests, 1 seconds. Completed 98 requests of 99 estimated requests (98.9899%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 604 requests, 6 seconds. Completed 604 requests of 1597 estimated requests (37.8209%). All tests completed.

Duration of Crawl Time: 5.00 (seconds)

Duration of Test Phase: 9.00 (seconds)

Total Scan Time: 14.00 (seconds)

Total requests made: 916

Average server response time: 0.06 seconds
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RESULT:

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4001

Connection: Keep-Alive

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Support</title>

<base href="/support/">

<meta name="viewport" content="width=device-width, initial-scale=1">

<link rel="icon" type="image/x-icon" href="/favicon.ico">

<script src="https://js.stripe.com/v3/"></script>

<script src="https://kit.fontawesome.com/80f3ee4f21.js" crossorigin="anonymous"></script>

<!-- <script src="//code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js" async></script> -->

<!-- Start of destinaholidays Zendesk Widget script -->

<script id="ze-snippet" src="https://static.zdassets.com/ekr/snippet.js?key=e139db92-8dad-433b-84a7-ffacb619baab"> </script>

<!-- End of destinaholidays Zendesk Widget script -->

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 4001 / tcp

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found

https://www.qnap.com/en/security-advisory/nas-201911-01
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<script>const observer = new PerformanceObserver((entryList) => {

for (const entry of entryList.getEntriesByName(&apos;first-contentful-paint&apos;)) {

console.log(&apos;FCP candidate:&apos;, entry.startTime, entry);

}

}).observe({type: &apos;paint&apos;, buffered: true});

</script>

<!-- Google tag (gtag.js) -->

<script async="" src="https://www.googletagmanager.com/gtag/js?id=AW-360775968"></script>

<script>

window.dataLayer = window.dataLayer || [];

function gtag(){dataLayer.push(arguments);}

gtag(&apos;js&apos;, new Date());

gtag(&apos;config&apos;, &apos;AW-360775968&apos;);

</script>

<style>@charset "UTF-8";:root{--bs-blue:#0d6efd;--bs-indigo:#6610f2;--bs-purple:#6f42c1;--bs-pink:#d63384;--bs-red:#dc3545;--bs-orange:#fd7e14;--bs-yellow:#ffc107;--

bs-green:#198754;--bs-teal:#20c997;--bs-cyan:#0dcaf0;--bs-white:#fff;--bs-gray:#6c757d;--bs-gray-dark:#343a40;--bs-gray-100:#f8f9fa;--bs-gray-200:#e9ecef;--bs-gray-

300:#dee2e6;--bs-gray-400:#ced4da;--bs-gray-500:#adb5bd;--bs-gray-600:#6c757d;--bs-gray-700:#495057;--bs-gray-800:#343a40;--bs-gray-900:#212529;--bs-primary:

#0d6efd;--bs-secondary:#6c757d;--bs-success:#198754;--bs-info:#0dcaf0;--bs-warning:#ffc107;--bs-danger:#dc3545;--bs-light:#f8f9fa;--bs-dark:#212529;--bs-primary-rgb:

13,110,253;--bs-secondary-rgb:108,117,125;--bs-success-rgb:25,135,84;--bs-info-rgb:13,202,240;--bs-warning-rgb:255,193,7;--bs-danger-rgb:220,53,69;--bs-light-rgb:

248,249,250;--bs-dark-rgb:33,37,41;--bs-white-rgb:255,255,255;--bs-black-rgb:0,0,0;--bs-body-color-rgb:33,37,41;--bs-body-bg-rgb:255,255,255;--bs-font-sans-serif:

system-ui,-apple-system,"Segoe UI",Roboto,"Helvetica Neue",Arial,"Noto Sans","Liberation Sans",sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe UI Symbol","

Noto Color Emoji";--bs-font-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace;--bs-gradient:linear-gradient(180deg,hsla

(0,0%,100%,0.15),hsla(0,0%,100%,0));--bs-body-font-family:var(--bs-font-sans-serif);--bs-body-font-size:1rem;--bs-body-font-weight:400;--bs-body-line-height:1.5;--bs-

body-color:#212529;--bs-body-bg:#fff;}*,:after,:before{box-sizing:border-box;}@media (prefers-reduced-motion: no-preference){:root{scroll-behavior:smooth;}}body{margin:

0;font-family:system-ui,-apple-system,Segoe UI,Roboto,Helvetica Neue,Arial,Noto Sans,Liberation Sans,sans-serif,Apple Color Emoji,Segoe UI Emoji,Segoe UI Symbol,

Noto Color Emoji;font-family:var(--bs-body-font-family);font-size:1rem;font-size:var(--bs-body-font-size);font-weight:var(--bs-body-font-weight);line-height:1.5;line-height:var

(--bs-body-line-height);color:#212529;color:var(--bs-body-color);text-align:var(--bs-body-text-align);background-color:#fff;background-color:var(--bs-body-bg);-webkit-text-

size-adjust:100%;-webkit-tap-highlight-color:rgba(0,0,0,0);}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/book.

woff2) format("woff");font-weight:400;font-style:normal;}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/medium.

woff2) format("woff");font-weight:500;font-style:normal;}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/bold.woff2) 

format("woff");font-weight:700;font-style:normal;}body{background:#f5f7f9;transition:all .2s linear;overflow-x:hidden;font-size:.95em;font-family:Circular Pro,-apple-system,

\.SFNSText-Regular,San Francisco,Segoe UI,Helvetica Neue,Lucida Grande,sans-serif;color:#2e353b;font-weight:400;font-feature-settings:"liga","clig off";font-variant-

ligatures:no-common-ligatures;-webkit-font-smoothing:antialiased;}</style><link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.

128367470b8ed0ccca00.css"><style ng-transition="support-ssr"></style><style ng-transition="support-ssr">@media (min-width: 768px){.seven-cols[_ngcontent-sc64] .

col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-md-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:100%;*width:100%}}

@media (min-width: 992px){.seven-cols[_ngcontent-sc64] .col-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] 

.col-md-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:14.2857142857%;*width:14.2857142857%}}@media (min-width: 1200px){.

seven-cols[_ngcontent-sc64] .col-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-md-1[_ngcontent-sc64], 

.seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:14.2857142857%;*width:14.2857142857%}}.support-header-home[_ngcontent-sc64]{background-color:

#592f9e;color:#fff;padding-bottom:10px}.support-header-home[_ngcontent-sc64] h5[_ngcontent-sc64]{font-weight:400}.support-header-home[_ngcontent-sc64] .search-

icon[_ngcontent-sc64]{position:absolute;color:gray;bottom:36px;left:30px;z-index:10}.support-header-home[_ngcontent-sc64] .styled-input[_ngcontent-sc64]{max-width:

650px;font-size:1.2rem;padding-left:40px;box-shadow:0 4px 8px rgba(0,0,0,.31)}.alert[_ngcontent-sc64]{background:#fcf9e8;color:#4b4453;font-size:.9rem}.spacer

[_ngcontent-sc64]{aspect-ratio:960/100;width:100%;background-repeat:no-repeat;background-position:50%;background-size:cover}.layer1[_ngcontent-sc64]{background-

image:url(layered-waves-haikei.05ece5e7338b71cf4ba8.svg)}.featured-article-box[_ngcontent-sc64]{padding:10px 20px;margin-bottom:20px;background-color:#fff;border-

radius:8px;transition:all .2s linear;cursor:pointer}.featured-article-box[_ngcontent-sc64]:hover{box-shadow:0 0 14px 0 rgba(0,0,0,.1)}.featured-article-box[_ngcontent-sc64] 

.heading[_ngcontent-sc64]{font-size:1.2rem;font-weight:500;line-height:1.4rem;color:#000}.featured-article-box[_ngcontent-sc64] .tags[_ngcontent-sc64]{font-size:.8rem;

text-transform:capitalize;height:1rem;overflow:hidden;white-space:nowrap;text-overflow:ellipsis;padding-bottom:30px}.featured-article-box[_ngcontent-sc64] .description

[_ngcontent-sc64]{font-size:.95rem;line-height:1.1rem;height:2.2rem;overflow:hidden;-webkit-box-orient:vertical;line-clamp:2;-webkit-line-clamp:2;text-overflow:ellipsis;

width:100%;display:-webkit-box;color:#4b4453}.featured-article-box[_ngcontent-sc64] .more[_ngcontent-sc64]{text-align:right;color:#283c6f;cursor:pointer;padding-top:

20px;font-size:.85rem}.featured-article-box[_ngcontent-sc64] .more[_ngcontent-sc64]:hover{color:#c70000}.quick-links[_ngcontent-sc64]{list-style-type:none;padding:0;
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margin:0}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64]{background-color:#fff;border-radius:8px;margin:15px 0;font-size:1rem;font-weight:400;cursor:pointer;transition:

all .2s linear;padding:10px 35px 10px 15px;overflow:hidden;white-space:nowrap;text-overflow:ellipsis;text-transform:capitalize;position:relative}.quick-links[_ngcontent-

sc64] li[_ngcontent-sc64] small[_ngcontent-sc64]{display:block;font-size:.8rem;color:var(--bs-secondary)}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64]:hover{box-

shadow:0 0 14px 0 rgba(0,0,0,.1)}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64] .right-arrow[_ngcontent-sc64]{background-color:#c70000;position:absolute;right:0;top:

0;height:63px;border-top-right-radius:8px;border-bottom-right-radius:8px;padding:20px 15px;color:#fff}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64] .right-arrow

[_ngcontent-sc64]:hover{box-shadow:0 0 14px 0 rgba(0,0,0,.1)}.desktop-overlay[_ngcontent-sc64]{width:10000px;height:10000px;margin:0 auto;position:absolute;top:0;

left:0;right:0;z-index:2;background-color:rgba(0,0,0,.72);transition:.1s}.desktop-sidebar[_ngcontent-sc64]{position:fixed;top:0;height:100%;overflow-y:scroll;background-

color:#f5f7f9;z-index:10001;transition:.3s;right:-4000px;min-width:40%;max-width:70%}.show-desktop-sidebar[_ngcontent-sc64]{left:auto;right:0;min-width:40%;transition:.

3s;box-shadow:-15px 1px 11px 5px rgba(45,45,45,.3)}</style><style ng-transition="support-ssr">.btn[_ngcontent-sc54]:focus{box-shadow:none!important}.is-valid

[_ngcontent-sc54]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc54]{border:1px solid #dc3545!important}.form-control[_ngcontent-sc54]{border-radius:0;

border:none;outline:none}.form-control[_ngcontent-sc54]:focus{outline:none}label[_ngcontent-sc54]{cursor:pointer}input[_ngcontent-sc54]:focus, select[_ngcontent-sc54]:

focus, textarea[_ngcontent-sc54]:focus{outline:none}.styled-input[_ngcontent-sc54]{font-weight:400;font-style:normal;font-stretch:normal;box-sizing:border-box;height:

48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:

none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .15s}.styled-input[_ngcontent-sc54]:focus, .styled-

input[_ngcontent-sc54]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-sc54]{display:none}}@media (max-width:576px){.

hide-mobile[_ngcontent-sc54]{display:none}}@keyframes unfoldIn{0%{transform:scaleY(.005) scaleX(0)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(1) 

scaleX(1)}}@keyframes unfoldOut{0%{transform:scaleY(1) scaleX(1)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(.005) scaleX(0)}}@keyframes zoomIn

{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes zoomOut{0%{transform:scale(1)}to{transform:scale(0)}}@keyframes fadein{0%{opacity:0}to{opacity:1}}

@keyframes fadeOut{0%{background:rgba(0,0,0,.7)}to{background:transparent}}@keyframes scaleUp{0%{transform:scale(.8) translateY(1000px);opacity:0}to{transform:

scale(1) translateY(0);opacity:1}}@keyframes scaleDown{0%{transform:scale(1) translateY(0);opacity:1}to{transform:scale(.8) translateY(1000px);opacity:0}}@keyframes 

scaleBack{0%{transform:scale(1)}to{transform:scale(.85)}}@keyframes scaleForward{0%{transform:scale(.85)}to{transform:scale(1)}}@keyframes quickScaleDown{0%

{transform:scale(1)}99.9%{transform:scale(1)}to{transform:scale(0)}}@keyframes slideUpLarge{0%{transform:translateY(0)}to{transform:translateY(-100%)}}@keyframes 

slideDownLarge{0%{transform:translateY(-100%)}to{transform:translateY(0)}}@keyframes moveUp{0%{transform:translateY(150px)}to{transform:translateY(0)}}

@keyframes moveDown{0%{transform:translateY(0)}to{transform:translateY(150px)}}@keyframes blowUpContent{0%{transform:scale(1);opacity:1}99.9%{transform:scale

(2);opacity:0}to{transform:scale(0)}}@keyframes blowUpContentTwo{0%{transform:scale(2);opacity:0}to{transform:scale(1);opacity:1}}@keyframes blowUpModal{0%

{transform:scale(0)}to{transform:scale(1)}}@keyframes blowUpModalTwo{0%{transform:scale(1);opacity:1}to{transform:scale(0);opacity:0}}@keyframes roadRunnerIn{0%

{transform:translateX(-1500px) skewX(30deg) scaleX(1.3)}70%{transform:translateX(30px) skewX(0deg) scaleX(.9)}to{transform:translateX(0) skewX(0deg) scaleX(1)}}

@keyframes roadRunnerOut{0%{transform:translateX(0) skewX(0deg) scaleX(1)}30%{transform:translateX(-30px) skewX(-5deg) scaleX(.9)}to{transform:translateX

(1500px) skewX(30deg) scaleX(1.3)}}@keyframes sketchIn{0%{stroke-dashoffset:778}to{stroke-dashoffset:0}}@keyframes sketchOut{0%{stroke-dashoffset:0}to{stroke-

dashoffset:778}}@keyframes modalFadeIn{0%{background-color:initial}to{background-color:#fff}}@keyframes modalFadeOut{0%{background-color:#fff}to{background-

color:initial}}@keyframes modalContentFadeIn{0%{opacity:0;top:-20px}to{opacity:1;top:0}}@keyframes modalContentFadeOut{0%{opacity:1;top:0}to{opacity:0;top:-20px}}

@keyframes bondJamesBond{0%{transform:translateX(1000px)}80%{transform:translateX(0);border-radius:75px;height:75px;width:75px}90%{border-radius:3px;height:

182px;width:247px}to{border-radius:3px;height:162px;width:227px}}@keyframes killShot{0%{transform:translateY(0) rotate(0deg);opacity:1}to{transform:translateY

(300px) rotate(45deg);opacity:0}}@keyframes fadeToRed{0%{box-shadow:inset 0 0 0 rgba(201,24,24,.8)}to{box-shadow:inset 0 2000px 0 rgba(201,24,24,.8)}}

@keyframes slowFade{0%{opacity:1}99.9%{opacity:0;transform:scale(1)}to{transform:scale(0)}}#common-header[_ngcontent-sc54]{border-bottom:1px solid #e0e0e0;

padding:10px}#common-header[_ngcontent-sc54] .logo-desktop[_ngcontent-sc54]{width:200px;height:50px}#common-header[_ngcontent-sc54] .sign-in[_ngcontent-sc54]

{background-color:#f5f7f9;color:#c70000;transition:.3s;padding:10px 20px;border:1px solid #c70000;border-radius:7px}#common-header[_ngcontent-sc54] .sign-in

[_ngcontent-sc54]:hover{background-color:#c70000;color:#fff}#common-header[_ngcontent-sc54] .traveli-link[_ngcontent-sc54] .dropbtn[_ngcontent-sc54]{color:#4b4453!

important}#common-header[_ngcontent-sc54] .dropbtn[_ngcontent-sc54]{color:#9c0082}#common-header[_ngcontent-sc54] .dropbtn[_ngcontent-sc54], #common-header

[_ngcontent-sc54] .header_link[_ngcontent-sc54]{padding-top:10px;font-size:1.1rem;transition:.3s;cursor:pointer}#common-header[_ngcontent-sc54] .header_link

[_ngcontent-sc54]{color:#4b4453}#common-header[_ngcontent-sc54] .header_link[_ngcontent-sc54]:hover{color:#c70000}#common-header[_ngcontent-sc54] .dropdown

[_ngcontent-sc54]{position:relative;display:inline-block}#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54]{display:none;position:absolute;transition:.

3s;background-color:#fff;border-radius:8px;min-width:360px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);z-index:510}#common-header[_ngcontent-sc54] .dropdown-content

[_ngcontent-sc54] a[_ngcontent-sc54]{color:#4b4453;padding:12px 16px;text-decoration:none;display:block;transition:.3s;cursor:pointer;border-bottom:1px solid #f9f9f9}

#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54] b[_ngcontent-sc54]{font-weight:500}#common-header[_ngcontent-sc54] .

dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]:last-child{border-bottom:0}#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54] a[_ngcontent-

sc54]:hover{background-color:#4b4453;color:#fff!important;border-radius:8px}#common-header[_ngcontent-sc54] .dropdown[_ngcontent-sc54]:hover .dropdown-content

[_ngcontent-sc54]{display:block;transition:.3s;z-index:10}#common-header[_ngcontent-sc54] .dropdown[_ngcontent-sc54]:hover .dropbtn[_ngcontent-sc54]{color:

#c70000}.modal-login-background[_ngcontent-sc54]{position:fixed;background:rgba(0,0,0,.6);vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-

index:90;left:0;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.animate-item[_ngcontent-sc54]{animation:zoomIn .5s cubic-bezier(.165,.84,.

44,1) forwards}.login-popup[_ngcontent-sc54]{animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;

left:50%;width:340px;height:470px;margin-top:-235px;margin-left:-170px;background-color:#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.3);overflow:hidden;z-

index:1000}@media (min-width:768px){.login-popup[_ngcontent-sc54]{animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba

(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:450px;margin-top:-260px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 

16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-header[_ngcontent-sc54]{border-

bottom:0 solid #dee2e6;padding:0}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]
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{padding:1rem;margin:-1rem -1rem -1rem auto;position:absolute;right:-22px;color:#fff;top:-7px;text-shadow:none;opacity:1}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]:not(:disabled):not(.disabled):focus, .login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]:not(:disabled):not(.disabled):hover{opacity:1}.login-popup[_ngcontent-sc54] .login-

popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54]{padding:0}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body

[_ngcontent-sc54] .custom-body[_ngcontent-sc54]{display:flex;flex-flow:row nowrap}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body

[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .login-header[_ngcontent-sc54]{background-color:#f9f9f9;padding:20px}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54]{width:440px;height:517px;overflow:auto;display:block}.

login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2

[_ngcontent-sc54]{font-size:1.1rem;font-weight:400;padding:0 0 15px}@media (min-width:768px){.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .

modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1.5rem}}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2[_ngcontent-sc54] .fal[_ngcontent-sc54]{color:

#6c757d!important}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right

[_ngcontent-sc54] h2[_ngcontent-sc54] .fal[_ngcontent-sc54]:hover{color:#022243!important;cursor:pointer}.login-popup[_ngcontent-sc54] .login-popup-container

[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .shareinput[_ngcontent-sc54]{line-height:38px;height:38px;

padding:.3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-color:#fff;width:65%;margin-right:5%}.login-popup

[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .form-items[_ngcontent-

sc54]{margin-top:20px}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right

[_ngcontent-sc54] .copy-btn[_ngcontent-sc54]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:38px;min-width:100px;padding:0 .4em;border:none;cursor:

pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:1em;font-weight:600;text-decoration:none!important}.login-

popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .copy-btn

[_ngcontent-sc54]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,#253c77 90%)}.login-popup[_ngcontent-sc54] .login-

popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] textarea[_ngcontent-sc54]{width:100%}.login-

popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit

[_ngcontent-sc54]{height:48px;background-color:#592f9e;transition:.3s;border:none;outline:none;border-radius:8px;color:#fff}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit[_ngcontent-sc54]:hover{background-

color:#9c0082}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-

sc54] .share-submit[_ngcontent-sc54]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 20%,#666 0,#666 90%)}.btn-link[_ngcontent-sc54]{color:

#c70000;text-decoration:none}.btn-link[_ngcontent-sc54]:hover{color:#9c0082;text-decoration:underline}.google-btn[_ngcontent-sc54]{background-color:#fff;color:

#ca3420;border-radius:8px;border:1px solid #ca3420}.google-btn[_ngcontent-sc54]:hover{background-color:#ca3420;color:#fff}.fb-btn[_ngcontent-sc54]{background-color:

#3f59a8;color:#fff;border-radius:8px;border:none}.fb-btn[_ngcontent-sc54]:hover{background-color:#304996;color:#fff}.alert-danger[_ngcontent-sc54]{background-color:

#c70000}.alert-danger[_ngcontent-sc54], .alert-success[_ngcontent-sc54]{font-size:.85rem;border-radius:8px;padding:5px 10px;color:#fff}.alert-success[_ngcontent-sc54]

{background-color:#28a745}.cbx[_ngcontent-sc54]{-webkit-user-select:none;user-select:none;-webkit-tap-highlight-color:transparent;cursor:pointer}.cbx[_ngcontent-sc54] 

span[_ngcontent-sc54]{display:inline-block;vertical-align:middle;transform:translateZ(0);font-size:90%}.cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child{position:

relative;width:18px;height:18px;border-radius:50%;transform:scale(1);vertical-align:middle;border:1px solid #b9b8c3;transition:all .2s ease}.cbx[_ngcontent-sc54] span

[_ngcontent-sc54]:first-child svg[_ngcontent-sc54]{position:absolute;z-index:1;top:3px;left:3px;fill:none;stroke:#fff;stroke-width:2;stroke-linecap:round;stroke-linejoin:round;

stroke-dasharray:12px;stroke-dashoffset:12px;transition:all .3s ease;transition-delay:.1s;transform:translateZ(0)}.cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child:

before{content:"";width:100%;height:100%;background:#28a745;display:block;transform:scale(0);opacity:1;border-radius:50%;transition-delay:.2s}.cbx[_ngcontent-sc54] 

span[_ngcontent-sc54]:last-child{margin-left:8px}.cbx[_ngcontent-sc54]:hover span[_ngcontent-sc54]:first-child{border-color:#28a745}.inp-cbx[_ngcontent-sc54]:checked 

+ .cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child{border-color:#28a745;background:#28a745;animation:check .6s ease}.inp-cbx[_ngcontent-sc54]:checked + .cbx

[_ngcontent-sc54] span[_ngcontent-sc54]:first-child svg[_ngcontent-sc54]{stroke-dashoffset:0}.inp-cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span

[_ngcontent-sc54]:first-child:before{transform:scale(2.2);opacity:0;transition:all .6s ease}.inp-cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span[_ngcontent-

sc54]:last-child{color:#0076be;transition:all .3s ease}.inp-cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span[_ngcontent-sc54]:last-child:after{transform:scaleX

(1);transition:all .3s ease}@keyframes check{50%{transform:scale(1.2)}}.currency-modal-content[_ngcontent-sc54]{position:fixed;top:50%;left:50%;width:300px;height:

500px;margin-top:-250px;margin-left:-150px;border-radius:8px;background-color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-

shadow:0 0 21px 3px rgba(0,0,0,.75)}@media (min-width:768px){.currency-modal-content[_ngcontent-sc54]{position:fixed;top:50%;left:50%;width:800px;height:500px;

margin-top:-250px;margin-left:-400px;border-radius:8px;background-color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-

shadow:0 0 21px 3px rgba(0,0,0,.75)}}.currency-modal-content[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1rem}@media (min-width:768px){.currency-modal-content

[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1.2rem}}.currency-modal-content[_ngcontent-sc54] .currency-content[_ngcontent-sc54]{height:490px;overflow:scroll}

@media (min-width:768px){.currency-modal-content[_ngcontent-sc54] .currency-content[_ngcontent-sc54]{height:auto}}.currency-modal-content[_ngcontent-sc54] .

currency-li[_ngcontent-sc54]{width:200px;overflow:hidden;display:block}@media (min-width:768px){.currency-modal-content[_ngcontent-sc54] .currency-li[_ngcontent-

sc54]{width:200px}}.currency-modal-content[_ngcontent-sc54] h5[_ngcontent-sc54]{text-align:left;margin:0}.currency-modal-content[_ngcontent-sc54] .m-header

[_ngcontent-sc54]{padding:15px;text-align:left;background-color:#f9f9f9;border-top-left-radius:8px;border-top-right-radius:8px}.currency-modal-content[_ngcontent-sc54] .

m-footer[_ngcontent-sc54]{background-color:#f9f9f9;position:absolute;bottom:0;width:100%;border-bottom-left-radius:10px;border-bottom-right-radius:10px;padding:0 

20px 20px}.currency-modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]{top:10px;right:15px;position:absolute;color:var(--gray)}@media (min-width:768px){.currency-

modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]{right:25px;top:18px}}.currency-modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]:hover{color:#000;cursor:

pointer}.currency_list[_ngcontent-sc54]{list-style-type:none;margin:0;padding:0;font-size:.9rem}.currency_list[_ngcontent-sc54] li[_ngcontent-sc54]{float:left;width:250px;
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padding:5px;color:#333}.currency_list[_ngcontent-sc54] li[_ngcontent-sc54] .float-right[_ngcontent-sc54]{color:#0076be!important;font-weight:700}.currency_list

[_ngcontent-sc54] li[_ngcontent-sc54]:hover{color:#0076be!important;background-color:#f9f9f9;text-decoration:none!important;cursor:pointer}.currency_scroll[_ngcontent-

sc54]{max-height:400px;overflow:auto}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-track{box-shadow:inset 0 0 6px rgba(0,0,0,.3);background-color:#f5f5f5}.

currency_scroll[_ngcontent-sc54]::-webkit-scrollbar{width:5px;height:5px;background-color:#f5f5f5}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-thumb{background-

color:#676767}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-thumb:hover{background:#555}#isMobile[_ngcontent-sc54]{position:relative}#isMobile[_ngcontent-

sc54] #mobile_header[_ngcontent-sc54]{padding:10px 5px}#isMobile[_ngcontent-sc54] .mobile-autosuggest[_ngcontent-sc54]{z-index:20;width:100%;position:unset;box-

shadow:none;background-color:unset;top:unset;transition:all .1s ease-out;font-size:1em}#isMobile[_ngcontent-sc54] .mobile-autosuggest-sticky[_ngcontent-sc54]

{background-color:#fff;box-shadow:0 3px 3px 0 hsla(0,0%,40%,.4);position:fixed;top:-10px;width:100%;z-index:20;transition:all .1s ease-in;padding-bottom:10px}.

mobile_header_side_bar[_ngcontent-sc54]{height:100%;position:fixed;z-index:99;top:66px;font-size:1rem;left:0;background-color:#fff!important;padding-top:0;transition:.

1s;overflow-x:hidden}.mobile_header_side_bar[_ngcontent-sc54] h3[_ngcontent-sc54]{font-size:1.3rem;margin:0;font-weight:300;width:100%;text-align:center;padding:

10px 0;color:#fff;background-color:#627d90}.mobile_header_side_bar[_ngcontent-sc54] h3[_ngcontent-sc54] i[_ngcontent-sc54]{padding:8px 10px;transition:all .1s ease-

in-out;background-color:#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:5px;font-size:.9rem;left:9px}.mobile_header_side_bar[_ngcontent-

sc54] .box-shadow[_ngcontent-sc54]{margin-bottom:0;box-shadow:none}svg.back_icon[_ngcontent-sc54]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.

closeNav[_ngcontent-sc54]{box-shadow:0 4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;width:100%;padding:10px;border-radius:0;border:none;font-weight:

400;font-size:1.4rem}.closeNav[_ngcontent-sc54] span[_ngcontent-sc54]{font-size:2rem;padding:10px}.close_icon[_ngcontent-sc54]{height:15px;width:15px;color:

#717fa4;position:absolute;top:10px;left:10px}.sub-menu-parent[_ngcontent-sc54]{position:relative}.sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-left

[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-right[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-left

[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-right[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-left[_ngcontent-

sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-right[_ngcontent-sc54]{visibility:visible;opacity:1;z-index:1;transform:translateY(0);transition-delay:0s,0s,.3s;

transition:all .15s ease-in-out;background:#fff;margin:0 8px 0 0;z-index:99;box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 8px 16px 0 rgba(19,41,104,.2);padding:10px 0}.

sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-right

[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-

sc54]:focus .sub-menu-right[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-

menu-parent[_ngcontent-sc54]:hover .sub-menu-right[_ngcontent-sc54] a[_ngcontent-sc54]{color:#425486}.sub-menu-right[_ngcontent-sc54]{visibility:hidden;opacity:0;

position:absolute;top:100%;right:12px;width:220px;height:200px;overflow:scroll;z-index:-1;transition:.15s ease-in-out,_ .15s ease-in-out,_ .15s ease-in-out;border-radius:

8px}.sub-menu-right[_ngcontent-sc54] li[_ngcontent-sc54]:last-child{border-bottom:none!important}.sub-menu-right[_ngcontent-sc54] .symbol[_ngcontent-sc54]{float:right}.

bookings_btn[_ngcontent-sc54]{padding:0!important}.mobile-nav[_ngcontent-sc54]{margin:0;padding:10px 0 0;list-style-type:none}.mobile-nav[_ngcontent-sc54] li

[_ngcontent-sc54]{border-bottom:1px dotted #e0e0e0;font-size:1.2rem;padding:15px 20px}.mobile-nav[_ngcontent-sc54] li[_ngcontent-sc54] a[_ngcontent-sc54]{all:unset}.

mobile-nav[_ngcontent-sc54] li.heading[_ngcontent-sc54]{font-weight:600;color:#592f9e}.currency-dropdown[_ngcontent-sc54]{position:relative;display:inline-block}.

currency-dropdown[_ngcontent-sc54] .currency-dropbtn[_ngcontent-sc54]{border:none}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-

sc54]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:260px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);left:-80px;top:30px;z-

index:510}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]{color:#4b4453;padding:10px 14px;text-decoration:

none;font-size:.8rem;display:block}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]:hover{color:#000;background-

color:#f9f9f9;cursor:pointer}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.email[_ngcontent-sc54]{background-color:#f9f9f9;

margin:10px;padding:10px 14px;font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #e0e0e0}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-

content[_ngcontent-sc54] a.email[_ngcontent-sc54]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content

[_ngcontent-sc54] a.phone[_ngcontent-sc54]{background-color:#fff;margin:10px;padding:20px 14px 10px;position:relative;font-size:.9rem;font-weight:500;border-radius:

7px;border:1px solid #b0a8b9}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.phone[_ngcontent-sc54] small[_ngcontent-sc54]

{position:absolute;font-size:.7rem;top:2px;font-weight:300}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.phone[_ngcontent-sc54]:

hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc54]:hover .currency-dropdown-content[_ngcontent-sc54]{display:block;transition:.3s;z-index:

10}.hide-overflow[_ngcontent-sc54]{white-space:nowrap;overflow:hidden;text-overflow:ellipsis;display:inline-block}.help-support[_ngcontent-sc54]{border:1px solid #fff;

border-radius:7px;transition:all .2s}.help-support[_ngcontent-sc54]:hover{border:1px solid #c70000;color:#c70000!important;transition:all .2s}.help-support[_ngcontent-

sc54] .header_link[_ngcontent-sc54]{font-size:.85rem}.support-phone[_ngcontent-sc54]{background-color:#fff;padding:5px 10px;border-radius:7px}.support-phone

[_ngcontent-sc54] span[_ngcontent-sc54]{font-size:1.8rem;animation:color-change 20s infinite alternate}.support-phone[_ngcontent-sc54] small[_ngcontent-sc54]{display:

block;font-size:.6rem}.support-phone[_ngcontent-sc54] .phone[_ngcontent-sc54]{font-size:1rem;font-weight:700;color:#005fcc;text-decoration:none}.support-phone

[_ngcontent-sc54] .phone[_ngcontent-sc54]:hover{color:#e8381b}@keyframes color-change{0%{color:#00f}10%{color:#8e44ad}20%{color:#1abc9c}30%{color:#d35400}

40%{color:#00f}50%{color:#34495e}60%{color:#00f}70%{color:#2980b9}80%{color:#f1c40f}90%{color:#2980b9}to{color:pink}}.phone_header_icon[_ngcontent-sc54] .call

[_ngcontent-sc54]{background-color:#43b520;color:#fff;padding:3px 5px;display:block;font-size:.9rem}.phone_header_icon[_ngcontent-sc54] small[_ngcontent-sc54]{font-

size:.5rem;display:block}.sidebar-overlay[_ngcontent-sc54]{position:fixed;width:100%;height:100%;top:65px;left:0;right:0;bottom:0;background-color:hsla(0,0%,100%,.3);z-

index:10;cursor:pointer;-webkit-backdrop-filter:blur(3px);backdrop-filter:blur(3px)}.sidebar-overlay[_ngcontent-sc54] .text[_ngcontent-sc54]{position:absolute;top:50%;left:

50%;font-size:50px;color:#fff;transform:translate(-50%,-50%);-ms-transform:translate(-50%,-50%)}</style><style ng-transition="support-ssr">@media (min-width: 768px){.

seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-

sc55]{width:100%;*width:100%}}@media (min-width: 992px){.seven-cols[_ngcontent-sc55] .col-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-

sc55], .seven-cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-sc55]{width:14.2857142857%;*width:

14.2857142857%}}@media (min-width: 1200px){.seven-cols[_ngcontent-sc55] .col-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-sc55], .seven-

cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-sc55]{width:14.2857142857%;*width:14.2857142857%}}img
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[_ngcontent-sc55]{max-width:100%;height:auto}.styled-input[_ngcontent-sc55]{max-width:650px;font-size:1.2rem;padding-left:40px;box-shadow:0 4px 8px rgba(0,0,0,.

31)}.arrow_box[_ngcontent-sc55]{background:#fff}.arrow_box[_ngcontent-sc55], .faq-autosuggest[_ngcontent-sc55]{position:relative}.faq-autosuggest[_ngcontent-sc55] .

search_icon[_ngcontent-sc55]{position:absolute;top:15px;left:15px;color:#4b4453;z-index:1}.faq-autosuggest[_ngcontent-sc55] .search_icon_placeholder_home

[_ngcontent-sc55]{position:absolute;top:13px;left:15px;color:#4b4453}.faq-autosuggest[_ngcontent-sc55] .search_icon_home[_ngcontent-sc55]{top:10px;position:absolute;

left:10px}.faq-autosuggest[_ngcontent-sc55] .search_icon_sidebar[_ngcontent-sc55]{position:absolute;top:12px;left:55px;color:#4b4453;z-index:1}.faq-autosuggest

[_ngcontent-sc55] .border-bottom[_ngcontent-sc55]{border-bottom:1px solid hsla(0,0%,100%,.2)!important}.faq-autosuggest[_ngcontent-sc55] input[_ngcontent-sc55]

{padding-left:35px}.faq-autosuggest[_ngcontent-sc55] .loader[_ngcontent-sc55]{text-align:center;padding:10px}.faq-autosuggest[_ngcontent-sc55] .loader[_ngcontent-

sc55], .faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55]{box-shadow:0 0 5px rgba(65,67,144,.15);position:absolute;background-color:#fff;z-index:10;min-

width:400px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55]{border-radius:8px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-

sc55]::-webkit-scrollbar{width:3px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-track{background:#fff}.faq-

autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-thumb{background:#888}.faq-autosuggest[_ngcontent-sc55] .options

[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-thumb:hover{background:#555}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] .heading[_ngcontent-

sc55]{padding:5px 10px;color:#000;background-color:#e0e0e0;display:block;border-bottom:1px solid #ccc}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul

[_ngcontent-sc55]{list-style-type:none;padding:0;margin:0;max-height:250px;overflow:auto}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-

sc55] li[_ngcontent-sc55]{padding:10px 15px;border-bottom:1px solid #f9f9f9;cursor:pointer;color:#4b4453;width:450px}.faq-autosuggest[_ngcontent-sc55] .options

[_ngcontent-sc55] ul[_ngcontent-sc55] li[_ngcontent-sc55] small[_ngcontent-sc55]{color:#283c6f}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul

[_ngcontent-sc55] li[_ngcontent-sc55] .icon[_ngcontent-sc55]{color:#4b4453}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-sc55] li

[_ngcontent-sc55]:hover{color:#fff!important;background-color:#4b4453;border-radius:4px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-

sc55] li[_ngcontent-sc55]:hover .icon[_ngcontent-sc55], .faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-sc55] li[_ngcontent-sc55]:hover small

[_ngcontent-sc55]{color:#fff!important}svg.back_icon[_ngcontent-sc55]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.closeNav[_ngcontent-sc55]{box-shadow:0 

4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;width:100%;padding:10px;border-radius:0;border:none;font-weight:400;font-size:16px}.close_icon[_ngcontent-

sc55]{height:15px;width:15px;color:#717fa4;position:absolute;top:10px;right:120px;font-size:1.2rem;cursor:pointer}.mobile-styled-placeholder[_ngcontent-sc55]{line-height:

45px;padding-left:30px}.mobile-autosuggest-placeholder[_ngcontent-sc55], .mobile-autosuggest-placeholder-home[_ngcontent-sc55]{width:100%;padding:5px 5px 5px 

25px;margin-top:20px;background-color:#e9ecef;display:block;transition:all .6s cubic-bezier(.165,.84,.44,1);border-radius:4px;transition-property:all;transition-duration:.3s;

border:1px solid #e9ecef}.mobile-autosuggest-placeholder-home[_ngcontent-sc55]:active, .mobile-autosuggest-placeholder-home[_ngcontent-sc55]:focus, .mobile-

autosuggest-placeholder[_ngcontent-sc55]:active, .mobile-autosuggest-placeholder[_ngcontent-sc55]:focus{box-shadow:0 1px 5px 0 hsla(0,0%,54%,.3);border:1px solid 

#4b4453}.mobile-autosuggest-placeholder[_ngcontent-sc55] small[_ngcontent-sc55], .mobile-autosuggest-placeholder-home[_ngcontent-sc55] small[_ngcontent-sc55]

{float:right;color:#4b4453}.mobile-autosuggest-placeholder-home[_ngcontent-sc55]{margin-top:0;padding:5px 5px 5px 35px}</style><style ng-transition="support-ssr"

>@media (min-width: 768px){.seven-cols[_ngcontent-sc56] .col-lg-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-

sc56] .col-sm-1[_ngcontent-sc56]{width:100%;*width:100%}}@media (min-width: 992px){.seven-cols[_ngcontent-sc56] .col-1[_ngcontent-sc56], .seven-cols[_ngcontent-

sc56] .col-lg-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-sm-1[_ngcontent-sc56]{width:

14.2857142857%;*width:14.2857142857%}}@media (min-width: 1200px){.seven-cols[_ngcontent-sc56] .col-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-lg-1

[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-sm-1[_ngcontent-sc56]{width:14.2857142857%;*width:

14.2857142857%}}.desktop-overlay[_ngcontent-sc56]{width:10000px;height:10000px;margin:0 auto;position:absolute;top:-4000px;left:-4000px;right:0;z-index:2;

background-color:rgba(0,0,0,.72);transition:.1s}.desktop-sidebar[_ngcontent-sc56]{position:fixed;top:0;height:100%;overflow-y:scroll;background-color:#f5f7f9;z-index:

10001;transition:.3s;right:-4000px;min-width:40%;max-width:70%}.show-desktop-sidebar[_ngcontent-sc56]{left:auto;right:0;min-width:40%;transition:.3s;box-shadow:-15

px 1px 11px 5px rgba(45,45,45,.3)}.form-group[_ngcontent-sc56]{padding-bottom:20px}.form-group[_ngcontent-sc56] label[_ngcontent-sc56]{padding:5px}.form-group

[_ngcontent-sc56] .phone-row[_ngcontent-sc56] input[_ngcontent-sc56], .form-group[_ngcontent-sc56] .phone-row[_ngcontent-sc56] select[_ngcontent-sc56]{width:49%!

important;display:inline-block}.btn-lg[_ngcontent-sc56]{font-size:1rem}@media (min-width: 768px){.btn-lg[_ngcontent-sc56]{font-size:1.25rem}}.checkbox-container

[_ngcontent-sc56]{display:block;position:relative;cursor:pointer;font-size:1rem;margin-left:30px;-webkit-user-select:none;-moz-user-select:none;user-select:none;line-

height:.9rem;font-weight:500}.checkbox-container[_ngcontent-sc56] input[_ngcontent-sc56]{position:absolute;opacity:0;cursor:pointer;height:0;width:0}.checkmrk

[_ngcontent-sc56]{position:absolute;top:0;left:-30px;height:25px;width:25px;background-color:#fff;border-radius:5px;border:1px solid #4b4453}.checkbox-container

[_ngcontent-sc56]:hover input[_ngcontent-sc56] ~ .checkmrk[_ngcontent-sc56]{background-color:#e0e0e0}.checkbox-container[_ngcontent-sc56] input[_ngcontent-sc56]:

checked ~ .checkmrk[_ngcontent-sc56]{background-color:#592f9e}.checkmrk[_ngcontent-sc56]:after{content:"";position:absolute;display:none}.checkbox-container

[_ngcontent-sc56] input[_ngcontent-sc56]:checked ~ .checkmrk[_ngcontent-sc56]:after{display:block}.checkbox-container[_ngcontent-sc56] .checkmrk[_ngcontent-sc56]:

after{left:9px;top:5px;width:7px;height:11px;border:solid #fff;border-width:0 3px 3px 0;transform:rotate(45deg)}</style><style ng-transition="support-ssr">.btn[_ngcontent-

sc53]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc53]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc53]{border:1px solid #dc3545!important}.

form-control[_ngcontent-sc53]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc53]:focus{outline:none}label[_ngcontent-sc53]{cursor:pointer}input

[_ngcontent-sc53]:focus, select[_ngcontent-sc53]:focus, textarea[_ngcontent-sc53]:focus{outline:none}.styled-input[_ngcontent-sc53]{font-weight:400;font-style:normal;

font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;letter-spacing:.

3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .

15s}.styled-input[_ngcontent-sc53]:focus, .styled-input[_ngcontent-sc53]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-

sc53]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc53]{display:none}}.desktop-container[_ngcontent-sc53]{background-color:#f9f9f9;color:rgba

(0,0,0,.7);border-top:1px solid rgba(0,0,0,.1)}.domain-name[_ngcontent-sc53]{color:rgba(0,0,0,.7);font-size:.75rem}.currency[_ngcontent-sc53]{padding:10px 20px;border-

radius:3px;cursor:pointer;background-color:rgba(0,0,0,.05);margin-bottom:20px}.currency[_ngcontent-sc53]:hover{color:#000;background-color:rgba(0,0,0,.2)}.mobile-

footer[_ngcontent-sc53]{background-color:#f9f9f9;padding:10px 20px;font-size:.85rem;border-top:1px solid rgba(0,0,0,.1);font-weight:300;color:rgba(0,0,0,.7)}.mobile-
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footer[_ngcontent-sc53] a[_ngcontent-sc53]{color:rgba(0,0,0,.7);text-decoration:none}.mobile-footer[_ngcontent-sc53] .currency[_ngcontent-sc53]{color:#000;border-color:

hsla(0,0%,100%,.8);padding:5px 10px;border-radius:3px;cursor:pointer;margin-bottom:20px}.footer-links[_ngcontent-sc53] .customer_support[_ngcontent-sc53] li

[_ngcontent-sc53]{background-color:rgba(0,0,0,.05);padding:20px 10px 10px;border-radius:7px;margin-bottom:10px}.footer-links[_ngcontent-sc53] .customer_support

[_ngcontent-sc53] li[_ngcontent-sc53]:hover{background-color:rgba(0,0,0,.2);color:#000}.footer-links[_ngcontent-sc53] .customer_support[_ngcontent-sc53] li[_ngcontent-

sc53] a[_ngcontent-sc53]{color:rgba(0,0,0,.7);font-size:1rem;text-decoration:none;padding:10px 0;position:relative;display:block}.footer-links[_ngcontent-sc53] .

customer_support[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.75rem;position:absolute;top:-10px;color:rgba(0,0,0,.7)}.

footer-links[_ngcontent-sc53] .customer_support[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53]:hover, .footer-links[_ngcontent-sc53] h5[_ngcontent-sc53]{color:

rgba(0,0,0,.8)}.footer-links[_ngcontent-sc53] h5[_ngcontent-sc53]{font-size:1rem;font-weight:500;border-bottom:1px solid rgba(0,0,0,.1);padding:20px 20px 20px 0}.footer-

links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-sc53]{padding-bottom:5px;padding-top:5px}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-

sc53] small[_ngcontent-sc53]{font-size:.7rem;color:rgba(0,0,0,.7);display:block}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53]

{color:rgba(0,0,0,.7);text-decoration:none;font-size:.85rem}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53]:hover{color:rgba

(0,0,0,.9);text-decoration:underline;cursor:pointer}</style></head>

<body>

<app-root _nghost-sc78="" class="ng-tns-c78-0" ng-version="12.1.5"><router-outlet _ngcontent-sc78="" class="ng-tns-c78-0"></router-outlet><app-home _nghost-sc64=""

><common-header _ngcontent-sc64="" _nghost-sc54=""><div _ngcontent-sc54="" id="common-header" class="container-fluid d-none d-lg-block"><div _ngcontent-

sc54="" class="d-flex pt-2 pb-1 justify-content-between"><div _ngcontent-sc54="" class="flex-fill"><ul _ngcontent-sc54="" class="nav justify-content-start d-flex flex-row"

><li _ngcontent-sc54="" class="nav-item"><a _ngcontent-sc54="" href="/" class="navbar-brand" style="min-width: 150px;"><!----></a></li><!----><!----></ul></div><div 

_ngcontent-sc54="" class="pe-4"><ul _ngcontent-sc54="" class="nav justify-content-end"><!----><!----><!----><!----></ul></div></div></div><div _ngcontent-sc54="" id="

isMobile" class="container-fluid d-md-block d-lg-none border-bottom"><div _ngcontent-sc54="" id="mobile_header" class="d-flex"><!----><!----><div _ngcontent-sc54="" 

class="flex-fill text-center" style="padding-left: 40px;"><!----></div><div _ngcontent-sc54="" class="ps-2 text-center phone_header_icon"><table _ngcontent-sc54="" 

cellpadding="0" cellspacing="0" style="border-radius: 6px; border: 1px solid #43b520;"><tbody><tr _ngcontent-sc54=""><td _ngcontent-sc54=""><img _ngcontent-sc54="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/call-component-header.gif" class="img-fluid" style="width: 36px;"></td><td _ngcontent-sc54="" class="call text-

center"><i _ngcontent-sc54="" class="fa-duotone fa-phone"></i><small _ngcontent-sc54="">CALL US </small></td></tr></tbody></table></div></div></div><div 

_ngcontent-sc54="" class="mobile_header_side_bar"><nav _ngcontent-sc54=""><ul _ngcontent-sc54="" class="mobile-nav"><li _ngcontent-sc54="" class="heading"><a 

_ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-plane fa-rotate-270"></i></span> Flights </a></li><li _ngcontent-

sc54="" class="heading"><a _ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-bed"></i></span> Hotels </a></li><li 

_ngcontent-sc54="" class="heading"><a _ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-map-signs"></i></span> Tours 

&amp; Activities </a></li><!----><!----><li _ngcontent-sc54=""> &nbsp; </li><!----><li _ngcontent-sc54="" class="heading text-black"><span _ngcontent-sc54="" class="pe-

1"><i _ngcontent-sc54="" class="fal fa-globe-americas"></i></span> Traveller Tools</li><li _ngcontent-sc54=""><!----><!----></li><!----><li _ngcontent-sc54=""><a 

_ngcontent-sc54="" href="/support">Help &amp; Support </a></li><li _ngcontent-sc54=""><a _ngcontent-sc54="" href="/support/faq"> Frequently Asked Questions </a><

/li><!----><li _ngcontent-sc54="">&nbsp;</li></ul></nav></div><!----><!----></common-header><section _ngcontent-sc64="" class="support-header-home"><div 

_ngcontent-sc64="" class="container-xl" style="z-index: 2; position: relative;"><div _ngcontent-sc64="" class="row"><div _ngcontent-sc64="" class="col-md-8 pt-4 pb-4 

position-relative"><br _ngcontent-sc64=""><h1 _ngcontent-sc64="" class="fw-bolder text-md-start text-lg-start text-center">How can we help?</h1><br _ngcontent-

sc64=""><faq-autosuggest _ngcontent-sc64="" _nghost-sc55=""><div _ngcontent-sc55="" class="faq-autosuggest"><!----><!----></div></faq-autosuggest></div><div 

_ngcontent-sc64="" class="col-md-4 position-relative d-none d-md-block d-lg-block"><img _ngcontent-sc64="" src="assets/support_img.png" class="img-fluid" style="

position: relative; top: 35px;"></div></div></div></section><div _ngcontent-sc64="" class="spacer layer1">&nbsp;</div><section _ngcontent-sc64=""><div _ngcontent-

sc64="" class="container"><div _ngcontent-sc64="" class="row justify-content-center"><div _ngcontent-sc64="" class="col-md-auto alert"><span _ngcontent-sc64="" 

class="pe-1"><i _ngcontent-sc64="" class="fa fa-info-circle"></i></span> Coronavirus. If you&apos;re experiencing unexpected hardship due to the coronavirus, 

we&apos;re here to help please visit this page for more information. If you need assistance with something else, our customer care response times may be longer than 

usual, so we encourage you to use our 24/7 online resources below. </div></div></div><br _ngcontent-sc64=""></section><section _ngcontent-sc64=""><div _ngcontent-

sc64="" class="container"><div _ngcontent-sc64="" class="row"><div _ngcontent-sc64="" class="col-md-9 d-none d-md-block d-lg-block"><h4 _ngcontent-sc64=""

>Featured Articles</h4><div _ngcontent-sc64="" class="row"><!----></div></div><div _ngcontent-sc64="" class="col-md-3"><button _ngcontent-sc64="" class="btn styled-

button w-100"> Sign in to view bookings <span _ngcontent-sc64="" class="float-end"><i _ngcontent-sc64="" class="far fa-chevron-right text-white-50"></i></span><

/button><h4 _ngcontent-sc64="" class="pt-4">Popular FAQ&apos;s</h4><ul _ngcontent-sc64="" class="quick-links"><!----></ul></div></div></div></section><support-

request _ngcontent-sc64="" _nghost-sc56=""><section _ngcontent-sc56="" class="more-help"><hr _ngcontent-sc56=""><br _ngcontent-sc56=""><div _ngcontent-sc56="" 

class="container"><div _ngcontent-sc56="" class="row justify-content-center"><div _ngcontent-sc56="" class="col-md-auto text-center"><h3 _ngcontent-sc56="">Need 

more help?</h3><br _ngcontent-sc56=""><button _ngcontent-sc56="" class="btn btn-lg btn-outline-primary ps-4 pe-2"> Raise a support request <span _ngcontent-

sc56="" class="ps-4 pe-2 float-right"><i _ngcontent-sc56="" class="far fa-chevron-right"></i></span></button></div></div></div><br _ngcontent-sc56=""><br _ngcontent-

sc56=""></section><!----></support-request><common-footer _ngcontent-sc64="" _nghost-sc53=""><!----><!----></common-footer></app-home><!----></app-root>

<script src="https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js" type="module"></script><script src="https://d7jummq9jo4cp.

cloudfront.net/support/runtime-es5.6419140cf495e719d270.js" nomodule="" defer=""></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.

33919f2e2595feed4b2b.js" nomodule="" defer=""></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js" type="

module"></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js" type="module"></script><script src="

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js" nomodule="" defer=""></script>

</body></html>
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Severity:  1

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 4001 / tcp

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

IP based excluded links:

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 443 / tcp
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Severity:  1

QID: 150021

Category: Web Application

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 4001 / tcp

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://js.stripe.com/v3/

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.33919f2e2595feed4b2b.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es5.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

IP based excluded links:

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0
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RESULT:

Target web application page http://38.91.100.5:4001/ fetched. Status code:200, Content-Type:text/html, load time:588 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 8 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 5 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 4) + directories:(9 x 4) + paths:(0 x 8) = total (36)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 8 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 36 requests, 1 seconds. Completed 36 requests of 36 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 155 requests, 3 seconds. Completed 155 requests of 1576 estimated requests (9.83503%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 6 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 6 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 5 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 605 requests, 13 seconds. Completed 605 requests of 650 estimated requests (93.0769%). XSS optimization 

removed 290 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 5 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 5 requests, 0 seconds. Completed 5 requests of 5 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 4) + directories:(4 x 4) + paths:(11 x 8) = total (104)

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0
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RESULT:

Directory Source

/javascript/ brute 

force

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 443 / tcp

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 8 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 92 requests, 2 seconds. Completed 92 requests of 104 estimated requests (88.4615%). All tests 

completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(4 x 4) + directories:(94 x 4) + paths:(5 x 8) = total (432)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 8 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 411 requests, 7 seconds. Completed 411 requests of 432 estimated requests (95.1389%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 10 minutes (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 2902 requests, 63 seconds. Completed 2902 requests of 12776 estimated requests (22.7145%). All tests 

completed.

Duration of Crawl Time: 13.00 (seconds)

Duration of Test Phase: 90.00 (seconds)

Total Scan Time: 103.00 (seconds)

Total requests made: 4284

Average server response time: 0.12 seconds

Average browser load time: 0.12 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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PCI COMPLIANCE STATUS

Target Network Information

RESULT:

Number of links: 12

https://js.stripe.com/v3/

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.33919f2e2595feed4b2b.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es5.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

https://static.zdassets.com/ekr/snippet.js?key=e139db92-8dad-433b-84a7-ffacb619baab

http://code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 4001 / tcp

/icons/ brute force
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IMPACT:

N/A

THREAT:

A packet filtering device protecting this IP was detected. This is likely to be a firewall or a router using access control lists (ACLs).

Severity:  1

QID: 34011

Category: Firewall

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-04-22 02:37:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Firewall Detected

RESULT:

The network handle is: COGENT-A

Network description:

PSINet, Inc.

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may help in launching attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.

Severity:  1

QID: 45004

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-08-15 21:12:37.0

VULNERABILITY DETAILS



PCI Scan Vulnerability Report

Page 186Sysnet Scanning Management System February 13, 2025

RESULT:

SOLUTION:

SSH version 2 is preferred over SSH version 1.

IMPACT:

Successful exploitation allows an attacker to execute arbitrary commands on the SSH server or otherwise subvert an encrypted SSH channel with arbitrary data.

THREAT:

SSH is a secure protocol, provided it is fully patched, properly configured, and uses FIPS approved algorithms.

Supported ciphers suites reported in this qid are in server-preferred order.

For Red Hat ES 4:-

SSH1 supported                                  yes

Supported authentification methods for SSH1     RSA,password

Supported ciphers for SSH1                      3des,blowfish

SSH2 supported                                  yes

Supported keys exchange algorithm for SSH2      diffie-hellman-group-exchange-sha1,diffie-hellman-group14-sha1,diffie-hellman-group1-sha1

Supported decryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported encryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported decryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported encryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported authentification methods for SSH2     publickey,gssapi-with-mic,password

Severity:  1

QID: 38047

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-20 19:30:41.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH daemon information retrieving port 22 / tcp

RESULT:

Some of the ports filtered by the firewall are: 20, 21, 23, 25, 53, 111, 135, 445, 1, 7.

Listed below are the ports filtered by the firewall.

No response has been received when any of these ports are probed.

1-21,23-79,81-442,444-3999,4006-6128,6130-11210,11212-65535

SOLUTION:

N/A
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PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 443 / tcp

RESULT:

Apache/2.4.52 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A web server is server software, or hardware dedicated to running this software, that can satisfy client requests on the World Wide Web.

Severity:  1

QID: 86000

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-12-20 13:32:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Version port 80 / tcp

SSH1 supported no

SSH2 supported yes

Supported key exchange algorithms for SSH2 curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,

sntrup761x25519-sha512@openssh.com,diffie-hellman-group-exchange-sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group14-

sha256,kex-strict-s-v00@openssh.com

Supported host key algorithms for SSH2 rsa-sha2-512,rsa-sha2-256,ecdsa-sha2-nistp256,ssh-ed25519

Supported decryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported encryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported decryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported encryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported decompression for SSH2 none,zlib@openssh.com

Supported compression for SSH2 none,zlib@openssh.com

Supported authentication methods for SSH2 publickey
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Severity:  1

QID: 150010

Category: Web Application

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 4000 / tcp

RESULT:

HTTP header and method information collected on port 443.

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 403 Forbidden

Date: Wed, 12 Feb 2025 16:38:47 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 295

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS
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RESULT:

Number of links: 38

https://media.tacdn.com/media/attractions-splice-spp-674x446/06/fb/9b/d2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/17/e7/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/2a/81/88.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/3c/d2/5f.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/68/e7/b2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/aa/5c/71.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/09/3a/8a/80.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0a/b1/6f/5e.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/24/ea/75.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/74/4d/ab.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/93/db/b8.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/d6/cc/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/57/8b/7a.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/10/0b/5e/20.jpg

https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/main-es2017.8b35fc56c4db1214a572.js

https://d7jummq9jo4cp.cloudfront.net/main-es5.8b35fc56c4db1214a572.js

https://d7jummq9jo4cp.cloudfront.net/polyfills-es2017.affa3d85873c6ab44c4f.js

https://d7jummq9jo4cp.cloudfront.net/polyfills-es5.559c35a3c29881ede03a.js

https://d7jummq9jo4cp.cloudfront.net/runtime-es2017.2422cb5ce5f46e8a2b64.js

https://d7jummq9jo4cp.cloudfront.net/runtime-es5.2422cb5ce5f46e8a2b64.js

https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

https://www.airnewzealand.com/new-zealand-entry-and-transit-requirements

https://www.destinaholidays.com/static/about-us

https://www.destinaholidays.com/static/pay-later

https://www.destinaholidays.com/static/privacy-policy

https://www.destinaholidays.com/static/terms-and-conditions

https://www.destinaholidays.com/static/visa-requirements

https://www.immigration.govt.nz/new-zealand-visas/apply-for-a-visa/about-visa/nzeta

https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0

http://www.cookiecentral.com/

http://www.csatravelprotection.com/certpolicy.do?product=G-AIRI01

tel:2142276700

tel:4169079899

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0
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Severity:  1

QID: 45426

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-06-24 12:42:21.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Activity per Port

RESULT:

IP ID changes observed (network order) for port 22: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Duration: 36 milli seconds

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The values for the identification (ID) field in IP headers in IP packets from the host are analyzed to determine how random they are. The changes between subsequent ID 

values for either the network byte ordering or the host byte ordering, whichever is smaller, are displayed in the RESULT section along with the duration taken to send the 

probes. When incremental values are used, as is the case for TCP/IP implementation in many operating systems, these changes reflect the network load of the host at 

the time this test was conducted.

Please note that for reliability reasons only the network traffic from open TCP ports is analyzed.

Severity:  1

QID: 82046

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-07-27 21:45:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

IP ID Values Randomness
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RESULT:

Target web application page http://38.91.100.5:4000/ fetched. Status code:200, Content-Type:text/html, load time:1083 milliseconds.

Ineffective Session Protection. no tests enabled.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 4000 / tcp

RESULT:

Protocol Port 

Time

TCP 22 0:02:30

TCP 80 2:07:18

TCP 443 2:04:37

TCP 4000 4:30:53

TCP 4001 2:40:10

TCP 11211 0:00:

28

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Scan activity per port is an estimate of the amount of internal process time the scanner engine spent scanning a particular TCP or UDP port. This information can be 

useful to determine the reason for long scan times. The individual time values represent internal process time, not elapsed time, and can be longer than the total scan 

time because of internal parallelism. High values are often caused by slowly responding services or services on which requests time out.
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Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 7 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 74 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 72) + directories:(9 x 49) + paths:(0 x 121) = total (441)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 121 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 432 requests, 6 seconds. Completed 432 requests of 441 estimated requests (97.9592%). All tests 

completed.

WSEnumeration no tests enabled.

Batch #1 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #1 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 344 requests, 12 seconds. Completed 344 requests of 360 estimated requests (95.5556%). 

All tests completed.

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 16 requests, 2 seconds. Completed 16 requests of 360 estimated 

requests (4.44444%). All tests completed.

Blind SQL manipulation - have 4 URI parameters,0 form fields - no tests enabled.

Batch #1 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 4 inputs)

Batch #1 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 72 requests, 3 seconds. Completed 72 requests of 72 estimated requests (100%). All 

tests completed.

Batch #2 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #2 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 344 requests, 11 seconds. Completed 344 requests of 360 estimated requests (95.5556%). 

All tests completed.

Batch #2 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #2 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 16 requests, 1 seconds. Completed 16 requests of 360 estimated 

requests (4.44444%). All tests completed.

Batch #2 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 4 inputs)

Batch #2 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 72 requests, 3 seconds. Completed 72 requests of 72 estimated requests (100%). All 

tests completed.

Batch #3 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 1 inputs)

Batch #3 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 86 requests, 3 seconds. Completed 86 requests of 90 estimated requests (95.5556%). All 

tests completed.

Batch #3 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 1 inputs)

Batch #3 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 4 requests, 1 seconds. Completed 4 requests of 90 estimated 

requests (4.44444%). All tests completed.

Blind SQL manipulation - have 1 URI parameters,0 form fields - no tests enabled.

Batch #3 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 1 inputs)

Batch #3 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 18 requests, 2 seconds. Completed 18 requests of 18 estimated requests (100%). All 

tests completed.

Batch #4 WebCgiOob: estimated time < 10 minutes (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 1181 requests, 24 seconds. Completed 1181 requests of 23837 estimated requests (4.95448%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 75 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 75 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 10 minutes (47 tests, 75 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 9075 requests, 173 seconds. Completed 9075 requests of 9750 estimated requests (93.0769%). XSS 

optimization removed 4350 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 75 inputs)
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Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 4001 / tcp

Batch #4 shell shock detector: 1 vulnsigs tests, completed 75 requests, 2 seconds. Completed 75 requests of 75 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 72) + directories:(4 x 49) + paths:(11 x 121) = total (1527)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 121 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 1181 requests, 1217 seconds. Completed 1181 requests of 1527 estimated requests (77.3412%). All tests 

completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(4 x 72) + directories:(94 x 49) + paths:(5 x 121) = total (5499)

Batch #5 Path manipulation: estimated time < 10 minutes (103 tests, 121 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 4910 requests, 63 seconds. Completed 4910 requests of 5499 estimated requests (89.289%). All tests 

completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 hour (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 21025 requests, 485 seconds. Completed 21025 requests of 193237 estimated requests (10.8804%). All tests 

completed.

Duration of Crawl Time: 30.00 (seconds)

Duration of Test Phase: 2011.00 (seconds)

Total Scan Time: 2041.00 (seconds)

Total requests made: 39032

Average server response time: 0.10 seconds

Average browser load time: 0.10 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 80 / tcp

RESULT:

HTTP header and method information collected on port 4001.

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4001

Connection: Keep-Alive

HTTP/1.1 200 OK

X-Powered-By: Express

Content-Type: text/html; charset=utf-8

Content-Length: 52444

ETag: W/"ccdc-nc/Ugmd8AJ48m++fenBYQJ7d9l0"

Date: Wed, 12 Feb 2025 17:40:52 GMT

Connection: keep-alive

Keep-Alive: timeout=5

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Last Update: 2020-07-20 12:24:23.0
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Default Web Page port 443 / tcp

RESULT:

GET /index.html.ru.iso-ru HTTP/1.1

Host: 5-100-91-38.clients.gthost.com:4001

Connection: Keep-Alive

SOLUTION:

Apache recommends to remove these files from the Web server.

IMPACT:

Sensitive system information may be disclosed, which can be utilized by an attacker to aid further attacks.

THREAT:

Apache installs foreign language files along with index.html. The files are as follows:

index.html.ca

index.html.de

index.html.dk

index.html.ee

An attacker can get additional information about the Web server from these files.

Severity:  1

QID: 86743

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-07-11 16:04:25.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache Default Foreign Language File Still on Server port 4001 / tcp

RESULT:

Directory Source

/analytics/ brute force

/javascript/ brute 

force

/icons/ brute force

/api/ brute force

SOLUTION:

N/A
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Severity:  1

QID: 48131

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 80 / tcp

RESULT:

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com

Connection: Keep-Alive

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 5-100-91-38.clients.gthost.com Port 80</address>

</body></html>

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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Severity:  1

QID: 48259

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-07-03 11:01:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM Detected

RESULT:

Referrer-Policy HTTP Header missing on 80 port.

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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RESULT:

Duration of crawl phase (seconds): 5.00

Number of links: 1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 443 / tcp

RESULT:

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM detected on port: 22

ChaCha20-Poly1305 Algorithm Support: True

CBC-EtM Algorithm Support: False

SOLUTION:

N/A

IMPACT:

The algorithms are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin). Successful exploitation of the vulnerability may allow an attacker to 

downgrade the security of an SSH connection when using SSH extension negotiation. The impact in practice heavily depends on the supported extensions. Most 

commonly, this will impact the security of client authentication when using an RSA public key.

THREAT:

The ChaCha20-Poly1305 algorithm and the CBC-EtM algorithm are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin).

QID Detection Logic (Unauthenticated):

This detection attempts to start the SSH key exchange process and examines whether either of the vulnerable ChaCha20-Poly1305 Algorithm or CBC-EtM Algorithm is 

active. Please note that this is an Information Gathering QID and does not check if a target is vulnerable, as this does not checks for Strict Key Exchange. Customers are 

advised to refer to QID 38913 to detect vulnerable assets.
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PCI COMPLIANCE STATUS

Default Web Page port 80 / tcp

RESULT:

Port IANA Assigned Ports/Services Description Service Detected OS On Redirected 

Port

22 ssh SSH Remote Login Protocol ssh

80 www-http World Wide Web HTTP http

443 https http protocol over TLS/SSL http

4000 terabase Terabase http

4001 cisco-4001 Cisco port on TCP port 4001 newoak http

11211 unknown unknown MEMCACHED TCP

SOLUTION:

Shut down any unknown or unused service on the list. If you have difficulty figuring out which service is provided by which process or program, contact your provider's 

support team. For more information about commercial and open-source Intrusion Detection Systems available for detecting port scanners of this kind, visit the CERT Web 

.site

IMPACT:

Unauthorized users can exploit this information to test vulnerabilities in each of the open services.

THREAT:

The port scanner enables unauthorized users with the appropriate tools to draw a map of all services on this host that can be accessed from the Internet. The test was 

carried out with a "stealth" port scanner so that the server does not log real connections.

The Results section displays the port number (Port), the default service listening on the port (IANA Assigned Ports/Services), the description of the service (Description) 

and the service that the scanner detected using service discovery (Service Detected).

Severity:  1

QID: 82023

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Open TCP Services List

(This number excludes form requests and links re-requested during authentication.)

http://38.91.100.5:443/

http://www.cert.org
http://www.cert.org
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PCI Severity Level:

PCI COMPLIANCE STATUS

Memcached Service Accessible Without Authentication port 11211 / tcp

Vulnerabilities (7)

Vulnerabilities total: 118 Security risk: 5

 (34-101-91-38.clients.gthost.com, )38.91.101.34 Ubuntu/Linux

RESULT:

GET / HTTP/1.1

Host: 5-100-91-38.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:10:16 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Thu, 13 Jun 2024 10:10:35 GMT

ETag: "1-61ac2b5c5998e"

Accept-Ranges: bytes

Content-Length: 1

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS
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RESULT:

STAT pid 1156

STAT uptime 3038776

STAT time 1739381686

STAT version 1.6.14

STAT libevent 2.1.12-stable

STAT pointer_size 64

STAT rusage_user 6566.774023

STAT rusage_system 32634.882033

STAT max_connections 1024

STAT curr_connections 30

STAT total_connections 70082986

STAT rejected_connections 0

STAT connection_structures 717

STAT response_obj_oom 0

STAT response_obj_count 1

STAT response_obj_bytes 262144

STAT read_buf_count 181

STAT read_buf_bytes 2965504

STAT read_buf_bytes_free 2686976

STAT read_buf_oom 0

STAT reserved_fds 80

STAT cmd_get 589020

STAT cmd_set 206299830

STAT cmd_flush 0

STAT cmd_touch 0

SOLUTION:

Customers are advised to enable authentication for memcached service.

IMPACT:

An unauthenticated, remote attacker could exploit this vulnerability to retrieve sensitive information.

THREAT:

Memcached is a general-purpose distributed memory caching system. It is often used to speed up dynamic database-driven websites by caching data and objects in RAM 

to reduce the number of times an external data source must be read.

The target is running Memcached service with authentication disabled.

QID Detection Logic (Unauthenticated):

This QID sends a crafted TCP packet to the target memcached service to check it's accessible without any authentication.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.8 E:F/RL:W/RC:C

Severity:  5

QID: 38760

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-02-07 10:57:24.0

VULNERABILITY DETAILS

The vulnerability is not included in the NVD.
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STAT cmd_meta 0

STAT get_hits 578436

STAT get_misses 10584

STAT get_expired 200

STAT get_flushed 0

STAT delete_misses 6

STAT delete_hits 698

STAT incr_misses 0

STAT incr_hits 0

STAT decr_misses 0

STAT decr_hits 0

STAT cas_misses 0

STAT cas_hits 0

STAT cas_badval 0

STAT touch_hits 0

STAT touch_misses 0

STAT store_too_large 0

STAT store_no_memory 0

STAT auth_cmds 0

STAT auth_errors 0

STAT bytes_read 23673198638978

STAT bytes_written 93139667488

STAT limit_maxbytes 67108864000

STAT accepting_conns 1

STAT listen_disabled_num 0

STAT time_in_listen_disabled_us 0

STAT threads 16

STAT conn_yields 0

STAT hash_power_level 16

STAT hash_bytes 524288

STAT hash_is_expanding 0

STAT slab_reassign_rescues 1370

STAT slab_reassign_chunk_rescues 2754

STAT slab_reassign_evictions_nomem 0

STAT slab_reassign_inline_reclaim 270

STAT slab_reassign_busy_items 8852

STAT slab_reassign_busy_deletes 0

STAT slab_reassign_running 0

STAT slabs_moved 6651

STAT lru_crawler_running 0

STAT lru_crawler_starts 12717

STAT lru_maintainer_juggles 823172694

STAT malloc_fails 0

STAT log_worker_dropped 0

STAT log_worker_written 0

STAT log_watcher_skipped 0

STAT log_watcher_sent 0

STAT log_watchers 0

STAT unexpected_napi_ids 0

STAT round_robin_fallback 0

STAT bytes 1708410

STAT curr_items 52

STAT total_items 206301200

STAT slab_global_page_pool 35

STAT expired_unfetched 2982

STAT evicted_unfetched 0
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RESULT:

stats

SOLUTION:

Workaround:

1. In a local environment, an administrator can employ parameter "-l 127.0.0.1" to disallow connection from other hosts.

2. In a distributed network environment, a firewall must be configured to protect the Memcached listening port from untrusted connections.

For more information about secure configuration, please refer to Memcached Wiki.

IMPACT:

By exploiting this vulnerability, an attacker can gain confidential information of the target.

THREAT:

Memcached is a high performance, distributed memory object caching system intended for use in speeding up dynamic Web applications by alleviating database load.

By default, it serves on TCP port 11211.

Memcached does not effectively ensure defensibility from random Internet connections. Insecure configuration might expose Memcached directly to the Internet, causing 

leakage of confidential information.

CVSS Base Score:  5 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  4.1 E:POC/RL:W/RC:UR

Severity:  3

QID: 42356

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-05-17 06:30:27.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Memcached Insecure Configuration Vulnerability

STAT evicted_active 0

STAT evictions 0

STAT reclaimed 2815

STAT crawler_reclaimed 292

STAT crawler_items_checked 51029

STAT lrutail_reflocked 115411

STAT moves_to_cold 115942842

STAT moves_to_warm 312673

STAT moves_within_lru 128520

STAT direct_reclaims 0

STAT lru_bumps_dropped 0

END

http://code.google.com/p/memcached/wiki/NewConfiguringServer
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STAT pid 1156

STAT uptime 3038755

STAT time 1739381665

STAT version 1.6.14

STAT libevent 2.1.12-stable

STAT pointer_size 64

STAT rusage_user 6566.708189

STAT rusage_system 32634.590499

STAT max_connections 1024

STAT curr_connections 23

STAT total_connections 70082296

STAT rejected_connections 0

STAT connection_structures 717

STAT response_obj_oom 0

STAT response_obj_count 2

STAT response_obj_bytes 262144

STAT read_buf_count 181

STAT read_buf_bytes 2965504

STAT read_buf_bytes_free 2670592

STAT read_buf_oom 0

STAT reserved_fds 80

STAT cmd_get 589020

STAT cmd_set 206297826

STAT cmd_flush 0

STAT cmd_touch 0

STAT cmd_meta 0

STAT get_hits 578436

STAT get_misses 10584

STAT get_expired 200

STAT get_flushed 0

STAT delete_misses 6

STAT delete_hits 698

STAT incr_misses 0

STAT incr_hits 0

STAT decr_misses 0

STAT decr_hits 0

STAT cas_misses 0

STAT cas_hits 0

STAT cas_badval 0

STAT touch_hits 0

STAT touch_misses 0

STAT store_too_large 0

STAT store_no_memory 0

STAT auth_cmds 0

STAT auth_errors 0

STAT bytes_read 23672965925643

STAT bytes_written 93139644358

STAT limit_maxbytes 67108864000

STAT accepting_conns 1

STAT listen_disabled_num 0

STAT time_in_listen_disabled_us 0

STAT threads 16

STAT conn_yields 0

STAT hash_power_level 16

STAT hash_bytes 524288

STAT hash_is_expanding 0
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CVSS Base Score:  4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:U/RC:UR

Severity:  2

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

HTTP Security Header Not Detected port 80 / tcp

STAT slab_reassign_rescues 1370

STAT slab_reassign_chunk_rescues 2754

STAT slab_reassign_evictions_nomem 0

STAT slab_reassign_inline_reclaim 270

STAT slab_reassign_busy_items 8852

STAT slab_reassign_busy_deletes 0

STAT slab_reassign_running 0

STAT slabs_moved 6651

STAT lru_crawler_running 0

STAT lru_crawler_starts 12717

STAT lru_maintainer_juggles 823167965

STAT malloc_fails 0

STAT log_worker_dropped 0

STAT log_worker_written 0

STAT log_watcher_skipped 0

STAT log_watcher_sent 0

STAT log_watchers 0

STAT unexpected_napi_ids 0

STAT round_robin_fallback 0

STAT bytes 1708410

STAT curr_items 52

STAT total_items 206299196

STAT slab_global_page_pool 35

STAT expired_unfetched 2982

STAT evicted_unfetched 0

STAT evicted_active 0

STAT evictions 0

STAT reclaimed 2815

STAT crawler_reclaimed 292

STAT crawler_items_checked 51029

STAT lrutail_reflocked 115411

STAT moves_to_cold 115942219

STAT moves_to_warm 312673

STAT moves_within_lru 128520

STAT direct_reclaims 0

STAT lru_bumps_dropped 0

END
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RESULT:

X-Content-Type-Options HTTP Header missing on port 80.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/93.0

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:23:44 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Keep-Alive: timeout=5, max=96

SOLUTION:

 To better debug the results of this QID, it is requested that customers execute commands to simulate the following functionality: curl -lkL --verbose.Note:

CWE-693: Protection Mechanism Failure mentions the following - The product does not use or incorrectly uses a protection mechanism that provides sufficient defense 

against directed attacks against the product. A "missing" protection mechanism occurs when the application does not define any mechanism against a certain class of 

attack. An "insufficient" protection mechanism might provide some defenses - for example, against the most common attacks - but it does not protect against everything 

that is intended. Finally, an "ignored" mechanism occurs when a mechanism is available and in active use within the product, but the developer has not applied it in some 

code path.

Customers are advised to set proper  and  HTTP response headers.X-Content-Type-Options Strict-Transport-Security

Depending on their server software, customers can set directives in their site configuration or Web.config files. Few examples are:

X-Content-Type-Options:

Apache: Header always set X-Content-Type-Options: nosniff

HTTP Strict-Transport-Security:

Apache: Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

Nginx: add_header Strict-Transport-Security max-age=31536000;

Note: Network devices that include a HTTP/HTTPS console for administrative/management purposes often do not include all/some of the security headers. 

This is a known issue and it is recommend to contact the vendor for a solution.

IMPACT:

Depending on the vulnerability being exploited, an unauthenticated remote attacker could conduct cross-site scripting, clickjacking or MIME-type sniffing attacks.

THREAT:

This QID reports the absence of the following  according to :HTTP headers CWE-693: Protection Mechanism Failure

X-Content-Type-Options: This HTTP header will prevent the browser from interpreting files as a different MIME type to what is specified in the Content-Type HTTP header.

Strict-Transport-Security: The HTTP Strict-Transport-Security response header (HSTS) allows web servers to declare that web browsers (or other complying user agents) 

should only interact with it using secure HTTPS connections, and never via the insecure HTTP protocol.

QID Detection Logic:

This unauthenticated QID will send a GET request sent to '/' (default) endpoint and looks for the presence of the following HTTP Headers in the received response:

The Valid directives are as belows: X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=< [;includeSubDomains]

QID: 11827

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-01-02 19:23:28.0

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project#tab=Headers
https://cwe.mitre.org/data/definitions/693.html
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SOLUTION:

 To better debug the results of this QID, it is requested that customers execute commands to simulate the following functionality: curl -lkL --verbose.Note:

CWE-693: Protection Mechanism Failure mentions the following - The product does not use or incorrectly uses a protection mechanism that provides sufficient defense 

against directed attacks against the product. A "missing" protection mechanism occurs when the application does not define any mechanism against a certain class of 

attack. An "insufficient" protection mechanism might provide some defenses - for example, against the most common attacks - but it does not protect against everything 

that is intended. Finally, an "ignored" mechanism occurs when a mechanism is available and in active use within the product, but the developer has not applied it in some 

code path.

Customers are advised to set proper  and  HTTP response headers.X-Content-Type-Options Strict-Transport-Security

Depending on their server software, customers can set directives in their site configuration or Web.config files. Few examples are:

X-Content-Type-Options:

Apache: Header always set X-Content-Type-Options: nosniff

IMPACT:

Depending on the vulnerability being exploited, an unauthenticated remote attacker could conduct cross-site scripting, clickjacking or MIME-type sniffing attacks.

THREAT:

This QID reports the absence of the following  according to :HTTP headers CWE-693: Protection Mechanism Failure

X-Content-Type-Options: This HTTP header will prevent the browser from interpreting files as a different MIME type to what is specified in the Content-Type HTTP header.

Strict-Transport-Security: The HTTP Strict-Transport-Security response header (HSTS) allows web servers to declare that web browsers (or other complying user agents) 

should only interact with it using secure HTTPS connections, and never via the insecure HTTP protocol.

QID Detection Logic:

This unauthenticated QID will send a GET request sent to '/' (default) endpoint and looks for the presence of the following HTTP Headers in the received response:

The Valid directives are as belows: X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=< [;includeSubDomains]

CVSS Base Score:  4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:U/RC:UR

Severity:  2

QID: 11827

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-01-02 19:23:28.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

HTTP Security Header Not Detected port 443 / tcp

Connection: Keep-Alive

Content-Type: text/html

<h1>test</h1>

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project#tab=Headers
https://cwe.mitre.org/data/definitions/693.html
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RESULT:

X-Content-Type-Options HTTP Header missing on port 443.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/93.0

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:00:58 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

position: relative;

HTTP Strict-Transport-Security:

Apache: Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

Nginx: add_header Strict-Transport-Security max-age=31536000;

Note: Network devices that include a HTTP/HTTPS console for administrative/management purposes often do not include all/some of the security headers. 

This is a known issue and it is recommend to contact the vendor for a solution.
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font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}

div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;

}
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div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>



PCI Scan Vulnerability Report

Page 213Sysnet Scanning Management System February 13, 2025

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>

They are activated by symlinking available

configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>

<li>

The binary is called apache2 and is managed using systemd, so to
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start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems

</div>

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>

</html>
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SOLUTION:

Please first check the results section below for the port number on which this vulnerability was detected. If that port number is known to be used for port-forwarding, then it 

is the backend host that is really vulnerable.

IMPACT:

Successful exploitation of this issue could lead to denial of service attacks on the TCP based services of target hosts.

THREAT:

TCP provides stateful communications between hosts on a network. TCP sessions are established by a three-way handshake and use random 32-bit sequence and 

acknowledgement numbers to ensure the validity of traffic. A vulnerability was reported that may permit TCP sequence numbers to be more easily approximated by 

remote attackers. This issue affects products released by multiple vendors.

The cause of the vulnerability is that affected implementations will accept TCP sequence numbers within a certain range, known as the acknowledgement range, of the 

expected sequence number for a packet in the session. This is determined by the TCP window size, which is negotiated during the three-way handshake for the session. 

Larger TCP window sizes may be set to allow for more throughput, but the larger the TCP window size, the more probable it is to guess a TCP sequence number that falls 

within an acceptable range. It was initially thought that guessing an acceptable sequence number was relatively difficult for most implementations given random 

distribution, making this type of attack impractical. However, some implementations may make it easier to successfully approximate an acceptable TCP sequence 

number, making these attacks possible with a number of protocols and implementations.

This is further compounded by the fact that some implementations may support the use of the TCP Window Scale Option, as described in RFC 1323, to extend the TCP 

window size to a maximum value of 1 billion.

This vulnerability will permit a remote attacker to inject a SYN or RST packet into the session, causing it to be reset and effectively allowing for denial of service attacks. 

An attacker would exploit this issue by sending a packet to a receiving implementation with an approximated sequence number and a forged source IP address and TCP 

port.

There are a few factors that may present viable target implementations, such as those which depend on long-lived TCP connections, those that have known or easily 

guessed IP address endpoints and those implementations with easily guessed TCP source ports. It has been noted that Border Gateway Protocol (BGP) is reported to be 

particularly vulnerable to this type of attack, due to the use of long-lived TCP sessions and the possibility that some implementations may use the TCP Window Scale 

Option. As a result, this issue is likely to affect a number of routing platforms.

Another factor to consider is the relative difficulty of injecting packets into TCP sessions, as a number of receiving implementations will reassemble packets in order, 

dropping any duplicates. This may make some implementations more resistant to attacks than others.

It should be noted that while a number of vendors have confirmed this issue in various products, investigations are ongoing and it is likely that many other vendors and 

products will turn out to be vulnerable as the issue is investigated further.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSS Temporal Score:  4.3 E:F/RL:T/RC:C

Severity:  3

QID: 82054

Category: TCP/IP

CVE ID: CVE-2004-0230

Vendor Reference: -

Bugtraq ID: 10183

Last Update: 2024-02-29 00:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

TCP Sequence Number Approximation Based Denial of Service

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0230
http://www.securityfocus.com/bid/10183
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CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  2.1 E:U/RL:W/RC:C

Severity:  2

QID: 38909

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-05 18:25:56.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

SHA1 deprecated setting for SSH port 22 / tcp

RESULT:

Tested on port 80 with an injected SYN/RST offset by 16 bytes.

Various implementations and products including Check Point, Cisco, Cray Inc, Hitachi, Internet Initiative Japan, Inc (IIJ), Juniper Networks, NEC and Yamaha are 

currently undergoing review. Contact the vendors to obtain more information about affected products and fixes.  NISCC Advisory 236929 - Vulnerability Issues in TCP

details the vendor patch status as of the time of the advisory, and identifies resolutions and workarounds.

Refer to  and  to obtain a list of vendors affected by this issue and a note on resolutions (if any) provided by US-CERT Vulnerability Note VU#415294 OSVDB Article 4030

the vendor.

For Microsoft: Refer to  and  for further details.MS05-019 MS06-064

For SGI IRIX: Refer to SGI Security Advisory 20040905-01-P

For SCO UnixWare 7.1.3 and 7.1.1: Refer to SCO Security Advisory SCOSA-2005.14

For Solaris (Sun Microsystems): The vendor has acknowledged the vulnerability; however a patch is not available. Refer to Sun Microsystems, Inc. Information for 

 to obtain additional details. Also, refer to  for detailed mitigating strategies against these attacks.VU#415294 TA04-111A

For NetBSD: Refer to NetBSD-SA2004-006

For Cisco: Refer to .cisco-sa-20040420-tcp-ios.shtml

For IBM : Refer to .IBM-tcp-sequence-number-cve-2004-0230

For Red Hat Linux: There is no fix available : Refer to .

Workaround:

The following BGP-specific workaround information has been provided.

For BGP implementations that support it, the TCP MD5 Signature Option should be enabled. Passwords that the MD5 checksum is applied to should be set to strong 

values and changed on a regular basis.

Secure BGP configuration instructions have been provided for Cisco and Juniper at these locations:

Secure Cisco IOS BGP Template

JUNOS Secure BGP Template

http://packetstormsecurity.org/0404-advisories/246929.html
http://www.kb.cert.org/vuls/id/415294
http://osvdb.org/4030
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2005/ms05-019
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2006/ms06-064
ftp://patches.sgi.com/support/free/security/advisories/20040905-01-P.asc
ftp://ftp.sco.com/pub/updates/UnixWare/SCOSA-2005.14/SCOSA-2005.14.txt
http://www.kb.cert.org/vuls/id/JARL-5YGQAJ
http://www.kb.cert.org/vuls/id/JARL-5YGQAJ
http://www.us-cert.gov/cas/techalerts/TA04-111A.html
ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2004-006.txt.asc
http://www.cisco.com/warp/public/707/cisco-sa-20040420-tcp-ios.shtml
https://www.ibm.com/support/pages/tcp-sequence-number-approximation-based-denial-service-cve-2004-0230
https://access.redhat.com/security/cve/cve-2004-0230
http://www.cymru.com/Documents/secure-bgp-template.html
http://www.cymru.com/gillsr/documents/junos-bgp-template.pdf
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CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  2.0 E:U/RL:W/RC:UR

Severity:  1

QID: 150222

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-08-03 05:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Reverse Tabnabbing port 4000 / tcp

RESULT:

Type Name

MAC hmac-sha1-etm@openssh.

com

MAC hmac-sha1

SOLUTION:

Avoid using deprecated cryptographic settings.

Use best practices when configuring SSH.

Refer to  .NIST Retires SHA-1 Cryptographic Algorithm (SSH)

Other documents to refer

Deprecate settings listed for red hat

Key exchange

CBC Cipher

SHA1 ietf reference

Settings currently considered deprecated:

1.Key exchange algorithms:

diffie-hellman-group1-sha1, rsa1024sha1, diffie-hellman-group14-sha1, diffie-hellman-group-exchange-sha1, gss-gex-sha1-*, gss-group1-sha1-* and gss-group14-sha1-*.

2.MAC:

hmac-sha1, hmac-sha1-96, hmac-sha1-etm@openssh.com, hmac-sha1-96-etm@openssh.com

3.Host key:

ssh-rsa, ssh-dss, ssh-rsa-cert-v01@openssh.com, ssh-dss-cert-v01@openssh.com

IMPACT:

vulnerable to collision attacks, which are designed to fabricate the same hash value for different input data.each hash is supposedly unique.

THREAT:

The SSH protocol (Secure Shell) is a method for secure remote login from one computer to another. The target is using deprecated SHA1 cryptographic settings to 

communicate.

https://www.nist.gov/news-events/news/2022/12/nist-retires-sha-1-cryptographic-algorithm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/7.4_release_notes/chap-red_hat_enterprise_linux-7.4_release_notes-deprecated_functionality_in_rhel7
https://www.ietf.org/archive/id/draft-ietf-curdle-ssh-kex-sha2-13.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5161
https://datatracker.ietf.org/doc/html/rfc9142
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RESULT:

url: http://38.91.101.34:4000/tours/attractions/view/9865

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

SOLUTION:

Use either of these attributes rel="noreferrer" or rel="noopener".

Implement Cross Origin Opener Policy header.

IMPACT:

The user may be redirected to an untrusted page that contains undesired content or malicious script code.

THREAT:

Reverse Tabnabbing is an attack where the target page is replaced by phishing site. This is possible when target="_blank" is in use with rel="noopener" or rel="

noreferrer", attacker can use JavaScript window.opener and inject malicious domain in it. When user clicks on html link, they will get redirected to phishing or unintentional 

website.

WAS detects this vulnerability during crawling and evaluates HTML links embedded in anchor tags.
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/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/support

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>
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<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/support/faq

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>
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<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/United%20Arab%20Emirates/Dubai/91421P4

Payload: N/A

matched: Vulnerable blank target(s) found:
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<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/Greece/Crete/169769P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/support/faq/flights/changes/airline-policies-for-covid-19

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>
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<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/attractions/view/22982

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>



PCI Scan Vulnerability Report

Page 226Sysnet Scanning Management System February 13, 2025

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/Vietnam/Cat-Ba/55929P314

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>
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<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/Egypt

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 
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</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/Greece/Macedonia/18123P9

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>
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<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/England/London/3858EE021

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"
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>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/Japan/Tokyo-Prefecture/235563P4

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>
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<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>
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<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/USA/Las-Vegas/3951WESTDLX

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <



PCI Scan Vulnerability Report

Page 234Sysnet Scanning Management System February 13, 2025

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/South-Africa/Port-Elizabeth/112139P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/Vietnam/Central-Vietnam/222912P9

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-
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end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/South-Africa/Mpumalanga/85143P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>
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<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/Greece/Macedonia/18123P2

Payload: N/A
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matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/USA/Boston/3037DUCK

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/static/visa-requirements

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,
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302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/Japan/Shizuoka-Prefecture/367610P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 
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src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://38.91.101.34:4000/tours/Italy/Florence/5070TUSCANY

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>
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SOLUTION:

Customers are advised to upgrade to  or later to remediate these vulnerabilities.OpenSSH 9.3

Patch:

Following are links for downloading patches to fix the vulnerabilities:

CVE-2023-28531

IMPACT:

Successfully exploitation of this vulnerability could lead to disclosure of sensitive information, addition or modification of data, or Denial of Service (DoS).

THREAT:

OpenSSH (OpenBSD Secure Shell) is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

Affected Versions:

OpenSSH version 8.9 and above prior to 9.3

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 38896

Category: General remote services

CVE ID: CVE-2023-28531

Vendor Reference: OpenSSH Advisory

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Sensitive Information Disclosure Vulnerability port 22 / tcp

Potential Vulnerabilities (32)

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _

Results were truncated

https://www.openssh.com/txt/release-9.3
https://www.openssh.com/txt/release-9.3
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-28531
https://www.openssh.com/txt/release-9.3
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SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-28330: Apache HTTP Server 2.4.53 and earlier on Windows may read beyond bounds when configured to process requests with the mod_isapi module.

CVE-2022-28614: The ap_rwrite() function in Apache HTTP Server 2.4.53 and earlier may read unintended memory if an attacker can cause the server to reflect very 

large input using ap_rwrite() or ap_rputs(), such as with mod_luas r:puts() function.

CVE-2022-28615: Apache HTTP Server 2.4.53 and earlier may crash or disclose information due to a read beyond bounds in ap_strcmp_match() when provided with an 

extremely large input buffer.

CVE-2022-29404: In Apache HTTP Server 2.4.53 and earlier, a malicious request to a lua script that calls r:parsebody(0) may cause a denial of service due to no default 

limit on possible input size.

CVE-2022-30556: Apache HTTP Server 2.4.53 and earlier may return lengths to applications calling r:wsread() that point past the end of the storage allocated for the 

buffer.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  4.7 E:U/RL:OF/RC:C

Severity:  5

QID: 731514

Category: CGI

CVE ID: , , , , CVE-2022-28330 CVE-2022-28614 CVE-2022-28615 CVE-2022-29404 CVE-2022-30556

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2022-28330, CVE-2022-28614, 

CVE-2022-28615, CVE-2022-29404, CVE-2022-30556) port 443 / tcp

RESULT:

Vulnerable OpenSSH version for sshd(8) detected on port 22 over TCP - SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28614
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28615
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29404
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30556
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) mod_proxy X-Forwarded-For dropped by hop-by-hop mechanism 

Vulnerability port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {



PCI Scan Vulnerability Report

Page 246Sysnet Scanning Management System February 13, 2025

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) mod_proxy X-Forwarded-For dropped by hop-by-hop mechanism 

Vulnerability port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache httpd

IMPACT:

Successful exploitation allows information disclosure and possible remote code execution

THREAT:

Apache HTTP Server is an HTTP web server application.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 730529

Category: CGI

CVE ID: CVE-2022-31813

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31813
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache httpd

IMPACT:

Successful exploitation allows information disclosure and possible remote code execution

THREAT:

Apache HTTP Server is an HTTP web server application.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

Severity:  5

QID: 730529

Category: CGI

CVE ID: CVE-2022-31813

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31813
https://httpd.apache.org/security/vulnerabilities_24.html
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IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-28330: Apache HTTP Server 2.4.53 and earlier on Windows may read beyond bounds when configured to process requests with the mod_isapi module.

CVE-2022-28614: The ap_rwrite() function in Apache HTTP Server 2.4.53 and earlier may read unintended memory if an attacker can cause the server to reflect very 

large input using ap_rwrite() or ap_rputs(), such as with mod_luas r:puts() function.

CVE-2022-28615: Apache HTTP Server 2.4.53 and earlier may crash or disclose information due to a read beyond bounds in ap_strcmp_match() when provided with an 

extremely large input buffer.

CVE-2022-29404: In Apache HTTP Server 2.4.53 and earlier, a malicious request to a lua script that calls r:parsebody(0) may cause a denial of service due to no default 

limit on possible input size.

CVE-2022-30556: Apache HTTP Server 2.4.53 and earlier may return lengths to applications calling r:wsread() that point past the end of the storage allocated for the 

buffer.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  4.7 E:U/RL:OF/RC:C

Severity:  5

QID: 731514

Category: CGI

CVE ID: , , , , CVE-2022-28330 CVE-2022-28614 CVE-2022-28615 CVE-2022-29404 CVE-2022-30556

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2022-28330, CVE-2022-28614, 

CVE-2022-28615, CVE-2022-29404, CVE-2022-30556) port 80 / tcp

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28614
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28615
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29404
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30556
https://httpd.apache.org/security/vulnerabilities_24.html
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IMPACT:

Successful exploitation of this vulnerability allows an attacker to smuggle requests to the AJP server it forwards requests.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-36760: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server from 2.4 through 2.4.54

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  1.9 AV:L/AC:M/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.4 E:POC/RL:OF/RC:C

Severity:  4

QID: 731520

Category: CGI

CVE ID: CVE-2022-36760

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-09-06 06:03:24.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-36760) port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36760
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2006-20001: A carefully crafted If: request header can cause a memory read, or write of a single zero byte, in a pool (heap) memory location beyond the header 

value sent. This could cause the process to crash.

CVE-2022-37436: A malicious backend can cause the response headers to be truncated early, resulting in some headers being incorporated into the response body. If 

the later headers have any security purpose, they will not be interpreted by the client.

Affected Versions:

Apache HTTP Server versions prior to 2.4.55

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  4.8 AV:A/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:OF/RC:C

Severity:  4

QID: 731513

Category: CGI

CVE ID: , CVE-2006-20001 CVE-2022-37436

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.55 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-20001
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-37436
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-26377) port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may allows an attacker to smuggle requests to the AJP server it forwards requests to.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-26377: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server versions 2.4 to 2.4.53

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731521

Category: CGI

CVE ID: CVE-2022-26377

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26377
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Some mod_proxy configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a HTTP Request Smuggling attack.

Configurations are affected when mod_proxy is enabled along with some form of RewriteRule or ProxyPassMatch in which a non-specific pattern matches some portion 

of the user-supplied request-target (URL) data and is then re-inserted into the proxied request-target using variable substitution.

Affected Versions:

Apache HTTP Server Versions 2.4.0 through 2.4.55 (including)

QID Detection Logic(Unauthenticated):

This QID checks for vulnerable version of Apache HTTP Server by sending a GET request to a target and extracting the version from the response header.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  4

QID: 730758

Category: CGI

CVE ID: CVE-2023-25690

Vendor Reference: Apache HTTP Server Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Request Smuggling Vulnerability port 80 / tcp

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25690
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
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THREAT:

Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Multiple versions of Apache HTTP Server on Windows are affected by a Server-Side Request Forgery (SSRF) Vulnerability with mod_rewrite in server/vhost context.

Affected Versions:

Apache HTTP Server versions from 2.4.0 prior to 2.4.62

QID Detection Logic (Unauthenticated):

This QID sends an HTTP GET request and checks the HTTP response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152036

Category: Web Application

CVE ID: CVE-2024-40898

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-13 18:02:42.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to upgrade to Apache HTTP Server version 2.4.56 or later. For more information please refer to Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Request splitting/smuggling could result in bypass of access controls in the proxy server, proxying unintended URLs to existing origin servers, and cache poisoning.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-40898
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
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CVSS Base Score:  4.8 AV:A/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:OF/RC:C

Severity:  4

QID: 731513

Category: CGI

CVE ID: , CVE-2006-20001 CVE-2022-37436

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.55 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

url: http://38.91.101.34:443/manual

comment: Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) detected at PORT : 443

matched: HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 16:36:30 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 275

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 38.91.101.34 Port 443</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to  or later version to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server 2.4.62

refer to .Apache HTTP Server Security

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could potentially leak NTML hashes to a malicious server via SSRF and malicious requests.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-20001
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-37436
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  1.9 AV:L/AC:M/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.4 E:POC/RL:OF/RC:C

Severity:  4

QID: 731520

Category: CGI

CVE ID: CVE-2022-36760

Vendor Reference: Apache_http_server

Bugtraq ID: -

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-36760) port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2006-20001: A carefully crafted If: request header can cause a memory read, or write of a single zero byte, in a pool (heap) memory location beyond the header 

value sent. This could cause the process to crash.

CVE-2022-37436: A malicious backend can cause the response headers to be truncated early, resulting in some headers being incorporated into the response body. If 

the later headers have any security purpose, they will not be interpreted by the client.

Affected Versions:

Apache HTTP Server versions prior to 2.4.55

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36760
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability allows an attacker to smuggle requests to the AJP server it forwards requests.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-36760: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server from 2.4 through 2.4.54

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

Last Update: 2024-09-06 06:03:24.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.60 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

Vulnerable SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10 detected on port 22 over TCP.

SOLUTION:

There are no vendor supplied patches available at this time.

IMPACT:

Successful exploitation allows OS command injection and row hammer attacks for authentication bypass.

THREAT:

OpenSSH is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

In OpenSSH, when common types of DRAM are used, might allow row hammer attacks (for authentication bypass) because the integer value of authenticated in 

mm_answer_authpassword does not resist flips of a single bit.

Affected Versions:

OpenSSH up to version 9.6

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  0.0 AV:L/AC:L/Au:N/C:N/I:N/A:N

CVSS Temporal Score:  0.0 E:U/RL:U/RC:C

Severity:  4

QID: 38919

Category: General remote services

CVE ID: CVE-2023-51767

Vendor Reference: OpenSSH 9.6

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Authentication Bypass Vulnerability

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-51767
https://www.openssh.com/txt/release-9.6
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2024-38472: SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and malicious requests or content

CVE-2024-38473: Apache HTTP Server proxy encoding problem

CVE-2024-38474: Apache HTTP Server weakness with encoded question marks in backreferences

CVE-2024-38475: Apache HTTP Server weakness in mod_rewrite when first segment of substitution matches filesystem path.

CVE-2024-38476: Apache HTTP Server may use exploitable/malicious backend application output to run local handlers via internal redirect

CVE-2024-38477: Apache HTTP Server Crash resulting in Denial of Service in mod_proxy via a malicious request

CVE-2024-39573: Apache HTTP Server mod_rewrite proxy handler substitution

Affected Versions:

Apache HTTP Server versions prior to 2.4.60

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

Note: Detection is made practice as it checks for server banners only

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731613

Category: CGI

CVE ID: , , , , , , CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38476 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server 2.4.60

Bugtraq ID: -

Last Update: 2024-12-17 13:21:47.0

VULNERABILITY DETAILS

https://httpd.apache.org/download.cgi
https://httpd.apache.org/download.cgi
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38476
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://dlcdn.apache.org/httpd/CHANGES_2.4.60
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THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152103

Category: Web Application

CVE ID: , , , , , , CVE-2024-36387 CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-12-13 12:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities port 80 / tcp

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-36387
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Request Smuggling Vulnerability port 443 / tcp

RESULT:

url: http://38.91.101.34/

comment: Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:49 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could lead to a security breach or could affect integrity, availability, and confidentiality.

DoS by Null pointer in websocket over HTTP/2 (CVE-2024-36387): Serving WebSocket protocol upgrades over a HTTP/2 connection could result in a Null Pointer 

dereference, leading to a crash of the server process, degrading performance.

Windows UNC SSRF (CVE-2024-38472): SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and 

malicious requests or content.

Note: Existing configurations that access UNC paths will have to configure new directive "UNCList" to allow access during request processing.

Proxy encoding problem (CVE-2024-38473): Encoding problem in mod_proxy allows request URLs with incorrect encoding to be sent to backend services, potentially 

bypassing authentication via crafted requests.

Weakness with encoded question marks in backreferences (CVE-2024-38474): Substitution encoding issue in mod_rewrite. Allows attacker to execute scripts in 

directories permitted by the configuration but not directly reachable by any URL or source disclosure of scripts meant to only to be executed as CGI.

Weakness in mod_rewrite when first segment of substitution matches filesystem path. (CVE-2024-38475): Improper escaping of output in mod_rewrite. Allows an attacker 

to map URLs to filesystem locations that are permitted to be served by the server but are not intentionally/directly reachable by any URL, resulting in code execution or 

source code disclosure.

Crash resulting in Denial of Service in mod_proxy via a malicious request (CVE-2024-38477): null pointer dereference in mod_proxy. Allows an attacker to crash the 

server via a malicious request.

mod_rewrite proxy handler substitution (CVE-2024-39573): Potential SSRF in mod_rewrite. Allows an attacker to cause unsafe RewriteRules to unexpectedly setup URLs 

to be handled by mod_proxy.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.59

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

SOLUTION:

Customers are advised to upgrade to Apache HTTP Server version 2.4.56 or later. For more information please refer to Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Request splitting/smuggling could result in bypass of access controls in the proxy server, proxying unintended URLs to existing origin servers, and cache poisoning.

THREAT:

Some mod_proxy configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a HTTP Request Smuggling attack.

Configurations are affected when mod_proxy is enabled along with some form of RewriteRule or ProxyPassMatch in which a non-specific pattern matches some portion 

of the user-supplied request-target (URL) data and is then re-inserted into the proxied request-target using variable substitution.

Affected Versions:

Apache HTTP Server Versions 2.4.0 through 2.4.55 (including)

QID Detection Logic(Unauthenticated):

This QID checks for vulnerable version of Apache HTTP Server by sending a GET request to a target and extracting the version from the response header.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  4

QID: 730758

Category: CGI

CVE ID: CVE-2023-25690

Vendor Reference: Apache HTTP Server Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25690
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
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THREAT:

Apache HTTP Server is a free and open-source cross-platform web server software, released under the terms of Apache License 2.0.

CVE-2022-22719 - A carefully crafted request body can cause a read to a random memory area which could cause the process to crash.

CVE-2022-22720 - Apache HTTP Server 2.4.52 and earlier fails to close inbound connection when errors are encountered discarding the request body, exposing the 

server to HTTP Request Smuggling

CVE-2022-22721 - If LimitXMLRequestBody is set to allow request bodies larger than 350MB (defaults to 1M) on 32 bit systems an integer overflow happens which later 

causes out of bounds writes.

CVE-2022-23943 - Out-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap memory with possibly attacker provided 

data.

Affected Versions:

Apache HTTP Server 2.4 - 2.4.52

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  4

QID: 730403

Category: CGI

CVE ID: , , , CVE-2022-23943 CVE-2022-22721 CVE-2022-22720 CVE-2022-22719

Vendor Reference: Apache Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Out-of-bounds Write Vulnerability port 443 / tcp

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23943
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22719
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

SOLUTION:

Customers are advised to update to Apache HTTP Server 2.4.53 or later. For more information, check Apache Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache Security Advisory

IMPACT:

Successful exploitation of the vulnerability may allow an attacker to redirect victim to a malicious server.

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html


PCI Scan Vulnerability Report

Page 265Sysnet Scanning Management System February 13, 2025

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.60 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

url: http://38.91.101.34/

comment: Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:49 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to upgrade to  or later version to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server 2.4.62

refer to .Apache HTTP Server Security

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could potentially leak NTML hashes to a malicious server via SSRF and malicious requests.

THREAT:

Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Multiple versions of Apache HTTP Server on Windows are affected by a Server-Side Request Forgery (SSRF) Vulnerability with mod_rewrite in server/vhost context.

Affected Versions:

Apache HTTP Server versions from 2.4.0 prior to 2.4.62

QID Detection Logic (Unauthenticated):

This QID sends an HTTP GET request and checks the HTTP response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152036

Category: Web Application

CVE ID: CVE-2024-40898

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-13 18:02:42.0

VULNERABILITY DETAILS

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-40898
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2024-38472: SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and malicious requests or content

CVE-2024-38473: Apache HTTP Server proxy encoding problem

CVE-2024-38474: Apache HTTP Server weakness with encoded question marks in backreferences

CVE-2024-38475: Apache HTTP Server weakness in mod_rewrite when first segment of substitution matches filesystem path.

CVE-2024-38476: Apache HTTP Server may use exploitable/malicious backend application output to run local handlers via internal redirect

CVE-2024-38477: Apache HTTP Server Crash resulting in Denial of Service in mod_proxy via a malicious request

CVE-2024-39573: Apache HTTP Server mod_rewrite proxy handler substitution

Affected Versions:

Apache HTTP Server versions prior to 2.4.60

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

Note: Detection is made practice as it checks for server banners only

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731613

Category: CGI

CVE ID: , , , , , , CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38476 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server 2.4.60

Bugtraq ID: -

Last Update: 2024-12-17 13:21:47.0

VULNERABILITY DETAILS

PCI Severity Level:

https://httpd.apache.org/download.cgi
https://httpd.apache.org/download.cgi
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38476
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://dlcdn.apache.org/httpd/CHANGES_2.4.60
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

SOLUTION:

Customers are advised to update to Apache HTTP Server 2.4.53 or later. For more information, check Apache Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache Security Advisory

IMPACT:

Successful exploitation of the vulnerability may allow an attacker to redirect victim to a malicious server.

THREAT:

Apache HTTP Server is a free and open-source cross-platform web server software, released under the terms of Apache License 2.0.

CVE-2022-22719 - A carefully crafted request body can cause a read to a random memory area which could cause the process to crash.

CVE-2022-22720 - Apache HTTP Server 2.4.52 and earlier fails to close inbound connection when errors are encountered discarding the request body, exposing the 

server to HTTP Request Smuggling

CVE-2022-22721 - If LimitXMLRequestBody is set to allow request bodies larger than 350MB (defaults to 1M) on 32 bit systems an integer overflow happens which later 

causes out of bounds writes.

CVE-2022-23943 - Out-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap memory with possibly attacker provided 

data.

Affected Versions:

Apache HTTP Server 2.4 - 2.4.52

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  4

QID: 730403

Category: CGI

CVE ID: , , , CVE-2022-23943 CVE-2022-22721 CVE-2022-22720 CVE-2022-22719

Vendor Reference: Apache Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Out-of-bounds Write Vulnerability port 80 / tcp

Content-Type: text/html

<h1>test</h1>

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23943
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22719
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may allows an attacker to smuggle requests to the AJP server it forwards requests to.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-26377: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server versions 2.4 to 2.4.53

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731521

Category: CGI

CVE ID: CVE-2022-26377

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-26377) port 80 / tcp

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26377
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

DoS by Null pointer in websocket over HTTP/2 (CVE-2024-36387): Serving WebSocket protocol upgrades over a HTTP/2 connection could result in a Null Pointer 

dereference, leading to a crash of the server process, degrading performance.

Windows UNC SSRF (CVE-2024-38472): SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and 

malicious requests or content.

Note: Existing configurations that access UNC paths will have to configure new directive "UNCList" to allow access during request processing.

Proxy encoding problem (CVE-2024-38473): Encoding problem in mod_proxy allows request URLs with incorrect encoding to be sent to backend services, potentially 

bypassing authentication via crafted requests.

Weakness with encoded question marks in backreferences (CVE-2024-38474): Substitution encoding issue in mod_rewrite. Allows attacker to execute scripts in 

directories permitted by the configuration but not directly reachable by any URL or source disclosure of scripts meant to only to be executed as CGI.

Weakness in mod_rewrite when first segment of substitution matches filesystem path. (CVE-2024-38475): Improper escaping of output in mod_rewrite. Allows an attacker 

to map URLs to filesystem locations that are permitted to be served by the server but are not intentionally/directly reachable by any URL, resulting in code execution or 

source code disclosure.

Crash resulting in Denial of Service in mod_proxy via a malicious request (CVE-2024-38477): null pointer dereference in mod_proxy. Allows an attacker to crash the 

server via a malicious request.

mod_rewrite proxy handler substitution (CVE-2024-39573): Potential SSRF in mod_rewrite. Allows an attacker to cause unsafe RewriteRules to unexpectedly setup URLs 

to be handled by mod_proxy.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.59

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152103

Category: Web Application

CVE ID: , , , , , , CVE-2024-36387 CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-12-13 12:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities port 443 / tcp

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-36387
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  3

QID: 150863

Category: Web Application

CVE ID: , CVE-2024-24795 CVE-2023-38709

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-06 16:00:11.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

url: http://38.91.101.34:443/

comment: Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:30 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could lead to a security breach or could affect integrity, availability, and confidentiality.

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html


PCI Scan Vulnerability Report

Page 271Sysnet Scanning Management System February 13, 2025

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2023-38709, CVE-2024-24795)

port 443 / tcp

RESULT:

url: http://38.91.101.34/

comment: Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4.59

IMPACT:

Successful exploitation of this vulnerability could allow attackers to split HTTP responses, which can lead to injecting harmful content or causing server issues.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

HTTP response splitting (CVE-2023-38709): Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP 

responses.

HTTP Response Splitting in multiple modules (CVE-2024-24795): HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject 

malicious response headers into backend applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

SOLUTION:

Customers are advised to update the latest Apache versions respectively.

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-38709: Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP responses.

CVE-2024-24795: HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject malicious response headers into backend 

applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server versions prior to 2.4.59

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

QID: 731355

Category: CGI

CVE ID: , CVE-2023-38709 CVE-2024-24795

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
https://httpd.apache.org/security/vulnerabilities_24.html
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SOLUTION:

Customers are advised to update the latest Apache versions respectively.

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-38709: Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP responses.

CVE-2024-24795: HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject malicious response headers into backend 

applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server versions prior to 2.4.59

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 731355

Category: CGI

CVE ID: , CVE-2023-38709 CVE-2024-24795

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2023-38709, CVE-2024-24795)

port 80 / tcp

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
https://httpd.apache.org/security/vulnerabilities_24.html
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IMPACT:

Successful exploitation of this vulnerability could allow attackers to split HTTP responses, which can lead to injecting harmful content or causing server issues.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

HTTP response splitting (CVE-2023-38709): Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP 

responses.

HTTP Response Splitting in multiple modules (CVE-2024-24795): HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject 

malicious response headers into backend applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  3

QID: 150863

Category: Web Application

CVE ID: , CVE-2024-24795 CVE-2023-38709

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-06 16:00:11.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server is an HTTP web server application.

CVSS Base Score:  1.7 AV:L/AC:L/Au:S/C:N/I:P/A:N

CVSS Temporal Score:  1.3 E:U/RL:OF/RC:C

Severity:  4

QID: 731517

Category: CGI

CVE ID: , CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.58 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

url: http://38.91.101.34:443/

comment: Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:27 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4.59

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.58 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

CVE-2023-31122: Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server.This issue affects Apache HTTP Server

CVE-2023-45802: A client could send new requests and resets, keeping the connection busy and open and causing the memory footprint to keep on growing. On 

connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server versions prior to 2.4.58

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.58 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-31122: Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server.This issue affects Apache HTTP Server

CVE-2023-45802: A client could send new requests and resets, keeping the connection busy and open and causing the memory footprint to keep on growing. On 

connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server versions prior to 2.4.58

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  1.7 AV:L/AC:L/Au:S/C:N/I:P/A:N

CVSS Temporal Score:  1.3 E:U/RL:OF/RC:C

Severity:  4

QID: 731517

Category: CGI

CVE ID: , CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.58 Multiple Security Vulnerabilities port 80 / tcp

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://38.91.101.34/

comment: Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:49 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of the vulnerability can allow an attacker to trigger a DoS.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

HTTP/2 incoming headers exceeding the limit are temporarily buffered in nghttp2 in order to generate an informative HTTP 413 response. If a client does not stop sending 

headers, this leads to memory exhaustion.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  6.1 E:POC/RL:OF/RC:C

Severity:  4

QID: 152168

Category: Web Application

CVE ID: CVE-2024-27316

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-09-06 12:02:48.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) port 80 / tcp

Content-Type: text/html

<h1>test</h1>

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-27316
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://38.91.101.34:443/

comment: Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) detected at PORT : 443

matched: HTTP/1.1 200 OK

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of the vulnerability can allow an attacker to trigger a DoS.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

HTTP/2 incoming headers exceeding the limit are temporarily buffered in nghttp2 in order to generate an informative HTTP 413 response. If a client does not stop sending 

headers, this leads to memory exhaustion.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  6.1 E:POC/RL:OF/RC:C

Severity:  4

QID: 152168

Category: Web Application

CVE ID: CVE-2024-27316

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-09-06 12:02:48.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) port 443 / tcp

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-27316
https://httpd.apache.org/security/vulnerabilities_24.html
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IMPACT:

Exploitation of the vulnerability could lead to uncontrolled resource consumption or buffer over-read.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

CVE-2023-31122 : Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server

CVE-2023-43622 : DoS in HTTP/2 with initial windows size 0

CVE-2023-45802 : When a HTTP/2 stream was reset (RST frame) by a client, there was a time window were the requests memory resources were not reclaimed 

immediately. Instead, de-allocation was deferred to connection close. A client could send new requests and resets, keeping the connection busy and open and causing 

the memory footprint to keep on growing. On connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.57

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 150737

Category: Web Application

CVE ID: , , CVE-2023-43622 CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache HTTP Server 2.4 vulnerabilities

Bugtraq ID: -

Last Update: 2024-06-02 12:01:45.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities port 80 / tcp

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-43622
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

CVE-2023-31122 : Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server

CVE-2023-43622 : DoS in HTTP/2 with initial windows size 0

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 150737

Category: Web Application

CVE ID: , , CVE-2023-43622 CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache HTTP Server 2.4 vulnerabilities

Bugtraq ID: -

Last Update: 2024-06-02 12:01:45.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

url: http://38.91.101.34/

comment: Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:47 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4 vulnerabilities

Apache HTTP Server

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-43622
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
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Severity:  3

QID: 150842

Category: Web Application

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page for Apache Web Server Found port 443 / tcp

Information Gathered (79)

RESULT:

url: http://38.91.101.34:443/

comment: Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:25 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4 vulnerabilities

Apache HTTP Server

IMPACT:

Exploitation of the vulnerability could lead to uncontrolled resource consumption or buffer over-read.

CVE-2023-45802 : When a HTTP/2 stream was reset (RST frame) by a client, there was a time window were the requests memory resources were not reclaimed 

immediately. Instead, de-allocation was deferred to connection close. A client could send new requests and resets, keeping the connection busy and open and causing 

the memory footprint to keep on growing. On connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.57

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Remote Access or Management Service Detected

RESULT:

Request: http://38.91.101.34:443/

Matched Text: >

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana

Comment: Default Web Page for Apache Web Server Found on PORT : 443

SOLUTION:

Create custom default pages.

Disable or remove known/default web pages.

IMPACT:

When common default pages are exposed, version information about servers can be revealed. Attackers use this information to identify any known weaknesses and 

exploit.

THREAT:

Web server default page are common generic pages, including documentation and allow access to common configuration paths.

QID Detection Logic:

This QID checks for the web server by sending a GET request and checking the response body.

QID identifies Apache Web Server Default pages.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-03-20 03:05:30.0
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SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 443 / tcp

RESULT:

Service name: SSH on TCP port 22.

SOLUTION:

Expose the remote access or remote management services only to the system administrators or intended users of the system.

IMPACT:

Consequences vary by the type of attack.

THREAT:

A remote access or remote management service was detected. If such a service is accessible to malicious users it can be used to carry different type of attacks. Malicious 

users could try to brute force credentials or collect additional information on the service which could enable them in crafting further attacks.

The Results section includes information on the remote access service that was found on the target.

Services like Telnet, Rlogin, SSH, windows remote desktop, pcAnywhere, Citrix Management Console, Remote Admin (RAdmin), VNC, OPENVPN and ISAKMP are 

checked.

Severity:  3

QID: 42017

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-05-20 12:30:20.0

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 4001 / tcp

RESULT:

Content-Security-Policy HTTP Header missing on port 80.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 80 / tcp

RESULT:

Content-Security-Policy HTTP Header missing on port 443.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 4000 / tcp

RESULT:

Content-Security-Policy HTTP Header missing on port 4001.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4001

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 80 / tcp

RESULT:

Default Web Directory Path Found.

URL: http://38.91.101.34:443/

Default Web Directory Match:

/usr/share

/var/www/html

SOLUTION:

Avoid using common web directory paths and use virtual directories.

IMPACT:

Public-facing web pages and code, products may store sensitive data, code that is not directly invoked, or other files under the web document root of the web server. If 

the server is not configured or otherwise used to prevent direct access to those files, then attackers may obtain this sensitive data. Default directory paths often have meta 

data, configuration files that can be read or written by a public or anonymous user.

THREAT:

Common file paths such as /var/www/. /var/lib/www, /usr/local/apache2, /Inetpub/wwwroot, /usr/share, etc are default web directory paths. Using such paths or directory 

structure and leaking information in web application leads to information disclosure about directory paths and framework in use.

Severity:  2

QID: 150858

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-07-17 05:07:15.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Directory Paths Found port 443 / tcp

RESULT:

Content-Security-Policy HTTP Header missing on port 4000.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4000

Connection: Keep-Alive

SOLUTION:

N/A
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RESULT:

Remote Web Server supports HTTP version 1.x on 443 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 443 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 80 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS
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Web Server HTTP Protocol Versions port 4000 / tcp

RESULT:

Operating System Technique ID

Ubuntu/Linux TCP/IP Fingerprint U7254:

22

SOLUTION:

Not applicable.

IMPACT:

Not applicable.

THREAT:

Several different techniques can be used to identify the operating system (OS) running on a host. A short description of these techniques is provided below. The specific 

technique used to identify the OS on this host is included in the RESULTS section of your report.

1) : The operating system of a host can be identified from a remote system using TCP/IP fingerprinting. All underlying operating system TCP/IP stacks TCP/IP Fingerprint

have subtle differences that can be seen in their responses to specially-crafted TCP packets. According to the results of this "fingerprinting" technique, the OS version is 

among those listed below.

Note that if one or more of these subtle differences are modified by a firewall or a packet filtering device between the scanner and the host, the fingerprinting technique 

may fail. Consequently, the version of the OS may not be detected correctly. If the host is behind a proxy-type firewall, the version of the operating system detected may 

be that of the firewall instead of the host being scanned.

2) : Short for Network Basic Input Output System, an application programming interface (API) that augments the DOS BIOS by adding special functions for local-NetBIOS

area networks (LANs). Almost all LANs for PCs are based on the NetBIOS. Some LAN manufacturers have even extended it, adding additional network capabilities. 

NetBIOS relies on a message format called Server Message Block (SMB).

3) : PHP is a hypertext pre-processor, an open-source, server-side, HTML-embedded scripting language used to create dynamic Web pages. Under some PHP Info

configurations it is possible to call PHP functions like phpinfo() and obtain operating system information.

4) : The Simple Network Monitoring Protocol is used to monitor hosts, routers, and the networks to which they attach. The SNMP service maintains Management SNMP

Information Base (MIB), a set of variables (database) that can be fetched by Managers. These include "MIB_II.system.sysDescr" for the operating system.

Severity:  2

QID: 45017

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-02-11 13:32:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Operating System Detected
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THREAT:

The TCP/IP stack on the host supports the TCP TimeStamp (kind 8) option. Typically the timestamp used is the host's uptime (since last reboot) in various units (e.g., one 

hundredth of second, one tenth of a second, etc.). Based on this, we can obtain the host's uptime. The result is given in the Result section below.

Some operating systems (e.g., MacOS, OpenBSD) use a non-zero, probably random, initial value for the timestamp. For these operating systems, the uptime obtained 

does not reflect the actual uptime of the host; the former is always larger than the latter.

Severity:  2

QID: 82063

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2007-05-29 18:56:36.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Uptime Based on TCP TimeStamp Option

RESULT:

Remote Web Server supports HTTP version 1.x on 4000 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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Severity:  2

QID: 150018

Category: Web Application

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Connection Error Occurred During Application Scan port 4000 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 4001 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 4001 / tcp

RESULT:

Based on TCP timestamps obtained via port 22, the host&apos;s uptime is 37 days, 14 hours, and 45 minutes.

The TCP timestamps from the host are in units of 1 milliseconds.

SOLUTION:

N/A

IMPACT:

N/A
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RESULT:

Total number of unique links that encountered connection errors: 92

Links with highest number of connection errors:

1 http://38.91.101.34:4000/support/faq/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/attractions/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/static/terms-and-conditions/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Greece/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/USA/Las-Vegas/roles/

1 http://38.91.101.34:4000/tours/Mexico/roles/

1 http://38.91.101.34:4000/tours/Iceland/Reykjavik/roles/

1 http://38.91.101.34:4000//qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/attractions/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Japan/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Greece/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Vietnam/Cat-Ba/55929P314/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/South-Africa/Mpumalanga/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/attractions/view/11617/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/support/faq/flights/changes/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/./qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Greece/Epirus/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/./%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Vietnam/Dong-Hoi/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Iceland/roles/

1 http://38.91.101.34:4000/tours/Vietnam/Cat-Ba/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Japan/Shizuoka-Prefecture/367610P1/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Vietnam/Central-Vietnam/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Vietnam/Dong-Hoi/202799P2/qss&apos;;qxss(document.cookie);&apos;

SOLUTION:

First, confirm that the server was not taken down in the midst of the scan. After that, investigate the root cause by reviewing the listed links and examining web server 

logs, application server logs, or IDS/IPS/WAF logs. If the errors are caused due to load generated by the scanner then try reducing the scan intensity (this could increase 

the scan duration). If the errors are due to specific URLs being tested by the scanner or due to specific form data sent by the scanner, then configure exclude lists in the 

scan configuration as needed to avoid such requests. If timeouts or connection errors are a persistent issue but you want the scan to run to completion, change the 

Behavior Settings in the option profile to increase the error thresholds or disable the error checks entirely.

IMPACT:

Some of the resources were not accessible. Results may be incomplete or incorrect.

1.  

2.  

3.  

4.  

5.  

6.  

THREAT:

The following are some of the possible reasons for the timeouts or connection errors:

A disturbance in network connectivity between the scanner and the application occurred.

The web server or application server hosting the application was taken down in the midst of a scan.

The web application experienced an overload, possibly due to load generated by the scan.

An error occurred in the SSL/TLS handshake (applies to HTTPS web applications only).

A security device, such as an IDS/IPS or web application firewall (WAF), began to drop or reject the HTTP connections from the scanner.

Very large files like PDFs, videos, etc. are present on the site and caused timeouts when accessed by the scanner.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-02-08 02:07:37.0
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1 http://38.91.101.34:4000/tours/USA/Boston/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Japan/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Greece/Macedonia/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Japan/Shizuoka-Prefecture/367610P1/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/United%20Arab%20Emirates/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Mexico/Cancun/roles/

1 http://38.91.101.34:4000/tours/attractions/view/22982/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Italy/Rome/roles/

1 http://38.91.101.34:4000/search-hotels/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/attractions/view/22982/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Thailand/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Vietnam/Cat-Ba/55929P314/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/support/faq/flights/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/static/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Vietnam/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Greece/Epirus/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Vietnam/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/United%20Arab%20Emirates/Dubai/91421P12/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Greece/Epirus/119426P1/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/support/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Greece/Epirus/119426P1/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Vietnam/Cat-Ba/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Japan/Shizuoka-Prefecture/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Vietnam/Cat-Ba/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Italy/roles/

1 http://38.91.101.34:4000/tours/attractions/view/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Vietnam/Dong-Hoi/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/United%20Arab%20Emirates/Dubai/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/crossdomain.xml/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Vietnam/Dong-Hoi/202799P2/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/attractions/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000//%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/United%20Arab%20Emirates/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Vietnam/Dong-Hoi/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/South-Africa/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Greece/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/attractions/view/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Japan/Shizuoka-Prefecture/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/attractions/view/9865/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Japan/Shizuoka-Prefecture/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Mexico/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Italy/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/search-hotels/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/./%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/United%20Arab%20Emirates/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/attractions/view/9865/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/Greece/Epirus/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/static/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Japan/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/United%20Arab%20Emirates/Dubai/91421P12/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Thailand/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/tours/USA/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/static/terms-and-conditions/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e
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RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 443 / tcp

1 http://38.91.101.34:4000/tours/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/United%20Arab%20Emirates/Dubai/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/static/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/attractions/view/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Greece/Athens/roles/

1 http://38.91.101.34:4000/tours/Vietnam/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/attractions/view/11617/qss&apos;;qxss(document.cookie);&apos;

1 http://38.91.101.34:4000/support/faq/flights/baggage/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/Japan/Ibaraki-Prefecture/%27%3bqxss(document.cookie)%3b%27

1 http://38.91.101.34:4000/tours/United%20Arab%20Emirates/Dubai/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/crossdomain.xml/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://38.91.101.34:4000/tours/Italy/qss&apos;;qxss(document.cookie);&apos;

Phase wise summary of timeout and connection errors encountered:

ePhasePathXssTests : 0 84

ePhasePathTests : 0 8
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PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 4000 / tcp

RESULT:

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM detected on port: 22

ChaCha20-Poly1305 Algorithm Support: True

CBC-EtM Algorithm Support: False

SOLUTION:

N/A

IMPACT:

The algorithms are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin). Successful exploitation of the vulnerability may allow an attacker to 

downgrade the security of an SSH connection when using SSH extension negotiation. The impact in practice heavily depends on the supported extensions. Most 

commonly, this will impact the security of client authentication when using an RSA public key.

THREAT:

The ChaCha20-Poly1305 algorithm and the CBC-EtM algorithm are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin).

QID Detection Logic (Unauthenticated):

This detection attempts to start the SSH key exchange process and examines whether either of the vulnerable ChaCha20-Poly1305 Algorithm or CBC-EtM Algorithm is 

active. Please note that this is an Information Gathering QID and does not check if a target is vulnerable, as this does not checks for Strict Key Exchange. Customers are 

advised to refer to QID 38913 to detect vulnerable assets.

Severity:  1

QID: 48259

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-07-03 11:01:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM Detected

External links discovered:

https://bugs.launchpad.net/ubuntu/+source/apache2

http://httpd.apache.org/docs/2.4/mod/mod_userdir.html

IP based excluded links:
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Severity:  1

QID: 12230

Category: CGI

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 4000 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 4000 port.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4000

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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RESULT:

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4000

Connection: Keep-Alive

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Top Rated Tours, Activities and Attractions | Destina Holidays</title>

<base href="/">

<meta name="viewport" content="width=device-width, initial-scale=1,minimum-scale=1">

<meta name="robots" content="index, follow">

<meta http-equiv="cache-control" content="max-age=0">

<meta http-equiv="cache-control" content="no-store">

<meta http-equiv="expires" content="-1">

<meta http-equiv="expires" content="Tue, 01 Jan 1980 1:00:00 GMT">

<meta http-equiv="pragma" content="no-cache">

<script src="https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0" defer=""></script>

<script src="https://kit.fontawesome.com/80f3ee4f21.js" crossorigin="anonymous"></script>

<script>const observer = new PerformanceObserver((entryList) => {

for (const entry of entryList.getEntriesByName(&apos;first-contentful-paint&apos;)) {

console.log(&apos;FCP candidate:&apos;, entry.startTime, entry);

}

}).observe({type: &apos;paint&apos;, buffered: true});

</script>

<!-- Google tag (gtag.js) -->

<script async="" src="https://www.googletagmanager.com/gtag/js?id=AW-360775968"></script>

<script>

window.dataLayer = window.dataLayer || [];

function gtag(){dataLayer.push(arguments);}

gtag(&apos;js&apos;, new Date());

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0
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gtag(&apos;config&apos;, &apos;AW-360775968&apos;);

</script>

<link rel="manifest" href="manifest.webmanifest">

<style>@charset "UTF-8";:root{--bs-blue:#0d6efd;--bs-indigo:#6610f2;--bs-purple:#6f42c1;--bs-pink:#d63384;--bs-red:#dc3545;--bs-orange:#fd7e14;--bs-yellow:#ffc107;--

bs-green:#198754;--bs-teal:#20c997;--bs-cyan:#0dcaf0;--bs-white:#fff;--bs-gray:#6c757d;--bs-gray-dark:#343a40;--bs-primary:#0d6efd;--bs-secondary:#6c757d;--bs-

success:#198754;--bs-info:#0dcaf0;--bs-warning:#ffc107;--bs-danger:#dc3545;--bs-light:#f8f9fa;--bs-dark:#212529;--bs-font-sans-serif:system-ui,-apple-system,"Segoe 

UI",Roboto,"Helvetica Neue",Arial,"Noto Sans","Liberation Sans",sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe UI Symbol","Noto Color Emoji";--bs-font-

monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace;--bs-gradient:linear-gradient(180deg,hsla(0,0%,100%,0.15),hsla

(0,0%,100%,0));}*,:after,:before{box-sizing:border-box;}@media (prefers-reduced-motion: no-preference){:root{scroll-behavior:smooth;}}body{margin:0;font-family:system-

ui,-apple-system,Segoe UI,Roboto,Helvetica Neue,Arial,Noto Sans,Liberation Sans,sans-serif,Apple Color Emoji,Segoe UI Emoji,Segoe UI Symbol,Noto Color Emoji;font-

family:var(--bs-font-sans-serif);font-size:1rem;line-height:1.5;color:#212529;background-color:#fff;-webkit-text-size-adjust:100%;-webkit-tap-highlight-color:rgba(0,0,0,0);}

@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/book.woff2) format("woff");font-weight:400;font-style:normal;}@font-

face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/medium.woff2) format("woff");font-weight:500;font-style:normal;}@font-

face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/bold.woff2) format("woff");font-weight:700;font-style:normal;}body

{background-color:#f5f7f9;transition:all .2s linear;overflow-x:hidden;font-size:.95em;font-family:Circular Pro,-apple-system,\.SFNSText-Regular,San Francisco,Segoe UI,

Helvetica Neue,Lucida Grande,sans-serif;color:#2e343b;font-weight:400;font-feature-settings:"liga","clig off";font-variant-ligatures:no-common-ligatures;-webkit-font-

smoothing:antialiased;}</style><link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css"><style ng-transition="serverApp">h1

[_ngcontent-sc50]{font-size:1.2em;margin-bottom:0}nav[_ngcontent-sc50] a[_ngcontent-sc50]{padding:5px 10px;text-decoration:none;margin-top:10px;display:inline-block;

background-color:#eee;border-radius:4px}a[_ngcontent-sc50]:link, nav[_ngcontent-sc50] a[_ngcontent-sc50]:visited{color:#334953}nav[_ngcontent-sc50] a[_ngcontent-

sc50]:hover{background-color:#cfd8dc}nav[_ngcontent-sc50] a.active[_ngcontent-sc50], nav[_ngcontent-sc50] a[_ngcontent-sc50]:hover{color:#039be5}</style><style ng-

transition="serverApp">#searchContainer[_ngcontent-sc104]{padding-bottom:50px;background-image:var(--header-bg)}#searchContainer[_ngcontent-sc104] h1

[_ngcontent-sc104], #searchContainer[_ngcontent-sc104] h5[_ngcontent-sc104]{color:#fff;text-shadow:0 8px 16px 0 rgba(0,0,0,.2)}#searchContainer[_ngcontent-sc104] 

h5[_ngcontent-sc104]{font-weight:200;font-size:1rem}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]{box-shadow:0 2px 

20px 0 rgba(0,0,0,.1);font-weight:500;align-items:center;padding:10px 25px;font-size:1rem;text-align:center;background-color:#fff}#searchContainer[_ngcontent-sc104] .

tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]:last-child{border-right:0}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104] .icon[_ngcontent-sc104]{font-size:1.2rem;padding-right:10px}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-

sc104]:hover{cursor:pointer;background-color:#e0e0e0}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon.active[_ngcontent-sc104]

{background-color:var(--primary);color:#fff}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104]{box-shadow:0 2px 20px 0 rgba(0,0,0,.1)}

#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]{box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 2px 5px 0 rgba

(51,51,51,.2);font-weight:500;align-items:center;padding:5px 10px;background-color:#fff;font-size:.9rem;text-align:center}#searchContainer[_ngcontent-sc104] .tab-parent-

mobile[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]:last-child{border-right:0}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104] .icon[_ngcontent-sc104]{font-size:1rem;padding-right:5px}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104]:hover{cursor:pointer;background-color:#e0e0e0}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon.active

[_ngcontent-sc104]{background-color:var(--primary);color:#fff}@media (max-width: 768px){h3[_ngcontent-sc104]{font-size:1.2rem}}.chNavIcon[_ngcontent-sc104]{width:

40px;height:30px;display:block;margin:0 auto}.chSprite[_ngcontent-sc104]{background:url(/assets/filtersprite.png) no-repeat;background-size:230px 200px}.chHotels

[_ngcontent-sc104]{background-position:-37px -28px;width:35px}.chFlightHotel[_ngcontent-sc104]{background-position:-156px -151px;width:50px}.chBuses[_ngcontent-

sc104]{background-position:-90px -30px}.chHolidays[_ngcontent-sc104]{background-position:-68px -27px;width:25px}.chCabs[_ngcontent-sc104]{background-position:

-115px -30px;width:25px}.chTrains[_ngcontent-sc104]{background-position:-137px -27px}.chGiftcards[_ngcontent-sc104]{background-position:-165px -27.5px}.chMore

[_ngcontent-sc104]{background-position:-198px -28px}.chFlights[_ngcontent-sc104]{background-position:-2px -30px;width:36px}.chFlights.active[_ngcontent-sc104]

{background-position:-2px -1.5px}.chFlightHotel.active[_ngcontent-sc104]{background-position:-156px -119px;width:50px}.chMore.active[_ngcontent-sc104]{background-

position:-198px .5px}.chGiftcards.active[_ngcontent-sc104]{background-position:-165px 1px}.chTrains.active[_ngcontent-sc104]{background-position:-137px .5px}.

chCabs.active[_ngcontent-sc104]{background-position:-115px -1.5px}.chHolidays.active[_ngcontent-sc104]{background-position:-68px 1px}.chBuses.active[_ngcontent-

sc104]{background-position:-90px -1.5px}.chHotels.active[_ngcontent-sc104]{background-position:-37px .5px}._MyBiz[_ngcontent-sc104] .active[_ngcontent-sc104] .

chFlights[_ngcontent-sc104]{background-position:-2px -87px}._MyBiz[_ngcontent-sc104] .active[_ngcontent-sc104] .chHotels[_ngcontent-sc104]{background-position:-37

px -87px}.tab-content[_ngcontent-sc104]{background-color:rgba(0,0,0,.75);padding:35px 25px;width:100%;margin-top:-2.5%;background-color:#fff;box-shadow:inset 0 -1

px 0 0 rgba(0,0,0,.1),0 8px 16px 0 rgba(19,41,104,.2);border-radius:8px}.calendar[_ngcontent-sc104]{position:relative;cursor:pointer}.calendar[_ngcontent-sc104] .

calendar-icon[_ngcontent-sc104]{position:absolute;top:13px;left:15px;z-index:1}.calendar[_ngcontent-sc104] input[_ngcontent-sc104]{padding-left:35px;cursor:pointer}.

error-button[_ngcontent-sc104], .flight-button[_ngcontent-sc104], .minus-stop-button[_ngcontent-sc104], .stop-button[_ngcontent-sc104]{height:48px;background-color:var

(--gray);border:none;outline:none;border-radius:8px}.error-button[_ngcontent-sc104]:hover, .flight-button[_ngcontent-sc104]:hover, .minus-stop-button[_ngcontent-sc104]:

hover, .stop-button[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff}.error-button[_ngcontent-sc104]{background-color:var(--secondary)}.error-button

[_ngcontent-sc104]:hover{background-color:var(--primary)}.stop-button[_ngcontent-sc104]{background-color:var(--dark)}.minus-stop-button[_ngcontent-sc104], .stop-

button[_ngcontent-sc104]{text-align:center;max-width:-webkit-fit-content;max-width:-moz-fit-content;max-width:fit-content}.minus-stop-button[_ngcontent-sc104]

{background-color:var(--light)}.trip_type[_ngcontent-sc104]{padding-bottom:10px;cursor:pointer;text-decoration:none;border:none;background-color:#fff;color:var(--dark)}.
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trip_type[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:90%}.trip_type[_ngcontent-sc104]:hover{color:var(--primary);text-decoration:underline}.search-

box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]{width:100%;padding:11px 11px 11px 45px;cursor:pointer;display:block;background-color:#e9ecef;transition:all .6s 

cubic-bezier(.165,.84,.44,1);border-radius:4px;letter-spacing:1px;transition-property:all;transition-duration:.3s;position:relative;top:-5px;border:2px solid #e9ecef}.search-

box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]:active, .search-box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]:focus{box-shadow:0 1px 5px 0 hsla(0,0%,

54%,.3);border:2px solid var(--blue);background-color:#fff}@media (max-width: 768px){.search-box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]{padding:7px 10px 

7px 35px}}.search-box[_ngcontent-sc104] .icon[_ngcontent-sc104]{position:absolute;top:7px;left:20px;color:var(--gray);z-index:1}@media (max-width: 768px){.search-box

[_ngcontent-sc104] .icon[_ngcontent-sc104]{top:10px;left:15px}}.text-list[_ngcontent-sc104]{color:var(--gray)}.text-list[_ngcontent-sc104] .fad[_ngcontent-sc104]{color:var

(--alternate)!important}.text-list[_ngcontent-sc104] .heading[_ngcontent-sc104]{font-size:1.2rem;display:block;color:var(--alternate);font-weight:500}.gradient-border-top

[_ngcontent-sc104]{border-top:2px solid var(--alternate);background-color:#fff}.pop_destinations[_ngcontent-sc104]{position:relative}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104]{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104]

{margin:3px}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.pop_destinations[_ngcontent-

sc104] .pop_destination[_ngcontent-sc104]:first-child{margin:3px}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay-bg[_ngcontent-sc104]

{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:14px;border-bottom-

right-radius:14px}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay-bg[_ngcontent-sc104]{top:70%;height:

30%}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:absolute;bottom:20px;left:30px;z-index:1}

@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{z-index:auto!important}}.

pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.6rem;color:#fff;text-

shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.2em}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text

[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:300}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.home-carousel[_ngcontent-sc104] .

recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104]{background-color:#fff;border-radius:0;transition:all .6s cubic-bezier(.165,.84,.44,1);position:relative;

cursor:pointer}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104]:hover{transform:scale(1.04)}.home-carousel

[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-img[_ngcontent-sc104]{background-color:transparent!important}.home-

carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-img[_ngcontent-sc104] .img-fluid[_ngcontent-sc104]{border-top-left-

radius:0;border-top-right-radius:0}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104]

{background-color:#fff;border-bottom-left-radius:0;border-bottom-right-radius:0;padding:10px}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .

c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-title[_ngcontent-sc104]{font-size:1.2rem;font-weight:500;text-overflow:ellipsis;display:-webkit-box;-webkit-

line-clamp:2;-webkit-box-orient:vertical;overflow:hidden}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card

[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-title[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem}}.home-carousel[_ngcontent-sc104] .recommended-

card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-subtitle[_ngcontent-sc104]{color:var(--dark-orange)}@media (max-width: 768px){.

home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-subtitle[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-text[_ngcontent-

sc104]{text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:3;-webkit-box-orient:vertical;padding:5px 0;overflow:hidden}@media (max-width: 768px){.home-

carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-text[_ngcontent-sc104]{font-size:.

7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104]

{font-size:90%;color:#000}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price

[_ngcontent-sc104] .price[_ngcontent-sc104]{font-size:1.4rem;font-weight:600}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-card

[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104]{font-size:1.2rem}}.home-carousel

[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-

sc104] sup[_ngcontent-sc104]{font-weight:400;text-decoration:underline;font-size:.9rem}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-

card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104] sup[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .border-accent[_ngcontent-sc104]{height:5px;

background:var(--blue);border-radius:0 0 14px 14px;position:absolute;bottom:0;width:100%}.home-carousel[_ngcontent-sc104] .item[_ngcontent-sc104]{padding:10px;

box-sizing:border-box}.home-carousel[_ngcontent-sc104] .tile[_ngcontent-sc104]{min-height:200px;background-color:#ccc;background-size:cover!important;display:flex;

align-items:center;justify-content:center;box-shadow:0 0 10px rgba(0,0,0,.3)}.home-carousel[_ngcontent-sc104] .leftRs[_ngcontent-sc104]{left:0;z-index:1}.home-carousel

[_ngcontent-sc104] .leftRs[_ngcontent-sc104], .home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{position:absolute;margin:auto;top:0;bottom:0;width:50px;

height:50px;box-shadow:1px 2px 10px -1px rgba(0,0,0,.3);border-radius:999px;background-color:#fff}.home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{right:

0}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104]{list-style-type:none;text-align:center;padding:12px;margin:0;white-space:nowrap;overflow:auto;box-

sizing:border-box}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;border-radius:50%;border:1px solid var(--

primary);padding:4px;margin:0 3px;transition-timing-function:cubic-bezier(.17,.67,.83,.67);transition:.4s}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li.

active[_ngcontent-sc104]{background:var(--primary);transform:scale(1.2)}.popular-destination-list[_ngcontent-sc104]{list-style-type:none;margin:0;display:block;padding:

10px 0 20px;text-align:center}.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;padding:5px 10px;border-radius:14px;border:2px solid 

var(--primary);color:var(--primary);margin-right:10px;transition:var(--animate)}@media (max-width: 768px){.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]
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{font-size:.8em;border:1px solid var(--primary);margin-bottom:10px}}.popular-destination-list[_ngcontent-sc104] li.active[_ngcontent-sc104], .popular-destination-list

[_ngcontent-sc104] li[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff;cursor:pointer}.customer_support[_ngcontent-sc104]{font-size:1.1rem}@media 

(max-width: 768px){.customer_support[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:.9em!important;padding-top:30px}.customer_support[_ngcontent-sc104] p

[_ngcontent-sc104]{font-size:.8em;padding-top:10px}}.customer_support[_ngcontent-sc104] .contact_button[_ngcontent-sc104]{border:0;color:#fff;padding:20px 60px}.

category_destinations[_ngcontent-sc104]{position:relative;transition:var(--animate)}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]

{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]{margin:3px}}.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.category_destinations[_ngcontent-

sc104] .category_destination[_ngcontent-sc104]:first-child{margin:3px}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay-bg

[_ngcontent-sc104]{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:

14px;border-bottom-right-radius:14px}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:

absolute;bottom:20px;left:10px;padding-right:10px;z-index:1;width:96%;line-height:1.1rem}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1 rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block;overflow:

hidden;text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:2;-webkit-box-orient:vertical}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem;position:relative;top:-10px;font-

weight:500}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.

9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);float:right;font-weight:300}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104] sup[_ngcontent-sc104]{text-decoration:underline}.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.pre-footer[_ngcontent-sc104]

{background:var(--header-bg);color:#fff;padding:20px;font-size:1rem;margin-top:20px}.pre-footer[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.2rem;font-weight:

800}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104]{padding-bottom:5px}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-

sc104] a[_ngcontent-sc104]{color:hsla(0,0%,100%,.7);text-decoration:none}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104] a[_ngcontent-sc104]:

hover{color:#fff;text-decoration:underline;cursor:pointer}.btn-group[_ngcontent-sc104]{border-color:var(--alternate)}.btn-group[_ngcontent-sc104] .btn-outline-primary

[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-

group[_ngcontent-sc104] .selected[_ngcontent-sc104]{box-shadow:none}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104]:hover, .btn-group

[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]:hover, .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] 

.selected[_ngcontent-sc104]:hover{background-color:#f9f9f9}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-

dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] .selected[_ngcontent-sc104]

{border-color:var(--alternate);color:var(--alternate)}.btn-group[_ngcontent-sc104] .checked[_ngcontent-sc104]{background-color:var(--alternate)!important;color:#fff}.styled-

input[_ngcontent-sc104]{position:relative}.styled-input[_ngcontent-sc104] .pax-icon[_ngcontent-sc104]{float:left;position:relative;top:10px;padding-right:10px}.styled-input

[_ngcontent-sc104] .right-arrow[_ngcontent-sc104]{position:relative;top:10px;padding-right:10px;float:right}.styled-input[_ngcontent-sc104] .pax-mobile-input[_ngcontent-

sc104]{padding-top:10px}.side-bar[_ngcontent-sc104]{height:100%;z-index:99;top:0;font-size:.9em;right:0;width:0;background-color:#fff!important;padding-top:0;transition:.

1s}.side-bar[_ngcontent-sc104], .side-bar[_ngcontent-sc104] .close-nav[_ngcontent-sc104]{position:fixed;box-shadow:0 5px 30px rgba(0,0,0,.4)}.side-bar[_ngcontent-

sc104] .close-nav[_ngcontent-sc104]{width:100%;background-color:var(--alternate);border-bottom:1px solid #e0e0e0;padding:15px;color:#fff}.side-bar[_ngcontent-sc104] .

close-nav[_ngcontent-sc104] span[_ngcontent-sc104]{font-size:1.2rem;padding:5px 15px;background-color:hsla(0,0%,100%,.1);position:absolute;border-radius:5px;left:

10px;top:10px}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.3rem;margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;

background-color:#627d90}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104] i[_ngcontent-sc104]{padding:8px 10px;transition:all .1s ease-in-out;background-color:

#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:5px;font-size:.9rem;left:9px}.side-bar[_ngcontent-sc104] .box-shadow[_ngcontent-sc104]

{margin-bottom:0;box-shadow:none}.pax-dropdown-mobile[_ngcontent-sc104]{padding:80px 20px 20px!important}.pax-dropdown-mobile[_ngcontent-sc104] .btn-outline-

primary[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{border-color:var(--alternate);color:var(--alternate);width:100%;margin:0!

important}.pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{background-color:var(--alternate);color:#fff}.modal-error-background[_ngcontent-sc104]

{position:fixed;background:rgba(0,0,0,.6);vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;-webkit-animation:

modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.error-popup[_ngcontent-sc104]{-

webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);

position:fixed;top:50%;left:50%;width:340px;height:230px;margin-top:-115px;margin-left:-170px;background-color:#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.

3);overflow:hidden;z-index:1000}@media (min-width: 768px){.error-popup[_ngcontent-sc104]{-webkit-animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;

animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:230px;

margin-top:-115px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104]{border-bottom:0 solid #dee2e6;padding:0}.error-popup[_ngcontent-

sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104] .close[_ngcontent-sc104]{padding:1rem;margin:-1rem -1rem -1rem auto;position:

absolute;right:-22px;color:#fff;top:-7px;text-shadow:none;opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):focus, .error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):hover{opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104]{padding:0}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104]

{display:flex;flex-flow:row nowrap}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-
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sc104] .error-header[_ngcontent-sc104]{background-color:#f9f9f9;padding:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104]{width:440px;height:230px;overflow:auto;display:block}.error-popup[_ngcontent-sc104] .

error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.1

rem;font-weight:400;padding:0 0 15px}@media (min-width: 768px){.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-

sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.5rem}}.error-popup[_ngcontent-sc104] .error-popup-container

[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]{color:#6c757d!

important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover{color:#022243!important;cursor:pointer}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-

sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .shareinput[_ngcontent-sc104]{line-height:38px;height:38px;padding:.

3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-color:#fff;width:65%;margin-right:5%}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .form-items

[_ngcontent-sc104]{margin-top:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:38px;min-width:100px;padding:0 .4em;

border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:1em;font-weight:600;text-decoration:

none!important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right

[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,#253c77 90%)}.error-

popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] textarea

[_ngcontent-sc104]{width:100%}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]{height:48px;background-color:var(--alternate);transition:.3s;border:none;outline:none;border-radius:8px;

color:#fff}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] .share-submit[_ngcontent-sc104]:hover{background-color:var(--secondary)}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]:disabled{background-image:radial-gradient(circle farthest-

corner at 10% 20%,#666 0,#666 90%)}.mobile-swipe-container[_ngcontent-sc104]{overflow-x:scroll;white-space:nowrap;padding-bottom:10px}.thumbnail[_ngcontent-

sc104]{display:inline-block;height:100%;width:85%;padding-right:5px}.thumbnail[_ngcontent-sc104] img[_ngcontent-sc104]{height:100%;width:100%}.animate[_ngcontent-

sc104]{-webkit-animation:shimmer 2s linear infinite;animation:shimmer 2s linear infinite;background:linear-gradient(90deg,#e2e2e2 4%,#c5c5c5ee 25%,#eff1f3 36%);

background-size:1000px 100%}.border-radius-7[_ngcontent-sc104]{border-radius:7px}@-webkit-keyframes shimmer{0%{background-position:-1000px 0}to{background-

position:1000px 0}}@keyframes shimmer{0%{background-position:-1000px 0}to{background-position:1000px 0}}.hotel-options[_ngcontent-sc104]{position:absolute;font-

size:1rem;letter-spacing:.5px}.hotel-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;cursor:pointer}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-bottom:50px;top:0;left:0;width:100%;min-width:200px;height:

auto;background:#fff;border-radius:3px;z-index:99999}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-

titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-options[_ngcontent-

sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:

20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-items:center;cursor:pointer}.hotel-

options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:

none}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;

font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:

24px;height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;transition:all .2s linear}.hotel-options[_ngcontent-

sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;

left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) 

forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

pax-dropdown[_ngcontent-sc104]{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104]{overflow:auto;height:480px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:var(--primary);color:#fff}.hotel-options

[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:

center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-titleArea[_ngcontent-sc104] .travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;

color:var(--dark);flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea

[_ngcontent-sc104] .travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:

pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104]
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{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--gray);background-color:var(--gray);color:

#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name

[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:

15px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] span.marker[_ngcontent-

sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:#616161;font-weight:700;display:block;margin-bottom:.

35294118rem;padding:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-

webkit-appearance:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;position:relative;left:

-10px;z-index:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104]{text-align:

center;display:flex}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit

[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;

position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search[_ngcontent-sc104]{padding:20px 0}.hotel-search[_ngcontent-sc104] .fa-times[_ngcontent-

sc104]{color:#fff}.hotel-search[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:.7rem;margin-left:5px}.hotel-search[_ngcontent-sc104] .traveler-text

[_ngcontent-sc104]{cursor:pointer;position:relative;font-size:1rem;color:#132968}.hotel-search[_ngcontent-sc104] .traveler-text[_ngcontent-sc104] .text[_ngcontent-sc104]

{position:relative;top:20px;left:15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104]{display:flex;width:100%}.hotel-search[_ngcontent-sc104] .checkin

[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:100%;position:relative;border:1px solid #f1f2f6;border-radius:8px;background-color:#f1f2f6;-webkit-

appearance:none;-moz-appearance:none;appearance:none;margin:3px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:100%;border:0 solid #c9c9c9;border-radius:0;font-size:1rem;background-color:#f1f2f6;color:#132968;margin-bottom:0;position:relative;top:

15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]:hover{border:1px solid #a1a9c3;transition:all .3 ease-in-out;outline:

0}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .placeholder-label[_ngcontent-sc104]{position:absolute;z-index:1;font-size:.85rem;color:#fff;top:3px;

padding:0 5px;color:#8b8f9f;left:8px;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;user-select:none}.hotel-search[_ngcontent-sc104] .search-btn

[_ngcontent-sc104]{width:15%;background:var(--alternate);color:#fff;padding:10px 20px;cursor:pointer;transition:all .3s ease-in-out;box-shadow:0 1px 3px 0 rgba(0,0,0,.2),

0 1px 1px 0 rgba(0,0,0,.14),0 2px 1px -1px rgba(0,0,0,.12);border:none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .search-btn[_ngcontent-sc104]:hover

{background:var(--primary)}.hotel-search[_ngcontent-sc104] .search-btn-disabled[_ngcontent-sc104]{background:var(--grey-linear-gradient)!important;color:#666;border:

none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104]{display:flex;position:relative;font-size:1rem;letter-spacing:.5px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;

cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-

bottom:50px;top:0;left:0;width:100%;min-width:200px;height:auto;background:#fff;border-radius:3px;z-index:99999}.hotel-search[_ngcontent-sc104] .flight-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;

background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-

height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-

sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-

items:center;cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .

triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype

[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;font-size:.9rem;color:#333}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:24px;

height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;

outline:none;transition:all .2s linear}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]

{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;

background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .pax-dropdown[_ngcontent-sc104]{box-

shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-
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sc104]{overflow:auto;height:480px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:

var(--primary);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .

travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:var(--dark);flex:1 1 0%;color:#fff}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .

travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!

important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list

[_ngcontent-sc104]{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-search[_ngcontent-sc104] .flight-

options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover

{border-color:var(--gray);background-color:var(--gray);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:

#333}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-

sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:15px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] 

span.marker[_ngcontent-sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:

#616161;font-weight:700;display:block;margin-bottom:.35294118rem;padding:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-

sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-webkit-appearance:none}.hotel-search[_ngcontent-

sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-

sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;

position:relative;left:-10px;z-index:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-submit[_ngcontent-sc104]{text-align:center;display:flex}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;

text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search

[_ngcontent-sc104] .seating-class[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{margin-top:8px}.hotel-search[_ngcontent-sc104] .seating-class

[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 0 4px 10px!important}.new-calendar[_ngcontent-sc104]{display:flex;justify-content:center;-webkit-user-select:

none;-moz-user-select:none;-ms-user-select:none;user-select:none}.new-calendar[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover, .new-calendar[_ngcontent-sc104] .fas

[_ngcontent-sc104]:hover{color:var(--dark-blue)}.new-calendar[_ngcontent-sc104] .twoway[_ngcontent-sc104]{width:100%!important}.new-calendar[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:auto;text-align:center;cursor:pointer;width:60%!important;background-color:#f1f2f6;color:#132968}.new-calendar[_ngcontent-sc104] input

[_ngcontent-sc104]:focus{background:none}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]{position:relative;top:20px;color:#8b8f9f;cursor:pointer;

padding:2px 10px;margin:0 10px}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]:hover{color:var(--primary)}</style><style ng-transition="serverApp">.btn

[_ngcontent-sc53]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc53]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc53]{border:1px solid #dc3545!

important}.form-control[_ngcontent-sc53]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc53]:focus{outline:none}label[_ngcontent-sc53]{cursor:

pointer}input[_ngcontent-sc53]:focus, select[_ngcontent-sc53]:focus, textarea[_ngcontent-sc53]:focus{outline:none}.styled-input[_ngcontent-sc53]{font-weight:400;font-

style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;

letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;

transition:border .15s}.styled-input[_ngcontent-sc53]:focus, .styled-input[_ngcontent-sc53]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-

tablet[_ngcontent-sc53]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc53]{display:none}}@keyframes unfoldIn{0%{transform:scaleY(.005) scaleX

(0)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(1) scaleX(1)}}@keyframes unfoldOut{0%{transform:scaleY(1) scaleX(1)}50%{transform:scaleY(.005) 

scaleX(1)}to{transform:scaleY(.005) scaleX(0)}}@keyframes zoomIn{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes zoomOut{0%{transform:scale(1)}to

{transform:scale(0)}}@keyframes fadein{0%{opacity:0}to{opacity:1}}@keyframes fadeOut{0%{background:rgba(0,0,0,.7)}to{background:transparent}}@keyframes scaleUp

{0%{transform:scale(.8) translateY(1000px);opacity:0}to{transform:scale(1) translateY(0);opacity:1}}@keyframes scaleDown{0%{transform:scale(1) translateY(0);opacity:

1}to{transform:scale(.8) translateY(1000px);opacity:0}}@keyframes scaleBack{0%{transform:scale(1)}to{transform:scale(.85)}}@keyframes scaleForward{0%{transform:

scale(.85)}to{transform:scale(1)}}@keyframes quickScaleDown{0%{transform:scale(1)}99.9%{transform:scale(1)}to{transform:scale(0)}}@keyframes slideUpLarge{0%

{transform:translateY(0)}to{transform:translateY(-100%)}}@keyframes slideDownLarge{0%{transform:translateY(-100%)}to{transform:translateY(0)}}@keyframes moveUp

{0%{transform:translateY(150px)}to{transform:translateY(0)}}@keyframes moveDown{0%{transform:translateY(0)}to{transform:translateY(150px)}}@keyframes 

blowUpContent{0%{transform:scale(1);opacity:1}99.9%{transform:scale(2);opacity:0}to{transform:scale(0)}}@keyframes blowUpContentTwo{0%{transform:scale(2);

opacity:0}to{transform:scale(1);opacity:1}}@keyframes blowUpModal{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes blowUpModalTwo{0%{transform:scale(1);



PCI Scan Vulnerability Report

Page 304Sysnet Scanning Management System February 13, 2025

opacity:1}to{transform:scale(0);opacity:0}}@keyframes roadRunnerIn{0%{transform:translateX(-1500px) skewX(30deg) scaleX(1.3)}70%{transform:translateX(30px) 

skewX(0deg) scaleX(.9)}to{transform:translateX(0) skewX(0deg) scaleX(1)}}@keyframes roadRunnerOut{0%{transform:translateX(0) skewX(0deg) scaleX(1)}30%

{transform:translateX(-30px) skewX(-5deg) scaleX(.9)}to{transform:translateX(1500px) skewX(30deg) scaleX(1.3)}}@keyframes sketchIn{0%{stroke-dashoffset:778}to

{stroke-dashoffset:0}}@keyframes sketchOut{0%{stroke-dashoffset:0}to{stroke-dashoffset:778}}@keyframes modalFadeIn{0%{background-color:initial}to{background-

color:#fff}}@keyframes modalFadeOut{0%{background-color:#fff}to{background-color:initial}}@keyframes modalContentFadeIn{0%{opacity:0;top:-20px}to{opacity:1;top:0}}

@keyframes modalContentFadeOut{0%{opacity:1;top:0}to{opacity:0;top:-20px}}@keyframes bondJamesBond{0%{transform:translateX(1000px)}80%{transform:translateX

(0);border-radius:75px;height:75px;width:75px}90%{border-radius:3px;height:182px;width:247px}to{border-radius:3px;height:162px;width:227px}}@keyframes killShot{0%

{transform:translateY(0) rotate(0deg);opacity:1}to{transform:translateY(300px) rotate(45deg);opacity:0}}@keyframes fadeToRed{0%{box-shadow:inset 0 0 0 rgba

(201,24,24,.8)}to{box-shadow:inset 0 2000px 0 rgba(201,24,24,.8)}}@keyframes slowFade{0%{opacity:1}99.9%{opacity:0;transform:scale(1)}to{transform:scale(0)}}

#common-header[_ngcontent-sc53]{border-bottom:1px solid #e0e0e0;padding:10px}#common-header[_ngcontent-sc53] .logo-desktop[_ngcontent-sc53]{width:200px;

height:50px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]{background-color:#f5f7f9;color:#c70000;transition:.3s;padding:10px 20px;border:1px solid 

#c70000;border-radius:7px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]:hover{background-color:#c70000;color:#fff}#common-header[_ngcontent-sc53] .

traveli-link[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#4b4453!important}#common-header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#9c0082}#common-

header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53], #common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{padding-top:10px;font-size:1.1rem;transition:.3s;

cursor:pointer}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{color:#4b4453}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]:hover

{color:#c70000}#common-header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]{position:relative;display:inline-block}#common-header[_ngcontent-sc53] .dropdown-

content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:360px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);z-

index:510}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:#4b4453;padding:12px 16px;text-decoration:none;display:

block;transition:.3s;cursor:pointer;border-bottom:1px solid #f9f9f9}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53] b

[_ngcontent-sc53]{font-weight:500}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:last-child{border-bottom:0}#common-

header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:hover{background-color:#4b4453;color:#fff!important;border-radius:8px}#common-

header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]:hover .dropdown-content[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}#common-header[_ngcontent-

sc53] .dropdown[_ngcontent-sc53]:hover .dropbtn[_ngcontent-sc53]{color:#c70000}.modal-login-background[_ngcontent-sc53]{position:fixed;background:rgba(0,0,0,.6);

vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.

animate-item[_ngcontent-sc53]{animation:zoomIn .5s cubic-bezier(.165,.84,.44,1) forwards}.login-popup[_ngcontent-sc53]{animation:zoomIn .3s cubic-bezier(.165,.84,.

44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:340px;height:550px;margin-top:-300px;margin-left:-170px;background-color:

#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.3);overflow:hidden;z-index:1000}@media (min-width:768px){.login-popup[_ngcontent-sc53]{animation:

slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:550px;margin-top:

-260px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.login-popup[_ngcontent-sc53] .

login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53]{border-bottom:0 solid #dee2e6;padding:0}.login-popup[_ngcontent-sc53] .login-popup-container

[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]{padding:1rem;margin:-1rem -1rem -1rem auto;position:absolute;right:-22px;color:#fff;top:-7px;

text-shadow:none;opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):focus, .login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):hover{opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53]{padding:0}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53]{display:flex;flex-flow:row nowrap}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .login-header[_ngcontent-sc53]{background-

color:#f9f9f9;padding:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53]{width:440px;height:517px;overflow:auto;display:block}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.1rem;font-weight:400;padding:0 0 15px}@media (min-width:768px){.login-

popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-

sc53]{font-size:1.5rem}}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]{color:#6c757d!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-

body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]:hover{color:#022243!important;cursor:pointer}.

login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .shareinput

[_ngcontent-sc53]{line-height:38px;height:38px;padding:.3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-

color:#fff;width:65%;margin-right:5%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-

sc53] .right[_ngcontent-sc53] .form-items[_ngcontent-sc53]{margin-top:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:

38px;min-width:100px;padding:0 .4em;border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:

1em;font-weight:600;text-decoration:none!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,

#253c77 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] textarea[_ngcontent-sc53]{width:100%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]{height:48px;background-color:#592f9e;transition:.3s;border:none;outline:none;border-radius:

8px;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] .share-submit[_ngcontent-sc53]:hover{background-color:#9c0082}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-
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sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 

20%,#666 0,#666 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]{height:48px;background-color:#fff;transition:.3s;border:1px solid #592f9e;outline:none;border-radius:8px;color:

#592f9e}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .

share-submit-outline[_ngcontent-sc53]:hover{background-color:#592f9e;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle 

farthest-corner at 10% 20%,#666 0,#666 90%)}.btn-link[_ngcontent-sc53]{color:#c70000;text-decoration:none}.btn-link[_ngcontent-sc53]:hover{color:#9c0082;text-

decoration:underline}.google-btn[_ngcontent-sc53]{background-color:#fff;color:#ca3420;border-radius:8px;border:1px solid #ca3420}.google-btn[_ngcontent-sc53]:hover

{background-color:#ca3420;color:#fff}.fb-btn[_ngcontent-sc53]{background-color:#3f59a8;color:#fff;border-radius:8px;border:none}.fb-btn[_ngcontent-sc53]:hover

{background-color:#304996;color:#fff}.alert-danger[_ngcontent-sc53]{background-color:#c70000}.alert-danger[_ngcontent-sc53], .alert-success[_ngcontent-sc53]{font-

size:.85rem;border-radius:8px;padding:5px 10px;color:#fff}.alert-success[_ngcontent-sc53]{background-color:#28a745}.cbx[_ngcontent-sc53]{-webkit-user-select:none;

user-select:none;-webkit-tap-highlight-color:transparent;cursor:pointer}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]{display:inline-block;vertical-align:middle;transform:

translateZ(0);font-size:90%}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{position:relative;width:18px;height:18px;border-radius:50%;transform:scale(1);vertical-

align:middle;border:1px solid #b9b8c3;transition:all .2s ease}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-sc53]{position:absolute;z-index:1;top:

3px;left:3px;fill:none;stroke:#fff;stroke-width:2;stroke-linecap:round;stroke-linejoin:round;stroke-dasharray:12px;stroke-dashoffset:12px;transition:all .3s ease;transition-

delay:.1s;transform:translateZ(0)}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{content:"";width:100%;height:100%;background:#28a745;display:block;

transform:scale(0);opacity:1;border-radius:50%;transition-delay:.2s}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{margin-left:8px}.cbx[_ngcontent-sc53]:hover 

span[_ngcontent-sc53]:first-child{border-color:#28a745}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{border-color:

#28a745;background:#28a745;animation:check .6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-

sc53]{stroke-dashoffset:0}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{transform:scale(2.2);opacity:0;transition:all .

6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{color:#0076be;transition:all .3s ease}.inp-cbx[_ngcontent-sc53]:

checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child:after{transform:scaleX(1);transition:all .3s ease}@keyframes check{50%{transform:scale(1.2)}}.

currency-modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:300px;height:500px;margin-top:-250px;margin-left:-150px;border-radius:8px;background-

color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}@media (min-width:768px){.currency-

modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:800px;height:500px;margin-top:-250px;margin-left:-400px;border-radius:8px;background-color:#fff;

z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}}.currency-modal-content[_ngcontent-sc53] h2

[_ngcontent-sc53]{font-size:1rem}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.2rem}}.currency-modal-content

[_ngcontent-sc53] .currency-content[_ngcontent-sc53]{height:490px;overflow:scroll}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .currency-

content[_ngcontent-sc53]{height:auto}}.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px;overflow:hidden;display:block}@media (min-

width:768px){.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px}}.currency-modal-content[_ngcontent-sc53] h5[_ngcontent-sc53]{text-

align:left;margin:0}.currency-modal-content[_ngcontent-sc53] .m-header[_ngcontent-sc53]{padding:15px;text-align:left;background-color:#f9f9f9;border-top-left-radius:8px;

border-top-right-radius:8px}.currency-modal-content[_ngcontent-sc53] .m-footer[_ngcontent-sc53]{background-color:#f9f9f9;position:absolute;bottom:0;width:100%;border-

bottom-left-radius:10px;border-bottom-right-radius:10px;padding:0 20px 20px}.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{top:10px;right:15px;

position:absolute;color:var(--gray)}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{right:25px;top:18px}}.currency-modal-

content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]:hover{color:#000;cursor:pointer}.currency_list[_ngcontent-sc53]{list-style-type:none;margin:0;padding:0;font-size:.9rem}.

currency_list[_ngcontent-sc53] li[_ngcontent-sc53]{float:left;width:250px;padding:5px;color:#333}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53] .float-right[_ngcontent-

sc53]{color:#0076be!important;font-weight:700}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53]:hover{color:#0076be!important;background-color:#f9f9f9;text-

decoration:none!important;cursor:pointer}.currency_scroll[_ngcontent-sc53]{max-height:400px;overflow:auto}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-track

{box-shadow:inset 0 0 6px rgba(0,0,0,.3);background-color:#f5f5f5}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar{width:5px;height:5px;background-color:#f5f5f5}.

currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb{background-color:#676767}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb:hover{background:#555}

#isMobile[_ngcontent-sc53]{position:relative}#isMobile[_ngcontent-sc53] #mobile_header[_ngcontent-sc53]{padding:10px 5px}#isMobile[_ngcontent-sc53] .mobile-

autosuggest[_ngcontent-sc53]{z-index:20;width:100%;position:unset;box-shadow:none;background-color:unset;top:unset;transition:all .1s ease-out;font-size:1em}

#isMobile[_ngcontent-sc53] .mobile-autosuggest-sticky[_ngcontent-sc53]{background-color:#fff;box-shadow:0 3px 3px 0 hsla(0,0%,40%,.4);position:fixed;top:-10px;width:

100%;z-index:20;transition:all .1s ease-in;padding-bottom:10px}.mobile_header_side_bar[_ngcontent-sc53]{height:100%;position:fixed;z-index:99;top:66px;font-size:1rem;

left:0;background-color:#fff!important;padding-top:0;transition:.1s;overflow-x:hidden}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-sc53]{font-size:1.3rem;

margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;background-color:#627d90}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-

sc53] i[_ngcontent-sc53]{padding:8px 10px;transition:all .1s ease-in-out;background-color:#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:

5px;font-size:.9rem;left:9px}.mobile_header_side_bar[_ngcontent-sc53] .box-shadow[_ngcontent-sc53]{margin-bottom:0;box-shadow:none}svg.back_icon[_ngcontent-

sc53]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.closeNav[_ngcontent-sc53]{box-shadow:0 4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;

width:100%;padding:10px;border-radius:0;border:none;font-weight:400;font-size:1.4rem}.closeNav[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:2rem;padding:10px}.

close_icon[_ngcontent-sc53]{height:15px;width:15px;color:#717fa4;position:absolute;top:10px;left:10px}.sub-menu-parent[_ngcontent-sc53]{position:relative}.sub-menu-

parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53], .sub-menu-

parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:hover .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53]{visibility:visible;opacity:1;z-index:1;

transform:translateY(0);transition-delay:0s,0s,.3s;transition:all .15s ease-in-out;background:#fff;margin:0 8px 0 0;z-index:99;box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 

8px 16px 0 rgba(19,41,104,.2);padding:10px 0}.sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent



PCI Scan Vulnerability Report

Page 306Sysnet Scanning Management System February 13, 2025

[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53] a

[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-

menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53]{color:#425486}.sub-

menu-right[_ngcontent-sc53]{visibility:hidden;opacity:0;position:absolute;top:100%;right:12px;width:220px;height:200px;overflow:scroll;z-index:-1;transition:.15s ease-in-

out,_ .15s ease-in-out,_ .15s ease-in-out;border-radius:8px}.sub-menu-right[_ngcontent-sc53] li[_ngcontent-sc53]:last-child{border-bottom:none!important}.sub-menu-right

[_ngcontent-sc53] .symbol[_ngcontent-sc53]{float:right}.bookings_btn[_ngcontent-sc53]{padding:0!important}.mobile-nav[_ngcontent-sc53]{margin:0;padding:10px 0 0;list-

style-type:none}.mobile-nav[_ngcontent-sc53] li[_ngcontent-sc53]{border-bottom:1px dotted #e0e0e0;font-size:1.2rem;padding:15px 20px}.mobile-nav[_ngcontent-sc53] li

[_ngcontent-sc53] a[_ngcontent-sc53]{all:unset}.mobile-nav[_ngcontent-sc53] li.heading[_ngcontent-sc53]{font-weight:600;color:#592f9e}.currency-dropdown[_ngcontent-

sc53]{position:relative;display:inline-block}.currency-dropdown[_ngcontent-sc53] .currency-dropbtn[_ngcontent-sc53]{border:none}.currency-dropdown[_ngcontent-sc53] .

currency-dropdown-content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:260px;box-shadow:0 8px 

16px 0 rgba(0,0,0,.2);left:-80px;top:30px;z-index:510}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:

#4b4453;padding:10px 14px;text-decoration:none;font-size:.8rem;display:block}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a

[_ngcontent-sc53]:hover{color:#000;background-color:#f9f9f9;cursor:pointer}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email

[_ngcontent-sc53]{background-color:#f9f9f9;margin:10px;padding:10px 14px;font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #e0e0e0}.currency-

dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown

[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone[_ngcontent-sc53]{background-color:#fff;margin:10px;padding:20px 14px 10px;position:relative;

font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #b0a8b9}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone

[_ngcontent-sc53] small[_ngcontent-sc53]{position:absolute;font-size:.7rem;top:2px;font-weight:300}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content

[_ngcontent-sc53] a.phone[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc53]:hover .currency-dropdown-content

[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}.hide-overflow[_ngcontent-sc53]{white-space:nowrap;overflow:hidden;text-overflow:ellipsis;display:inline-block}.

help-support[_ngcontent-sc53]{border:1px solid #fff;border-radius:7px;transition:all .2s}.help-support[_ngcontent-sc53]:hover{border:1px solid #c70000;color:#c70000!

important;transition:all .2s}.help-support[_ngcontent-sc53] .header_link[_ngcontent-sc53]{font-size:.85rem}.support-phone[_ngcontent-sc53]{background-color:#fff;

padding:5px 10px;border-radius:7px}.support-phone[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:1.8rem;animation:color-change 20s infinite alternate}.support-

phone[_ngcontent-sc53] small[_ngcontent-sc53]{display:block;font-size:.6rem}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]{font-size:1rem;font-weight:700;

color:#005fcc;text-decoration:none}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]:hover{color:#e8381b}@keyframes color-change{0%{color:#00f}10%{color:

#8e44ad}20%{color:#1abc9c}30%{color:#d35400}40%{color:#00f}50%{color:#34495e}60%{color:#00f}70%{color:#2980b9}80%{color:#f1c40f}90%{color:#2980b9}to{color:

pink}}.phone_header_icon[_ngcontent-sc53] .call[_ngcontent-sc53]{background-color:#43b520;color:#fff;padding:3px 5px;display:block;font-size:.9rem}.

phone_header_icon[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.5rem;display:block}.sidebar-overlay[_ngcontent-sc53]{position:fixed;width:100%;height:100%;top:

65px;left:0;right:0;bottom:0;background-color:hsla(0,0%,100%,.3);z-index:10;cursor:pointer;-webkit-backdrop-filter:blur(3px);backdrop-filter:blur(3px)}.sidebar-overlay

[_ngcontent-sc53] .text[_ngcontent-sc53]{position:absolute;top:50%;left:50%;font-size:50px;color:#fff;transform:translate(-50%,-50%);-ms-transform:translate(-50%,-50%)}

</style><style ng-transition="serverApp">.btn[_ngcontent-sc52]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc52]{border:1px solid #28a745!important}.is-

invalid[_ngcontent-sc52]{border:1px solid #dc3545!important}.form-control[_ngcontent-sc52]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc52]:

focus{outline:none}label[_ngcontent-sc52]{cursor:pointer}input[_ngcontent-sc52]:focus, select[_ngcontent-sc52]:focus, textarea[_ngcontent-sc52]:focus{outline:none}.

styled-input[_ngcontent-sc52]{font-weight:400;font-style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;

border-radius:8px;font-size:16px;text-align:left;letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-

shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .15s}.styled-input[_ngcontent-sc52]:focus, .styled-input[_ngcontent-sc52]:hover{border:1px solid 

#a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-sc52]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc52]{display:none}}.

desktop-container[_ngcontent-sc52]{background-color:#f9f9f9;color:rgba(0,0,0,.7);border-top:1px solid rgba(0,0,0,.1)}.domain-name[_ngcontent-sc52]{color:rgba(0,0,0,.7);

font-size:.75rem}.currency[_ngcontent-sc52]{padding:10px 20px;border-radius:3px;cursor:pointer;background-color:rgba(0,0,0,.05);margin-bottom:20px}.currency

[_ngcontent-sc52]:hover{color:#000;background-color:rgba(0,0,0,.2)}.mobile-footer[_ngcontent-sc52]{background-color:#f9f9f9;padding:10px 20px;font-size:.85rem;border-

top:1px solid rgba(0,0,0,.1);font-weight:300;color:rgba(0,0,0,.7)}.mobile-footer[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none}.mobile-

footer[_ngcontent-sc52] .currency[_ngcontent-sc52]{color:#000;border-color:hsla(0,0%,100%,.8);padding:5px 10px;border-radius:3px;cursor:pointer;margin-bottom:20px}.

footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]{background-color:rgba(0,0,0,.05);padding:20px 10px 10px;border-radius:7px;

margin-bottom:10px}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]:hover{background-color:rgba(0,0,0,.2);color:#000}.footer-links

[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);font-size:1rem;text-decoration:none;padding:10px 0;

position:relative;display:block}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52] small[_ngcontent-sc52]{font-

size:.75rem;position:absolute;top:-10px;color:rgba(0,0,0,.7)}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:

hover, .footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{color:rgba(0,0,0,.8)}.footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{font-size:1rem;font-weight:500;border-

bottom:1px solid rgba(0,0,0,.1);padding:20px 20px 20px 0}.footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52]{padding-bottom:5px;padding-top:5px}.

footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] small[_ngcontent-sc52]{font-size:.7rem;color:rgba(0,0,0,.7);display:block}.footer-links[_ngcontent-

sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none;font-size:.85rem}.footer-links[_ngcontent-sc52] ul[_ngcontent-

sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:hover{color:rgba(0,0,0,.9);text-decoration:underline;cursor:pointer}</style><meta name="og:title" content="Top Rated Tours, 

Activities and Attractions | Destina Holidays"><meta name="description" content="Tour and experience incredible destinations search from over 100,000+ day tours, 

activities and attractions"><meta name="og:description" content="Tour and experience incredible destinations search from over 100,000+ day tours, activities and 

attractions"><meta name="og:url" content="https://www.destinaholidays.com"><meta name="og:image" content="https://skybooker-static.s3.us-west-2.amazonaws.com

/destina_logos/destina_logo_360.png"><meta name="contact" content="support@destinaholidays.com"><meta name="og:type" content="website"><meta name="og:
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site_name" content="Destina Holidays"><meta name="robots" content="index,follow"><meta name="theme-color" content="#592F9E"><meta name="revisit-after" 

content="1 month"><meta name="author" content="Destina Holidays"><meta name="twitter:title" content="Top Rated Tours and Activities - Destina Holidays"><meta 

name="twitter:description" content="Tours, day trips, activities and attractions - Destina Holidays"><style ng-transition="serverApp">[_nghost-sc93]{display:block;position:

relative}.ngurtl[_nghost-sc93]{direction:rtl}.ngucarousel[_ngcontent-sc93]{height:100%;overflow:hidden;position:relative}.ngucarousel[_ngcontent-sc93] .ngucarousel-items

[_ngcontent-sc93]{display:flex;height:100%;position:relative}.nguvertical[_ngcontent-sc93]{flex-direction:column}.banner[_ngcontent-sc93] .ngucarouselPointDefault

[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{bottom:20px;position:absolute;width:100%}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]{background:hsla(0,0%,100%,.55)}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#fff}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint

[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{box-sizing:border-box;list-

style-type:none;margin:0;overflow:auto;padding:12px;text-align:center;white-space:nowrap}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-

sc93] li[_ngcontent-sc93]{background:rgba(0,0,0,.55);border-radius:50%;display:inline-block;margin:0 4px;padding:4px;transition:.4s;transition-timing-function:cubic-bezier

(.17,.67,.83,.67)}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#6b6b6b;transform:scale(1.8)}.

ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.nguclearFix[_ngcontent-sc93]{clear:both}<

/style></head>

<body>

<app-root _nghost-sc50="" ng-version="12.1.5"><router-outlet _ngcontent-sc50=""></router-outlet><app-home-page _nghost-sc104=""><common-header _ngcontent-

sc104="" _nghost-sc53=""><div _ngcontent-sc53="" id="common-header" class="container-fluid d-none d-lg-block"><div _ngcontent-sc53="" class="d-flex pt-2 pb-1 

justify-content-between"><div _ngcontent-sc53="" class="flex-fill"><ul _ngcontent-sc53="" class="nav justify-content-start d-flex flex-row"><li _ngcontent-sc53="" class="

nav-item"><a _ngcontent-sc53="" href="/" class="navbar-brand" style="min-width: 150px;"><img _ngcontent-sc53="" class="img-fluid logo-desktop" alt="Destina Holidays" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/destina_holidays_color_logo.svg" style="width:200px;height:50px;"><!----><!----></a></li><!----><li _ngcontent-

sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" class="dropbtn nav-link">Hotels <span _ngcontent-sc53="" class="ps-1" 

style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" 

href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,048 properties <

/small></a><a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="

float-end">644 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small 

_ngcontent-sc53="" class="float-end">4,711 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b 

_ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,302 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=NRT" 

target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,910 properties </small></a><a _ngcontent-sc53="" href="

/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">594 properties </small><

/a><a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-

end">5,199 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small 

_ngcontent-sc53="" class="float-end">1,343 properties </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"

><a _ngcontent-sc53="" class="dropbtn nav-link">Tours <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-

down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-

sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b 

_ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities </small></a><a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> 

Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Italy" target="

_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities </small></a><a _ngcontent-sc53="" href="/tours/Japan" 

target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities </small></a><a _ngcontent-sc53="" href="/tours

/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 activities </small></a><a 

_ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities <

/small></a><a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,

092 activities </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item hide-tablet"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" 

class="dropbtn nav-link"> Popular Attractions <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i><

/span></a><div _ngcontent-sc53="" class="dropdown-content" style="width: 450px;"><a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank"

>Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="

_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9845" 

target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view

/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities </small></a><a _ngcontent-sc53="" href="/tours

/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities </small></a><a 

_ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a><

/div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="

dropbtn nav-link" style="cursor: pointer;">Car Rentals </a></div></li><!----><!----></ul></div><div _ngcontent-sc53="" class="pe-4"><ul _ngcontent-sc53="" class="nav 

justify-content-end"><!----><!----><li _ngcontent-sc53="" class="nav-item hide-tablet help-support"><div _ngcontent-sc53="" class="currency-dropdown"><a _ngcontent-
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sc53="" class="nav-link header_link currency-dropbtn"><span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-comments-question"></i></span> 

Help &amp; Support <span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="

currency-dropdown-content p-2" style="left: -20px; top: 45px;"><a _ngcontent-sc53="" class="email" href="mailto:support@destinaholidays.com"

>support@destinaholidays.com</a><a _ngcontent-sc53="" class="phone" href="tel:2142276700"><small _ngcontent-sc53=""> United States (10.30am - 2am EST) <

/small> 214-227-6700</a><a _ngcontent-sc53="" class="phone" href="tel:4169079899"><small _ngcontent-sc53="">Canada (10.30am - 2am EST) </small> 416-907-

9899 </a></div></div></li><!----><li _ngcontent-sc53="" class="nav-item ps-2"><a _ngcontent-sc53="" class="nav-link d-block btn btn-outline-primary sign-in"><span 

_ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-user-circle"></i></span> Sign in </a><!----><!----><!----></li><!----></ul></div></div></div><div 

_ngcontent-sc53="" id="isMobile" class="container-fluid d-md-block d-lg-none border-bottom"><div _ngcontent-sc53="" id="mobile_header" class="d-flex"><div 

_ngcontent-sc53=""><span _ngcontent-sc53="" class="header_icon ps-2 pt-1 d-block" style="color: black;"><i _ngcontent-sc53="" class="fa-sharp fa-light fa-2x fa-grip-

lines"></i></span></div><!----><!----><div _ngcontent-sc53="" class="flex-fill text-center" style="padding-left: 40px;"><a _ngcontent-sc53="" href="/" class="logo"><img 

_ngcontent-sc53="" class="img-fluid" style="max-height:45px;padding-bottom:3px;width:auto;" alt="Destina Holidays" src="https://skybooker-static.s3.us-west-2.

amazonaws.com/destina_holidays_color_logo.svg"></a><!----></div><div _ngcontent-sc53="" class="ps-2 text-center phone_header_icon"><table _ngcontent-sc53="" 

cellpadding="0" cellspacing="0" style="border-radius: 6px; border: 1px solid #43b520;"><tbody><tr _ngcontent-sc53=""><td _ngcontent-sc53=""><img _ngcontent-sc53="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/call-component-header.gif" class="img-fluid" style="width: 36px;"></td><td _ngcontent-sc53="" class="call text-

center"><i _ngcontent-sc53="" class="fa-duotone fa-phone"></i><small _ngcontent-sc53="">CALL US </small></td></tr></tbody></table></div></div></div><div 

_ngcontent-sc53="" class="mobile_header_side_bar" style="width:0%;"><nav _ngcontent-sc53=""><ul _ngcontent-sc53="" class="mobile-nav"><li _ngcontent-sc53="" 

class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-plane fa-rotate-270"></i></span> Flights </a><

/li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-bed"></i></span> Hotels 

</a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-map-signs"></i><

/span> Tours &amp; Activities </a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" 

class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a></li><!----><!----><li _ngcontent-sc53=""> &nbsp; </li><!----><li _ngcontent-sc53="" 

class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-globe-americas"></i></span> Traveller Tools</li><li _ngcontent-

sc53=""><div _ngcontent-sc53=""> Sign in / My Bookings </div><!----><!----></li><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support">Help &amp; 

Support </a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support/faq"> Frequently Asked Questions </a></li><li _ngcontent-sc53=""> Change Currency <!

----></li><!----><li _ngcontent-sc53=""> &nbsp; </li><li _ngcontent-sc53="" class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" 

class="fal fa-sitemap"></i></span> Useful Links</li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/about-us"

>About</a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/terms-and-conditions">Terms &amp; Conditions<

/a></li><!----><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/privacy-policy">Privacy &amp; Cookies</a><

/li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/visa-requirements">Visa Requirements</a></li><li _ngcontent-

sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/pay-later">Book &amp; Hold</a></li><!----><!----><li _ngcontent-sc53="">&nbsp;

</li></ul></nav></div><!----><!----></common-header><section _ngcontent-sc104="" id="searchContainer"><div _ngcontent-sc104="" class="container-xl" style="z-index: 

2; position: relative;"><div _ngcontent-sc104="" class="row justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto w-100 text-center pt-4 pb-4"><br 

_ngcontent-sc104=""><h1 _ngcontent-sc104="">Discover Travel Dreams</h1><h5 _ngcontent-sc104="" class="d-md-block d-lg-block text-center">Search from over 

100,000+ Hotels, Tours, Activities and Adventures</h5></div></div><div _ngcontent-sc104="" class="row justify-content-md-center d-none d-sm-block"><div _ngcontent-

sc104="" class="col-md-auto"><div _ngcontent-sc104="" class="row tab-parent row-cols-auto justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto 

tab-icon active"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div><div _ngcontent-sc104="" 

class="col-md-auto tab-icon"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div 

_ngcontent-sc104="" class="col-md-auto tab-icon" style="border-top-right-radius: 3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i 

_ngcontent-sc104="" class="fal fa-car"></i></span> Car Rentals </div></div></div></div><div _ngcontent-sc104="" class="row justify-content-center d-block d-sm-none"

><div _ngcontent-sc104="" class="col-md-auto tab-parent-mobile"><div _ngcontent-sc104="" class="row row-cols-auto d-flex justify-content-center"><div _ngcontent-

sc104="" class="col-md-auto tab-icon" style="border-top-left-radius: 3px; border-bottom-left-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-

sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div _ngcontent-sc104="" class="col-md-auto tab-icon active" style="border-top-right-radius: 

3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div></div><

/div></div><div _ngcontent-sc104="" class="tab-content"><div _ngcontent-sc104="" class="d-none d-lg-block"><br _ngcontent-sc104=""><div _ngcontent-sc104="" 

class="row"><div _ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div><div _ngcontent-

sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div></div><div _ngcontent-sc104="" class="row"><div 

_ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-3"

><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="

animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;<

/div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div></div><br _ngcontent-sc104=""

></div><div _ngcontent-sc104="" class="d-flex justify-content-center d-md-block d-lg-none d-block pb-4"><div _ngcontent-sc104=""></div><div _ngcontent-sc104="" 

class="row flex-fill g-1 pb-2 row-cols-6 justify-content-md-center"><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate 

border-radius-7 p-4"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"> 

&nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"

> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-

4"> &nbsp;</div></div><!----><div _ngcontent-sc104="" class="d-block d-md-block d-lg-none col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-
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radius-7 p-3"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-3"> &nbsp;<

/div></div></div></div></div><!----><!----><!----><!----><!----></div></section><section _ngcontent-sc104="" class="d-none d-sm-none d-md-block d-lg-block gradient-

border-top"><div _ngcontent-sc104="" class="container-xl"><div _ngcontent-sc104="" class="row pt-4 pb-4 text-list"><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fad fa-check-double fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Best Selection</span> Our 

strict screening process means that you&apos;re only seeing the best quality tours. </td></tr></tbody></table></div><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fal fa-piggy-bank fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Save on Packages </span> 

Save more by booking your flight and tours together. We offer cheap travel packages to top destinations around the world. </td></tr></tbody></table></div><div 

_ngcontent-sc104="" class="col-md-4"><table _ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span 

_ngcontent-sc104="" class="pe-2"><i _ngcontent-sc104="" class="fal fa-user-headset fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-

sc104="" class="heading"> 24/7 Support </span> We&apos;re available to answer any questions or concerns via online chat, phone or email. </td></tr></tbody></table><

/div></div></div></section><section _ngcontent-sc104=""><div _ngcontent-sc104="" class="container-xxl pt-4"><h3 _ngcontent-sc104="" class="gray pb-4">Popular 

Destinations</h3><div _ngcontent-sc104="" class="d-none d-md-block d-lg-block"><div _ngcontent-sc104="" class="row pop_destinations"><div _ngcontent-sc104="" 

class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div 

_ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span _ngcontent-sc104="" class="products">4477 activities 

<span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><div 

_ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div _ngcontent-sc104="" class="pop_destination"

><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div _ngcontent-sc104="" class="overlay-bg"

>&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span _ngcontent-sc104="" class="products"

>11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div><

/a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div _ngcontent-sc104="" class="

pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div _ngcontent-sc104="" class="

overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span _ngcontent-sc104="" class="

products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span><

/div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div _ngcontent-sc104="" 

class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div _ngcontent-sc104="" 

class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span _ngcontent-sc104="" 

class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span><

/span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div _ngcontent-

sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div _ngcontent-

sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span _ngcontent-

sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i><

/span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="

/tours/Thailand"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net

/assets/th.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name"

>Thailand</span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" 

class="far fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="

_blank" href="/tours/Vietnam"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.

cloudfront.net/assets/vi.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Vietnam</span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i 

_ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div><div _ngcontent-sc104="" class="mobile-swipe-container 

pop_destinations d-block d-md-none d-lg-none"><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span 

_ngcontent-sc104="" class="products">4477 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span 

_ngcontent-sc104="" class="products">11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div 
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_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span 

_ngcontent-sc104="" class="products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span 

_ngcontent-sc104="" class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span 

_ngcontent-sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Thailand"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/th.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Thailand<

/span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/vi.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Vietnam<

/span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div></section><section _ngcontent-sc104="" class="home-carousel"><div _ngcontent-

sc104="" class="container-xxl pt-4 d-none d-md-block d-lg-block"><br _ngcontent-sc104=""><h3 _ngcontent-sc104="" class="pb-4">Recommended &amp; Top Rated<

/h3><ngu-carousel _ngcontent-sc104="" _nghost-sc93="" class="ngucarouselafXFoL"><div _ngcontent-sc93="" class="ngucarousel"><button _ngcontent-sc104="" 

ngucarouselprev="" class="leftRs"><i _ngcontent-sc104="" class="fa fa-chevron-left"></i></button><div _ngcontent-sc93="" class="ngu-touch-container"><div _ngcontent-

sc93="" class="ngucarousel-items"><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" class="row no-

gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour"><link _ngcontent-

sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg"><meta _ngcontent-sc104="" itemprop="description" 

content="Spend more time inside with no-wait access to the Vatican Museums, Sistine Chapel &amp; St. Peter&apos;s Basilica through an official Vatican partner 

entrance. On this comprehensive guided tour, you&apos;ll experience the best of the Vatican in just three hours, including the Sistine Chapel, St. Peter&apos;s Basilica, 

and more. Navigate the vast complex of artwork and history with an expert, who will bring this ancient collection to life. Choose from several departure times and 

languages."><meta _ngcontent-sc104="" itemprop="mpn" content="3731VATICAN"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" 

itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-

sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"

><div _ngcontent-sc104="" class="card-title">Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour</div><div _ngcontent-sc104="" itemprop="aggregateRating" 

itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star 

checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"

><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i><

/span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----><span _ngcontent-sc104="" class="

gray"> 26926 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="26926"><meta _ngcontent-sc104="" itemprop="ratingValue" content="4.6"><

/div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> Rome </div><div 

_ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-sc104="" itemprop="url" 

href="/tours/Italy/Rome/3731VATICAN"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta _ngcontent-sc104="" itemprop="

price" content="53"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="priceCurrency" content="USD"><meta 

_ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $53 <sup _ngcontent-sc104="">USD</sup></span><

/div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" 

class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Ancient Rome and Colosseum Skip the Line Walking Tour"><link 

_ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg"><meta _ngcontent-sc104="" itemprop="

description" content="The ancient glory of Rome is reborn! Skip the Line at three of the most significant surviving remnants of the Eternal City: the Colosseum, Palatine 

Hill and Roman Forum. Your English-speaking expert historian tour guide will share anecdotes and history throughout the 3-hour tour, rebuilding the impressive ruins with 

tales of Ancient Romes heyday."><meta _ngcontent-sc104="" itemprop="mpn" content="3731COLOSSEUM"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-
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sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Ancient Rome and Colosseum Skip the Line Walking Tour</div><div _ngcontent-sc104="" 

itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-

sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----

><span _ngcontent-sc104="" class="gray"> 15939 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15939"><meta _ngcontent-sc104="" itemprop="

ratingValue" content="4.6"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"

></i> Rome </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Italy/Rome/3731COLOSSEUM"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="56"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $56 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Amsterdam Open 

Boat Canal Cruise - Local live guide with bar on board"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446

/10/0b/5e/20.jpg"><meta _ngcontent-sc104="" itemprop="description" content="The best way of seeing historical Amsterdam is from the water. Join us on our 1 hour 

canal tour on our 100% electric, luxury boats.<br><br>Enjoy all the beauty that Amsterdam has to offer while enjoying a drink. All our boats have a bar on board where 

drinks can be bought. During the tour our crew will tell you about the history of Amsterdam and the sights you pass.<br><br>During summer, when the weather is mainly 

sunny and dry, the tour will take place on one of our luxurious open boats. On the other hand, if it happens to be rainy or cold on the canals, we will be very happy to host 

the tour on one of our beautiful and warm saloon boats. <br><br>In order to ensure you a spot on the boat, we advise you to book your ticket online in advanced."><meta 

_ngcontent-sc104="" itemprop="mpn" content="75227P1"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" itemscope=""><meta 

_ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-sc104="" class="

c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"><div _ngcontent-

sc104="" class="card-title">Flagship Amsterdam Open Boat Canal Cruise - Local live guide with bar on board</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-

star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!----><!----><span _ngcontent-

sc104="" class="gray"> 15407 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15407"><meta _ngcontent-sc104="" itemprop="ratingValue" 

content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> 

Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P1"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="22"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $22 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Canal Cruise in 

Classic Boat - Live guide with drinks &amp; Dutch cheese"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-

674x446/09/3a/8a/80.jpg"><meta _ngcontent-sc104="" itemprop="description" content="On this 1 hour Luxury Classic River Boat Cruise, you will explore the city, its 

famous landmarks, culture, and rich trading history whilst relaxing with a drink in your hand. During the cruise, our skipper will take you through many highlights our city 

has to offer. The cruise is live guided, so expect an interactive tour, with enough space for questions and any needed recommendations for your further stay in 

Amsterdam. All tours are in ENGLISH."><meta _ngcontent-sc104="" itemprop="mpn" content="75227P6"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Flagship Canal Cruise in Classic Boat - Live guide with drinks &amp; Dutch cheese</div><div 

_ngcontent-sc104="" itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"><

/i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i 

_ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!

----><!----><span _ngcontent-sc104="" class="gray"> 13790 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="13790"><meta _ngcontent-sc104="" 

itemprop="ratingValue" content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"

><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far 

fa-map"></i> Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link 

_ngcontent-sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P6"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org

/InStock"><meta _ngcontent-sc104="" itemprop="price" content="32"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" 

itemprop="priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $32 
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RESULT:

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4001

Connection: Keep-Alive

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 4001 / tcp

<sup _ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" 

itemtype="http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Dubai Desert Red 

Dune Safari, Camel Ride, and BBQ at Al Khayma"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f

/57/8b/7a.jpg"><meta _ngcontent-sc104="" itemprop="description" content="Give a great end to your day in Dubai with our premium evening Red Dune Desert Safari. A 

4WD in the sandy dunes of the deserts witnessing the sun going down into the depths of the golden sands will give any adventure lover the thrills of a lifetime. As the sun 

sets, the Al-Khayma Camp awaits you with a delicious BBQ and other fun-filled activities and when the stars light up the sky, be ready for an amazing star gazing session.

<br><br>Highlights<br>Enjoy an evening at the exclusive Al Khayma Desert Camp<br>Bash dunes for 30-40-minutes in the Lahbab desert<br>Enjoy the BBQ with local 

cuisines (veg and non-veg)<br>Smoke a shisha pipe, henna painting, Arabian makeover and a photography session with a falcon<br>Ride on a camel caravan and also 

opt to ride quad bikes through the desert<br>Watch the Tanoura, Fire Show, &amp; Ladies Khaliji dance<br>Enjoy a wonderful stargazing session with a telescope and 

admire the night sky <br>"><meta _ngcontent-sc104="" itemprop="mpn" content="91421P12"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org

/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div 

_ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="

card-body"><div _ngcontent-sc104="" class="card-title">Dubai Desert Red Dune Safari, Camel Ride, and BBQ at Al Khayma</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104=""

Results were truncated
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<title>Support</title>

<base href="/support/">

<meta name="viewport" content="width=device-width, initial-scale=1">

<link rel="icon" type="image/x-icon" href="/favicon.ico">

<script src="https://js.stripe.com/v3/"></script>

<script src="https://kit.fontawesome.com/80f3ee4f21.js" crossorigin="anonymous"></script>

<!-- <script src="//code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js" async></script> -->

<!-- Start of destinaholidays Zendesk Widget script -->

<script id="ze-snippet" src="https://static.zdassets.com/ekr/snippet.js?key=e139db92-8dad-433b-84a7-ffacb619baab"> </script>

<!-- End of destinaholidays Zendesk Widget script -->

<script>const observer = new PerformanceObserver((entryList) => {

for (const entry of entryList.getEntriesByName(&apos;first-contentful-paint&apos;)) {

console.log(&apos;FCP candidate:&apos;, entry.startTime, entry);

}

}).observe({type: &apos;paint&apos;, buffered: true});

</script>

<!-- Google tag (gtag.js) -->

<script async="" src="https://www.googletagmanager.com/gtag/js?id=AW-360775968"></script>

<script>

window.dataLayer = window.dataLayer || [];

function gtag(){dataLayer.push(arguments);}

gtag(&apos;js&apos;, new Date());

gtag(&apos;config&apos;, &apos;AW-360775968&apos;);

</script>

<style>@charset "UTF-8";:root{--bs-blue:#0d6efd;--bs-indigo:#6610f2;--bs-purple:#6f42c1;--bs-pink:#d63384;--bs-red:#dc3545;--bs-orange:#fd7e14;--bs-yellow:#ffc107;--

bs-green:#198754;--bs-teal:#20c997;--bs-cyan:#0dcaf0;--bs-white:#fff;--bs-gray:#6c757d;--bs-gray-dark:#343a40;--bs-gray-100:#f8f9fa;--bs-gray-200:#e9ecef;--bs-gray-

300:#dee2e6;--bs-gray-400:#ced4da;--bs-gray-500:#adb5bd;--bs-gray-600:#6c757d;--bs-gray-700:#495057;--bs-gray-800:#343a40;--bs-gray-900:#212529;--bs-primary:

#0d6efd;--bs-secondary:#6c757d;--bs-success:#198754;--bs-info:#0dcaf0;--bs-warning:#ffc107;--bs-danger:#dc3545;--bs-light:#f8f9fa;--bs-dark:#212529;--bs-primary-rgb:

13,110,253;--bs-secondary-rgb:108,117,125;--bs-success-rgb:25,135,84;--bs-info-rgb:13,202,240;--bs-warning-rgb:255,193,7;--bs-danger-rgb:220,53,69;--bs-light-rgb:

248,249,250;--bs-dark-rgb:33,37,41;--bs-white-rgb:255,255,255;--bs-black-rgb:0,0,0;--bs-body-color-rgb:33,37,41;--bs-body-bg-rgb:255,255,255;--bs-font-sans-serif:

system-ui,-apple-system,"Segoe UI",Roboto,"Helvetica Neue",Arial,"Noto Sans","Liberation Sans",sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe UI Symbol","

Noto Color Emoji";--bs-font-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace;--bs-gradient:linear-gradient(180deg,hsla

(0,0%,100%,0.15),hsla(0,0%,100%,0));--bs-body-font-family:var(--bs-font-sans-serif);--bs-body-font-size:1rem;--bs-body-font-weight:400;--bs-body-line-height:1.5;--bs-

body-color:#212529;--bs-body-bg:#fff;}*,:after,:before{box-sizing:border-box;}@media (prefers-reduced-motion: no-preference){:root{scroll-behavior:smooth;}}body{margin:

0;font-family:system-ui,-apple-system,Segoe UI,Roboto,Helvetica Neue,Arial,Noto Sans,Liberation Sans,sans-serif,Apple Color Emoji,Segoe UI Emoji,Segoe UI Symbol,

Noto Color Emoji;font-family:var(--bs-body-font-family);font-size:1rem;font-size:var(--bs-body-font-size);font-weight:var(--bs-body-font-weight);line-height:1.5;line-height:var

(--bs-body-line-height);color:#212529;color:var(--bs-body-color);text-align:var(--bs-body-text-align);background-color:#fff;background-color:var(--bs-body-bg);-webkit-text-

size-adjust:100%;-webkit-tap-highlight-color:rgba(0,0,0,0);}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/book.

woff2) format("woff");font-weight:400;font-style:normal;}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/medium.

woff2) format("woff");font-weight:500;font-style:normal;}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/bold.woff2) 

format("woff");font-weight:700;font-style:normal;}body{background:#f5f7f9;transition:all .2s linear;overflow-x:hidden;font-size:.95em;font-family:Circular Pro,-apple-system,

\.SFNSText-Regular,San Francisco,Segoe UI,Helvetica Neue,Lucida Grande,sans-serif;color:#2e353b;font-weight:400;font-feature-settings:"liga","clig off";font-variant-

ligatures:no-common-ligatures;-webkit-font-smoothing:antialiased;}</style><link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.

128367470b8ed0ccca00.css"><style ng-transition="support-ssr"></style><style ng-transition="support-ssr">@media (min-width: 768px){.seven-cols[_ngcontent-sc64] .

col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-md-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:100%;*width:100%}}

@media (min-width: 992px){.seven-cols[_ngcontent-sc64] .col-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] 

.col-md-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:14.2857142857%;*width:14.2857142857%}}@media (min-width: 1200px){.

seven-cols[_ngcontent-sc64] .col-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-md-1[_ngcontent-sc64], 

.seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:14.2857142857%;*width:14.2857142857%}}.support-header-home[_ngcontent-sc64]{background-color:
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#592f9e;color:#fff;padding-bottom:10px}.support-header-home[_ngcontent-sc64] h5[_ngcontent-sc64]{font-weight:400}.support-header-home[_ngcontent-sc64] .search-

icon[_ngcontent-sc64]{position:absolute;color:gray;bottom:36px;left:30px;z-index:10}.support-header-home[_ngcontent-sc64] .styled-input[_ngcontent-sc64]{max-width:

650px;font-size:1.2rem;padding-left:40px;box-shadow:0 4px 8px rgba(0,0,0,.31)}.alert[_ngcontent-sc64]{background:#fcf9e8;color:#4b4453;font-size:.9rem}.spacer

[_ngcontent-sc64]{aspect-ratio:960/100;width:100%;background-repeat:no-repeat;background-position:50%;background-size:cover}.layer1[_ngcontent-sc64]{background-

image:url(layered-waves-haikei.05ece5e7338b71cf4ba8.svg)}.featured-article-box[_ngcontent-sc64]{padding:10px 20px;margin-bottom:20px;background-color:#fff;border-

radius:8px;transition:all .2s linear;cursor:pointer}.featured-article-box[_ngcontent-sc64]:hover{box-shadow:0 0 14px 0 rgba(0,0,0,.1)}.featured-article-box[_ngcontent-sc64] 

.heading[_ngcontent-sc64]{font-size:1.2rem;font-weight:500;line-height:1.4rem;color:#000}.featured-article-box[_ngcontent-sc64] .tags[_ngcontent-sc64]{font-size:.8rem;

text-transform:capitalize;height:1rem;overflow:hidden;white-space:nowrap;text-overflow:ellipsis;padding-bottom:30px}.featured-article-box[_ngcontent-sc64] .description

[_ngcontent-sc64]{font-size:.95rem;line-height:1.1rem;height:2.2rem;overflow:hidden;-webkit-box-orient:vertical;line-clamp:2;-webkit-line-clamp:2;text-overflow:ellipsis;

width:100%;display:-webkit-box;color:#4b4453}.featured-article-box[_ngcontent-sc64] .more[_ngcontent-sc64]{text-align:right;color:#283c6f;cursor:pointer;padding-top:

20px;font-size:.85rem}.featured-article-box[_ngcontent-sc64] .more[_ngcontent-sc64]:hover{color:#c70000}.quick-links[_ngcontent-sc64]{list-style-type:none;padding:0;

margin:0}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64]{background-color:#fff;border-radius:8px;margin:15px 0;font-size:1rem;font-weight:400;cursor:pointer;transition:

all .2s linear;padding:10px 35px 10px 15px;overflow:hidden;white-space:nowrap;text-overflow:ellipsis;text-transform:capitalize;position:relative}.quick-links[_ngcontent-

sc64] li[_ngcontent-sc64] small[_ngcontent-sc64]{display:block;font-size:.8rem;color:var(--bs-secondary)}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64]:hover{box-

shadow:0 0 14px 0 rgba(0,0,0,.1)}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64] .right-arrow[_ngcontent-sc64]{background-color:#c70000;position:absolute;right:0;top:

0;height:63px;border-top-right-radius:8px;border-bottom-right-radius:8px;padding:20px 15px;color:#fff}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64] .right-arrow

[_ngcontent-sc64]:hover{box-shadow:0 0 14px 0 rgba(0,0,0,.1)}.desktop-overlay[_ngcontent-sc64]{width:10000px;height:10000px;margin:0 auto;position:absolute;top:0;

left:0;right:0;z-index:2;background-color:rgba(0,0,0,.72);transition:.1s}.desktop-sidebar[_ngcontent-sc64]{position:fixed;top:0;height:100%;overflow-y:scroll;background-

color:#f5f7f9;z-index:10001;transition:.3s;right:-4000px;min-width:40%;max-width:70%}.show-desktop-sidebar[_ngcontent-sc64]{left:auto;right:0;min-width:40%;transition:.

3s;box-shadow:-15px 1px 11px 5px rgba(45,45,45,.3)}</style><style ng-transition="support-ssr">.btn[_ngcontent-sc54]:focus{box-shadow:none!important}.is-valid

[_ngcontent-sc54]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc54]{border:1px solid #dc3545!important}.form-control[_ngcontent-sc54]{border-radius:0;

border:none;outline:none}.form-control[_ngcontent-sc54]:focus{outline:none}label[_ngcontent-sc54]{cursor:pointer}input[_ngcontent-sc54]:focus, select[_ngcontent-sc54]:

focus, textarea[_ngcontent-sc54]:focus{outline:none}.styled-input[_ngcontent-sc54]{font-weight:400;font-style:normal;font-stretch:normal;box-sizing:border-box;height:

48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:

none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .15s}.styled-input[_ngcontent-sc54]:focus, .styled-

input[_ngcontent-sc54]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-sc54]{display:none}}@media (max-width:576px){.

hide-mobile[_ngcontent-sc54]{display:none}}@keyframes unfoldIn{0%{transform:scaleY(.005) scaleX(0)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(1) 

scaleX(1)}}@keyframes unfoldOut{0%{transform:scaleY(1) scaleX(1)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(.005) scaleX(0)}}@keyframes zoomIn

{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes zoomOut{0%{transform:scale(1)}to{transform:scale(0)}}@keyframes fadein{0%{opacity:0}to{opacity:1}}

@keyframes fadeOut{0%{background:rgba(0,0,0,.7)}to{background:transparent}}@keyframes scaleUp{0%{transform:scale(.8) translateY(1000px);opacity:0}to{transform:

scale(1) translateY(0);opacity:1}}@keyframes scaleDown{0%{transform:scale(1) translateY(0);opacity:1}to{transform:scale(.8) translateY(1000px);opacity:0}}@keyframes 

scaleBack{0%{transform:scale(1)}to{transform:scale(.85)}}@keyframes scaleForward{0%{transform:scale(.85)}to{transform:scale(1)}}@keyframes quickScaleDown{0%

{transform:scale(1)}99.9%{transform:scale(1)}to{transform:scale(0)}}@keyframes slideUpLarge{0%{transform:translateY(0)}to{transform:translateY(-100%)}}@keyframes 

slideDownLarge{0%{transform:translateY(-100%)}to{transform:translateY(0)}}@keyframes moveUp{0%{transform:translateY(150px)}to{transform:translateY(0)}}

@keyframes moveDown{0%{transform:translateY(0)}to{transform:translateY(150px)}}@keyframes blowUpContent{0%{transform:scale(1);opacity:1}99.9%{transform:scale

(2);opacity:0}to{transform:scale(0)}}@keyframes blowUpContentTwo{0%{transform:scale(2);opacity:0}to{transform:scale(1);opacity:1}}@keyframes blowUpModal{0%

{transform:scale(0)}to{transform:scale(1)}}@keyframes blowUpModalTwo{0%{transform:scale(1);opacity:1}to{transform:scale(0);opacity:0}}@keyframes roadRunnerIn{0%

{transform:translateX(-1500px) skewX(30deg) scaleX(1.3)}70%{transform:translateX(30px) skewX(0deg) scaleX(.9)}to{transform:translateX(0) skewX(0deg) scaleX(1)}}

@keyframes roadRunnerOut{0%{transform:translateX(0) skewX(0deg) scaleX(1)}30%{transform:translateX(-30px) skewX(-5deg) scaleX(.9)}to{transform:translateX

(1500px) skewX(30deg) scaleX(1.3)}}@keyframes sketchIn{0%{stroke-dashoffset:778}to{stroke-dashoffset:0}}@keyframes sketchOut{0%{stroke-dashoffset:0}to{stroke-

dashoffset:778}}@keyframes modalFadeIn{0%{background-color:initial}to{background-color:#fff}}@keyframes modalFadeOut{0%{background-color:#fff}to{background-

color:initial}}@keyframes modalContentFadeIn{0%{opacity:0;top:-20px}to{opacity:1;top:0}}@keyframes modalContentFadeOut{0%{opacity:1;top:0}to{opacity:0;top:-20px}}

@keyframes bondJamesBond{0%{transform:translateX(1000px)}80%{transform:translateX(0);border-radius:75px;height:75px;width:75px}90%{border-radius:3px;height:

182px;width:247px}to{border-radius:3px;height:162px;width:227px}}@keyframes killShot{0%{transform:translateY(0) rotate(0deg);opacity:1}to{transform:translateY

(300px) rotate(45deg);opacity:0}}@keyframes fadeToRed{0%{box-shadow:inset 0 0 0 rgba(201,24,24,.8)}to{box-shadow:inset 0 2000px 0 rgba(201,24,24,.8)}}

@keyframes slowFade{0%{opacity:1}99.9%{opacity:0;transform:scale(1)}to{transform:scale(0)}}#common-header[_ngcontent-sc54]{border-bottom:1px solid #e0e0e0;

padding:10px}#common-header[_ngcontent-sc54] .logo-desktop[_ngcontent-sc54]{width:200px;height:50px}#common-header[_ngcontent-sc54] .sign-in[_ngcontent-sc54]

{background-color:#f5f7f9;color:#c70000;transition:.3s;padding:10px 20px;border:1px solid #c70000;border-radius:7px}#common-header[_ngcontent-sc54] .sign-in

[_ngcontent-sc54]:hover{background-color:#c70000;color:#fff}#common-header[_ngcontent-sc54] .traveli-link[_ngcontent-sc54] .dropbtn[_ngcontent-sc54]{color:#4b4453!

important}#common-header[_ngcontent-sc54] .dropbtn[_ngcontent-sc54]{color:#9c0082}#common-header[_ngcontent-sc54] .dropbtn[_ngcontent-sc54], #common-header

[_ngcontent-sc54] .header_link[_ngcontent-sc54]{padding-top:10px;font-size:1.1rem;transition:.3s;cursor:pointer}#common-header[_ngcontent-sc54] .header_link

[_ngcontent-sc54]{color:#4b4453}#common-header[_ngcontent-sc54] .header_link[_ngcontent-sc54]:hover{color:#c70000}#common-header[_ngcontent-sc54] .dropdown

[_ngcontent-sc54]{position:relative;display:inline-block}#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54]{display:none;position:absolute;transition:.

3s;background-color:#fff;border-radius:8px;min-width:360px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);z-index:510}#common-header[_ngcontent-sc54] .dropdown-content

[_ngcontent-sc54] a[_ngcontent-sc54]{color:#4b4453;padding:12px 16px;text-decoration:none;display:block;transition:.3s;cursor:pointer;border-bottom:1px solid #f9f9f9}

#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54] b[_ngcontent-sc54]{font-weight:500}#common-header[_ngcontent-sc54] .
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dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]:last-child{border-bottom:0}#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54] a[_ngcontent-

sc54]:hover{background-color:#4b4453;color:#fff!important;border-radius:8px}#common-header[_ngcontent-sc54] .dropdown[_ngcontent-sc54]:hover .dropdown-content

[_ngcontent-sc54]{display:block;transition:.3s;z-index:10}#common-header[_ngcontent-sc54] .dropdown[_ngcontent-sc54]:hover .dropbtn[_ngcontent-sc54]{color:

#c70000}.modal-login-background[_ngcontent-sc54]{position:fixed;background:rgba(0,0,0,.6);vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-

index:90;left:0;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.animate-item[_ngcontent-sc54]{animation:zoomIn .5s cubic-bezier(.165,.84,.

44,1) forwards}.login-popup[_ngcontent-sc54]{animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;

left:50%;width:340px;height:550px;margin-top:-300px;margin-left:-170px;background-color:#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.3);overflow:hidden;z-

index:1000}@media (min-width:768px){.login-popup[_ngcontent-sc54]{animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba

(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:550px;margin-top:-260px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 

16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-header[_ngcontent-sc54]{border-

bottom:0 solid #dee2e6;padding:0}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]

{padding:1rem;margin:-1rem -1rem -1rem auto;position:absolute;right:-22px;color:#fff;top:-7px;text-shadow:none;opacity:1}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]:not(:disabled):not(.disabled):focus, .login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]:not(:disabled):not(.disabled):hover{opacity:1}.login-popup[_ngcontent-sc54] .login-

popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54]{padding:0}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body

[_ngcontent-sc54] .custom-body[_ngcontent-sc54]{display:flex;flex-flow:row nowrap}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body

[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .login-header[_ngcontent-sc54]{background-color:#f9f9f9;padding:20px}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54]{width:440px;height:517px;overflow:auto;display:block}.

login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2

[_ngcontent-sc54]{font-size:1.1rem;font-weight:400;padding:0 0 15px}@media (min-width:768px){.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .

modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1.5rem}}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2[_ngcontent-sc54] .fal[_ngcontent-sc54]{color:

#6c757d!important}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right

[_ngcontent-sc54] h2[_ngcontent-sc54] .fal[_ngcontent-sc54]:hover{color:#022243!important;cursor:pointer}.login-popup[_ngcontent-sc54] .login-popup-container

[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .shareinput[_ngcontent-sc54]{line-height:38px;height:38px;

padding:.3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-color:#fff;width:65%;margin-right:5%}.login-popup

[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .form-items[_ngcontent-

sc54]{margin-top:20px}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right

[_ngcontent-sc54] .copy-btn[_ngcontent-sc54]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:38px;min-width:100px;padding:0 .4em;border:none;cursor:

pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:1em;font-weight:600;text-decoration:none!important}.login-

popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .copy-btn

[_ngcontent-sc54]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,#253c77 90%)}.login-popup[_ngcontent-sc54] .login-

popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] textarea[_ngcontent-sc54]{width:100%}.login-

popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit

[_ngcontent-sc54]{height:48px;background-color:#592f9e;transition:.3s;border:none;outline:none;border-radius:8px;color:#fff}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit[_ngcontent-sc54]:hover{background-

color:#9c0082}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-

sc54] .share-submit[_ngcontent-sc54]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 20%,#666 0,#666 90%)}.login-popup[_ngcontent-sc54] .

login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit-outline[_ngcontent-sc54]

{height:48px;background-color:#fff;transition:.3s;border:1px solid #592f9e;outline:none;border-radius:8px;color:#592f9e}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit-outline[_ngcontent-sc54]:hover

{background-color:#592f9e;color:#fff}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-

sc54] .right[_ngcontent-sc54] .share-submit-outline[_ngcontent-sc54]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 20%,#666 0,#666 90%)}.

btn-link[_ngcontent-sc54]{color:#c70000;text-decoration:none}.btn-link[_ngcontent-sc54]:hover{color:#9c0082;text-decoration:underline}.google-btn[_ngcontent-sc54]

{background-color:#fff;color:#ca3420;border-radius:8px;border:1px solid #ca3420}.google-btn[_ngcontent-sc54]:hover{background-color:#ca3420;color:#fff}.fb-btn

[_ngcontent-sc54]{background-color:#3f59a8;color:#fff;border-radius:8px;border:none}.fb-btn[_ngcontent-sc54]:hover{background-color:#304996;color:#fff}.alert-danger

[_ngcontent-sc54]{background-color:#c70000}.alert-danger[_ngcontent-sc54], .alert-success[_ngcontent-sc54]{font-size:.85rem;border-radius:8px;padding:5px 10px;color:

#fff}.alert-success[_ngcontent-sc54]{background-color:#28a745}.cbx[_ngcontent-sc54]{-webkit-user-select:none;user-select:none;-webkit-tap-highlight-color:transparent;

cursor:pointer}.cbx[_ngcontent-sc54] span[_ngcontent-sc54]{display:inline-block;vertical-align:middle;transform:translateZ(0);font-size:90%}.cbx[_ngcontent-sc54] span

[_ngcontent-sc54]:first-child{position:relative;width:18px;height:18px;border-radius:50%;transform:scale(1);vertical-align:middle;border:1px solid #b9b8c3;transition:all .2s 

ease}.cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child svg[_ngcontent-sc54]{position:absolute;z-index:1;top:3px;left:3px;fill:none;stroke:#fff;stroke-width:2;stroke-

linecap:round;stroke-linejoin:round;stroke-dasharray:12px;stroke-dashoffset:12px;transition:all .3s ease;transition-delay:.1s;transform:translateZ(0)}.cbx[_ngcontent-sc54] 

span[_ngcontent-sc54]:first-child:before{content:"";width:100%;height:100%;background:#28a745;display:block;transform:scale(0);opacity:1;border-radius:50%;transition-

delay:.2s}.cbx[_ngcontent-sc54] span[_ngcontent-sc54]:last-child{margin-left:8px}.cbx[_ngcontent-sc54]:hover span[_ngcontent-sc54]:first-child{border-color:#28a745}.inp-

cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child{border-color:#28a745;background:#28a745;animation:check .6s ease}.inp-cbx

[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child svg[_ngcontent-sc54]{stroke-dashoffset:0}.inp-cbx[_ngcontent-sc54]:checked + .cbx
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[_ngcontent-sc54] span[_ngcontent-sc54]:first-child:before{transform:scale(2.2);opacity:0;transition:all .6s ease}.inp-cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-

sc54] span[_ngcontent-sc54]:last-child{color:#0076be;transition:all .3s ease}.inp-cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span[_ngcontent-sc54]:last-child:

after{transform:scaleX(1);transition:all .3s ease}@keyframes check{50%{transform:scale(1.2)}}.currency-modal-content[_ngcontent-sc54]{position:fixed;top:50%;left:50%;

width:300px;height:500px;margin-top:-250px;margin-left:-150px;border-radius:8px;background-color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.

44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}@media (min-width:768px){.currency-modal-content[_ngcontent-sc54]{position:fixed;top:50%;left:50%;width:

800px;height:500px;margin-top:-250px;margin-left:-400px;border-radius:8px;background-color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) 

forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}}.currency-modal-content[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1rem}@media (min-width:768px){.currency-

modal-content[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1.2rem}}.currency-modal-content[_ngcontent-sc54] .currency-content[_ngcontent-sc54]{height:490px;

overflow:scroll}@media (min-width:768px){.currency-modal-content[_ngcontent-sc54] .currency-content[_ngcontent-sc54]{height:auto}}.currency-modal-content

[_ngcontent-sc54] .currency-li[_ngcontent-sc54]{width:200px;overflow:hidden;display:block}@media (min-width:768px){.currency-modal-content[_ngcontent-sc54] .

currency-li[_ngcontent-sc54]{width:200px}}.currency-modal-content[_ngcontent-sc54] h5[_ngcontent-sc54]{text-align:left;margin:0}.currency-modal-content[_ngcontent-

sc54] .m-header[_ngcontent-sc54]{padding:15px;text-align:left;background-color:#f9f9f9;border-top-left-radius:8px;border-top-right-radius:8px}.currency-modal-content

[_ngcontent-sc54] .m-footer[_ngcontent-sc54]{background-color:#f9f9f9;position:absolute;bottom:0;width:100%;border-bottom-left-radius:10px;border-bottom-right-radius:

10px;padding:0 20px 20px}.currency-modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]{top:10px;right:15px;position:absolute;color:var(--gray)}@media (min-width:

768px){.currency-modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]{right:25px;top:18px}}.currency-modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]:hover

{color:#000;cursor:pointer}.currency_list[_ngcontent-sc54]{list-style-type:none;margin:0;padding:0;font-size:.9rem}.currency_list[_ngcontent-sc54] li[_ngcontent-sc54]{float:

left;width:250px;padding:5px;color:#333}.currency_list[_ngcontent-sc54] li[_ngcontent-sc54] .float-right[_ngcontent-sc54]{color:#0076be!important;font-weight:700}.

currency_list[_ngcontent-sc54] li[_ngcontent-sc54]:hover{color:#0076be!important;background-color:#f9f9f9;text-decoration:none!important;cursor:pointer}.currency_scroll

[_ngcontent-sc54]{max-height:400px;overflow:auto}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-track{box-shadow:inset 0 0 6px rgba(0,0,0,.3);background-color:

#f5f5f5}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar{width:5px;height:5px;background-color:#f5f5f5}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-thumb

{background-color:#676767}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-thumb:hover{background:#555}#isMobile[_ngcontent-sc54]{position:relative}#isMobile

[_ngcontent-sc54] #mobile_header[_ngcontent-sc54]{padding:10px 5px}#isMobile[_ngcontent-sc54] .mobile-autosuggest[_ngcontent-sc54]{z-index:20;width:100%;

position:unset;box-shadow:none;background-color:unset;top:unset;transition:all .1s ease-out;font-size:1em}#isMobile[_ngcontent-sc54] .mobile-autosuggest-sticky

[_ngcontent-sc54]{background-color:#fff;box-shadow:0 3px 3px 0 hsla(0,0%,40%,.4);position:fixed;top:-10px;width:100%;z-index:20;transition:all .1s ease-in;padding-

bottom:10px}.mobile_header_side_bar[_ngcontent-sc54]{height:100%;position:fixed;z-index:99;top:66px;font-size:1rem;left:0;background-color:#fff!important;padding-top:

0;transition:.1s;overflow-x:hidden}.mobile_header_side_bar[_ngcontent-sc54] h3[_ngcontent-sc54]{font-size:1.3rem;margin:0;font-weight:300;width:100%;text-align:center;

padding:10px 0;color:#fff;background-color:#627d90}.mobile_header_side_bar[_ngcontent-sc54] h3[_ngcontent-sc54] i[_ngcontent-sc54]{padding:8px 10px;transition:all .

1s ease-in-out;background-color:#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:5px;font-size:.9rem;left:9px}.mobile_header_side_bar

[_ngcontent-sc54] .box-shadow[_ngcontent-sc54]{margin-bottom:0;box-shadow:none}svg.back_icon[_ngcontent-sc54]{height:20px;width:20px;color:#717fa4;top:20px;left:

5px}.closeNav[_ngcontent-sc54]{box-shadow:0 4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;width:100%;padding:10px;border-radius:0;border:none;font-

weight:400;font-size:1.4rem}.closeNav[_ngcontent-sc54] span[_ngcontent-sc54]{font-size:2rem;padding:10px}.close_icon[_ngcontent-sc54]{height:15px;width:15px;color:

#717fa4;position:absolute;top:10px;left:10px}.sub-menu-parent[_ngcontent-sc54]{position:relative}.sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-left

[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-right[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-left

[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-right[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-left[_ngcontent-

sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-right[_ngcontent-sc54]{visibility:visible;opacity:1;z-index:1;transform:translateY(0);transition-delay:0s,0s,.3s;

transition:all .15s ease-in-out;background:#fff;margin:0 8px 0 0;z-index:99;box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 8px 16px 0 rgba(19,41,104,.2);padding:10px 0}.

sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-right

[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-

sc54]:focus .sub-menu-right[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-

menu-parent[_ngcontent-sc54]:hover .sub-menu-right[_ngcontent-sc54] a[_ngcontent-sc54]{color:#425486}.sub-menu-right[_ngcontent-sc54]{visibility:hidden;opacity:0;

position:absolute;top:100%;right:12px;width:220px;height:200px;overflow:scroll;z-index:-1;transition:.15s ease-in-out,_ .15s ease-in-out,_ .15s ease-in-out;border-radius:

8px}.sub-menu-right[_ngcontent-sc54] li[_ngcontent-sc54]:last-child{border-bottom:none!important}.sub-menu-right[_ngcontent-sc54] .symbol[_ngcontent-sc54]{float:right}.

bookings_btn[_ngcontent-sc54]{padding:0!important}.mobile-nav[_ngcontent-sc54]{margin:0;padding:10px 0 0;list-style-type:none}.mobile-nav[_ngcontent-sc54] li

[_ngcontent-sc54]{border-bottom:1px dotted #e0e0e0;font-size:1.2rem;padding:15px 20px}.mobile-nav[_ngcontent-sc54] li[_ngcontent-sc54] a[_ngcontent-sc54]{all:unset}.

mobile-nav[_ngcontent-sc54] li.heading[_ngcontent-sc54]{font-weight:600;color:#592f9e}.currency-dropdown[_ngcontent-sc54]{position:relative;display:inline-block}.

currency-dropdown[_ngcontent-sc54] .currency-dropbtn[_ngcontent-sc54]{border:none}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-

sc54]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:260px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);left:-80px;top:30px;z-

index:510}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]{color:#4b4453;padding:10px 14px;text-decoration:

none;font-size:.8rem;display:block}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]:hover{color:#000;background-

color:#f9f9f9;cursor:pointer}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.email[_ngcontent-sc54]{background-color:#f9f9f9;

margin:10px;padding:10px 14px;font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #e0e0e0}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-

content[_ngcontent-sc54] a.email[_ngcontent-sc54]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content

[_ngcontent-sc54] a.phone[_ngcontent-sc54]{background-color:#fff;margin:10px;padding:20px 14px 10px;position:relative;font-size:.9rem;font-weight:500;border-radius:

7px;border:1px solid #b0a8b9}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.phone[_ngcontent-sc54] small[_ngcontent-sc54]

{position:absolute;font-size:.7rem;top:2px;font-weight:300}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.phone[_ngcontent-sc54]:

hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc54]:hover .currency-dropdown-content[_ngcontent-sc54]{display:block;transition:.3s;z-index:
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10}.hide-overflow[_ngcontent-sc54]{white-space:nowrap;overflow:hidden;text-overflow:ellipsis;display:inline-block}.help-support[_ngcontent-sc54]{border:1px solid #fff;

border-radius:7px;transition:all .2s}.help-support[_ngcontent-sc54]:hover{border:1px solid #c70000;color:#c70000!important;transition:all .2s}.help-support[_ngcontent-

sc54] .header_link[_ngcontent-sc54]{font-size:.85rem}.support-phone[_ngcontent-sc54]{background-color:#fff;padding:5px 10px;border-radius:7px}.support-phone

[_ngcontent-sc54] span[_ngcontent-sc54]{font-size:1.8rem;animation:color-change 20s infinite alternate}.support-phone[_ngcontent-sc54] small[_ngcontent-sc54]{display:

block;font-size:.6rem}.support-phone[_ngcontent-sc54] .phone[_ngcontent-sc54]{font-size:1rem;font-weight:700;color:#005fcc;text-decoration:none}.support-phone

[_ngcontent-sc54] .phone[_ngcontent-sc54]:hover{color:#e8381b}@keyframes color-change{0%{color:#00f}10%{color:#8e44ad}20%{color:#1abc9c}30%{color:#d35400}

40%{color:#00f}50%{color:#34495e}60%{color:#00f}70%{color:#2980b9}80%{color:#f1c40f}90%{color:#2980b9}to{color:pink}}.phone_header_icon[_ngcontent-sc54] .call

[_ngcontent-sc54]{background-color:#43b520;color:#fff;padding:3px 5px;display:block;font-size:.9rem}.phone_header_icon[_ngcontent-sc54] small[_ngcontent-sc54]{font-

size:.5rem;display:block}.sidebar-overlay[_ngcontent-sc54]{position:fixed;width:100%;height:100%;top:65px;left:0;right:0;bottom:0;background-color:hsla(0,0%,100%,.3);z-

index:10;cursor:pointer;-webkit-backdrop-filter:blur(3px);backdrop-filter:blur(3px)}.sidebar-overlay[_ngcontent-sc54] .text[_ngcontent-sc54]{position:absolute;top:50%;left:

50%;font-size:50px;color:#fff;transform:translate(-50%,-50%);-ms-transform:translate(-50%,-50%)}</style><style ng-transition="support-ssr">@media (min-width: 768px){.

seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-

sc55]{width:100%;*width:100%}}@media (min-width: 992px){.seven-cols[_ngcontent-sc55] .col-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-

sc55], .seven-cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-sc55]{width:14.2857142857%;*width:

14.2857142857%}}@media (min-width: 1200px){.seven-cols[_ngcontent-sc55] .col-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-sc55], .seven-

cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-sc55]{width:14.2857142857%;*width:14.2857142857%}}img

[_ngcontent-sc55]{max-width:100%;height:auto}.styled-input[_ngcontent-sc55]{max-width:650px;font-size:1.2rem;padding-left:40px;box-shadow:0 4px 8px rgba(0,0,0,.

31)}.arrow_box[_ngcontent-sc55]{background:#fff}.arrow_box[_ngcontent-sc55], .faq-autosuggest[_ngcontent-sc55]{position:relative}.faq-autosuggest[_ngcontent-sc55] .

search_icon[_ngcontent-sc55]{position:absolute;top:15px;left:15px;color:#4b4453;z-index:1}.faq-autosuggest[_ngcontent-sc55] .search_icon_placeholder_home

[_ngcontent-sc55]{position:absolute;top:13px;left:15px;color:#4b4453}.faq-autosuggest[_ngcontent-sc55] .search_icon_home[_ngcontent-sc55]{top:10px;position:absolute;

left:10px}.faq-autosuggest[_ngcontent-sc55] .search_icon_sidebar[_ngcontent-sc55]{position:absolute;top:12px;left:55px;color:#4b4453;z-index:1}.faq-autosuggest

[_ngcontent-sc55] .border-bottom[_ngcontent-sc55]{border-bottom:1px solid hsla(0,0%,100%,.2)!important}.faq-autosuggest[_ngcontent-sc55] input[_ngcontent-sc55]

{padding-left:35px}.faq-autosuggest[_ngcontent-sc55] .loader[_ngcontent-sc55]{text-align:center;padding:10px}.faq-autosuggest[_ngcontent-sc55] .loader[_ngcontent-

sc55], .faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55]{box-shadow:0 0 5px rgba(65,67,144,.15);position:absolute;background-color:#fff;z-index:10;min-

width:400px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55]{border-radius:8px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-

sc55]::-webkit-scrollbar{width:3px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-track{background:#fff}.faq-

autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-thumb{background:#888}.faq-autosuggest[_ngcontent-sc55] .options

[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-thumb:hover{background:#555}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] .heading[_ngcontent-

sc55]{padding:5px 10px;color:#000;background-color:#e0e0e0;display:block;border-bottom:1px solid #ccc}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul

[_ngcontent-sc55]{list-style-type:none;padding:0;margin:0;max-height:250px;overflow:auto}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-

sc55] li[_ngcontent-sc55]{padding:10px 15px;border-bottom:1px solid #f9f9f9;cursor:pointer;color:#4b4453;width:450px}.faq-autosuggest[_ngcontent-sc55] .options

[_ngcontent-sc55] ul[_ngcontent-sc55] li[_ngcontent-sc55] small[_ngcontent-sc55]{color:#283c6f}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul

[_ngcontent-sc55] li[_ngcontent-sc55] .icon[_ngcontent-sc55]{color:#4b4453}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-sc55] li

[_ngcontent-sc55]:hover{color:#fff!important;background-color:#4b4453;border-radius:4px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-

sc55] li[_ngcontent-sc55]:hover .icon[_ngcontent-sc55], .faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-sc55] li[_ngcontent-sc55]:hover small

[_ngcontent-sc55]{color:#fff!important}svg.back_icon[_ngcontent-sc55]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.closeNav[_ngcontent-sc55]{box-shadow:0 

4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;width:100%;padding:10px;border-radius:0;border:none;font-weight:400;font-size:16px}.close_icon[_ngcontent-

sc55]{height:15px;width:15px;color:#717fa4;position:absolute;top:10px;right:120px;font-size:1.2rem;cursor:pointer}.mobile-styled-placeholder[_ngcontent-sc55]{line-height:

45px;padding-left:30px}.mobile-autosuggest-placeholder[_ngcontent-sc55], .mobile-autosuggest-placeholder-home[_ngcontent-sc55]{width:100%;padding:5px 5px 5px 

25px;margin-top:20px;background-color:#e9ecef;display:block;transition:all .6s cubic-bezier(.165,.84,.44,1);border-radius:4px;transition-property:all;transition-duration:.3s;

border:1px solid #e9ecef}.mobile-autosuggest-placeholder-home[_ngcontent-sc55]:active, .mobile-autosuggest-placeholder-home[_ngcontent-sc55]:focus, .mobile-

autosuggest-placeholder[_ngcontent-sc55]:active, .mobile-autosuggest-placeholder[_ngcontent-sc55]:focus{box-shadow:0 1px 5px 0 hsla(0,0%,54%,.3);border:1px solid 

#4b4453}.mobile-autosuggest-placeholder-home[_ngcontent-sc55] small[_ngcontent-sc55], .mobile-autosuggest-placeholder[_ngcontent-sc55] small[_ngcontent-sc55]

{float:right;color:#4b4453}.mobile-autosuggest-placeholder-home[_ngcontent-sc55]{margin-top:0;padding:5px 5px 5px 35px}</style><style ng-transition="support-ssr"

>@media (min-width: 768px){.seven-cols[_ngcontent-sc56] .col-lg-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-

sc56] .col-sm-1[_ngcontent-sc56]{width:100%;*width:100%}}@media (min-width: 992px){.seven-cols[_ngcontent-sc56] .col-1[_ngcontent-sc56], .seven-cols[_ngcontent-

sc56] .col-lg-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-sm-1[_ngcontent-sc56]{width:

14.2857142857%;*width:14.2857142857%}}@media (min-width: 1200px){.seven-cols[_ngcontent-sc56] .col-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-lg-1

[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-sm-1[_ngcontent-sc56]{width:14.2857142857%;*width:

14.2857142857%}}.desktop-overlay[_ngcontent-sc56]{width:10000px;height:10000px;margin:0 auto;position:absolute;top:-4000px;left:-4000px;right:0;z-index:2;

background-color:rgba(0,0,0,.72);transition:.1s}.desktop-sidebar[_ngcontent-sc56]{position:fixed;top:0;height:100%;overflow-y:scroll;background-color:#f5f7f9;z-index:

10001;transition:.3s;right:-4000px;min-width:40%;max-width:70%}.show-desktop-sidebar[_ngcontent-sc56]{left:auto;right:0;min-width:40%;transition:.3s;box-shadow:-15

px 1px 11px 5px rgba(45,45,45,.3)}.form-group[_ngcontent-sc56]{padding-bottom:20px}.form-group[_ngcontent-sc56] label[_ngcontent-sc56]{padding:5px}.form-group

[_ngcontent-sc56] .phone-row[_ngcontent-sc56] input[_ngcontent-sc56], .form-group[_ngcontent-sc56] .phone-row[_ngcontent-sc56] select[_ngcontent-sc56]{width:49%!

important;display:inline-block}.btn-lg[_ngcontent-sc56]{font-size:1rem}@media (min-width: 768px){.btn-lg[_ngcontent-sc56]{font-size:1.25rem}}.checkbox-container

[_ngcontent-sc56]{display:block;position:relative;cursor:pointer;font-size:1rem;margin-left:30px;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;user-
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select:none;line-height:.9rem;font-weight:500}.checkbox-container[_ngcontent-sc56] input[_ngcontent-sc56]{position:absolute;opacity:0;cursor:pointer;height:0;width:0}.

checkmrk[_ngcontent-sc56]{position:absolute;top:0;left:-30px;height:25px;width:25px;background-color:#fff;border-radius:5px;border:1px solid #4b4453}.checkbox-

container[_ngcontent-sc56]:hover input[_ngcontent-sc56] ~ .checkmrk[_ngcontent-sc56]{background-color:#e0e0e0}.checkbox-container[_ngcontent-sc56] input

[_ngcontent-sc56]:checked ~ .checkmrk[_ngcontent-sc56]{background-color:#592f9e}.checkmrk[_ngcontent-sc56]:after{content:"";position:absolute;display:none}.

checkbox-container[_ngcontent-sc56] input[_ngcontent-sc56]:checked ~ .checkmrk[_ngcontent-sc56]:after{display:block}.checkbox-container[_ngcontent-sc56] .checkmrk

[_ngcontent-sc56]:after{left:9px;top:5px;width:7px;height:11px;border:solid #fff;border-width:0 3px 3px 0;transform:rotate(45deg)}</style><style ng-transition="support-ssr"

>.btn[_ngcontent-sc53]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc53]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc53]{border:1px solid 

#dc3545!important}.form-control[_ngcontent-sc53]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc53]:focus{outline:none}label[_ngcontent-sc53]

{cursor:pointer}input[_ngcontent-sc53]:focus, select[_ngcontent-sc53]:focus, textarea[_ngcontent-sc53]:focus{outline:none}.styled-input[_ngcontent-sc53]{font-weight:400;

font-style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;

letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;

transition:border .15s}.styled-input[_ngcontent-sc53]:focus, .styled-input[_ngcontent-sc53]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-

tablet[_ngcontent-sc53]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc53]{display:none}}.desktop-container[_ngcontent-sc53]{background-color:

#f9f9f9;color:rgba(0,0,0,.7);border-top:1px solid rgba(0,0,0,.1)}.domain-name[_ngcontent-sc53]{color:rgba(0,0,0,.7);font-size:.75rem}.currency[_ngcontent-sc53]{padding:

10px 20px;border-radius:3px;cursor:pointer;background-color:rgba(0,0,0,.05);margin-bottom:20px}.currency[_ngcontent-sc53]:hover{color:#000;background-color:rgba

(0,0,0,.2)}.mobile-footer[_ngcontent-sc53]{background-color:#f9f9f9;padding:10px 20px;font-size:.85rem;border-top:1px solid rgba(0,0,0,.1);font-weight:300;color:rgba

(0,0,0,.7)}.mobile-footer[_ngcontent-sc53] a[_ngcontent-sc53]{color:rgba(0,0,0,.7);text-decoration:none}.mobile-footer[_ngcontent-sc53] .currency[_ngcontent-sc53]{color:

#000;border-color:hsla(0,0%,100%,.8);padding:5px 10px;border-radius:3px;cursor:pointer;margin-bottom:20px}.footer-links[_ngcontent-sc53] .customer_support

[_ngcontent-sc53] li[_ngcontent-sc53]{background-color:rgba(0,0,0,.05);padding:20px 10px 10px;border-radius:7px;margin-bottom:10px}.footer-links[_ngcontent-sc53] .

customer_support[_ngcontent-sc53] li[_ngcontent-sc53]:hover{background-color:rgba(0,0,0,.2);color:#000}.footer-links[_ngcontent-sc53] .customer_support[_ngcontent-

sc53] li[_ngcontent-sc53] a[_ngcontent-sc53]{color:rgba(0,0,0,.7);font-size:1rem;text-decoration:none;padding:10px 0;position:relative;display:block}.footer-links

[_ngcontent-sc53] .customer_support[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.75rem;position:absolute;top:-10px;color:

rgba(0,0,0,.7)}.footer-links[_ngcontent-sc53] .customer_support[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53]:hover, .footer-links[_ngcontent-sc53] h5

[_ngcontent-sc53]{color:rgba(0,0,0,.8)}.footer-links[_ngcontent-sc53] h5[_ngcontent-sc53]{font-size:1rem;font-weight:500;border-bottom:1px solid rgba(0,0,0,.1);padding:

20px 20px 20px 0}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-sc53]{padding-bottom:5px;padding-top:5px}.footer-links[_ngcontent-sc53] ul

[_ngcontent-sc53] li[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.7rem;color:rgba(0,0,0,.7);display:block}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li

[_ngcontent-sc53] a[_ngcontent-sc53]{color:rgba(0,0,0,.7);text-decoration:none;font-size:.85rem}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-sc53] a

[_ngcontent-sc53]:hover{color:rgba(0,0,0,.9);text-decoration:underline;cursor:pointer}</style></head>

<body>

<app-root _nghost-sc78="" class="ng-tns-c78-0" ng-version="12.1.5"><router-outlet _ngcontent-sc78="" class="ng-tns-c78-0"></router-outlet><app-home _nghost-sc64=""

><common-header _ngcontent-sc64="" _nghost-sc54=""><div _ngcontent-sc54="" id="common-header" class="container-fluid d-none d-lg-block"><div _ngcontent-

sc54="" class="d-flex pt-2 pb-1 justify-content-between"><div _ngcontent-sc54="" class="flex-fill"><ul _ngcontent-sc54="" class="nav justify-content-start d-flex flex-row"

><li _ngcontent-sc54="" class="nav-item"><a _ngcontent-sc54="" href="/" class="navbar-brand" style="min-width: 150px;"><!----></a></li><!----><!----></ul></div><div 

_ngcontent-sc54="" class="pe-4"><ul _ngcontent-sc54="" class="nav justify-content-end"><!----><!----><!----><!----></ul></div></div></div><div _ngcontent-sc54="" id="

isMobile" class="container-fluid d-md-block d-lg-none border-bottom"><div _ngcontent-sc54="" id="mobile_header" class="d-flex"><!----><!----><div _ngcontent-sc54="" 

class="flex-fill text-center" style="padding-left: 40px;"><!----></div><div _ngcontent-sc54="" class="ps-2 text-center phone_header_icon"><table _ngcontent-sc54="" 

cellpadding="0" cellspacing="0" style="border-radius: 6px; border: 1px solid #43b520;"><tbody><tr _ngcontent-sc54=""><td _ngcontent-sc54=""><img _ngcontent-sc54="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/call-component-header.gif" class="img-fluid" style="width: 36px;"></td><td _ngcontent-sc54="" class="call text-

center"><i _ngcontent-sc54="" class="fa-duotone fa-phone"></i><small _ngcontent-sc54="">CALL US </small></td></tr></tbody></table></div></div></div><div 

_ngcontent-sc54="" class="mobile_header_side_bar"><nav _ngcontent-sc54=""><ul _ngcontent-sc54="" class="mobile-nav"><li _ngcontent-sc54="" class="heading"><a 

_ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-plane fa-rotate-270"></i></span> Flights </a></li><li _ngcontent-

sc54="" class="heading"><a _ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-bed"></i></span> Hotels </a></li><li 

_ngcontent-sc54="" class="heading"><a _ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-map-signs"></i></span> Tours 

&amp; Activities </a></li><!----><!----><li _ngcontent-sc54=""> &nbsp; </li><!----><li _ngcontent-sc54="" class="heading text-black"><span _ngcontent-sc54="" class="pe-

1"><i _ngcontent-sc54="" class="fal fa-globe-americas"></i></span> Traveller Tools</li><li _ngcontent-sc54=""><!----><!----></li><!----><li _ngcontent-sc54=""><a 

_ngcontent-sc54="" href="/support">Help &amp; Support </a></li><li _ngcontent-sc54=""><a _ngcontent-sc54="" href="/support/faq"> Frequently Asked Questions </a><

/li><!----><li _ngcontent-sc54="">&nbsp;</li></ul></nav></div><!----><!----></common-header><section _ngcontent-sc64="" class="support-header-home"><div 

_ngcontent-sc64="" class="container-xl" style="z-index: 2; position: relative;"><div _ngcontent-sc64="" class="row"><div _ngcontent-sc64="" class="col-md-8 pt-4 pb-4 

position-relative"><br _ngcontent-sc64=""><h1 _ngcontent-sc64="" class="fw-bolder text-md-start text-lg-start text-center">How can we help?</h1><br _ngcontent-

sc64=""><faq-autosuggest _ngcontent-sc64="" _nghost-sc55=""><div _ngcontent-sc55="" class="faq-autosuggest"><!----><!----></div></faq-autosuggest></div><div 

_ngcontent-sc64="" class="col-md-4 position-relative d-none d-md-block d-lg-block"><img _ngcontent-sc64="" src="assets/support_img.png" class="img-fluid" style="

position: relative; top: 35px;"></div></div></div></section><div _ngcontent-sc64="" class="spacer layer1">&nbsp;</div><section _ngcontent-sc64=""><div _ngcontent-

sc64="" class="container"><div _ngcontent-sc64="" class="row justify-content-center"><div _ngcontent-sc64="" class="col-md-auto alert"><span _ngcontent-sc64="" 

class="pe-1"><i _ngcontent-sc64="" class="fa fa-info-circle"></i></span> Coronavirus. If you&apos;re experiencing unexpected hardship due to the coronavirus, 

we&apos;re here to help please visit this page for more information. If you need assistance with something else, our customer care response times may be longer than 

usual, so we encourage you to use our 24/7 online resources below. </div></div></div><br _ngcontent-sc64=""></section><section _ngcontent-sc64=""><div _ngcontent-
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PCI COMPLIANCE STATUS

Links Crawled port 80 / tcp

RESULT:

SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

NA

IMPACT:

NA

THREAT:

Secure Shell is a cryptographic network protocol for operating network services securely over an unsecured network.

QID Detection Logic:

The QID checks for SSH in the banner of the response.

Severity:  1

QID: 38050

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-10-30 16:31:24.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Banner port 22 / tcp

sc64="" class="container"><div _ngcontent-sc64="" class="row"><div _ngcontent-sc64="" class="col-md-9 d-none d-md-block d-lg-block"><h4 _ngcontent-sc64=""

>Featured Articles</h4><div _ngcontent-sc64="" class="row"><!----></div></div><div _ngcontent-sc64="" class="col-md-3"><button _ngcontent-sc64="" class="btn styled-

button w-100"> Sign in to view bookings <span _ngcontent-sc64="" class="float-end"><i _ngcontent-sc64="" class="far fa-chevron-right text-white-50"></i></span><

/button><h4 _ngcontent-sc64="" class="pt-4">Popular FAQ&apos;s</h4><ul _ngcontent-sc64="" class="quick-links"><!----></ul></div></div></div></section><support-

request _ngcontent-sc64="" _nghost-sc56=""><section _ngcontent-sc56="" class="more-help"><hr _ngcontent-sc56=""><br _ngcontent-sc56=""><div _ngcontent-sc56="" 

class="container"><div _ngcontent-sc56="" class="row justify-content-center"><div _ngcontent-sc56="" class="col-md-auto text-center"><h3 _ngcontent-sc56="">Need 

more help?</h3><br _ngcontent-sc56=""><button _ngcontent-sc56="" class="btn btn-lg btn-outline-primary ps-4 pe-2"> Raise a support request <span _ngcontent-

sc56="" class="ps-4 pe-2 float-right"><i _ngcontent-sc56="" class="far fa-chevron-right"></i></span></button></div></div></div><br _ngcontent-sc56=""><br _ngcontent-

sc56=""></section><!----></support-request><common-footer _ngcontent-sc64="" _nghost-sc53=""><!----><!----></common-footer></app-home><!----></app-root>

<script src="https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js" type="module"></script><script src="https://d7jummq9jo4cp.

cloudfront.net/support/runtime-es5.6419140cf495e719d270.js" nomodule="" defer=""></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.

33919f2e2595feed4b2b.js" nomodule="" defer=""></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js" type="

module"></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js" type="module"></script><script src="

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js" nomodule="" defer=""></script>

</body></html>
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Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 4001 / tcp

RESULT:

Duration of crawl phase (seconds): 4.00

Number of links: 1

(This number excludes form requests and links re-requested during authentication.)

http://38.91.101.34/

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS
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RESULT:

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4001

Connection: Keep-Alive

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Support</title>

<base href="/support/">

<meta name="viewport" content="width=device-width, initial-scale=1">

<link rel="icon" type="image/x-icon" href="/favicon.ico">

<script src="https://js.stripe.com/v3/"></script>

<script src="https://kit.fontawesome.com/80f3ee4f21.js" crossorigin="anonymous"></script>

<!-- <script src="//code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js" async></script> -->

<!-- Start of destinaholidays Zendesk Widget script -->

<script id="ze-snippet" src="https://static.zdassets.com/ekr/snippet.js?key=e139db92-8dad-433b-84a7-ffacb619baab"> </script>

<!-- End of destinaholidays Zendesk Widget script -->

<script>const observer = new PerformanceObserver((entryList) => {

for (const entry of entryList.getEntriesByName(&apos;first-contentful-paint&apos;)) {

console.log(&apos;FCP candidate:&apos;, entry.startTime, entry);

}

}).observe({type: &apos;paint&apos;, buffered: true});

</script>

<!-- Google tag (gtag.js) -->

<script async="" src="https://www.googletagmanager.com/gtag/js?id=AW-360775968"></script>

<script>

window.dataLayer = window.dataLayer || [];

function gtag(){dataLayer.push(arguments);}

gtag(&apos;js&apos;, new Date());

gtag(&apos;config&apos;, &apos;AW-360775968&apos;);

</script>

<style>@charset "UTF-8";:root{--bs-blue:#0d6efd;--bs-indigo:#6610f2;--bs-purple:#6f42c1;--bs-pink:#d63384;--bs-red:#dc3545;--bs-orange:#fd7e14;--bs-yellow:#ffc107;--

bs-green:#198754;--bs-teal:#20c997;--bs-cyan:#0dcaf0;--bs-white:#fff;--bs-gray:#6c757d;--bs-gray-dark:#343a40;--bs-gray-100:#f8f9fa;--bs-gray-200:#e9ecef;--bs-gray-

300:#dee2e6;--bs-gray-400:#ced4da;--bs-gray-500:#adb5bd;--bs-gray-600:#6c757d;--bs-gray-700:#495057;--bs-gray-800:#343a40;--bs-gray-900:#212529;--bs-primary:

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Last Update: 2020-11-05 13:13:22.0

https://www.qnap.com/en/security-advisory/nas-201911-01
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#0d6efd;--bs-secondary:#6c757d;--bs-success:#198754;--bs-info:#0dcaf0;--bs-warning:#ffc107;--bs-danger:#dc3545;--bs-light:#f8f9fa;--bs-dark:#212529;--bs-primary-rgb:

13,110,253;--bs-secondary-rgb:108,117,125;--bs-success-rgb:25,135,84;--bs-info-rgb:13,202,240;--bs-warning-rgb:255,193,7;--bs-danger-rgb:220,53,69;--bs-light-rgb:

248,249,250;--bs-dark-rgb:33,37,41;--bs-white-rgb:255,255,255;--bs-black-rgb:0,0,0;--bs-body-color-rgb:33,37,41;--bs-body-bg-rgb:255,255,255;--bs-font-sans-serif:

system-ui,-apple-system,"Segoe UI",Roboto,"Helvetica Neue",Arial,"Noto Sans","Liberation Sans",sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe UI Symbol","

Noto Color Emoji";--bs-font-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace;--bs-gradient:linear-gradient(180deg,hsla

(0,0%,100%,0.15),hsla(0,0%,100%,0));--bs-body-font-family:var(--bs-font-sans-serif);--bs-body-font-size:1rem;--bs-body-font-weight:400;--bs-body-line-height:1.5;--bs-

body-color:#212529;--bs-body-bg:#fff;}*,:after,:before{box-sizing:border-box;}@media (prefers-reduced-motion: no-preference){:root{scroll-behavior:smooth;}}body{margin:

0;font-family:system-ui,-apple-system,Segoe UI,Roboto,Helvetica Neue,Arial,Noto Sans,Liberation Sans,sans-serif,Apple Color Emoji,Segoe UI Emoji,Segoe UI Symbol,

Noto Color Emoji;font-family:var(--bs-body-font-family);font-size:1rem;font-size:var(--bs-body-font-size);font-weight:var(--bs-body-font-weight);line-height:1.5;line-height:var

(--bs-body-line-height);color:#212529;color:var(--bs-body-color);text-align:var(--bs-body-text-align);background-color:#fff;background-color:var(--bs-body-bg);-webkit-text-

size-adjust:100%;-webkit-tap-highlight-color:rgba(0,0,0,0);}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/book.

woff2) format("woff");font-weight:400;font-style:normal;}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/medium.

woff2) format("woff");font-weight:500;font-style:normal;}@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/bold.woff2) 

format("woff");font-weight:700;font-style:normal;}body{background:#f5f7f9;transition:all .2s linear;overflow-x:hidden;font-size:.95em;font-family:Circular Pro,-apple-system,

\.SFNSText-Regular,San Francisco,Segoe UI,Helvetica Neue,Lucida Grande,sans-serif;color:#2e353b;font-weight:400;font-feature-settings:"liga","clig off";font-variant-

ligatures:no-common-ligatures;-webkit-font-smoothing:antialiased;}</style><link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.

128367470b8ed0ccca00.css"><style ng-transition="support-ssr"></style><style ng-transition="support-ssr">@media (min-width: 768px){.seven-cols[_ngcontent-sc64] .

col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-md-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:100%;*width:100%}}

@media (min-width: 992px){.seven-cols[_ngcontent-sc64] .col-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] 

.col-md-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:14.2857142857%;*width:14.2857142857%}}@media (min-width: 1200px){.

seven-cols[_ngcontent-sc64] .col-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-lg-1[_ngcontent-sc64], .seven-cols[_ngcontent-sc64] .col-md-1[_ngcontent-sc64], 

.seven-cols[_ngcontent-sc64] .col-sm-1[_ngcontent-sc64]{width:14.2857142857%;*width:14.2857142857%}}.support-header-home[_ngcontent-sc64]{background-color:

#592f9e;color:#fff;padding-bottom:10px}.support-header-home[_ngcontent-sc64] h5[_ngcontent-sc64]{font-weight:400}.support-header-home[_ngcontent-sc64] .search-

icon[_ngcontent-sc64]{position:absolute;color:gray;bottom:36px;left:30px;z-index:10}.support-header-home[_ngcontent-sc64] .styled-input[_ngcontent-sc64]{max-width:

650px;font-size:1.2rem;padding-left:40px;box-shadow:0 4px 8px rgba(0,0,0,.31)}.alert[_ngcontent-sc64]{background:#fcf9e8;color:#4b4453;font-size:.9rem}.spacer

[_ngcontent-sc64]{aspect-ratio:960/100;width:100%;background-repeat:no-repeat;background-position:50%;background-size:cover}.layer1[_ngcontent-sc64]{background-

image:url(layered-waves-haikei.05ece5e7338b71cf4ba8.svg)}.featured-article-box[_ngcontent-sc64]{padding:10px 20px;margin-bottom:20px;background-color:#fff;border-

radius:8px;transition:all .2s linear;cursor:pointer}.featured-article-box[_ngcontent-sc64]:hover{box-shadow:0 0 14px 0 rgba(0,0,0,.1)}.featured-article-box[_ngcontent-sc64] 

.heading[_ngcontent-sc64]{font-size:1.2rem;font-weight:500;line-height:1.4rem;color:#000}.featured-article-box[_ngcontent-sc64] .tags[_ngcontent-sc64]{font-size:.8rem;

text-transform:capitalize;height:1rem;overflow:hidden;white-space:nowrap;text-overflow:ellipsis;padding-bottom:30px}.featured-article-box[_ngcontent-sc64] .description

[_ngcontent-sc64]{font-size:.95rem;line-height:1.1rem;height:2.2rem;overflow:hidden;-webkit-box-orient:vertical;line-clamp:2;-webkit-line-clamp:2;text-overflow:ellipsis;

width:100%;display:-webkit-box;color:#4b4453}.featured-article-box[_ngcontent-sc64] .more[_ngcontent-sc64]{text-align:right;color:#283c6f;cursor:pointer;padding-top:

20px;font-size:.85rem}.featured-article-box[_ngcontent-sc64] .more[_ngcontent-sc64]:hover{color:#c70000}.quick-links[_ngcontent-sc64]{list-style-type:none;padding:0;

margin:0}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64]{background-color:#fff;border-radius:8px;margin:15px 0;font-size:1rem;font-weight:400;cursor:pointer;transition:

all .2s linear;padding:10px 35px 10px 15px;overflow:hidden;white-space:nowrap;text-overflow:ellipsis;text-transform:capitalize;position:relative}.quick-links[_ngcontent-

sc64] li[_ngcontent-sc64] small[_ngcontent-sc64]{display:block;font-size:.8rem;color:var(--bs-secondary)}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64]:hover{box-

shadow:0 0 14px 0 rgba(0,0,0,.1)}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64] .right-arrow[_ngcontent-sc64]{background-color:#c70000;position:absolute;right:0;top:

0;height:63px;border-top-right-radius:8px;border-bottom-right-radius:8px;padding:20px 15px;color:#fff}.quick-links[_ngcontent-sc64] li[_ngcontent-sc64] .right-arrow

[_ngcontent-sc64]:hover{box-shadow:0 0 14px 0 rgba(0,0,0,.1)}.desktop-overlay[_ngcontent-sc64]{width:10000px;height:10000px;margin:0 auto;position:absolute;top:0;

left:0;right:0;z-index:2;background-color:rgba(0,0,0,.72);transition:.1s}.desktop-sidebar[_ngcontent-sc64]{position:fixed;top:0;height:100%;overflow-y:scroll;background-

color:#f5f7f9;z-index:10001;transition:.3s;right:-4000px;min-width:40%;max-width:70%}.show-desktop-sidebar[_ngcontent-sc64]{left:auto;right:0;min-width:40%;transition:.

3s;box-shadow:-15px 1px 11px 5px rgba(45,45,45,.3)}</style><style ng-transition="support-ssr">.btn[_ngcontent-sc54]:focus{box-shadow:none!important}.is-valid

[_ngcontent-sc54]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc54]{border:1px solid #dc3545!important}.form-control[_ngcontent-sc54]{border-radius:0;

border:none;outline:none}.form-control[_ngcontent-sc54]:focus{outline:none}label[_ngcontent-sc54]{cursor:pointer}input[_ngcontent-sc54]:focus, select[_ngcontent-sc54]:

focus, textarea[_ngcontent-sc54]:focus{outline:none}.styled-input[_ngcontent-sc54]{font-weight:400;font-style:normal;font-stretch:normal;box-sizing:border-box;height:

48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:

none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .15s}.styled-input[_ngcontent-sc54]:focus, .styled-

input[_ngcontent-sc54]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-sc54]{display:none}}@media (max-width:576px){.

hide-mobile[_ngcontent-sc54]{display:none}}@keyframes unfoldIn{0%{transform:scaleY(.005) scaleX(0)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(1) 

scaleX(1)}}@keyframes unfoldOut{0%{transform:scaleY(1) scaleX(1)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(.005) scaleX(0)}}@keyframes zoomIn

{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes zoomOut{0%{transform:scale(1)}to{transform:scale(0)}}@keyframes fadein{0%{opacity:0}to{opacity:1}}

@keyframes fadeOut{0%{background:rgba(0,0,0,.7)}to{background:transparent}}@keyframes scaleUp{0%{transform:scale(.8) translateY(1000px);opacity:0}to{transform:

scale(1) translateY(0);opacity:1}}@keyframes scaleDown{0%{transform:scale(1) translateY(0);opacity:1}to{transform:scale(.8) translateY(1000px);opacity:0}}@keyframes 

scaleBack{0%{transform:scale(1)}to{transform:scale(.85)}}@keyframes scaleForward{0%{transform:scale(.85)}to{transform:scale(1)}}@keyframes quickScaleDown{0%

{transform:scale(1)}99.9%{transform:scale(1)}to{transform:scale(0)}}@keyframes slideUpLarge{0%{transform:translateY(0)}to{transform:translateY(-100%)}}@keyframes 

slideDownLarge{0%{transform:translateY(-100%)}to{transform:translateY(0)}}@keyframes moveUp{0%{transform:translateY(150px)}to{transform:translateY(0)}}
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@keyframes moveDown{0%{transform:translateY(0)}to{transform:translateY(150px)}}@keyframes blowUpContent{0%{transform:scale(1);opacity:1}99.9%{transform:scale

(2);opacity:0}to{transform:scale(0)}}@keyframes blowUpContentTwo{0%{transform:scale(2);opacity:0}to{transform:scale(1);opacity:1}}@keyframes blowUpModal{0%

{transform:scale(0)}to{transform:scale(1)}}@keyframes blowUpModalTwo{0%{transform:scale(1);opacity:1}to{transform:scale(0);opacity:0}}@keyframes roadRunnerIn{0%

{transform:translateX(-1500px) skewX(30deg) scaleX(1.3)}70%{transform:translateX(30px) skewX(0deg) scaleX(.9)}to{transform:translateX(0) skewX(0deg) scaleX(1)}}

@keyframes roadRunnerOut{0%{transform:translateX(0) skewX(0deg) scaleX(1)}30%{transform:translateX(-30px) skewX(-5deg) scaleX(.9)}to{transform:translateX

(1500px) skewX(30deg) scaleX(1.3)}}@keyframes sketchIn{0%{stroke-dashoffset:778}to{stroke-dashoffset:0}}@keyframes sketchOut{0%{stroke-dashoffset:0}to{stroke-

dashoffset:778}}@keyframes modalFadeIn{0%{background-color:initial}to{background-color:#fff}}@keyframes modalFadeOut{0%{background-color:#fff}to{background-

color:initial}}@keyframes modalContentFadeIn{0%{opacity:0;top:-20px}to{opacity:1;top:0}}@keyframes modalContentFadeOut{0%{opacity:1;top:0}to{opacity:0;top:-20px}}

@keyframes bondJamesBond{0%{transform:translateX(1000px)}80%{transform:translateX(0);border-radius:75px;height:75px;width:75px}90%{border-radius:3px;height:

182px;width:247px}to{border-radius:3px;height:162px;width:227px}}@keyframes killShot{0%{transform:translateY(0) rotate(0deg);opacity:1}to{transform:translateY

(300px) rotate(45deg);opacity:0}}@keyframes fadeToRed{0%{box-shadow:inset 0 0 0 rgba(201,24,24,.8)}to{box-shadow:inset 0 2000px 0 rgba(201,24,24,.8)}}

@keyframes slowFade{0%{opacity:1}99.9%{opacity:0;transform:scale(1)}to{transform:scale(0)}}#common-header[_ngcontent-sc54]{border-bottom:1px solid #e0e0e0;

padding:10px}#common-header[_ngcontent-sc54] .logo-desktop[_ngcontent-sc54]{width:200px;height:50px}#common-header[_ngcontent-sc54] .sign-in[_ngcontent-sc54]

{background-color:#f5f7f9;color:#c70000;transition:.3s;padding:10px 20px;border:1px solid #c70000;border-radius:7px}#common-header[_ngcontent-sc54] .sign-in

[_ngcontent-sc54]:hover{background-color:#c70000;color:#fff}#common-header[_ngcontent-sc54] .traveli-link[_ngcontent-sc54] .dropbtn[_ngcontent-sc54]{color:#4b4453!

important}#common-header[_ngcontent-sc54] .dropbtn[_ngcontent-sc54]{color:#9c0082}#common-header[_ngcontent-sc54] .dropbtn[_ngcontent-sc54], #common-header

[_ngcontent-sc54] .header_link[_ngcontent-sc54]{padding-top:10px;font-size:1.1rem;transition:.3s;cursor:pointer}#common-header[_ngcontent-sc54] .header_link

[_ngcontent-sc54]{color:#4b4453}#common-header[_ngcontent-sc54] .header_link[_ngcontent-sc54]:hover{color:#c70000}#common-header[_ngcontent-sc54] .dropdown

[_ngcontent-sc54]{position:relative;display:inline-block}#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54]{display:none;position:absolute;transition:.

3s;background-color:#fff;border-radius:8px;min-width:360px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);z-index:510}#common-header[_ngcontent-sc54] .dropdown-content

[_ngcontent-sc54] a[_ngcontent-sc54]{color:#4b4453;padding:12px 16px;text-decoration:none;display:block;transition:.3s;cursor:pointer;border-bottom:1px solid #f9f9f9}

#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54] b[_ngcontent-sc54]{font-weight:500}#common-header[_ngcontent-sc54] .

dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]:last-child{border-bottom:0}#common-header[_ngcontent-sc54] .dropdown-content[_ngcontent-sc54] a[_ngcontent-

sc54]:hover{background-color:#4b4453;color:#fff!important;border-radius:8px}#common-header[_ngcontent-sc54] .dropdown[_ngcontent-sc54]:hover .dropdown-content

[_ngcontent-sc54]{display:block;transition:.3s;z-index:10}#common-header[_ngcontent-sc54] .dropdown[_ngcontent-sc54]:hover .dropbtn[_ngcontent-sc54]{color:

#c70000}.modal-login-background[_ngcontent-sc54]{position:fixed;background:rgba(0,0,0,.6);vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-

index:90;left:0;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.animate-item[_ngcontent-sc54]{animation:zoomIn .5s cubic-bezier(.165,.84,.

44,1) forwards}.login-popup[_ngcontent-sc54]{animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;

left:50%;width:340px;height:550px;margin-top:-300px;margin-left:-170px;background-color:#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.3);overflow:hidden;z-

index:1000}@media (min-width:768px){.login-popup[_ngcontent-sc54]{animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba

(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:550px;margin-top:-260px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 

16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-header[_ngcontent-sc54]{border-

bottom:0 solid #dee2e6;padding:0}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]

{padding:1rem;margin:-1rem -1rem -1rem auto;position:absolute;right:-22px;color:#fff;top:-7px;text-shadow:none;opacity:1}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]:not(:disabled):not(.disabled):focus, .login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-header[_ngcontent-sc54] .close[_ngcontent-sc54]:not(:disabled):not(.disabled):hover{opacity:1}.login-popup[_ngcontent-sc54] .login-

popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54]{padding:0}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body

[_ngcontent-sc54] .custom-body[_ngcontent-sc54]{display:flex;flex-flow:row nowrap}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body

[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .login-header[_ngcontent-sc54]{background-color:#f9f9f9;padding:20px}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54]{width:440px;height:517px;overflow:auto;display:block}.

login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2

[_ngcontent-sc54]{font-size:1.1rem;font-weight:400;padding:0 0 15px}@media (min-width:768px){.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .

modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1.5rem}}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] h2[_ngcontent-sc54] .fal[_ngcontent-sc54]{color:

#6c757d!important}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right

[_ngcontent-sc54] h2[_ngcontent-sc54] .fal[_ngcontent-sc54]:hover{color:#022243!important;cursor:pointer}.login-popup[_ngcontent-sc54] .login-popup-container

[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .shareinput[_ngcontent-sc54]{line-height:38px;height:38px;

padding:.3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-color:#fff;width:65%;margin-right:5%}.login-popup

[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .form-items[_ngcontent-

sc54]{margin-top:20px}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right

[_ngcontent-sc54] .copy-btn[_ngcontent-sc54]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:38px;min-width:100px;padding:0 .4em;border:none;cursor:

pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:1em;font-weight:600;text-decoration:none!important}.login-

popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .copy-btn

[_ngcontent-sc54]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,#253c77 90%)}.login-popup[_ngcontent-sc54] .login-

popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] textarea[_ngcontent-sc54]{width:100%}.login-

popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit
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[_ngcontent-sc54]{height:48px;background-color:#592f9e;transition:.3s;border:none;outline:none;border-radius:8px;color:#fff}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit[_ngcontent-sc54]:hover{background-

color:#9c0082}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-

sc54] .share-submit[_ngcontent-sc54]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 20%,#666 0,#666 90%)}.login-popup[_ngcontent-sc54] .

login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit-outline[_ngcontent-sc54]

{height:48px;background-color:#fff;transition:.3s;border:1px solid #592f9e;outline:none;border-radius:8px;color:#592f9e}.login-popup[_ngcontent-sc54] .login-popup-

container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-sc54] .right[_ngcontent-sc54] .share-submit-outline[_ngcontent-sc54]:hover

{background-color:#592f9e;color:#fff}.login-popup[_ngcontent-sc54] .login-popup-container[_ngcontent-sc54] .modal-body[_ngcontent-sc54] .custom-body[_ngcontent-

sc54] .right[_ngcontent-sc54] .share-submit-outline[_ngcontent-sc54]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 20%,#666 0,#666 90%)}.

btn-link[_ngcontent-sc54]{color:#c70000;text-decoration:none}.btn-link[_ngcontent-sc54]:hover{color:#9c0082;text-decoration:underline}.google-btn[_ngcontent-sc54]

{background-color:#fff;color:#ca3420;border-radius:8px;border:1px solid #ca3420}.google-btn[_ngcontent-sc54]:hover{background-color:#ca3420;color:#fff}.fb-btn

[_ngcontent-sc54]{background-color:#3f59a8;color:#fff;border-radius:8px;border:none}.fb-btn[_ngcontent-sc54]:hover{background-color:#304996;color:#fff}.alert-danger

[_ngcontent-sc54]{background-color:#c70000}.alert-danger[_ngcontent-sc54], .alert-success[_ngcontent-sc54]{font-size:.85rem;border-radius:8px;padding:5px 10px;color:

#fff}.alert-success[_ngcontent-sc54]{background-color:#28a745}.cbx[_ngcontent-sc54]{-webkit-user-select:none;user-select:none;-webkit-tap-highlight-color:transparent;

cursor:pointer}.cbx[_ngcontent-sc54] span[_ngcontent-sc54]{display:inline-block;vertical-align:middle;transform:translateZ(0);font-size:90%}.cbx[_ngcontent-sc54] span

[_ngcontent-sc54]:first-child{position:relative;width:18px;height:18px;border-radius:50%;transform:scale(1);vertical-align:middle;border:1px solid #b9b8c3;transition:all .2s 

ease}.cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child svg[_ngcontent-sc54]{position:absolute;z-index:1;top:3px;left:3px;fill:none;stroke:#fff;stroke-width:2;stroke-

linecap:round;stroke-linejoin:round;stroke-dasharray:12px;stroke-dashoffset:12px;transition:all .3s ease;transition-delay:.1s;transform:translateZ(0)}.cbx[_ngcontent-sc54] 

span[_ngcontent-sc54]:first-child:before{content:"";width:100%;height:100%;background:#28a745;display:block;transform:scale(0);opacity:1;border-radius:50%;transition-

delay:.2s}.cbx[_ngcontent-sc54] span[_ngcontent-sc54]:last-child{margin-left:8px}.cbx[_ngcontent-sc54]:hover span[_ngcontent-sc54]:first-child{border-color:#28a745}.inp-

cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child{border-color:#28a745;background:#28a745;animation:check .6s ease}.inp-cbx

[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span[_ngcontent-sc54]:first-child svg[_ngcontent-sc54]{stroke-dashoffset:0}.inp-cbx[_ngcontent-sc54]:checked + .cbx

[_ngcontent-sc54] span[_ngcontent-sc54]:first-child:before{transform:scale(2.2);opacity:0;transition:all .6s ease}.inp-cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-

sc54] span[_ngcontent-sc54]:last-child{color:#0076be;transition:all .3s ease}.inp-cbx[_ngcontent-sc54]:checked + .cbx[_ngcontent-sc54] span[_ngcontent-sc54]:last-child:

after{transform:scaleX(1);transition:all .3s ease}@keyframes check{50%{transform:scale(1.2)}}.currency-modal-content[_ngcontent-sc54]{position:fixed;top:50%;left:50%;

width:300px;height:500px;margin-top:-250px;margin-left:-150px;border-radius:8px;background-color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.

44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}@media (min-width:768px){.currency-modal-content[_ngcontent-sc54]{position:fixed;top:50%;left:50%;width:

800px;height:500px;margin-top:-250px;margin-left:-400px;border-radius:8px;background-color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) 

forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}}.currency-modal-content[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1rem}@media (min-width:768px){.currency-

modal-content[_ngcontent-sc54] h2[_ngcontent-sc54]{font-size:1.2rem}}.currency-modal-content[_ngcontent-sc54] .currency-content[_ngcontent-sc54]{height:490px;

overflow:scroll}@media (min-width:768px){.currency-modal-content[_ngcontent-sc54] .currency-content[_ngcontent-sc54]{height:auto}}.currency-modal-content

[_ngcontent-sc54] .currency-li[_ngcontent-sc54]{width:200px;overflow:hidden;display:block}@media (min-width:768px){.currency-modal-content[_ngcontent-sc54] .

currency-li[_ngcontent-sc54]{width:200px}}.currency-modal-content[_ngcontent-sc54] h5[_ngcontent-sc54]{text-align:left;margin:0}.currency-modal-content[_ngcontent-

sc54] .m-header[_ngcontent-sc54]{padding:15px;text-align:left;background-color:#f9f9f9;border-top-left-radius:8px;border-top-right-radius:8px}.currency-modal-content

[_ngcontent-sc54] .m-footer[_ngcontent-sc54]{background-color:#f9f9f9;position:absolute;bottom:0;width:100%;border-bottom-left-radius:10px;border-bottom-right-radius:

10px;padding:0 20px 20px}.currency-modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]{top:10px;right:15px;position:absolute;color:var(--gray)}@media (min-width:

768px){.currency-modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]{right:25px;top:18px}}.currency-modal-content[_ngcontent-sc54] .c-btn[_ngcontent-sc54]:hover

{color:#000;cursor:pointer}.currency_list[_ngcontent-sc54]{list-style-type:none;margin:0;padding:0;font-size:.9rem}.currency_list[_ngcontent-sc54] li[_ngcontent-sc54]{float:

left;width:250px;padding:5px;color:#333}.currency_list[_ngcontent-sc54] li[_ngcontent-sc54] .float-right[_ngcontent-sc54]{color:#0076be!important;font-weight:700}.

currency_list[_ngcontent-sc54] li[_ngcontent-sc54]:hover{color:#0076be!important;background-color:#f9f9f9;text-decoration:none!important;cursor:pointer}.currency_scroll

[_ngcontent-sc54]{max-height:400px;overflow:auto}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-track{box-shadow:inset 0 0 6px rgba(0,0,0,.3);background-color:

#f5f5f5}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar{width:5px;height:5px;background-color:#f5f5f5}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-thumb

{background-color:#676767}.currency_scroll[_ngcontent-sc54]::-webkit-scrollbar-thumb:hover{background:#555}#isMobile[_ngcontent-sc54]{position:relative}#isMobile

[_ngcontent-sc54] #mobile_header[_ngcontent-sc54]{padding:10px 5px}#isMobile[_ngcontent-sc54] .mobile-autosuggest[_ngcontent-sc54]{z-index:20;width:100%;

position:unset;box-shadow:none;background-color:unset;top:unset;transition:all .1s ease-out;font-size:1em}#isMobile[_ngcontent-sc54] .mobile-autosuggest-sticky

[_ngcontent-sc54]{background-color:#fff;box-shadow:0 3px 3px 0 hsla(0,0%,40%,.4);position:fixed;top:-10px;width:100%;z-index:20;transition:all .1s ease-in;padding-

bottom:10px}.mobile_header_side_bar[_ngcontent-sc54]{height:100%;position:fixed;z-index:99;top:66px;font-size:1rem;left:0;background-color:#fff!important;padding-top:

0;transition:.1s;overflow-x:hidden}.mobile_header_side_bar[_ngcontent-sc54] h3[_ngcontent-sc54]{font-size:1.3rem;margin:0;font-weight:300;width:100%;text-align:center;

padding:10px 0;color:#fff;background-color:#627d90}.mobile_header_side_bar[_ngcontent-sc54] h3[_ngcontent-sc54] i[_ngcontent-sc54]{padding:8px 10px;transition:all .

1s ease-in-out;background-color:#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:5px;font-size:.9rem;left:9px}.mobile_header_side_bar

[_ngcontent-sc54] .box-shadow[_ngcontent-sc54]{margin-bottom:0;box-shadow:none}svg.back_icon[_ngcontent-sc54]{height:20px;width:20px;color:#717fa4;top:20px;left:

5px}.closeNav[_ngcontent-sc54]{box-shadow:0 4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;width:100%;padding:10px;border-radius:0;border:none;font-

weight:400;font-size:1.4rem}.closeNav[_ngcontent-sc54] span[_ngcontent-sc54]{font-size:2rem;padding:10px}.close_icon[_ngcontent-sc54]{height:15px;width:15px;color:

#717fa4;position:absolute;top:10px;left:10px}.sub-menu-parent[_ngcontent-sc54]{position:relative}.sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-left

[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-right[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-left

[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-right[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-left[_ngcontent-
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sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-right[_ngcontent-sc54]{visibility:visible;opacity:1;z-index:1;transform:translateY(0);transition-delay:0s,0s,.3s;

transition:all .15s ease-in-out;background:#fff;margin:0 8px 0 0;z-index:99;box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 8px 16px 0 rgba(19,41,104,.2);padding:10px 0}.

sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus-within .sub-menu-right

[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:focus .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-

sc54]:focus .sub-menu-right[_ngcontent-sc54] a[_ngcontent-sc54], .sub-menu-parent[_ngcontent-sc54]:hover .sub-menu-left[_ngcontent-sc54] a[_ngcontent-sc54], .sub-

menu-parent[_ngcontent-sc54]:hover .sub-menu-right[_ngcontent-sc54] a[_ngcontent-sc54]{color:#425486}.sub-menu-right[_ngcontent-sc54]{visibility:hidden;opacity:0;

position:absolute;top:100%;right:12px;width:220px;height:200px;overflow:scroll;z-index:-1;transition:.15s ease-in-out,_ .15s ease-in-out,_ .15s ease-in-out;border-radius:

8px}.sub-menu-right[_ngcontent-sc54] li[_ngcontent-sc54]:last-child{border-bottom:none!important}.sub-menu-right[_ngcontent-sc54] .symbol[_ngcontent-sc54]{float:right}.

bookings_btn[_ngcontent-sc54]{padding:0!important}.mobile-nav[_ngcontent-sc54]{margin:0;padding:10px 0 0;list-style-type:none}.mobile-nav[_ngcontent-sc54] li

[_ngcontent-sc54]{border-bottom:1px dotted #e0e0e0;font-size:1.2rem;padding:15px 20px}.mobile-nav[_ngcontent-sc54] li[_ngcontent-sc54] a[_ngcontent-sc54]{all:unset}.

mobile-nav[_ngcontent-sc54] li.heading[_ngcontent-sc54]{font-weight:600;color:#592f9e}.currency-dropdown[_ngcontent-sc54]{position:relative;display:inline-block}.

currency-dropdown[_ngcontent-sc54] .currency-dropbtn[_ngcontent-sc54]{border:none}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-

sc54]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:260px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);left:-80px;top:30px;z-

index:510}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]{color:#4b4453;padding:10px 14px;text-decoration:

none;font-size:.8rem;display:block}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a[_ngcontent-sc54]:hover{color:#000;background-

color:#f9f9f9;cursor:pointer}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.email[_ngcontent-sc54]{background-color:#f9f9f9;

margin:10px;padding:10px 14px;font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #e0e0e0}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-

content[_ngcontent-sc54] a.email[_ngcontent-sc54]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content

[_ngcontent-sc54] a.phone[_ngcontent-sc54]{background-color:#fff;margin:10px;padding:20px 14px 10px;position:relative;font-size:.9rem;font-weight:500;border-radius:

7px;border:1px solid #b0a8b9}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.phone[_ngcontent-sc54] small[_ngcontent-sc54]

{position:absolute;font-size:.7rem;top:2px;font-weight:300}.currency-dropdown[_ngcontent-sc54] .currency-dropdown-content[_ngcontent-sc54] a.phone[_ngcontent-sc54]:

hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc54]:hover .currency-dropdown-content[_ngcontent-sc54]{display:block;transition:.3s;z-index:

10}.hide-overflow[_ngcontent-sc54]{white-space:nowrap;overflow:hidden;text-overflow:ellipsis;display:inline-block}.help-support[_ngcontent-sc54]{border:1px solid #fff;

border-radius:7px;transition:all .2s}.help-support[_ngcontent-sc54]:hover{border:1px solid #c70000;color:#c70000!important;transition:all .2s}.help-support[_ngcontent-

sc54] .header_link[_ngcontent-sc54]{font-size:.85rem}.support-phone[_ngcontent-sc54]{background-color:#fff;padding:5px 10px;border-radius:7px}.support-phone

[_ngcontent-sc54] span[_ngcontent-sc54]{font-size:1.8rem;animation:color-change 20s infinite alternate}.support-phone[_ngcontent-sc54] small[_ngcontent-sc54]{display:

block;font-size:.6rem}.support-phone[_ngcontent-sc54] .phone[_ngcontent-sc54]{font-size:1rem;font-weight:700;color:#005fcc;text-decoration:none}.support-phone

[_ngcontent-sc54] .phone[_ngcontent-sc54]:hover{color:#e8381b}@keyframes color-change{0%{color:#00f}10%{color:#8e44ad}20%{color:#1abc9c}30%{color:#d35400}

40%{color:#00f}50%{color:#34495e}60%{color:#00f}70%{color:#2980b9}80%{color:#f1c40f}90%{color:#2980b9}to{color:pink}}.phone_header_icon[_ngcontent-sc54] .call

[_ngcontent-sc54]{background-color:#43b520;color:#fff;padding:3px 5px;display:block;font-size:.9rem}.phone_header_icon[_ngcontent-sc54] small[_ngcontent-sc54]{font-

size:.5rem;display:block}.sidebar-overlay[_ngcontent-sc54]{position:fixed;width:100%;height:100%;top:65px;left:0;right:0;bottom:0;background-color:hsla(0,0%,100%,.3);z-

index:10;cursor:pointer;-webkit-backdrop-filter:blur(3px);backdrop-filter:blur(3px)}.sidebar-overlay[_ngcontent-sc54] .text[_ngcontent-sc54]{position:absolute;top:50%;left:

50%;font-size:50px;color:#fff;transform:translate(-50%,-50%);-ms-transform:translate(-50%,-50%)}</style><style ng-transition="support-ssr">@media (min-width: 768px){.

seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-

sc55]{width:100%;*width:100%}}@media (min-width: 992px){.seven-cols[_ngcontent-sc55] .col-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-

sc55], .seven-cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-sc55]{width:14.2857142857%;*width:

14.2857142857%}}@media (min-width: 1200px){.seven-cols[_ngcontent-sc55] .col-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-lg-1[_ngcontent-sc55], .seven-

cols[_ngcontent-sc55] .col-md-1[_ngcontent-sc55], .seven-cols[_ngcontent-sc55] .col-sm-1[_ngcontent-sc55]{width:14.2857142857%;*width:14.2857142857%}}img

[_ngcontent-sc55]{max-width:100%;height:auto}.styled-input[_ngcontent-sc55]{max-width:650px;font-size:1.2rem;padding-left:40px;box-shadow:0 4px 8px rgba(0,0,0,.

31)}.arrow_box[_ngcontent-sc55]{background:#fff}.arrow_box[_ngcontent-sc55], .faq-autosuggest[_ngcontent-sc55]{position:relative}.faq-autosuggest[_ngcontent-sc55] .

search_icon[_ngcontent-sc55]{position:absolute;top:15px;left:15px;color:#4b4453;z-index:1}.faq-autosuggest[_ngcontent-sc55] .search_icon_placeholder_home

[_ngcontent-sc55]{position:absolute;top:13px;left:15px;color:#4b4453}.faq-autosuggest[_ngcontent-sc55] .search_icon_home[_ngcontent-sc55]{top:10px;position:absolute;

left:10px}.faq-autosuggest[_ngcontent-sc55] .search_icon_sidebar[_ngcontent-sc55]{position:absolute;top:12px;left:55px;color:#4b4453;z-index:1}.faq-autosuggest

[_ngcontent-sc55] .border-bottom[_ngcontent-sc55]{border-bottom:1px solid hsla(0,0%,100%,.2)!important}.faq-autosuggest[_ngcontent-sc55] input[_ngcontent-sc55]

{padding-left:35px}.faq-autosuggest[_ngcontent-sc55] .loader[_ngcontent-sc55]{text-align:center;padding:10px}.faq-autosuggest[_ngcontent-sc55] .loader[_ngcontent-

sc55], .faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55]{box-shadow:0 0 5px rgba(65,67,144,.15);position:absolute;background-color:#fff;z-index:10;min-

width:400px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55]{border-radius:8px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-

sc55]::-webkit-scrollbar{width:3px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-track{background:#fff}.faq-

autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-thumb{background:#888}.faq-autosuggest[_ngcontent-sc55] .options

[_ngcontent-sc55] [_ngcontent-sc55]::-webkit-scrollbar-thumb:hover{background:#555}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] .heading[_ngcontent-

sc55]{padding:5px 10px;color:#000;background-color:#e0e0e0;display:block;border-bottom:1px solid #ccc}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul

[_ngcontent-sc55]{list-style-type:none;padding:0;margin:0;max-height:250px;overflow:auto}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-

sc55] li[_ngcontent-sc55]{padding:10px 15px;border-bottom:1px solid #f9f9f9;cursor:pointer;color:#4b4453;width:450px}.faq-autosuggest[_ngcontent-sc55] .options

[_ngcontent-sc55] ul[_ngcontent-sc55] li[_ngcontent-sc55] small[_ngcontent-sc55]{color:#283c6f}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul

[_ngcontent-sc55] li[_ngcontent-sc55] .icon[_ngcontent-sc55]{color:#4b4453}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-sc55] li

[_ngcontent-sc55]:hover{color:#fff!important;background-color:#4b4453;border-radius:4px}.faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-
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sc55] li[_ngcontent-sc55]:hover .icon[_ngcontent-sc55], .faq-autosuggest[_ngcontent-sc55] .options[_ngcontent-sc55] ul[_ngcontent-sc55] li[_ngcontent-sc55]:hover small

[_ngcontent-sc55]{color:#fff!important}svg.back_icon[_ngcontent-sc55]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.closeNav[_ngcontent-sc55]{box-shadow:0 

4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;width:100%;padding:10px;border-radius:0;border:none;font-weight:400;font-size:16px}.close_icon[_ngcontent-

sc55]{height:15px;width:15px;color:#717fa4;position:absolute;top:10px;right:120px;font-size:1.2rem;cursor:pointer}.mobile-styled-placeholder[_ngcontent-sc55]{line-height:

45px;padding-left:30px}.mobile-autosuggest-placeholder[_ngcontent-sc55], .mobile-autosuggest-placeholder-home[_ngcontent-sc55]{width:100%;padding:5px 5px 5px 

25px;margin-top:20px;background-color:#e9ecef;display:block;transition:all .6s cubic-bezier(.165,.84,.44,1);border-radius:4px;transition-property:all;transition-duration:.3s;

border:1px solid #e9ecef}.mobile-autosuggest-placeholder-home[_ngcontent-sc55]:active, .mobile-autosuggest-placeholder-home[_ngcontent-sc55]:focus, .mobile-

autosuggest-placeholder[_ngcontent-sc55]:active, .mobile-autosuggest-placeholder[_ngcontent-sc55]:focus{box-shadow:0 1px 5px 0 hsla(0,0%,54%,.3);border:1px solid 

#4b4453}.mobile-autosuggest-placeholder-home[_ngcontent-sc55] small[_ngcontent-sc55], .mobile-autosuggest-placeholder[_ngcontent-sc55] small[_ngcontent-sc55]

{float:right;color:#4b4453}.mobile-autosuggest-placeholder-home[_ngcontent-sc55]{margin-top:0;padding:5px 5px 5px 35px}</style><style ng-transition="support-ssr"

>@media (min-width: 768px){.seven-cols[_ngcontent-sc56] .col-lg-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-

sc56] .col-sm-1[_ngcontent-sc56]{width:100%;*width:100%}}@media (min-width: 992px){.seven-cols[_ngcontent-sc56] .col-1[_ngcontent-sc56], .seven-cols[_ngcontent-

sc56] .col-lg-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-sm-1[_ngcontent-sc56]{width:

14.2857142857%;*width:14.2857142857%}}@media (min-width: 1200px){.seven-cols[_ngcontent-sc56] .col-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-lg-1

[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-md-1[_ngcontent-sc56], .seven-cols[_ngcontent-sc56] .col-sm-1[_ngcontent-sc56]{width:14.2857142857%;*width:

14.2857142857%}}.desktop-overlay[_ngcontent-sc56]{width:10000px;height:10000px;margin:0 auto;position:absolute;top:-4000px;left:-4000px;right:0;z-index:2;

background-color:rgba(0,0,0,.72);transition:.1s}.desktop-sidebar[_ngcontent-sc56]{position:fixed;top:0;height:100%;overflow-y:scroll;background-color:#f5f7f9;z-index:

10001;transition:.3s;right:-4000px;min-width:40%;max-width:70%}.show-desktop-sidebar[_ngcontent-sc56]{left:auto;right:0;min-width:40%;transition:.3s;box-shadow:-15

px 1px 11px 5px rgba(45,45,45,.3)}.form-group[_ngcontent-sc56]{padding-bottom:20px}.form-group[_ngcontent-sc56] label[_ngcontent-sc56]{padding:5px}.form-group

[_ngcontent-sc56] .phone-row[_ngcontent-sc56] input[_ngcontent-sc56], .form-group[_ngcontent-sc56] .phone-row[_ngcontent-sc56] select[_ngcontent-sc56]{width:49%!

important;display:inline-block}.btn-lg[_ngcontent-sc56]{font-size:1rem}@media (min-width: 768px){.btn-lg[_ngcontent-sc56]{font-size:1.25rem}}.checkbox-container

[_ngcontent-sc56]{display:block;position:relative;cursor:pointer;font-size:1rem;margin-left:30px;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;user-

select:none;line-height:.9rem;font-weight:500}.checkbox-container[_ngcontent-sc56] input[_ngcontent-sc56]{position:absolute;opacity:0;cursor:pointer;height:0;width:0}.

checkmrk[_ngcontent-sc56]{position:absolute;top:0;left:-30px;height:25px;width:25px;background-color:#fff;border-radius:5px;border:1px solid #4b4453}.checkbox-

container[_ngcontent-sc56]:hover input[_ngcontent-sc56] ~ .checkmrk[_ngcontent-sc56]{background-color:#e0e0e0}.checkbox-container[_ngcontent-sc56] input

[_ngcontent-sc56]:checked ~ .checkmrk[_ngcontent-sc56]{background-color:#592f9e}.checkmrk[_ngcontent-sc56]:after{content:"";position:absolute;display:none}.

checkbox-container[_ngcontent-sc56] input[_ngcontent-sc56]:checked ~ .checkmrk[_ngcontent-sc56]:after{display:block}.checkbox-container[_ngcontent-sc56] .checkmrk

[_ngcontent-sc56]:after{left:9px;top:5px;width:7px;height:11px;border:solid #fff;border-width:0 3px 3px 0;transform:rotate(45deg)}</style><style ng-transition="support-ssr"

>.btn[_ngcontent-sc53]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc53]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc53]{border:1px solid 

#dc3545!important}.form-control[_ngcontent-sc53]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc53]:focus{outline:none}label[_ngcontent-sc53]

{cursor:pointer}input[_ngcontent-sc53]:focus, select[_ngcontent-sc53]:focus, textarea[_ngcontent-sc53]:focus{outline:none}.styled-input[_ngcontent-sc53]{font-weight:400;

font-style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;

letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;

transition:border .15s}.styled-input[_ngcontent-sc53]:focus, .styled-input[_ngcontent-sc53]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-

tablet[_ngcontent-sc53]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc53]{display:none}}.desktop-container[_ngcontent-sc53]{background-color:

#f9f9f9;color:rgba(0,0,0,.7);border-top:1px solid rgba(0,0,0,.1)}.domain-name[_ngcontent-sc53]{color:rgba(0,0,0,.7);font-size:.75rem}.currency[_ngcontent-sc53]{padding:

10px 20px;border-radius:3px;cursor:pointer;background-color:rgba(0,0,0,.05);margin-bottom:20px}.currency[_ngcontent-sc53]:hover{color:#000;background-color:rgba

(0,0,0,.2)}.mobile-footer[_ngcontent-sc53]{background-color:#f9f9f9;padding:10px 20px;font-size:.85rem;border-top:1px solid rgba(0,0,0,.1);font-weight:300;color:rgba

(0,0,0,.7)}.mobile-footer[_ngcontent-sc53] a[_ngcontent-sc53]{color:rgba(0,0,0,.7);text-decoration:none}.mobile-footer[_ngcontent-sc53] .currency[_ngcontent-sc53]{color:

#000;border-color:hsla(0,0%,100%,.8);padding:5px 10px;border-radius:3px;cursor:pointer;margin-bottom:20px}.footer-links[_ngcontent-sc53] .customer_support

[_ngcontent-sc53] li[_ngcontent-sc53]{background-color:rgba(0,0,0,.05);padding:20px 10px 10px;border-radius:7px;margin-bottom:10px}.footer-links[_ngcontent-sc53] .

customer_support[_ngcontent-sc53] li[_ngcontent-sc53]:hover{background-color:rgba(0,0,0,.2);color:#000}.footer-links[_ngcontent-sc53] .customer_support[_ngcontent-

sc53] li[_ngcontent-sc53] a[_ngcontent-sc53]{color:rgba(0,0,0,.7);font-size:1rem;text-decoration:none;padding:10px 0;position:relative;display:block}.footer-links

[_ngcontent-sc53] .customer_support[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.75rem;position:absolute;top:-10px;color:

rgba(0,0,0,.7)}.footer-links[_ngcontent-sc53] .customer_support[_ngcontent-sc53] li[_ngcontent-sc53] a[_ngcontent-sc53]:hover, .footer-links[_ngcontent-sc53] h5

[_ngcontent-sc53]{color:rgba(0,0,0,.8)}.footer-links[_ngcontent-sc53] h5[_ngcontent-sc53]{font-size:1rem;font-weight:500;border-bottom:1px solid rgba(0,0,0,.1);padding:

20px 20px 20px 0}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-sc53]{padding-bottom:5px;padding-top:5px}.footer-links[_ngcontent-sc53] ul

[_ngcontent-sc53] li[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.7rem;color:rgba(0,0,0,.7);display:block}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li

[_ngcontent-sc53] a[_ngcontent-sc53]{color:rgba(0,0,0,.7);text-decoration:none;font-size:.85rem}.footer-links[_ngcontent-sc53] ul[_ngcontent-sc53] li[_ngcontent-sc53] a

[_ngcontent-sc53]:hover{color:rgba(0,0,0,.9);text-decoration:underline;cursor:pointer}</style></head>

<body>

<app-root _nghost-sc78="" class="ng-tns-c78-0" ng-version="12.1.5"><router-outlet _ngcontent-sc78="" class="ng-tns-c78-0"></router-outlet><app-home _nghost-sc64=""

><common-header _ngcontent-sc64="" _nghost-sc54=""><div _ngcontent-sc54="" id="common-header" class="container-fluid d-none d-lg-block"><div _ngcontent-

sc54="" class="d-flex pt-2 pb-1 justify-content-between"><div _ngcontent-sc54="" class="flex-fill"><ul _ngcontent-sc54="" class="nav justify-content-start d-flex flex-row"

><li _ngcontent-sc54="" class="nav-item"><a _ngcontent-sc54="" href="/" class="navbar-brand" style="min-width: 150px;"><!----></a></li><!----><!----></ul></div><div 

_ngcontent-sc54="" class="pe-4"><ul _ngcontent-sc54="" class="nav justify-content-end"><!----><!----><!----><!----></ul></div></div></div><div _ngcontent-sc54="" id="
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Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 4001 / tcp

isMobile" class="container-fluid d-md-block d-lg-none border-bottom"><div _ngcontent-sc54="" id="mobile_header" class="d-flex"><!----><!----><div _ngcontent-sc54="" 

class="flex-fill text-center" style="padding-left: 40px;"><!----></div><div _ngcontent-sc54="" class="ps-2 text-center phone_header_icon"><table _ngcontent-sc54="" 

cellpadding="0" cellspacing="0" style="border-radius: 6px; border: 1px solid #43b520;"><tbody><tr _ngcontent-sc54=""><td _ngcontent-sc54=""><img _ngcontent-sc54="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/call-component-header.gif" class="img-fluid" style="width: 36px;"></td><td _ngcontent-sc54="" class="call text-

center"><i _ngcontent-sc54="" class="fa-duotone fa-phone"></i><small _ngcontent-sc54="">CALL US </small></td></tr></tbody></table></div></div></div><div 

_ngcontent-sc54="" class="mobile_header_side_bar"><nav _ngcontent-sc54=""><ul _ngcontent-sc54="" class="mobile-nav"><li _ngcontent-sc54="" class="heading"><a 

_ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-plane fa-rotate-270"></i></span> Flights </a></li><li _ngcontent-

sc54="" class="heading"><a _ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-bed"></i></span> Hotels </a></li><li 

_ngcontent-sc54="" class="heading"><a _ngcontent-sc54=""><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-map-signs"></i></span> Tours 

&amp; Activities </a></li><!----><!----><li _ngcontent-sc54=""> &nbsp; </li><!----><li _ngcontent-sc54="" class="heading text-black"><span _ngcontent-sc54="" class="pe-

1"><i _ngcontent-sc54="" class="fal fa-globe-americas"></i></span> Traveller Tools</li><li _ngcontent-sc54=""><!----><!----></li><!----><li _ngcontent-sc54=""><a 

_ngcontent-sc54="" href="/support">Help &amp; Support </a></li><li _ngcontent-sc54=""><a _ngcontent-sc54="" href="/support/faq"> Frequently Asked Questions </a><

/li><!----><li _ngcontent-sc54="">&nbsp;</li></ul></nav></div><!----><!----></common-header><section _ngcontent-sc64="" class="support-header-home"><div 

_ngcontent-sc64="" class="container-xl" style="z-index: 2; position: relative;"><div _ngcontent-sc64="" class="row"><div _ngcontent-sc64="" class="col-md-8 pt-4 pb-4 

position-relative"><br _ngcontent-sc64=""><h1 _ngcontent-sc64="" class="fw-bolder text-md-start text-lg-start text-center">How can we help?</h1><br _ngcontent-

sc64=""><faq-autosuggest _ngcontent-sc64="" _nghost-sc55=""><div _ngcontent-sc55="" class="faq-autosuggest"><!----><!----></div></faq-autosuggest></div><div 

_ngcontent-sc64="" class="col-md-4 position-relative d-none d-md-block d-lg-block"><img _ngcontent-sc64="" src="assets/support_img.png" class="img-fluid" style="

position: relative; top: 35px;"></div></div></div></section><div _ngcontent-sc64="" class="spacer layer1">&nbsp;</div><section _ngcontent-sc64=""><div _ngcontent-

sc64="" class="container"><div _ngcontent-sc64="" class="row justify-content-center"><div _ngcontent-sc64="" class="col-md-auto alert"><span _ngcontent-sc64="" 

class="pe-1"><i _ngcontent-sc64="" class="fa fa-info-circle"></i></span> Coronavirus. If you&apos;re experiencing unexpected hardship due to the coronavirus, 

we&apos;re here to help please visit this page for more information. If you need assistance with something else, our customer care response times may be longer than 

usual, so we encourage you to use our 24/7 online resources below. </div></div></div><br _ngcontent-sc64=""></section><section _ngcontent-sc64=""><div _ngcontent-

sc64="" class="container"><div _ngcontent-sc64="" class="row"><div _ngcontent-sc64="" class="col-md-9 d-none d-md-block d-lg-block"><h4 _ngcontent-sc64=""

>Featured Articles</h4><div _ngcontent-sc64="" class="row"><!----></div></div><div _ngcontent-sc64="" class="col-md-3"><button _ngcontent-sc64="" class="btn styled-

button w-100"> Sign in to view bookings <span _ngcontent-sc64="" class="float-end"><i _ngcontent-sc64="" class="far fa-chevron-right text-white-50"></i></span><

/button><h4 _ngcontent-sc64="" class="pt-4">Popular FAQ&apos;s</h4><ul _ngcontent-sc64="" class="quick-links"><!----></ul></div></div></div></section><support-

request _ngcontent-sc64="" _nghost-sc56=""><section _ngcontent-sc56="" class="more-help"><hr _ngcontent-sc56=""><br _ngcontent-sc56=""><div _ngcontent-sc56="" 

class="container"><div _ngcontent-sc56="" class="row justify-content-center"><div _ngcontent-sc56="" class="col-md-auto text-center"><h3 _ngcontent-sc56="">Need 

more help?</h3><br _ngcontent-sc56=""><button _ngcontent-sc56="" class="btn btn-lg btn-outline-primary ps-4 pe-2"> Raise a support request <span _ngcontent-

sc56="" class="ps-4 pe-2 float-right"><i _ngcontent-sc56="" class="far fa-chevron-right"></i></span></button></div></div></div><br _ngcontent-sc56=""><br _ngcontent-

sc56=""></section><!----></support-request><common-footer _ngcontent-sc64="" _nghost-sc53=""><!----><!----></common-footer></app-home><!----></app-root>

<script src="https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js" type="module"></script><script src="https://d7jummq9jo4cp.

cloudfront.net/support/runtime-es5.6419140cf495e719d270.js" nomodule="" defer=""></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.

33919f2e2595feed4b2b.js" nomodule="" defer=""></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js" type="

module"></script><script src="https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js" type="module"></script><script src="

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js" nomodule="" defer=""></script>

</body></html>
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SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A web server is server software, or hardware dedicated to running this software, that can satisfy client requests on the World Wide Web.

Severity:  1

QID: 86000

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-12-20 13:32:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Version port 80 / tcp

RESULT:

Number of links: 12

https://js.stripe.com/v3/

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.33919f2e2595feed4b2b.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es5.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

https://static.zdassets.com/ekr/snippet.js?key=e139db92-8dad-433b-84a7-ffacb619baab

http://code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0
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RESULT:

GET / HTTP/1.1

Host:38.91.101.34:80

GET /Q_Evasive/ HTTP/1.1

Host:38.91.101.34:80

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:35:03 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

HTTP/1.1 404 Not Found

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 80 / tcp

RESULT:

Apache/2.4.52 (Ubuntu)

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 80 / tcp

Date: Wed, 12 Feb 2025 17:35:03 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 274

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 38.91.101.34 Port 80</address>

</body></html>

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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PCI COMPLIANCE STATUS

External Links Discovered port 443 / tcp

RESULT:

GET /index.html.ru.iso-ru HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4001

Connection: Keep-Alive

SOLUTION:

Apache recommends to remove these files from the Web server.

IMPACT:

Sensitive system information may be disclosed, which can be utilized by an attacker to aid further attacks.

THREAT:

Apache installs foreign language files along with index.html. The files are as follows:

index.html.ca

index.html.de

index.html.dk

index.html.ee

An attacker can get additional information about the Web server from these files.

Severity:  1

QID: 86743

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-07-11 16:04:25.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache Default Foreign Language File Still on Server port 4001 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 80 port.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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SOLUTION:

Verify all the external CSS loaded on application are valid and from known sources.

IMPACT:

Using css from untrusted sources can result in external CSS injection and allow attacker to gain sensitive information.

THREAT:

Using resources from external locations is a security concern, including third-party stylesheet. Also detection of all external resources would be a requirement for 

certifications and audits.

Severity:  1

QID: 150221

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 22:36:08.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External (third party) CSS link detected port 4001 / tcp

RESULT:

Number of links: 2

https://bugs.launchpad.net/ubuntu/+source/apache2

http://httpd.apache.org/docs/2.4/mod/mod_userdir.html

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS
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PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 443 / tcp

RESULT:

Allow: POST,OPTIONS,HEAD,GET

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP methods returned in response to an OPTIONS request to the Web server detected on the target host are listed.

Severity:  1

QID: 45056

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-01-16 22:00:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Methods Returned by OPTIONS Request port 443 / tcp

RESULT:

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css" media="print" onload="this.

media=&apos;all&apos;">

at:

http://38.91.101.34:4001/./

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css">

at:

http://38.91.101.34:4001/

http://38.91.101.34:4001/./

http://38.91.101.34:4001/support/faq

http://38.91.101.34:4001/support
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RESULT:

Some of the ports filtered by the firewall are: 20, 21, 23, 25, 53, 111, 135, 445, 1, 7.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A packet filtering device protecting this IP was detected. This is likely to be a firewall or a router using access control lists (ACLs).

Severity:  1

QID: 34011

Category: Firewall

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-04-22 02:37:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Firewall Detected

RESULT:

External domains could be involved in potential business logic abuse.

bugs.launchpad.net

httpd.apache.org

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS
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RESULT:

Target web application page http://38.91.101.34:443/ fetched. Status code:200, Content-Type:text/html, load time:110 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 3 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 2 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 1) + directories:(9 x 2) + paths:(0 x 3) = total (18)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 3 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 18 requests, 0 seconds. Completed 18 requests of 18 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 80 requests, 1 seconds. Completed 80 requests of 591 estimated requests (13.5364%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 443 / tcp

Listed below are the ports filtered by the firewall.

No response has been received when any of these ports are probed.

1-21,23-79,81-442,444-3999,4006-6128,6130-11210,11212-65535
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Version port 443 / tcp

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 2 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 2 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 2 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 242 requests, 2 seconds. Completed 242 requests of 260 estimated requests (93.0769%). XSS optimization 

removed 116 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 2 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 2 requests, 0 seconds. Completed 2 requests of 2 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 1) + directories:(4 x 2) + paths:(11 x 3) = total (41)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 3 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 40 requests, 1 seconds. Completed 40 requests of 41 estimated requests (97.561%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 1) + directories:(94 x 2) + paths:(5 x 3) = total (207)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 3 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 200 requests, 1 seconds. Completed 200 requests of 207 estimated requests (96.6184%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 1600 requests, 16 seconds. Completed 1600 requests of 4791 estimated requests (33.396%). All tests 

completed.

Duration of Crawl Time: 5.00 (seconds)

Duration of Test Phase: 21.00 (seconds)

Total Scan Time: 26.00 (seconds)

Total requests made: 2225

Average server response time: 0.06 seconds

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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RESULT:

Directory Source

/tours/ web page

/tours/attractions/ web page

/tours/attractions/view/ web page

/static/ web page

/tours/Italy/ web page

/tours/Italy/Rome/ web page

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 4000 / tcp

RESULT:

Apache/2.4.52 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A web server is server software, or hardware dedicated to running this software, that can satisfy client requests on the World Wide Web.

Severity:  1

QID: 86000

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-12-20 13:32:52.0
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RESULT:

External domains could be involved in potential business logic abuse.

d7jummq9jo4cp.cloudfront.net

kit.fontawesome.com

maps.googleapis.com

media.tacdn.com

skybooker-static.s3.us-west-2.amazonaws.com

www.airnewzealand.com

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 4000 / tcp

/tours/Netherlands/ web page

/tours/Netherlands/Amsterdam/ web page

/tours/England/ web page

/tours/England/London/ web page

/tours/Greece/ web page

/tours/Greece/Athens/ web page

/tours/Greece/Macedonia/ web page

/tours/Japan/ web page

/tours/Japan/Tokyo-Prefecture/ web page

/tours/South-Africa/ web page

/tours/South-Africa/Port-Elizabeth/ web 

page

/tours/Vietnam/ web page

/tours/Vietnam/Central-Vietnam/ web page
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RESULT:

Duration of crawl phase (seconds): 23.00

Number of links: 75

(This number excludes form requests and links re-requested during authentication.)

http://38.91.101.34:4000/

http://38.91.101.34:4000/./

http://38.91.101.34:4000/car-rentals

http://38.91.101.34:4000/crossdomain.xml

http://38.91.101.34:4000/manifest.webmanifest

http://38.91.101.34:4000/search-hotels?location=ATH

http://38.91.101.34:4000/search-hotels?location=BKK

http://38.91.101.34:4000/search-hotels?location=CAI

http://38.91.101.34:4000/search-hotels?location=JHG

http://38.91.101.34:4000/search-hotels?location=NRT

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 4000 / tcp

www.cookiecentral.com

www.csatravelprotection.com

www.destinaholidays.com

www.googletagmanager.com

www.immigration.govt.nz
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http://38.91.101.34:4000/search-hotels?location=ROE

http://38.91.101.34:4000/search-hotels?location=SGN

http://38.91.101.34:4000/search-hotels?location=SYD

http://38.91.101.34:4000/static/about-us

http://38.91.101.34:4000/static/pay-later

http://38.91.101.34:4000/static/privacy-policy

http://38.91.101.34:4000/static/terms-and-conditions

http://38.91.101.34:4000/static/visa-requirements

http://38.91.101.34:4000/support

http://38.91.101.34:4000/support/?loginUser=true

http://38.91.101.34:4000/support/faq

http://38.91.101.34:4000/support/faq/flights/baggage/what-are-my-baggage-allowance

http://38.91.101.34:4000/support/faq/flights/changes/airline-policies-for-covid-19

http://38.91.101.34:4000/tours/Australia

http://38.91.101.34:4000/tours/Egypt

http://38.91.101.34:4000/tours/England/London/3858EE021

http://38.91.101.34:4000/tours/England/London/6506LONHOHO

http://38.91.101.34:4000/tours/Greece

http://38.91.101.34:4000/tours/Greece/Athens/248334P2

http://38.91.101.34:4000/tours/Greece/Athens/2876P72

http://38.91.101.34:4000/tours/Greece/Athens/3140_27

http://38.91.101.34:4000/tours/Greece/Athens/7679P1

http://38.91.101.34:4000/tours/Greece/Crete/169769P1

http://38.91.101.34:4000/tours/Greece/Epirus/119426P1

http://38.91.101.34:4000/tours/Greece/Macedonia/18123P2

http://38.91.101.34:4000/tours/Greece/Macedonia/18123P9

http://38.91.101.34:4000/tours/Iceland/Reykjavik/116425P1

http://38.91.101.34:4000/tours/Ireland/Dublin/5300MOHER

http://38.91.101.34:4000/tours/Italy

http://38.91.101.34:4000/tours/Italy/Florence/5070TUSCANY

http://38.91.101.34:4000/tours/Italy/Rome/3058VATICAN

http://38.91.101.34:4000/tours/Italy/Rome/3731COLOSSEUM

http://38.91.101.34:4000/tours/Italy/Rome/3731VATICAN

http://38.91.101.34:4000/tours/Japan

http://38.91.101.34:4000/tours/Japan/Ibaraki-Prefecture/21490P115

http://38.91.101.34:4000/tours/Japan/Shizuoka-Prefecture/367610P1

http://38.91.101.34:4000/tours/Japan/Tokyo-Prefecture/235563P4

http://38.91.101.34:4000/tours/Japan/Tokyo-Prefecture/88165P2

http://38.91.101.34:4000/tours/Mexico/Cancun/110186P2

http://38.91.101.34:4000/tours/Netherlands/Amsterdam/75227P1

http://38.91.101.34:4000/tours/Netherlands/Amsterdam/75227P6

http://38.91.101.34:4000/tours/South-Africa

http://38.91.101.34:4000/tours/South-Africa/KwaZulu-Natal/132971P1

http://38.91.101.34:4000/tours/South-Africa/Mpumalanga/85143P1

http://38.91.101.34:4000/tours/South-Africa/Port-Elizabeth/112139P1

http://38.91.101.34:4000/tours/South-Africa/Port-Elizabeth/28715P1

http://38.91.101.34:4000/tours/Thailand

http://38.91.101.34:4000/tours/USA/Boston/3037DUCK

http://38.91.101.34:4000/tours/USA/Las-Vegas/3951WESTDLX

http://38.91.101.34:4000/tours/United%20Arab%20Emirates/Dubai/91421P12

http://38.91.101.34:4000/tours/United%20Arab%20Emirates/Dubai/91421P4

http://38.91.101.34:4000/tours/Vietnam

http://38.91.101.34:4000/tours/Vietnam/Cat-Ba/55929P314

http://38.91.101.34:4000/tours/Vietnam/Central-Vietnam/222912P9

http://38.91.101.34:4000/tours/Vietnam/Central-Vietnam/24244P352

http://38.91.101.34:4000/tours/Vietnam/Dong-Hoi/202799P2
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PCI COMPLIANCE STATUS

List of Web Directories port 443 / tcp

RESULT:

Scan duration: 8494 seconds

Start time: Wed, Feb 12 2025, 16:32:25 GMT

End time: Wed, Feb 12 2025, 18:53:59 GMT

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Host Scan Time is the period of time it takes the scanning engine to perform the vulnerability assessment of a single target host. The Host Scan Time for this host is 

reported in the Result section below.

The Host Scan Time does not have a direct correlation to the Duration time as displayed in the Report Summary section of a scan results report. The Duration is the 

period of time it takes the service to perform a scan task. The Duration includes the time it takes the service to scan all hosts, which may involve parallel scanning. It also 

includes the time it takes for a scanner appliance to pick up the scan task and transfer the results back to the service's Secure Operating Center. Further, when a scan 

task is distributed across multiple scanners, the Duration includes the time it takes to perform parallel host scanning on all scanners.

Severity:  1

QID: 45038

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-09-15 18:02:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Scan Time - Scanner

http://38.91.101.34:4000/tours/Vietnam/Ho-Chi-Minh-City/20086P1

http://38.91.101.34:4000/tours/attractions/view/11617

http://38.91.101.34:4000/tours/attractions/view/12304

http://38.91.101.34:4000/tours/attractions/view/22982

http://38.91.101.34:4000/tours/attractions/view/7174

http://38.91.101.34:4000/tours/attractions/view/8

http://38.91.101.34:4000/tours/attractions/view/9750

http://38.91.101.34:4000/tours/attractions/view/9845

http://38.91.101.34:4000/tours/attractions/view/9865
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Severity:  1

QID: 45056

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-01-16 22:00:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Methods Returned by OPTIONS Request port 80 / tcp

RESULT:

Directory Source

/javascript/ brute 

force

/index.php brute 

force

/icons/ brute force

/icons/ web page

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS
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RESULT:

Target web application page http://38.91.101.34:4000/ fetched. Status code:200, Content-Type:text/html, load time:563 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 5 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 74 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 72) + directories:(9 x 49) + paths:(0 x 121) = total (441)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 121 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 432 requests, 5 seconds. Completed 432 requests of 441 estimated requests (97.9592%). All tests 

completed.

WSEnumeration no tests enabled.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 4000 / tcp

RESULT:

Allow: POST,OPTIONS,HEAD,GET

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP methods returned in response to an OPTIONS request to the Web server detected on the target host are listed.
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Batch #1 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #1 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 344 requests, 8 seconds. Completed 344 requests of 360 estimated requests (95.5556%). 

All tests completed.

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 16 requests, 1 seconds. Completed 16 requests of 360 estimated 

requests (4.44444%). All tests completed.

Blind SQL manipulation - have 4 URI parameters,0 form fields - no tests enabled.

Batch #1 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 4 inputs)

Batch #1 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 72 requests, 1 seconds. Completed 72 requests of 72 estimated requests (100%). All 

tests completed.

Batch #2 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #2 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 344 requests, 7 seconds. Completed 344 requests of 360 estimated requests (95.5556%). 

All tests completed.

Batch #2 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #2 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 16 requests, 1 seconds. Completed 16 requests of 360 estimated 

requests (4.44444%). All tests completed.

Batch #2 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 4 inputs)

Batch #2 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 72 requests, 2 seconds. Completed 72 requests of 72 estimated requests (100%). All 

tests completed.

Batch #3 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 1 inputs)

Batch #3 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 86 requests, 2 seconds. Completed 86 requests of 90 estimated requests (95.5556%). All 

tests completed.

Batch #3 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 1 inputs)

Batch #3 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 4 requests, 0 seconds. Completed 4 requests of 90 estimated 

requests (4.44444%). All tests completed.

Blind SQL manipulation - have 1 URI parameters,0 form fields - no tests enabled.

Batch #3 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 1 inputs)

Batch #3 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 18 requests, 1 seconds. Completed 18 requests of 18 estimated requests (100%). All 

tests completed.

Batch #4 WebCgiOob: estimated time < 10 minutes (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 1181 requests, 17 seconds. Completed 1181 requests of 23837 estimated requests (4.95448%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 75 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 75 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 10 minutes (47 tests, 75 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 9075 requests, 134 seconds. Completed 9075 requests of 9750 estimated requests (93.0769%). XSS 

optimization removed 4350 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 75 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 75 requests, 2 seconds. Completed 75 requests of 75 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 72) + directories:(4 x 49) + paths:(11 x 121) = total (1527)
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THREAT:

ICMP (Internet Control and Error Message Protocol) is a protocol encapsulated in IP packets. ICMP's principal purpose is to provide a protocol layer that informs 

gateways of the inter-connectivity and accessibility of other gateways or hosts.

We have sent the following types of packets to trigger the host to send us ICMP replies:

Echo Request (to trigger Echo Reply)

Timestamp Request (to trigger Timestamp Reply)

Address Mask Request (to trigger Address Mask Reply)

UDP Packet (to trigger Port Unreachable Reply)

IP Packet with Protocol >= 250 (to trigger Protocol Unreachable Reply)

Severity:  1

QID: 82040

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-01-16 20:14:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

ICMP Replies Received

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 121 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 1181 requests, 1211 seconds. Completed 1181 requests of 1527 estimated requests (77.3412%). All tests 

completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(4 x 72) + directories:(94 x 49) + paths:(5 x 121) = total (5499)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 121 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 4910 requests, 57 seconds. Completed 4910 requests of 5499 estimated requests (89.289%). All tests 

completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 hour (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 21025 requests, 304 seconds. Completed 21025 requests of 193237 estimated requests (10.8804%). All tests 

completed.

Duration of Crawl Time: 23.00 (seconds)

Duration of Test Phase: 1756.00 (seconds)

Total Scan Time: 1779.00 (seconds)

Total requests made: 39032

Average server response time: 0.07 seconds

Average browser load time: 0.07 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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RESULT:

HTTP header and method information collected on port 80.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:12:02 GMT

Server: Apache/2.4.52 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 80 / tcp

RESULT:

ICMP Reply Type Triggered By Additional Information

Echo (type=0 code=0) Echo Request Echo Reply

Unreachable (type=3 code=3) UDP Port 4000 Port 

Unreachable

SOLUTION:

N/A

IMPACT:

N/A

Listed in the "Result" section are the ICMP replies that we have received.
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RESULT:

Duration of crawl phase (seconds): 10.00

Number of links: 6

(This number excludes form requests and links re-requested during authentication.)

http://38.91.101.34:4001/

http://38.91.101.34:4001/./

http://38.91.101.34:4001/crossdomain.xml

http://38.91.101.34:4001/favicon.ico

http://38.91.101.34:4001/support

http://38.91.101.34:4001/support/faq

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 4001 / tcp

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html
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Severity:  1

QID: 13910

Category: CGI

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 80 / tcp

RESULT:

Hops IP Round Trip Time Probe 

Port

1 139.87.10.2 0.61ms ICMP

2 98.124.172.114 0.57ms ICMP

3 98.124.172.113 1.10ms ICMP

4 141.136.106.138 55.03ms ICMP

5 98.124.175.11 55.20ms ICMP

6 38.91.101.34 54.91ms TCP 80

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Traceroute describes the path in realtime from the scanner to the remote host being contacted. It reports the IP addresses of all the routers in between.

Severity:  1

QID: 45006

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-05-09 18:28:51.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Traceroute
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Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 4001 / tcp

RESULT:

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:22:28 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Keep-Alive: timeout=5, max=97

Connection: Keep-Alive

Content-Type: text/html

<h1>test</h1>

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
https://www.qnap.com/en/security-advisory/nas-201911-01


PCI Scan Vulnerability Report

Page 350Sysnet Scanning Management System February 13, 2025

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 4000 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 4001 port.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4001

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Last Update: 2023-01-18 13:30:16.0

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Target Network Information

RESULT:

Number of links: 38

https://media.tacdn.com/media/attractions-splice-spp-674x446/06/fb/9b/d2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/17/e7/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/2a/81/88.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/3c/d2/5f.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/68/e7/b2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/aa/5c/71.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/09/3a/8a/80.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0a/b1/6f/5e.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/24/ea/75.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/74/4d/ab.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/93/db/b8.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/d6/cc/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/57/8b/7a.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/10/0b/5e/20.jpg

https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/main-es2017.8b35fc56c4db1214a572.js

https://d7jummq9jo4cp.cloudfront.net/main-es5.8b35fc56c4db1214a572.js

https://d7jummq9jo4cp.cloudfront.net/polyfills-es2017.affa3d85873c6ab44c4f.js

https://d7jummq9jo4cp.cloudfront.net/polyfills-es5.559c35a3c29881ede03a.js

https://d7jummq9jo4cp.cloudfront.net/runtime-es2017.2422cb5ce5f46e8a2b64.js

https://d7jummq9jo4cp.cloudfront.net/runtime-es5.2422cb5ce5f46e8a2b64.js

https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

https://www.airnewzealand.com/new-zealand-entry-and-transit-requirements

https://www.destinaholidays.com/static/about-us

https://www.destinaholidays.com/static/pay-later

https://www.destinaholidays.com/static/privacy-policy

https://www.destinaholidays.com/static/terms-and-conditions

https://www.destinaholidays.com/static/visa-requirements

https://www.immigration.govt.nz/new-zealand-visas/apply-for-a-visa/about-visa/nzeta

https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0

http://www.cookiecentral.com/

http://www.csatravelprotection.com/certpolicy.do?product=G-AIRI01

tel:2142276700

tel:4169079899

SOLUTION:

N/A
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SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 4000 / tcp

RESULT:

The network handle is: COGENT-A

Network description:

PSINet, Inc.

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may help in launching attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.

Severity:  1

QID: 45004

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-08-15 21:12:37.0
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RESULT:

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4000

Connection: Keep-Alive

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Top Rated Tours, Activities and Attractions | Destina Holidays</title>

<base href="/">

<meta name="viewport" content="width=device-width, initial-scale=1,minimum-scale=1">

<meta name="robots" content="index, follow">

<meta http-equiv="cache-control" content="max-age=0">

<meta http-equiv="cache-control" content="no-store">

<meta http-equiv="expires" content="-1">

<meta http-equiv="expires" content="Tue, 01 Jan 1980 1:00:00 GMT">

<meta http-equiv="pragma" content="no-cache">

<script src="https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0" defer=""></script>

<script src="https://kit.fontawesome.com/80f3ee4f21.js" crossorigin="anonymous"></script>

<script>const observer = new PerformanceObserver((entryList) => {

for (const entry of entryList.getEntriesByName(&apos;first-contentful-paint&apos;)) {

console.log(&apos;FCP candidate:&apos;, entry.startTime, entry);

}

}).observe({type: &apos;paint&apos;, buffered: true});

</script>

<!-- Google tag (gtag.js) -->

<script async="" src="https://www.googletagmanager.com/gtag/js?id=AW-360775968"></script>

<script>

window.dataLayer = window.dataLayer || [];

function gtag(){dataLayer.push(arguments);}

gtag(&apos;js&apos;, new Date());

gtag(&apos;config&apos;, &apos;AW-360775968&apos;);

</script>

<link rel="manifest" href="manifest.webmanifest">

<style>@charset "UTF-8";:root{--bs-blue:#0d6efd;--bs-indigo:#6610f2;--bs-purple:#6f42c1;--bs-pink:#d63384;--bs-red:#dc3545;--bs-orange:#fd7e14;--bs-yellow:#ffc107;--

bs-green:#198754;--bs-teal:#20c997;--bs-cyan:#0dcaf0;--bs-white:#fff;--bs-gray:#6c757d;--bs-gray-dark:#343a40;--bs-primary:#0d6efd;--bs-secondary:#6c757d;--bs-

success:#198754;--bs-info:#0dcaf0;--bs-warning:#ffc107;--bs-danger:#dc3545;--bs-light:#f8f9fa;--bs-dark:#212529;--bs-font-sans-serif:system-ui,-apple-system,"Segoe 

UI",Roboto,"Helvetica Neue",Arial,"Noto Sans","Liberation Sans",sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe UI Symbol","Noto Color Emoji";--bs-font-

monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace;--bs-gradient:linear-gradient(180deg,hsla(0,0%,100%,0.15),hsla

nas-201911-01

https://www.qnap.com/en/security-advisory/nas-201911-01
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(0,0%,100%,0));}*,:after,:before{box-sizing:border-box;}@media (prefers-reduced-motion: no-preference){:root{scroll-behavior:smooth;}}body{margin:0;font-family:system-

ui,-apple-system,Segoe UI,Roboto,Helvetica Neue,Arial,Noto Sans,Liberation Sans,sans-serif,Apple Color Emoji,Segoe UI Emoji,Segoe UI Symbol,Noto Color Emoji;font-

family:var(--bs-font-sans-serif);font-size:1rem;line-height:1.5;color:#212529;background-color:#fff;-webkit-text-size-adjust:100%;-webkit-tap-highlight-color:rgba(0,0,0,0);}

@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/book.woff2) format("woff");font-weight:400;font-style:normal;}@font-

face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/medium.woff2) format("woff");font-weight:500;font-style:normal;}@font-

face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/bold.woff2) format("woff");font-weight:700;font-style:normal;}body

{background-color:#f5f7f9;transition:all .2s linear;overflow-x:hidden;font-size:.95em;font-family:Circular Pro,-apple-system,\.SFNSText-Regular,San Francisco,Segoe UI,

Helvetica Neue,Lucida Grande,sans-serif;color:#2e343b;font-weight:400;font-feature-settings:"liga","clig off";font-variant-ligatures:no-common-ligatures;-webkit-font-

smoothing:antialiased;}</style><link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css"><style ng-transition="serverApp">h1

[_ngcontent-sc50]{font-size:1.2em;margin-bottom:0}nav[_ngcontent-sc50] a[_ngcontent-sc50]{padding:5px 10px;text-decoration:none;margin-top:10px;display:inline-block;

background-color:#eee;border-radius:4px}a[_ngcontent-sc50]:link, nav[_ngcontent-sc50] a[_ngcontent-sc50]:visited{color:#334953}nav[_ngcontent-sc50] a[_ngcontent-

sc50]:hover{background-color:#cfd8dc}nav[_ngcontent-sc50] a.active[_ngcontent-sc50], nav[_ngcontent-sc50] a[_ngcontent-sc50]:hover{color:#039be5}</style><style ng-

transition="serverApp">#searchContainer[_ngcontent-sc104]{padding-bottom:50px;background-image:var(--header-bg)}#searchContainer[_ngcontent-sc104] h1

[_ngcontent-sc104], #searchContainer[_ngcontent-sc104] h5[_ngcontent-sc104]{color:#fff;text-shadow:0 8px 16px 0 rgba(0,0,0,.2)}#searchContainer[_ngcontent-sc104] 

h5[_ngcontent-sc104]{font-weight:200;font-size:1rem}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]{box-shadow:0 2px 

20px 0 rgba(0,0,0,.1);font-weight:500;align-items:center;padding:10px 25px;font-size:1rem;text-align:center;background-color:#fff}#searchContainer[_ngcontent-sc104] .

tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]:last-child{border-right:0}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104] .icon[_ngcontent-sc104]{font-size:1.2rem;padding-right:10px}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-

sc104]:hover{cursor:pointer;background-color:#e0e0e0}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon.active[_ngcontent-sc104]

{background-color:var(--primary);color:#fff}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104]{box-shadow:0 2px 20px 0 rgba(0,0,0,.1)}

#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]{box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 2px 5px 0 rgba

(51,51,51,.2);font-weight:500;align-items:center;padding:5px 10px;background-color:#fff;font-size:.9rem;text-align:center}#searchContainer[_ngcontent-sc104] .tab-parent-

mobile[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]:last-child{border-right:0}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104] .icon[_ngcontent-sc104]{font-size:1rem;padding-right:5px}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104]:hover{cursor:pointer;background-color:#e0e0e0}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon.active

[_ngcontent-sc104]{background-color:var(--primary);color:#fff}@media (max-width: 768px){h3[_ngcontent-sc104]{font-size:1.2rem}}.chNavIcon[_ngcontent-sc104]{width:

40px;height:30px;display:block;margin:0 auto}.chSprite[_ngcontent-sc104]{background:url(/assets/filtersprite.png) no-repeat;background-size:230px 200px}.chHotels

[_ngcontent-sc104]{background-position:-37px -28px;width:35px}.chFlightHotel[_ngcontent-sc104]{background-position:-156px -151px;width:50px}.chBuses[_ngcontent-

sc104]{background-position:-90px -30px}.chHolidays[_ngcontent-sc104]{background-position:-68px -27px;width:25px}.chCabs[_ngcontent-sc104]{background-position:

-115px -30px;width:25px}.chTrains[_ngcontent-sc104]{background-position:-137px -27px}.chGiftcards[_ngcontent-sc104]{background-position:-165px -27.5px}.chMore

[_ngcontent-sc104]{background-position:-198px -28px}.chFlights[_ngcontent-sc104]{background-position:-2px -30px;width:36px}.chFlights.active[_ngcontent-sc104]

{background-position:-2px -1.5px}.chFlightHotel.active[_ngcontent-sc104]{background-position:-156px -119px;width:50px}.chMore.active[_ngcontent-sc104]{background-

position:-198px .5px}.chGiftcards.active[_ngcontent-sc104]{background-position:-165px 1px}.chTrains.active[_ngcontent-sc104]{background-position:-137px .5px}.

chCabs.active[_ngcontent-sc104]{background-position:-115px -1.5px}.chHolidays.active[_ngcontent-sc104]{background-position:-68px 1px}.chBuses.active[_ngcontent-

sc104]{background-position:-90px -1.5px}.chHotels.active[_ngcontent-sc104]{background-position:-37px .5px}._MyBiz[_ngcontent-sc104] .active[_ngcontent-sc104] .

chFlights[_ngcontent-sc104]{background-position:-2px -87px}._MyBiz[_ngcontent-sc104] .active[_ngcontent-sc104] .chHotels[_ngcontent-sc104]{background-position:-37

px -87px}.tab-content[_ngcontent-sc104]{background-color:rgba(0,0,0,.75);padding:35px 25px;width:100%;margin-top:-2.5%;background-color:#fff;box-shadow:inset 0 -1

px 0 0 rgba(0,0,0,.1),0 8px 16px 0 rgba(19,41,104,.2);border-radius:8px}.calendar[_ngcontent-sc104]{position:relative;cursor:pointer}.calendar[_ngcontent-sc104] .

calendar-icon[_ngcontent-sc104]{position:absolute;top:13px;left:15px;z-index:1}.calendar[_ngcontent-sc104] input[_ngcontent-sc104]{padding-left:35px;cursor:pointer}.

error-button[_ngcontent-sc104], .flight-button[_ngcontent-sc104], .minus-stop-button[_ngcontent-sc104], .stop-button[_ngcontent-sc104]{height:48px;background-color:var

(--gray);border:none;outline:none;border-radius:8px}.error-button[_ngcontent-sc104]:hover, .flight-button[_ngcontent-sc104]:hover, .minus-stop-button[_ngcontent-sc104]:

hover, .stop-button[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff}.error-button[_ngcontent-sc104]{background-color:var(--secondary)}.error-button

[_ngcontent-sc104]:hover{background-color:var(--primary)}.stop-button[_ngcontent-sc104]{background-color:var(--dark)}.minus-stop-button[_ngcontent-sc104], .stop-

button[_ngcontent-sc104]{text-align:center;max-width:-webkit-fit-content;max-width:-moz-fit-content;max-width:fit-content}.minus-stop-button[_ngcontent-sc104]

{background-color:var(--light)}.trip_type[_ngcontent-sc104]{padding-bottom:10px;cursor:pointer;text-decoration:none;border:none;background-color:#fff;color:var(--dark)}.

trip_type[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:90%}.trip_type[_ngcontent-sc104]:hover{color:var(--primary);text-decoration:underline}.search-

box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]{width:100%;padding:11px 11px 11px 45px;cursor:pointer;display:block;background-color:#e9ecef;transition:all .6s 

cubic-bezier(.165,.84,.44,1);border-radius:4px;letter-spacing:1px;transition-property:all;transition-duration:.3s;position:relative;top:-5px;border:2px solid #e9ecef}.search-

box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]:active, .search-box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]:focus{box-shadow:0 1px 5px 0 hsla(0,0%,

54%,.3);border:2px solid var(--blue);background-color:#fff}@media (max-width: 768px){.search-box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]{padding:7px 10px 

7px 35px}}.search-box[_ngcontent-sc104] .icon[_ngcontent-sc104]{position:absolute;top:7px;left:20px;color:var(--gray);z-index:1}@media (max-width: 768px){.search-box

[_ngcontent-sc104] .icon[_ngcontent-sc104]{top:10px;left:15px}}.text-list[_ngcontent-sc104]{color:var(--gray)}.text-list[_ngcontent-sc104] .fad[_ngcontent-sc104]{color:var

(--alternate)!important}.text-list[_ngcontent-sc104] .heading[_ngcontent-sc104]{font-size:1.2rem;display:block;color:var(--alternate);font-weight:500}.gradient-border-top

[_ngcontent-sc104]{border-top:2px solid var(--alternate);background-color:#fff}.pop_destinations[_ngcontent-sc104]{position:relative}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104]{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104]
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{margin:3px}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.pop_destinations[_ngcontent-

sc104] .pop_destination[_ngcontent-sc104]:first-child{margin:3px}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay-bg[_ngcontent-sc104]

{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:14px;border-bottom-

right-radius:14px}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay-bg[_ngcontent-sc104]{top:70%;height:

30%}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:absolute;bottom:20px;left:30px;z-index:1}

@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{z-index:auto!important}}.

pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.6rem;color:#fff;text-

shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.2em}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text

[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:300}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.home-carousel[_ngcontent-sc104] .

recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104]{background-color:#fff;border-radius:0;transition:all .6s cubic-bezier(.165,.84,.44,1);position:relative;

cursor:pointer}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104]:hover{transform:scale(1.04)}.home-carousel

[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-img[_ngcontent-sc104]{background-color:transparent!important}.home-

carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-img[_ngcontent-sc104] .img-fluid[_ngcontent-sc104]{border-top-left-

radius:0;border-top-right-radius:0}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104]

{background-color:#fff;border-bottom-left-radius:0;border-bottom-right-radius:0;padding:10px}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .

c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-title[_ngcontent-sc104]{font-size:1.2rem;font-weight:500;text-overflow:ellipsis;display:-webkit-box;-webkit-

line-clamp:2;-webkit-box-orient:vertical;overflow:hidden}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card

[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-title[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem}}.home-carousel[_ngcontent-sc104] .recommended-

card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-subtitle[_ngcontent-sc104]{color:var(--dark-orange)}@media (max-width: 768px){.

home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-subtitle[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-text[_ngcontent-

sc104]{text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:3;-webkit-box-orient:vertical;padding:5px 0;overflow:hidden}@media (max-width: 768px){.home-

carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-text[_ngcontent-sc104]{font-size:.

7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104]

{font-size:90%;color:#000}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price

[_ngcontent-sc104] .price[_ngcontent-sc104]{font-size:1.4rem;font-weight:600}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-card

[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104]{font-size:1.2rem}}.home-carousel

[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-

sc104] sup[_ngcontent-sc104]{font-weight:400;text-decoration:underline;font-size:.9rem}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-

card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104] sup[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .border-accent[_ngcontent-sc104]{height:5px;

background:var(--blue);border-radius:0 0 14px 14px;position:absolute;bottom:0;width:100%}.home-carousel[_ngcontent-sc104] .item[_ngcontent-sc104]{padding:10px;

box-sizing:border-box}.home-carousel[_ngcontent-sc104] .tile[_ngcontent-sc104]{min-height:200px;background-color:#ccc;background-size:cover!important;display:flex;

align-items:center;justify-content:center;box-shadow:0 0 10px rgba(0,0,0,.3)}.home-carousel[_ngcontent-sc104] .leftRs[_ngcontent-sc104]{left:0;z-index:1}.home-carousel

[_ngcontent-sc104] .leftRs[_ngcontent-sc104], .home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{position:absolute;margin:auto;top:0;bottom:0;width:50px;

height:50px;box-shadow:1px 2px 10px -1px rgba(0,0,0,.3);border-radius:999px;background-color:#fff}.home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{right:

0}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104]{list-style-type:none;text-align:center;padding:12px;margin:0;white-space:nowrap;overflow:auto;box-

sizing:border-box}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;border-radius:50%;border:1px solid var(--

primary);padding:4px;margin:0 3px;transition-timing-function:cubic-bezier(.17,.67,.83,.67);transition:.4s}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li.

active[_ngcontent-sc104]{background:var(--primary);transform:scale(1.2)}.popular-destination-list[_ngcontent-sc104]{list-style-type:none;margin:0;display:block;padding:

10px 0 20px;text-align:center}.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;padding:5px 10px;border-radius:14px;border:2px solid 

var(--primary);color:var(--primary);margin-right:10px;transition:var(--animate)}@media (max-width: 768px){.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]

{font-size:.8em;border:1px solid var(--primary);margin-bottom:10px}}.popular-destination-list[_ngcontent-sc104] li.active[_ngcontent-sc104], .popular-destination-list

[_ngcontent-sc104] li[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff;cursor:pointer}.customer_support[_ngcontent-sc104]{font-size:1.1rem}@media 

(max-width: 768px){.customer_support[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:.9em!important;padding-top:30px}.customer_support[_ngcontent-sc104] p

[_ngcontent-sc104]{font-size:.8em;padding-top:10px}}.customer_support[_ngcontent-sc104] .contact_button[_ngcontent-sc104]{border:0;color:#fff;padding:20px 60px}.

category_destinations[_ngcontent-sc104]{position:relative;transition:var(--animate)}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]

{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]{margin:3px}}.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.category_destinations[_ngcontent-

sc104] .category_destination[_ngcontent-sc104]:first-child{margin:3px}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay-bg

[_ngcontent-sc104]{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:

14px;border-bottom-right-radius:14px}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:
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absolute;bottom:20px;left:10px;padding-right:10px;z-index:1;width:96%;line-height:1.1rem}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1 rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block;overflow:

hidden;text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:2;-webkit-box-orient:vertical}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem;position:relative;top:-10px;font-

weight:500}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.

9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);float:right;font-weight:300}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104] sup[_ngcontent-sc104]{text-decoration:underline}.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.pre-footer[_ngcontent-sc104]

{background:var(--header-bg);color:#fff;padding:20px;font-size:1rem;margin-top:20px}.pre-footer[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.2rem;font-weight:

800}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104]{padding-bottom:5px}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-

sc104] a[_ngcontent-sc104]{color:hsla(0,0%,100%,.7);text-decoration:none}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104] a[_ngcontent-sc104]:

hover{color:#fff;text-decoration:underline;cursor:pointer}.btn-group[_ngcontent-sc104]{border-color:var(--alternate)}.btn-group[_ngcontent-sc104] .btn-outline-primary

[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-

group[_ngcontent-sc104] .selected[_ngcontent-sc104]{box-shadow:none}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104]:hover, .btn-group

[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]:hover, .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] 

.selected[_ngcontent-sc104]:hover{background-color:#f9f9f9}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-

dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] .selected[_ngcontent-sc104]

{border-color:var(--alternate);color:var(--alternate)}.btn-group[_ngcontent-sc104] .checked[_ngcontent-sc104]{background-color:var(--alternate)!important;color:#fff}.styled-

input[_ngcontent-sc104]{position:relative}.styled-input[_ngcontent-sc104] .pax-icon[_ngcontent-sc104]{float:left;position:relative;top:10px;padding-right:10px}.styled-input

[_ngcontent-sc104] .right-arrow[_ngcontent-sc104]{position:relative;top:10px;padding-right:10px;float:right}.styled-input[_ngcontent-sc104] .pax-mobile-input[_ngcontent-

sc104]{padding-top:10px}.side-bar[_ngcontent-sc104]{height:100%;z-index:99;top:0;font-size:.9em;right:0;width:0;background-color:#fff!important;padding-top:0;transition:.

1s}.side-bar[_ngcontent-sc104], .side-bar[_ngcontent-sc104] .close-nav[_ngcontent-sc104]{position:fixed;box-shadow:0 5px 30px rgba(0,0,0,.4)}.side-bar[_ngcontent-

sc104] .close-nav[_ngcontent-sc104]{width:100%;background-color:var(--alternate);border-bottom:1px solid #e0e0e0;padding:15px;color:#fff}.side-bar[_ngcontent-sc104] .

close-nav[_ngcontent-sc104] span[_ngcontent-sc104]{font-size:1.2rem;padding:5px 15px;background-color:hsla(0,0%,100%,.1);position:absolute;border-radius:5px;left:

10px;top:10px}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.3rem;margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;

background-color:#627d90}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104] i[_ngcontent-sc104]{padding:8px 10px;transition:all .1s ease-in-out;background-color:

#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:5px;font-size:.9rem;left:9px}.side-bar[_ngcontent-sc104] .box-shadow[_ngcontent-sc104]

{margin-bottom:0;box-shadow:none}.pax-dropdown-mobile[_ngcontent-sc104]{padding:80px 20px 20px!important}.pax-dropdown-mobile[_ngcontent-sc104] .btn-outline-

primary[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{border-color:var(--alternate);color:var(--alternate);width:100%;margin:0!

important}.pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{background-color:var(--alternate);color:#fff}.modal-error-background[_ngcontent-sc104]

{position:fixed;background:rgba(0,0,0,.6);vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;-webkit-animation:

modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.error-popup[_ngcontent-sc104]{-

webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);

position:fixed;top:50%;left:50%;width:340px;height:230px;margin-top:-115px;margin-left:-170px;background-color:#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.

3);overflow:hidden;z-index:1000}@media (min-width: 768px){.error-popup[_ngcontent-sc104]{-webkit-animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;

animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:230px;

margin-top:-115px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104]{border-bottom:0 solid #dee2e6;padding:0}.error-popup[_ngcontent-

sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104] .close[_ngcontent-sc104]{padding:1rem;margin:-1rem -1rem -1rem auto;position:

absolute;right:-22px;color:#fff;top:-7px;text-shadow:none;opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):focus, .error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):hover{opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104]{padding:0}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104]

{display:flex;flex-flow:row nowrap}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .error-header[_ngcontent-sc104]{background-color:#f9f9f9;padding:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104]{width:440px;height:230px;overflow:auto;display:block}.error-popup[_ngcontent-sc104] .

error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.1

rem;font-weight:400;padding:0 0 15px}@media (min-width: 768px){.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-

sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.5rem}}.error-popup[_ngcontent-sc104] .error-popup-container

[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]{color:#6c757d!

important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover{color:#022243!important;cursor:pointer}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-

sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .shareinput[_ngcontent-sc104]{line-height:38px;height:38px;padding:.

3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-color:#fff;width:65%;margin-right:5%}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .form-items
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[_ngcontent-sc104]{margin-top:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:38px;min-width:100px;padding:0 .4em;

border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:1em;font-weight:600;text-decoration:

none!important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right

[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,#253c77 90%)}.error-

popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] textarea

[_ngcontent-sc104]{width:100%}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]{height:48px;background-color:var(--alternate);transition:.3s;border:none;outline:none;border-radius:8px;

color:#fff}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] .share-submit[_ngcontent-sc104]:hover{background-color:var(--secondary)}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]:disabled{background-image:radial-gradient(circle farthest-

corner at 10% 20%,#666 0,#666 90%)}.mobile-swipe-container[_ngcontent-sc104]{overflow-x:scroll;white-space:nowrap;padding-bottom:10px}.thumbnail[_ngcontent-

sc104]{display:inline-block;height:100%;width:85%;padding-right:5px}.thumbnail[_ngcontent-sc104] img[_ngcontent-sc104]{height:100%;width:100%}.animate[_ngcontent-

sc104]{-webkit-animation:shimmer 2s linear infinite;animation:shimmer 2s linear infinite;background:linear-gradient(90deg,#e2e2e2 4%,#c5c5c5ee 25%,#eff1f3 36%);

background-size:1000px 100%}.border-radius-7[_ngcontent-sc104]{border-radius:7px}@-webkit-keyframes shimmer{0%{background-position:-1000px 0}to{background-

position:1000px 0}}@keyframes shimmer{0%{background-position:-1000px 0}to{background-position:1000px 0}}.hotel-options[_ngcontent-sc104]{position:absolute;font-

size:1rem;letter-spacing:.5px}.hotel-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;cursor:pointer}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-bottom:50px;top:0;left:0;width:100%;min-width:200px;height:

auto;background:#fff;border-radius:3px;z-index:99999}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-

titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-options[_ngcontent-

sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:

20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-items:center;cursor:pointer}.hotel-

options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:

none}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;

font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:

24px;height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;transition:all .2s linear}.hotel-options[_ngcontent-

sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;

left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) 

forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

pax-dropdown[_ngcontent-sc104]{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104]{overflow:auto;height:480px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:var(--primary);color:#fff}.hotel-options

[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:

center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-titleArea[_ngcontent-sc104] .travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;

color:var(--dark);flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea

[_ngcontent-sc104] .travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:

pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104]

{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--gray);background-color:var(--gray);color:

#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name

[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:

15px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] span.marker[_ngcontent-

sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:#616161;font-weight:700;display:block;margin-bottom:.

35294118rem;padding:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-
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select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-

webkit-appearance:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;position:relative;left:

-10px;z-index:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104]{text-align:

center;display:flex}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit

[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;

position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search[_ngcontent-sc104]{padding:20px 0}.hotel-search[_ngcontent-sc104] .fa-times[_ngcontent-

sc104]{color:#fff}.hotel-search[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:.7rem;margin-left:5px}.hotel-search[_ngcontent-sc104] .traveler-text

[_ngcontent-sc104]{cursor:pointer;position:relative;font-size:1rem;color:#132968}.hotel-search[_ngcontent-sc104] .traveler-text[_ngcontent-sc104] .text[_ngcontent-sc104]

{position:relative;top:20px;left:15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104]{display:flex;width:100%}.hotel-search[_ngcontent-sc104] .checkin

[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:100%;position:relative;border:1px solid #f1f2f6;border-radius:8px;background-color:#f1f2f6;-webkit-

appearance:none;-moz-appearance:none;appearance:none;margin:3px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:100%;border:0 solid #c9c9c9;border-radius:0;font-size:1rem;background-color:#f1f2f6;color:#132968;margin-bottom:0;position:relative;top:

15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]:hover{border:1px solid #a1a9c3;transition:all .3 ease-in-out;outline:

0}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .placeholder-label[_ngcontent-sc104]{position:absolute;z-index:1;font-size:.85rem;color:#fff;top:3px;

padding:0 5px;color:#8b8f9f;left:8px;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;user-select:none}.hotel-search[_ngcontent-sc104] .search-btn

[_ngcontent-sc104]{width:15%;background:var(--alternate);color:#fff;padding:10px 20px;cursor:pointer;transition:all .3s ease-in-out;box-shadow:0 1px 3px 0 rgba(0,0,0,.2),

0 1px 1px 0 rgba(0,0,0,.14),0 2px 1px -1px rgba(0,0,0,.12);border:none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .search-btn[_ngcontent-sc104]:hover

{background:var(--primary)}.hotel-search[_ngcontent-sc104] .search-btn-disabled[_ngcontent-sc104]{background:var(--grey-linear-gradient)!important;color:#666;border:

none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104]{display:flex;position:relative;font-size:1rem;letter-spacing:.5px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;

cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-

bottom:50px;top:0;left:0;width:100%;min-width:200px;height:auto;background:#fff;border-radius:3px;z-index:99999}.hotel-search[_ngcontent-sc104] .flight-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;

background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-

height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-

sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-

items:center;cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .

triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype

[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;font-size:.9rem;color:#333}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:24px;

height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;

outline:none;transition:all .2s linear}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]

{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;

background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .pax-dropdown[_ngcontent-sc104]{box-

shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-

sc104]{overflow:auto;height:480px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:

var(--primary);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .

travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:var(--dark);flex:1 1 0%;color:#fff}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .

travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!

important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list

[_ngcontent-sc104]{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .
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travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-search[_ngcontent-sc104] .flight-

options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover

{border-color:var(--gray);background-color:var(--gray);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:

#333}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-

sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:15px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] 

span.marker[_ngcontent-sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:

#616161;font-weight:700;display:block;margin-bottom:.35294118rem;padding:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-

sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-webkit-appearance:none}.hotel-search[_ngcontent-

sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-

sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;

position:relative;left:-10px;z-index:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-submit[_ngcontent-sc104]{text-align:center;display:flex}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;

text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search

[_ngcontent-sc104] .seating-class[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{margin-top:8px}.hotel-search[_ngcontent-sc104] .seating-class

[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 0 4px 10px!important}.new-calendar[_ngcontent-sc104]{display:flex;justify-content:center;-webkit-user-select:

none;-moz-user-select:none;-ms-user-select:none;user-select:none}.new-calendar[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover, .new-calendar[_ngcontent-sc104] .fas

[_ngcontent-sc104]:hover{color:var(--dark-blue)}.new-calendar[_ngcontent-sc104] .twoway[_ngcontent-sc104]{width:100%!important}.new-calendar[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:auto;text-align:center;cursor:pointer;width:60%!important;background-color:#f1f2f6;color:#132968}.new-calendar[_ngcontent-sc104] input

[_ngcontent-sc104]:focus{background:none}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]{position:relative;top:20px;color:#8b8f9f;cursor:pointer;

padding:2px 10px;margin:0 10px}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]:hover{color:var(--primary)}</style><style ng-transition="serverApp">.btn

[_ngcontent-sc53]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc53]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc53]{border:1px solid #dc3545!

important}.form-control[_ngcontent-sc53]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc53]:focus{outline:none}label[_ngcontent-sc53]{cursor:

pointer}input[_ngcontent-sc53]:focus, select[_ngcontent-sc53]:focus, textarea[_ngcontent-sc53]:focus{outline:none}.styled-input[_ngcontent-sc53]{font-weight:400;font-

style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;

letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;

transition:border .15s}.styled-input[_ngcontent-sc53]:focus, .styled-input[_ngcontent-sc53]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-

tablet[_ngcontent-sc53]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc53]{display:none}}@keyframes unfoldIn{0%{transform:scaleY(.005) scaleX

(0)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(1) scaleX(1)}}@keyframes unfoldOut{0%{transform:scaleY(1) scaleX(1)}50%{transform:scaleY(.005) 

scaleX(1)}to{transform:scaleY(.005) scaleX(0)}}@keyframes zoomIn{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes zoomOut{0%{transform:scale(1)}to

{transform:scale(0)}}@keyframes fadein{0%{opacity:0}to{opacity:1}}@keyframes fadeOut{0%{background:rgba(0,0,0,.7)}to{background:transparent}}@keyframes scaleUp

{0%{transform:scale(.8) translateY(1000px);opacity:0}to{transform:scale(1) translateY(0);opacity:1}}@keyframes scaleDown{0%{transform:scale(1) translateY(0);opacity:

1}to{transform:scale(.8) translateY(1000px);opacity:0}}@keyframes scaleBack{0%{transform:scale(1)}to{transform:scale(.85)}}@keyframes scaleForward{0%{transform:

scale(.85)}to{transform:scale(1)}}@keyframes quickScaleDown{0%{transform:scale(1)}99.9%{transform:scale(1)}to{transform:scale(0)}}@keyframes slideUpLarge{0%

{transform:translateY(0)}to{transform:translateY(-100%)}}@keyframes slideDownLarge{0%{transform:translateY(-100%)}to{transform:translateY(0)}}@keyframes moveUp

{0%{transform:translateY(150px)}to{transform:translateY(0)}}@keyframes moveDown{0%{transform:translateY(0)}to{transform:translateY(150px)}}@keyframes 

blowUpContent{0%{transform:scale(1);opacity:1}99.9%{transform:scale(2);opacity:0}to{transform:scale(0)}}@keyframes blowUpContentTwo{0%{transform:scale(2);

opacity:0}to{transform:scale(1);opacity:1}}@keyframes blowUpModal{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes blowUpModalTwo{0%{transform:scale(1);

opacity:1}to{transform:scale(0);opacity:0}}@keyframes roadRunnerIn{0%{transform:translateX(-1500px) skewX(30deg) scaleX(1.3)}70%{transform:translateX(30px) 

skewX(0deg) scaleX(.9)}to{transform:translateX(0) skewX(0deg) scaleX(1)}}@keyframes roadRunnerOut{0%{transform:translateX(0) skewX(0deg) scaleX(1)}30%

{transform:translateX(-30px) skewX(-5deg) scaleX(.9)}to{transform:translateX(1500px) skewX(30deg) scaleX(1.3)}}@keyframes sketchIn{0%{stroke-dashoffset:778}to

{stroke-dashoffset:0}}@keyframes sketchOut{0%{stroke-dashoffset:0}to{stroke-dashoffset:778}}@keyframes modalFadeIn{0%{background-color:initial}to{background-

color:#fff}}@keyframes modalFadeOut{0%{background-color:#fff}to{background-color:initial}}@keyframes modalContentFadeIn{0%{opacity:0;top:-20px}to{opacity:1;top:0}}

@keyframes modalContentFadeOut{0%{opacity:1;top:0}to{opacity:0;top:-20px}}@keyframes bondJamesBond{0%{transform:translateX(1000px)}80%{transform:translateX

(0);border-radius:75px;height:75px;width:75px}90%{border-radius:3px;height:182px;width:247px}to{border-radius:3px;height:162px;width:227px}}@keyframes killShot{0%

{transform:translateY(0) rotate(0deg);opacity:1}to{transform:translateY(300px) rotate(45deg);opacity:0}}@keyframes fadeToRed{0%{box-shadow:inset 0 0 0 rgba

(201,24,24,.8)}to{box-shadow:inset 0 2000px 0 rgba(201,24,24,.8)}}@keyframes slowFade{0%{opacity:1}99.9%{opacity:0;transform:scale(1)}to{transform:scale(0)}}

#common-header[_ngcontent-sc53]{border-bottom:1px solid #e0e0e0;padding:10px}#common-header[_ngcontent-sc53] .logo-desktop[_ngcontent-sc53]{width:200px;

height:50px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]{background-color:#f5f7f9;color:#c70000;transition:.3s;padding:10px 20px;border:1px solid 
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#c70000;border-radius:7px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]:hover{background-color:#c70000;color:#fff}#common-header[_ngcontent-sc53] .

traveli-link[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#4b4453!important}#common-header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#9c0082}#common-

header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53], #common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{padding-top:10px;font-size:1.1rem;transition:.3s;

cursor:pointer}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{color:#4b4453}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]:hover

{color:#c70000}#common-header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]{position:relative;display:inline-block}#common-header[_ngcontent-sc53] .dropdown-

content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:360px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);z-

index:510}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:#4b4453;padding:12px 16px;text-decoration:none;display:

block;transition:.3s;cursor:pointer;border-bottom:1px solid #f9f9f9}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53] b

[_ngcontent-sc53]{font-weight:500}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:last-child{border-bottom:0}#common-

header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:hover{background-color:#4b4453;color:#fff!important;border-radius:8px}#common-

header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]:hover .dropdown-content[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}#common-header[_ngcontent-

sc53] .dropdown[_ngcontent-sc53]:hover .dropbtn[_ngcontent-sc53]{color:#c70000}.modal-login-background[_ngcontent-sc53]{position:fixed;background:rgba(0,0,0,.6);

vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.

animate-item[_ngcontent-sc53]{animation:zoomIn .5s cubic-bezier(.165,.84,.44,1) forwards}.login-popup[_ngcontent-sc53]{animation:zoomIn .3s cubic-bezier(.165,.84,.

44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:340px;height:550px;margin-top:-300px;margin-left:-170px;background-color:

#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.3);overflow:hidden;z-index:1000}@media (min-width:768px){.login-popup[_ngcontent-sc53]{animation:

slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:550px;margin-top:

-260px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.login-popup[_ngcontent-sc53] .

login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53]{border-bottom:0 solid #dee2e6;padding:0}.login-popup[_ngcontent-sc53] .login-popup-container

[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]{padding:1rem;margin:-1rem -1rem -1rem auto;position:absolute;right:-22px;color:#fff;top:-7px;

text-shadow:none;opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):focus, .login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):hover{opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53]{padding:0}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53]{display:flex;flex-flow:row nowrap}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .login-header[_ngcontent-sc53]{background-

color:#f9f9f9;padding:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53]{width:440px;height:517px;overflow:auto;display:block}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.1rem;font-weight:400;padding:0 0 15px}@media (min-width:768px){.login-

popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-

sc53]{font-size:1.5rem}}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]{color:#6c757d!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-

body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]:hover{color:#022243!important;cursor:pointer}.

login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .shareinput

[_ngcontent-sc53]{line-height:38px;height:38px;padding:.3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-

color:#fff;width:65%;margin-right:5%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-

sc53] .right[_ngcontent-sc53] .form-items[_ngcontent-sc53]{margin-top:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:

38px;min-width:100px;padding:0 .4em;border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:

1em;font-weight:600;text-decoration:none!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,

#253c77 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] textarea[_ngcontent-sc53]{width:100%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]{height:48px;background-color:#592f9e;transition:.3s;border:none;outline:none;border-radius:

8px;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] .share-submit[_ngcontent-sc53]:hover{background-color:#9c0082}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 

20%,#666 0,#666 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]{height:48px;background-color:#fff;transition:.3s;border:1px solid #592f9e;outline:none;border-radius:8px;color:

#592f9e}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .

share-submit-outline[_ngcontent-sc53]:hover{background-color:#592f9e;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle 

farthest-corner at 10% 20%,#666 0,#666 90%)}.btn-link[_ngcontent-sc53]{color:#c70000;text-decoration:none}.btn-link[_ngcontent-sc53]:hover{color:#9c0082;text-

decoration:underline}.google-btn[_ngcontent-sc53]{background-color:#fff;color:#ca3420;border-radius:8px;border:1px solid #ca3420}.google-btn[_ngcontent-sc53]:hover

{background-color:#ca3420;color:#fff}.fb-btn[_ngcontent-sc53]{background-color:#3f59a8;color:#fff;border-radius:8px;border:none}.fb-btn[_ngcontent-sc53]:hover

{background-color:#304996;color:#fff}.alert-danger[_ngcontent-sc53]{background-color:#c70000}.alert-danger[_ngcontent-sc53], .alert-success[_ngcontent-sc53]{font-

size:.85rem;border-radius:8px;padding:5px 10px;color:#fff}.alert-success[_ngcontent-sc53]{background-color:#28a745}.cbx[_ngcontent-sc53]{-webkit-user-select:none;
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user-select:none;-webkit-tap-highlight-color:transparent;cursor:pointer}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]{display:inline-block;vertical-align:middle;transform:

translateZ(0);font-size:90%}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{position:relative;width:18px;height:18px;border-radius:50%;transform:scale(1);vertical-

align:middle;border:1px solid #b9b8c3;transition:all .2s ease}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-sc53]{position:absolute;z-index:1;top:

3px;left:3px;fill:none;stroke:#fff;stroke-width:2;stroke-linecap:round;stroke-linejoin:round;stroke-dasharray:12px;stroke-dashoffset:12px;transition:all .3s ease;transition-

delay:.1s;transform:translateZ(0)}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{content:"";width:100%;height:100%;background:#28a745;display:block;

transform:scale(0);opacity:1;border-radius:50%;transition-delay:.2s}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{margin-left:8px}.cbx[_ngcontent-sc53]:hover 

span[_ngcontent-sc53]:first-child{border-color:#28a745}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{border-color:

#28a745;background:#28a745;animation:check .6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-

sc53]{stroke-dashoffset:0}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{transform:scale(2.2);opacity:0;transition:all .

6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{color:#0076be;transition:all .3s ease}.inp-cbx[_ngcontent-sc53]:

checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child:after{transform:scaleX(1);transition:all .3s ease}@keyframes check{50%{transform:scale(1.2)}}.

currency-modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:300px;height:500px;margin-top:-250px;margin-left:-150px;border-radius:8px;background-

color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}@media (min-width:768px){.currency-

modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:800px;height:500px;margin-top:-250px;margin-left:-400px;border-radius:8px;background-color:#fff;

z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}}.currency-modal-content[_ngcontent-sc53] h2

[_ngcontent-sc53]{font-size:1rem}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.2rem}}.currency-modal-content

[_ngcontent-sc53] .currency-content[_ngcontent-sc53]{height:490px;overflow:scroll}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .currency-

content[_ngcontent-sc53]{height:auto}}.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px;overflow:hidden;display:block}@media (min-

width:768px){.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px}}.currency-modal-content[_ngcontent-sc53] h5[_ngcontent-sc53]{text-

align:left;margin:0}.currency-modal-content[_ngcontent-sc53] .m-header[_ngcontent-sc53]{padding:15px;text-align:left;background-color:#f9f9f9;border-top-left-radius:8px;

border-top-right-radius:8px}.currency-modal-content[_ngcontent-sc53] .m-footer[_ngcontent-sc53]{background-color:#f9f9f9;position:absolute;bottom:0;width:100%;border-

bottom-left-radius:10px;border-bottom-right-radius:10px;padding:0 20px 20px}.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{top:10px;right:15px;

position:absolute;color:var(--gray)}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{right:25px;top:18px}}.currency-modal-

content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]:hover{color:#000;cursor:pointer}.currency_list[_ngcontent-sc53]{list-style-type:none;margin:0;padding:0;font-size:.9rem}.

currency_list[_ngcontent-sc53] li[_ngcontent-sc53]{float:left;width:250px;padding:5px;color:#333}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53] .float-right[_ngcontent-

sc53]{color:#0076be!important;font-weight:700}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53]:hover{color:#0076be!important;background-color:#f9f9f9;text-

decoration:none!important;cursor:pointer}.currency_scroll[_ngcontent-sc53]{max-height:400px;overflow:auto}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-track

{box-shadow:inset 0 0 6px rgba(0,0,0,.3);background-color:#f5f5f5}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar{width:5px;height:5px;background-color:#f5f5f5}.

currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb{background-color:#676767}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb:hover{background:#555}

#isMobile[_ngcontent-sc53]{position:relative}#isMobile[_ngcontent-sc53] #mobile_header[_ngcontent-sc53]{padding:10px 5px}#isMobile[_ngcontent-sc53] .mobile-

autosuggest[_ngcontent-sc53]{z-index:20;width:100%;position:unset;box-shadow:none;background-color:unset;top:unset;transition:all .1s ease-out;font-size:1em}

#isMobile[_ngcontent-sc53] .mobile-autosuggest-sticky[_ngcontent-sc53]{background-color:#fff;box-shadow:0 3px 3px 0 hsla(0,0%,40%,.4);position:fixed;top:-10px;width:

100%;z-index:20;transition:all .1s ease-in;padding-bottom:10px}.mobile_header_side_bar[_ngcontent-sc53]{height:100%;position:fixed;z-index:99;top:66px;font-size:1rem;

left:0;background-color:#fff!important;padding-top:0;transition:.1s;overflow-x:hidden}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-sc53]{font-size:1.3rem;

margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;background-color:#627d90}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-

sc53] i[_ngcontent-sc53]{padding:8px 10px;transition:all .1s ease-in-out;background-color:#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:

5px;font-size:.9rem;left:9px}.mobile_header_side_bar[_ngcontent-sc53] .box-shadow[_ngcontent-sc53]{margin-bottom:0;box-shadow:none}svg.back_icon[_ngcontent-

sc53]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.closeNav[_ngcontent-sc53]{box-shadow:0 4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;

width:100%;padding:10px;border-radius:0;border:none;font-weight:400;font-size:1.4rem}.closeNav[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:2rem;padding:10px}.

close_icon[_ngcontent-sc53]{height:15px;width:15px;color:#717fa4;position:absolute;top:10px;left:10px}.sub-menu-parent[_ngcontent-sc53]{position:relative}.sub-menu-

parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53], .sub-menu-

parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:hover .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53]{visibility:visible;opacity:1;z-index:1;

transform:translateY(0);transition-delay:0s,0s,.3s;transition:all .15s ease-in-out;background:#fff;margin:0 8px 0 0;z-index:99;box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 

8px 16px 0 rgba(19,41,104,.2);padding:10px 0}.sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53] a

[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-

menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53]{color:#425486}.sub-

menu-right[_ngcontent-sc53]{visibility:hidden;opacity:0;position:absolute;top:100%;right:12px;width:220px;height:200px;overflow:scroll;z-index:-1;transition:.15s ease-in-

out,_ .15s ease-in-out,_ .15s ease-in-out;border-radius:8px}.sub-menu-right[_ngcontent-sc53] li[_ngcontent-sc53]:last-child{border-bottom:none!important}.sub-menu-right

[_ngcontent-sc53] .symbol[_ngcontent-sc53]{float:right}.bookings_btn[_ngcontent-sc53]{padding:0!important}.mobile-nav[_ngcontent-sc53]{margin:0;padding:10px 0 0;list-

style-type:none}.mobile-nav[_ngcontent-sc53] li[_ngcontent-sc53]{border-bottom:1px dotted #e0e0e0;font-size:1.2rem;padding:15px 20px}.mobile-nav[_ngcontent-sc53] li

[_ngcontent-sc53] a[_ngcontent-sc53]{all:unset}.mobile-nav[_ngcontent-sc53] li.heading[_ngcontent-sc53]{font-weight:600;color:#592f9e}.currency-dropdown[_ngcontent-

sc53]{position:relative;display:inline-block}.currency-dropdown[_ngcontent-sc53] .currency-dropbtn[_ngcontent-sc53]{border:none}.currency-dropdown[_ngcontent-sc53] .

currency-dropdown-content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:260px;box-shadow:0 8px 

16px 0 rgba(0,0,0,.2);left:-80px;top:30px;z-index:510}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:
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#4b4453;padding:10px 14px;text-decoration:none;font-size:.8rem;display:block}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a

[_ngcontent-sc53]:hover{color:#000;background-color:#f9f9f9;cursor:pointer}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email

[_ngcontent-sc53]{background-color:#f9f9f9;margin:10px;padding:10px 14px;font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #e0e0e0}.currency-

dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown

[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone[_ngcontent-sc53]{background-color:#fff;margin:10px;padding:20px 14px 10px;position:relative;

font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #b0a8b9}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone

[_ngcontent-sc53] small[_ngcontent-sc53]{position:absolute;font-size:.7rem;top:2px;font-weight:300}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content

[_ngcontent-sc53] a.phone[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc53]:hover .currency-dropdown-content

[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}.hide-overflow[_ngcontent-sc53]{white-space:nowrap;overflow:hidden;text-overflow:ellipsis;display:inline-block}.

help-support[_ngcontent-sc53]{border:1px solid #fff;border-radius:7px;transition:all .2s}.help-support[_ngcontent-sc53]:hover{border:1px solid #c70000;color:#c70000!

important;transition:all .2s}.help-support[_ngcontent-sc53] .header_link[_ngcontent-sc53]{font-size:.85rem}.support-phone[_ngcontent-sc53]{background-color:#fff;

padding:5px 10px;border-radius:7px}.support-phone[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:1.8rem;animation:color-change 20s infinite alternate}.support-

phone[_ngcontent-sc53] small[_ngcontent-sc53]{display:block;font-size:.6rem}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]{font-size:1rem;font-weight:700;

color:#005fcc;text-decoration:none}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]:hover{color:#e8381b}@keyframes color-change{0%{color:#00f}10%{color:

#8e44ad}20%{color:#1abc9c}30%{color:#d35400}40%{color:#00f}50%{color:#34495e}60%{color:#00f}70%{color:#2980b9}80%{color:#f1c40f}90%{color:#2980b9}to{color:

pink}}.phone_header_icon[_ngcontent-sc53] .call[_ngcontent-sc53]{background-color:#43b520;color:#fff;padding:3px 5px;display:block;font-size:.9rem}.

phone_header_icon[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.5rem;display:block}.sidebar-overlay[_ngcontent-sc53]{position:fixed;width:100%;height:100%;top:

65px;left:0;right:0;bottom:0;background-color:hsla(0,0%,100%,.3);z-index:10;cursor:pointer;-webkit-backdrop-filter:blur(3px);backdrop-filter:blur(3px)}.sidebar-overlay

[_ngcontent-sc53] .text[_ngcontent-sc53]{position:absolute;top:50%;left:50%;font-size:50px;color:#fff;transform:translate(-50%,-50%);-ms-transform:translate(-50%,-50%)}

</style><style ng-transition="serverApp">.btn[_ngcontent-sc52]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc52]{border:1px solid #28a745!important}.is-

invalid[_ngcontent-sc52]{border:1px solid #dc3545!important}.form-control[_ngcontent-sc52]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc52]:

focus{outline:none}label[_ngcontent-sc52]{cursor:pointer}input[_ngcontent-sc52]:focus, select[_ngcontent-sc52]:focus, textarea[_ngcontent-sc52]:focus{outline:none}.

styled-input[_ngcontent-sc52]{font-weight:400;font-style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;

border-radius:8px;font-size:16px;text-align:left;letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-

shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .15s}.styled-input[_ngcontent-sc52]:focus, .styled-input[_ngcontent-sc52]:hover{border:1px solid 

#a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-sc52]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc52]{display:none}}.

desktop-container[_ngcontent-sc52]{background-color:#f9f9f9;color:rgba(0,0,0,.7);border-top:1px solid rgba(0,0,0,.1)}.domain-name[_ngcontent-sc52]{color:rgba(0,0,0,.7);

font-size:.75rem}.currency[_ngcontent-sc52]{padding:10px 20px;border-radius:3px;cursor:pointer;background-color:rgba(0,0,0,.05);margin-bottom:20px}.currency

[_ngcontent-sc52]:hover{color:#000;background-color:rgba(0,0,0,.2)}.mobile-footer[_ngcontent-sc52]{background-color:#f9f9f9;padding:10px 20px;font-size:.85rem;border-

top:1px solid rgba(0,0,0,.1);font-weight:300;color:rgba(0,0,0,.7)}.mobile-footer[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none}.mobile-

footer[_ngcontent-sc52] .currency[_ngcontent-sc52]{color:#000;border-color:hsla(0,0%,100%,.8);padding:5px 10px;border-radius:3px;cursor:pointer;margin-bottom:20px}.

footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]{background-color:rgba(0,0,0,.05);padding:20px 10px 10px;border-radius:7px;

margin-bottom:10px}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]:hover{background-color:rgba(0,0,0,.2);color:#000}.footer-links

[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);font-size:1rem;text-decoration:none;padding:10px 0;

position:relative;display:block}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52] small[_ngcontent-sc52]{font-

size:.75rem;position:absolute;top:-10px;color:rgba(0,0,0,.7)}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:

hover, .footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{color:rgba(0,0,0,.8)}.footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{font-size:1rem;font-weight:500;border-

bottom:1px solid rgba(0,0,0,.1);padding:20px 20px 20px 0}.footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52]{padding-bottom:5px;padding-top:5px}.

footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] small[_ngcontent-sc52]{font-size:.7rem;color:rgba(0,0,0,.7);display:block}.footer-links[_ngcontent-

sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none;font-size:.85rem}.footer-links[_ngcontent-sc52] ul[_ngcontent-

sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:hover{color:rgba(0,0,0,.9);text-decoration:underline;cursor:pointer}</style><meta name="og:title" content="Top Rated Tours, 

Activities and Attractions | Destina Holidays"><meta name="description" content="Tour and experience incredible destinations search from over 100,000+ day tours, 

activities and attractions"><meta name="og:description" content="Tour and experience incredible destinations search from over 100,000+ day tours, activities and 

attractions"><meta name="og:url" content="https://www.destinaholidays.com"><meta name="og:image" content="https://skybooker-static.s3.us-west-2.amazonaws.com

/destina_logos/destina_logo_360.png"><meta name="contact" content="support@destinaholidays.com"><meta name="og:type" content="website"><meta name="og:

site_name" content="Destina Holidays"><meta name="robots" content="index,follow"><meta name="theme-color" content="#592F9E"><meta name="revisit-after" 

content="1 month"><meta name="author" content="Destina Holidays"><meta name="twitter:title" content="Top Rated Tours and Activities - Destina Holidays"><meta 

name="twitter:description" content="Tours, day trips, activities and attractions - Destina Holidays"><style ng-transition="serverApp">[_nghost-sc93]{display:block;position:

relative}.ngurtl[_nghost-sc93]{direction:rtl}.ngucarousel[_ngcontent-sc93]{height:100%;overflow:hidden;position:relative}.ngucarousel[_ngcontent-sc93] .ngucarousel-items

[_ngcontent-sc93]{display:flex;height:100%;position:relative}.nguvertical[_ngcontent-sc93]{flex-direction:column}.banner[_ngcontent-sc93] .ngucarouselPointDefault

[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{bottom:20px;position:absolute;width:100%}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]{background:hsla(0,0%,100%,.55)}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#fff}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint

[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{box-sizing:border-box;list-

style-type:none;margin:0;overflow:auto;padding:12px;text-align:center;white-space:nowrap}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-

sc93] li[_ngcontent-sc93]{background:rgba(0,0,0,.55);border-radius:50%;display:inline-block;margin:0 4px;padding:4px;transition:.4s;transition-timing-function:cubic-bezier
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(.17,.67,.83,.67)}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#6b6b6b;transform:scale(1.8)}.

ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.nguclearFix[_ngcontent-sc93]{clear:both}<

/style></head>

<body>

<app-root _nghost-sc50="" ng-version="12.1.5"><router-outlet _ngcontent-sc50=""></router-outlet><app-home-page _nghost-sc104=""><common-header _ngcontent-

sc104="" _nghost-sc53=""><div _ngcontent-sc53="" id="common-header" class="container-fluid d-none d-lg-block"><div _ngcontent-sc53="" class="d-flex pt-2 pb-1 

justify-content-between"><div _ngcontent-sc53="" class="flex-fill"><ul _ngcontent-sc53="" class="nav justify-content-start d-flex flex-row"><li _ngcontent-sc53="" class="

nav-item"><a _ngcontent-sc53="" href="/" class="navbar-brand" style="min-width: 150px;"><img _ngcontent-sc53="" class="img-fluid logo-desktop" alt="Destina Holidays" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/destina_holidays_color_logo.svg" style="width:200px;height:50px;"><!----><!----></a></li><!----><li _ngcontent-

sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" class="dropbtn nav-link">Hotels <span _ngcontent-sc53="" class="ps-1" 

style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" 

href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,048 properties <

/small></a><a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="

float-end">644 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small 

_ngcontent-sc53="" class="float-end">4,711 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b 

_ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,302 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=NRT" 

target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,910 properties </small></a><a _ngcontent-sc53="" href="

/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">594 properties </small><

/a><a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-

end">5,199 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small 

_ngcontent-sc53="" class="float-end">1,343 properties </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"

><a _ngcontent-sc53="" class="dropbtn nav-link">Tours <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-

down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-

sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b 

_ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities </small></a><a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> 

Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Italy" target="

_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities </small></a><a _ngcontent-sc53="" href="/tours/Japan" 

target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities </small></a><a _ngcontent-sc53="" href="/tours

/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 activities </small></a><a 

_ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities <

/small></a><a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,

092 activities </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item hide-tablet"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" 

class="dropbtn nav-link"> Popular Attractions <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i><

/span></a><div _ngcontent-sc53="" class="dropdown-content" style="width: 450px;"><a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank"

>Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="

_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9845" 

target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view

/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities </small></a><a _ngcontent-sc53="" href="/tours

/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities </small></a><a 

_ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a><

/div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="

dropbtn nav-link" style="cursor: pointer;">Car Rentals </a></div></li><!----><!----></ul></div><div _ngcontent-sc53="" class="pe-4"><ul _ngcontent-sc53="" class="nav 

justify-content-end"><!----><!----><li _ngcontent-sc53="" class="nav-item hide-tablet help-support"><div _ngcontent-sc53="" class="currency-dropdown"><a _ngcontent-

sc53="" class="nav-link header_link currency-dropbtn"><span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-comments-question"></i></span> 

Help &amp; Support <span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="

currency-dropdown-content p-2" style="left: -20px; top: 45px;"><a _ngcontent-sc53="" class="email" href="mailto:support@destinaholidays.com"

>support@destinaholidays.com</a><a _ngcontent-sc53="" class="phone" href="tel:2142276700"><small _ngcontent-sc53=""> United States (10.30am - 2am EST) <

/small> 214-227-6700</a><a _ngcontent-sc53="" class="phone" href="tel:4169079899"><small _ngcontent-sc53="">Canada (10.30am - 2am EST) </small> 416-907-

9899 </a></div></div></li><!----><li _ngcontent-sc53="" class="nav-item ps-2"><a _ngcontent-sc53="" class="nav-link d-block btn btn-outline-primary sign-in"><span 

_ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-user-circle"></i></span> Sign in </a><!----><!----><!----></li><!----></ul></div></div></div><div 

_ngcontent-sc53="" id="isMobile" class="container-fluid d-md-block d-lg-none border-bottom"><div _ngcontent-sc53="" id="mobile_header" class="d-flex"><div 

_ngcontent-sc53=""><span _ngcontent-sc53="" class="header_icon ps-2 pt-1 d-block" style="color: black;"><i _ngcontent-sc53="" class="fa-sharp fa-light fa-2x fa-grip-

lines"></i></span></div><!----><!----><div _ngcontent-sc53="" class="flex-fill text-center" style="padding-left: 40px;"><a _ngcontent-sc53="" href="/" class="logo"><img 

_ngcontent-sc53="" class="img-fluid" style="max-height:45px;padding-bottom:3px;width:auto;" alt="Destina Holidays" src="https://skybooker-static.s3.us-west-2.
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amazonaws.com/destina_holidays_color_logo.svg"></a><!----></div><div _ngcontent-sc53="" class="ps-2 text-center phone_header_icon"><table _ngcontent-sc53="" 

cellpadding="0" cellspacing="0" style="border-radius: 6px; border: 1px solid #43b520;"><tbody><tr _ngcontent-sc53=""><td _ngcontent-sc53=""><img _ngcontent-sc53="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/call-component-header.gif" class="img-fluid" style="width: 36px;"></td><td _ngcontent-sc53="" class="call text-

center"><i _ngcontent-sc53="" class="fa-duotone fa-phone"></i><small _ngcontent-sc53="">CALL US </small></td></tr></tbody></table></div></div></div><div 

_ngcontent-sc53="" class="mobile_header_side_bar" style="width:0%;"><nav _ngcontent-sc53=""><ul _ngcontent-sc53="" class="mobile-nav"><li _ngcontent-sc53="" 

class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-plane fa-rotate-270"></i></span> Flights </a><

/li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-bed"></i></span> Hotels 

</a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-map-signs"></i><

/span> Tours &amp; Activities </a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" 

class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a></li><!----><!----><li _ngcontent-sc53=""> &nbsp; </li><!----><li _ngcontent-sc53="" 

class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-globe-americas"></i></span> Traveller Tools</li><li _ngcontent-

sc53=""><div _ngcontent-sc53=""> Sign in / My Bookings </div><!----><!----></li><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support">Help &amp; 

Support </a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support/faq"> Frequently Asked Questions </a></li><li _ngcontent-sc53=""> Change Currency <!

----></li><!----><li _ngcontent-sc53=""> &nbsp; </li><li _ngcontent-sc53="" class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" 

class="fal fa-sitemap"></i></span> Useful Links</li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/about-us"

>About</a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/terms-and-conditions">Terms &amp; Conditions<

/a></li><!----><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/privacy-policy">Privacy &amp; Cookies</a><

/li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/visa-requirements">Visa Requirements</a></li><li _ngcontent-

sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/pay-later">Book &amp; Hold</a></li><!----><!----><li _ngcontent-sc53="">&nbsp;

</li></ul></nav></div><!----><!----></common-header><section _ngcontent-sc104="" id="searchContainer"><div _ngcontent-sc104="" class="container-xl" style="z-index: 

2; position: relative;"><div _ngcontent-sc104="" class="row justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto w-100 text-center pt-4 pb-4"><br 

_ngcontent-sc104=""><h1 _ngcontent-sc104="">Discover Travel Dreams</h1><h5 _ngcontent-sc104="" class="d-md-block d-lg-block text-center">Search from over 

100,000+ Hotels, Tours, Activities and Adventures</h5></div></div><div _ngcontent-sc104="" class="row justify-content-md-center d-none d-sm-block"><div _ngcontent-

sc104="" class="col-md-auto"><div _ngcontent-sc104="" class="row tab-parent row-cols-auto justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto 

tab-icon active"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div><div _ngcontent-sc104="" 

class="col-md-auto tab-icon"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div 

_ngcontent-sc104="" class="col-md-auto tab-icon" style="border-top-right-radius: 3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i 

_ngcontent-sc104="" class="fal fa-car"></i></span> Car Rentals </div></div></div></div><div _ngcontent-sc104="" class="row justify-content-center d-block d-sm-none"

><div _ngcontent-sc104="" class="col-md-auto tab-parent-mobile"><div _ngcontent-sc104="" class="row row-cols-auto d-flex justify-content-center"><div _ngcontent-

sc104="" class="col-md-auto tab-icon" style="border-top-left-radius: 3px; border-bottom-left-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-

sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div _ngcontent-sc104="" class="col-md-auto tab-icon active" style="border-top-right-radius: 

3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div></div><

/div></div><div _ngcontent-sc104="" class="tab-content"><div _ngcontent-sc104="" class="d-none d-lg-block"><br _ngcontent-sc104=""><div _ngcontent-sc104="" 

class="row"><div _ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div><div _ngcontent-

sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div></div><div _ngcontent-sc104="" class="row"><div 

_ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-3"

><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="

animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;<

/div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div></div><br _ngcontent-sc104=""

></div><div _ngcontent-sc104="" class="d-flex justify-content-center d-md-block d-lg-none d-block pb-4"><div _ngcontent-sc104=""></div><div _ngcontent-sc104="" 

class="row flex-fill g-1 pb-2 row-cols-6 justify-content-md-center"><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate 

border-radius-7 p-4"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"> 

&nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"

> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-

4"> &nbsp;</div></div><!----><div _ngcontent-sc104="" class="d-block d-md-block d-lg-none col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-

radius-7 p-3"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-3"> &nbsp;<

/div></div></div></div></div><!----><!----><!----><!----><!----></div></section><section _ngcontent-sc104="" class="d-none d-sm-none d-md-block d-lg-block gradient-

border-top"><div _ngcontent-sc104="" class="container-xl"><div _ngcontent-sc104="" class="row pt-4 pb-4 text-list"><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fad fa-check-double fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Best Selection</span> Our 

strict screening process means that you&apos;re only seeing the best quality tours. </td></tr></tbody></table></div><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fal fa-piggy-bank fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Save on Packages </span> 

Save more by booking your flight and tours together. We offer cheap travel packages to top destinations around the world. </td></tr></tbody></table></div><div 

_ngcontent-sc104="" class="col-md-4"><table _ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span 

_ngcontent-sc104="" class="pe-2"><i _ngcontent-sc104="" class="fal fa-user-headset fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-
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sc104="" class="heading"> 24/7 Support </span> We&apos;re available to answer any questions or concerns via online chat, phone or email. </td></tr></tbody></table><

/div></div></div></section><section _ngcontent-sc104=""><div _ngcontent-sc104="" class="container-xxl pt-4"><h3 _ngcontent-sc104="" class="gray pb-4">Popular 

Destinations</h3><div _ngcontent-sc104="" class="d-none d-md-block d-lg-block"><div _ngcontent-sc104="" class="row pop_destinations"><div _ngcontent-sc104="" 

class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div 

_ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span _ngcontent-sc104="" class="products">4477 activities 

<span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><div 

_ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div _ngcontent-sc104="" class="pop_destination"

><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div _ngcontent-sc104="" class="overlay-bg"

>&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span _ngcontent-sc104="" class="products"

>11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div><

/a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div _ngcontent-sc104="" class="

pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div _ngcontent-sc104="" class="

overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span _ngcontent-sc104="" class="

products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span><

/div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div _ngcontent-sc104="" 

class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div _ngcontent-sc104="" 

class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span _ngcontent-sc104="" 

class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span><

/span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div _ngcontent-

sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div _ngcontent-

sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span _ngcontent-

sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i><

/span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="

/tours/Thailand"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net

/assets/th.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name"

>Thailand</span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" 

class="far fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="

_blank" href="/tours/Vietnam"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.

cloudfront.net/assets/vi.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Vietnam</span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i 

_ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div><div _ngcontent-sc104="" class="mobile-swipe-container 

pop_destinations d-block d-md-none d-lg-none"><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span 

_ngcontent-sc104="" class="products">4477 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span 

_ngcontent-sc104="" class="products">11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span 

_ngcontent-sc104="" class="products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span 

_ngcontent-sc104="" class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span 

_ngcontent-sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-
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right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Thailand"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/th.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Thailand<

/span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/vi.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Vietnam<

/span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div></section><section _ngcontent-sc104="" class="home-carousel"><div _ngcontent-

sc104="" class="container-xxl pt-4 d-none d-md-block d-lg-block"><br _ngcontent-sc104=""><h3 _ngcontent-sc104="" class="pb-4">Recommended &amp; Top Rated<

/h3><ngu-carousel _ngcontent-sc104="" _nghost-sc93="" class="ngucarouselviGjaa"><div _ngcontent-sc93="" class="ngucarousel"><button _ngcontent-sc104="" 

ngucarouselprev="" class="leftRs"><i _ngcontent-sc104="" class="fa fa-chevron-left"></i></button><div _ngcontent-sc93="" class="ngu-touch-container"><div _ngcontent-

sc93="" class="ngucarousel-items"><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" class="row no-

gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour"><link _ngcontent-

sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg"><meta _ngcontent-sc104="" itemprop="description" 

content="Spend more time inside with no-wait access to the Vatican Museums, Sistine Chapel &amp; St. Peter&apos;s Basilica through an official Vatican partner 

entrance. On this comprehensive guided tour, you&apos;ll experience the best of the Vatican in just three hours, including the Sistine Chapel, St. Peter&apos;s Basilica, 

and more. Navigate the vast complex of artwork and history with an expert, who will bring this ancient collection to life. Choose from several departure times and 

languages."><meta _ngcontent-sc104="" itemprop="mpn" content="3731VATICAN"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" 

itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-

sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"

><div _ngcontent-sc104="" class="card-title">Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour</div><div _ngcontent-sc104="" itemprop="aggregateRating" 

itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star 

checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"

><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i><

/span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----><span _ngcontent-sc104="" class="

gray"> 26926 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="26926"><meta _ngcontent-sc104="" itemprop="ratingValue" content="4.6"><

/div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> Rome </div><div 

_ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-sc104="" itemprop="url" 

href="/tours/Italy/Rome/3731VATICAN"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta _ngcontent-sc104="" itemprop="

price" content="53"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="priceCurrency" content="USD"><meta 

_ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $53 <sup _ngcontent-sc104="">USD</sup></span><

/div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" 

class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Ancient Rome and Colosseum Skip the Line Walking Tour"><link 

_ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg"><meta _ngcontent-sc104="" itemprop="

description" content="The ancient glory of Rome is reborn! Skip the Line at three of the most significant surviving remnants of the Eternal City: the Colosseum, Palatine 

Hill and Roman Forum. Your English-speaking expert historian tour guide will share anecdotes and history throughout the 3-hour tour, rebuilding the impressive ruins with 

tales of Ancient Romes heyday."><meta _ngcontent-sc104="" itemprop="mpn" content="3731COLOSSEUM"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Ancient Rome and Colosseum Skip the Line Walking Tour</div><div _ngcontent-sc104="" 

itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-

sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----

><span _ngcontent-sc104="" class="gray"> 15939 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15939"><meta _ngcontent-sc104="" itemprop="

ratingValue" content="4.6"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"

></i> Rome </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Italy/Rome/3731COLOSSEUM"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="56"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="
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priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $56 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Amsterdam Open 

Boat Canal Cruise - Local live guide with bar on board"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446

/10/0b/5e/20.jpg"><meta _ngcontent-sc104="" itemprop="description" content="The best way of seeing historical Amsterdam is from the water. Join us on our 1 hour 

canal tour on our 100% electric, luxury boats.<br><br>Enjoy all the beauty that Amsterdam has to offer while enjoying a drink. All our boats have a bar on board where 

drinks can be bought. During the tour our crew will tell you about the history of Amsterdam and the sights you pass.<br><br>During summer, when the weather is mainly 

sunny and dry, the tour will take place on one of our luxurious open boats. On the other hand, if it happens to be rainy or cold on the canals, we will be very happy to host 

the tour on one of our beautiful and warm saloon boats. <br><br>In order to ensure you a spot on the boat, we advise you to book your ticket online in advanced."><meta 

_ngcontent-sc104="" itemprop="mpn" content="75227P1"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" itemscope=""><meta 

_ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-sc104="" class="

c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"><div _ngcontent-

sc104="" class="card-title">Flagship Amsterdam Open Boat Canal Cruise - Local live guide with bar on board</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-

star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!----><!----><span _ngcontent-

sc104="" class="gray"> 15407 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15407"><meta _ngcontent-sc104="" itemprop="ratingValue" 

content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> 

Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P1"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="22"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $22 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Canal Cruise in 

Classic Boat - Live guide with drinks &amp; Dutch cheese"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-

674x446/09/3a/8a/80.jpg"><meta _ngcontent-sc104="" itemprop="description" content="On this 1 hour Luxury Classic River Boat Cruise, you will explore the city, its 

famous landmarks, culture, and rich trading history whilst relaxing with a drink in your hand. During the cruise, our skipper will take you through many highlights our city 

has to offer. The cruise is live guided, so expect an interactive tour, with enough space for questions and any needed recommendations for your further stay in 

Amsterdam. All tours are in ENGLISH."><meta _ngcontent-sc104="" itemprop="mpn" content="75227P6"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Flagship Canal Cruise in Classic Boat - Live guide with drinks &amp; Dutch cheese</div><div 

_ngcontent-sc104="" itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"><

/i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i 

_ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!

----><!----><span _ngcontent-sc104="" class="gray"> 13790 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="13790"><meta _ngcontent-sc104="" 

itemprop="ratingValue" content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"

><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far 

fa-map"></i> Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link 

_ngcontent-sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P6"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org

/InStock"><meta _ngcontent-sc104="" itemprop="price" content="32"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" 

itemprop="priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $32 

<sup _ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" 

itemtype="http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Dubai Desert Red 

Dune Safari, Camel Ride, and BBQ at Al Khayma"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f

/57/8b/7a.jpg"><meta _ngcontent-sc104="" itemprop="description" content="Give a great end to your day in Dubai with our premium evening Red Dune Desert Safari. A 

4WD in the sandy dunes of the deserts witnessing the sun going down into the depths of the golden sands will give any adventure lover the thrills of a lifetime. As the sun 

sets, the Al-Khayma Camp awaits you with a delicious BBQ and other fun-filled activities and when the stars light up the sky, be ready for an amazing star gazing session.

<br><br>Highlights<br>Enjoy an evening at the exclusive Al Khayma Desert Camp<br>Bash dunes for 30-40-minutes in the Lahbab desert<br>Enjoy the BBQ with local 

cuisines (veg and non-veg)<br>Smoke a shisha pipe, henna painting, Arabian makeover and a photography session with a falcon<br>Ride on a camel caravan and also 

opt to ride quad bikes through the desert<br>Watch the Tanoura, Fire Show, &amp; Ladies Khaliji dance<br>Enjoy a wonderful stargazing session with a telescope and 

admire the night sky <br>"><meta _ngcontent-sc104="" itemprop="mpn" content="91421P12"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org

/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div 
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RESULT:

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:12:02 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<h1>test</h1>

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 80 / tcp

_ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="

card-body"><div _ngcontent-sc104="" class="card-title">Dubai Desert Red Dune Safari, Camel Ride, and BBQ at Al Khayma</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104=""

Results were truncated
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Severity:  1

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache Default Foreign Language File Still on Server port 4000 / tcp

RESULT:

Duration of crawl phase (seconds): 5.00

Number of links: 2

(This number excludes form requests and links re-requested during authentication.)

http://38.91.101.34:443/

http://38.91.101.34:443/manual

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 443 / tcp
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THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 4001 / tcp

RESULT:

GET /index.html.ru.iso-ru HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4000

Connection: Keep-Alive

SOLUTION:

Apache recommends to remove these files from the Web server.

IMPACT:

Sensitive system information may be disclosed, which can be utilized by an attacker to aid further attacks.

THREAT:

Apache installs foreign language files along with index.html. The files are as follows:

index.html.ca

index.html.de

index.html.dk

index.html.ee

An attacker can get additional information about the Web server from these files.

QID: 86743

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-07-11 16:04:25.0
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RESULT:

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 443 / tcp

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://js.stripe.com/v3/

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.33919f2e2595feed4b2b.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es5.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

IP based excluded links:

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.
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HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:40:29 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

position: relative;

display: table;

width: 800px;

margin-bottom: 3px;

margin-left: auto;

margin-right: auto;

padding: 0px 0px 0px 0px;

border-width: 2px;

border-color: #212738;

border-style: solid;
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background-color: #FFFFFF;

text-align: center;

}

div.page_header {

height: 180px;

width: 100%;

background-color: #F5F6F7;

}

div.page_header span {

margin: 15px 0px 0px 50px;

font-size: 180%;

font-weight: bold;

}

div.page_header img {

margin: 3px 0px 0px 40px;

border: 0px 0px 0px;

}

div.banner {

padding: 9px 6px 9px 6px;

background-color: #E9510E;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

position: absolute;

left: 40%;

bottom: 30px;

width: 20%;

}

div.table_of_contents {

clear: left;

min-width: 200px;

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.table_of_contents_item {

clear: left;

width: 100%;

margin: 4px 0px 0px 0px;
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background-color: #FFFFFF;

color: #000000;

text-align: left;

}

div.table_of_contents_item a {

margin: 6px 0px 0px 6px;

}

div.content_section {

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.content_section_text {

padding: 4px 8px 4px 8px;

color: #000000;

font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}

div.content_section_text p {

margin-bottom: 6px;

}

div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;

}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;
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}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}

div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;

}

div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>
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</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf



PCI Scan Vulnerability Report

Page 377Sysnet Scanning Management System February 13, 2025

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>

They are activated by symlinking available

configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>

<li>

The binary is called apache2 and is managed using systemd, so to

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 4001 / tcp

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems

</div>

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>

</html>
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Severity:  1

QID: 82046

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-07-27 21:45:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

IP ID Values Randomness

RESULT:

HTTP header and method information collected on port 4001.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4001

Connection: Keep-Alive

HTTP/1.1 200 OK

X-Powered-By: Express

Content-Type: text/html; charset=utf-8

Content-Length: 53325

ETag: W/"d04d-1+LlHmVrnbi1tx6y6ymwxODSHOc"

Date: Wed, 12 Feb 2025 17:35:53 GMT

Connection: keep-alive

Keep-Alive: timeout=5

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0
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RESULT:

Target web application page http://38.91.101.34/ fetched. Status code:200, Content-Type:text/html, load time:110 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 2 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 1 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 80 / tcp

RESULT:

IP ID changes observed (network order) for port 22: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Duration: 33 milli seconds

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The values for the identification (ID) field in IP headers in IP packets from the host are analyzed to determine how random they are. The changes between subsequent ID 

values for either the network byte ordering or the host byte ordering, whichever is smaller, are displayed in the RESULT section along with the duration taken to send the 

probes. When incremental values are used, as is the case for TCP/IP implementation in many operating systems, these changes reflect the network load of the host at 

the time this test was conducted.

Please note that for reliability reasons only the network traffic from open TCP ports is analyzed.
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Scan Activity per Port

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(9 x 1) + paths:(0 x 1) = total (9)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 1 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 9 requests, 0 seconds. Completed 9 requests of 9 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 27 requests, 1 seconds. Completed 27 requests of 197 estimated requests (13.7056%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 1 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 121 requests, 1 seconds. Completed 121 requests of 130 estimated requests (93.0769%). XSS optimization 

removed 58 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 1 requests, 0 seconds. Completed 1 requests of 1 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(4 x 1) + paths:(11 x 1) = total (15)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 1 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 14 requests, 0 seconds. Completed 14 requests of 15 estimated requests (93.3333%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 0) + directories:(94 x 1) + paths:(5 x 1) = total (99)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 1 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 98 requests, 1 seconds. Completed 98 requests of 99 estimated requests (98.9899%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 604 requests, 6 seconds. Completed 604 requests of 1597 estimated requests (37.8209%). All tests completed.

Duration of Crawl Time: 4.00 (seconds)

Duration of Test Phase: 9.00 (seconds)

Total Scan Time: 13.00 (seconds)

Total requests made: 916

Average server response time: 0.06 seconds

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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Severity:  1

QID: 86672

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 4001 / tcp

RESULT:

Protocol Port 

Time

TCP 22 0:02:31

TCP 80 2:07:23

TCP 443 2:07:20

TCP 4000 4:11:59

TCP 4001 2:35:48

TCP 11211 0:00:

28

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Scan activity per port is an estimate of the amount of internal process time the scanner engine spent scanning a particular TCP or UDP port. This information can be 

useful to determine the reason for long scan times. The individual time values represent internal process time, not elapsed time, and can be longer than the total scan 

time because of internal parallelism. High values are often caused by slowly responding services or services on which requests time out.

Severity:  1

QID: 45426

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-06-24 12:42:21.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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THREAT:

The Apache HTTP Server Project is an effort to develop and maintain an open-source HTTP server for modern operating systems including UNIX and Windows. The goal 

of this project is to provide a secure, efficient and extensible server that provides HTTP services in sync with the current HTTP standards.

Apache HTTP Server was detected on the target.

QID Detection Logic (Authenticated):

Operating System: Linux

Severity:  1

QID: 45391

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache HTTP Server Detected

RESULT:

Directory Source

/cutecast/members/ brute force

/gosa/include/ brute force

/ticket/ brute force

/tours/ web page

/tours/attractions/ web page

/tours/attractions/view/ web 

page

/static/ web page

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0
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RESULT:

Apache web server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

Apache web server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:13 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

SOLUTION:

N/A

IMPACT:

N/A

The detection looks for Apache HTTP Server installation path using ps command. The version is extracted from the Apache HTTP Server's binary.

Operating System: Windows

This QID checks Windows registry to see if Apache HTTP Server is installed. If found, it displays the installed version.
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Severity:  1

QID: 48065

Category: Information gathering

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache Default Installation/Welcome Page Detected port 443 / tcp

RESULT:

The ISP network handle is: RIPE-ERX-141

ISP Network description:

RIPE Network Coordination Centre

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may aid in launching further attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.

Severity:  1

QID: 45005

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-09-27 19:31:33.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Internet Service Provider

<h1>test</h1>
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RESULT:

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:40:29 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

SOLUTION:

Customers are recommended to disable default Apache welcome configuration.

IMPACT:

Apache is installed by default and the user may not be aware that the web server is running. These servers are rarely patched and rarely monitored, providing hackers 

with a convenient target that is not likely to trip any alarms.

THREAT:

The Apache default installation or "Welcome" page is installed on this server. This usually indicates a newly installed server which has not yet been configured properly 

and which may not be known about.

Detection Logic(unauthenticated):

QID will check for the apache default Installation/Welcome Page on apache server.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-11-21 11:18:00.0
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div.main_page {

position: relative;

display: table;

width: 800px;

margin-bottom: 3px;

margin-left: auto;

margin-right: auto;

padding: 0px 0px 0px 0px;

border-width: 2px;

border-color: #212738;

border-style: solid;

background-color: #FFFFFF;

text-align: center;

}

div.page_header {

height: 180px;

width: 100%;

background-color: #F5F6F7;

}

div.page_header span {

margin: 15px 0px 0px 50px;

font-size: 180%;

font-weight: bold;

}

div.page_header img {

margin: 3px 0px 0px 40px;

border: 0px 0px 0px;

}

div.banner {

padding: 9px 6px 9px 6px;

background-color: #E9510E;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

position: absolute;

left: 40%;

bottom: 30px;

width: 20%;

}

div.table_of_contents {

clear: left;
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min-width: 200px;

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.table_of_contents_item {

clear: left;

width: 100%;

margin: 4px 0px 0px 0px;

background-color: #FFFFFF;

color: #000000;

text-align: left;

}

div.table_of_contents_item a {

margin: 6px 0px 0px 6px;

}

div.content_section {

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.content_section_text {

padding: 4px 8px 4px 8px;

color: #000000;

font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}

div.content_section_text p {

margin-bottom: 6px;
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}

div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;

}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}

div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;
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}

div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.



PCI Scan Vulnerability Report

Page 391Sysnet Scanning Management System February 13, 2025

</p>

<p>

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>

They are activated by symlinking available

configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>
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<li>

The binary is called apache2 and is managed using systemd, so to

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems

</div>

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>
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PCI COMPLIANCE STATUS

DNS Host Name

RESULT:

Port IANA Assigned Ports/Services Description Service Detected OS On Redirected 

Port

22 ssh SSH Remote Login Protocol ssh

80 www-http World Wide Web HTTP http

443 https http protocol over TLS/SSL http

4000 terabase Terabase http

4001 cisco-4001 Cisco port on TCP port 4001 newoak http

11211 unknown unknown MEMCACHED TCP

SOLUTION:

Shut down any unknown or unused service on the list. If you have difficulty figuring out which service is provided by which process or program, contact your provider's 

support team. For more information about commercial and open-source Intrusion Detection Systems available for detecting port scanners of this kind, visit the CERT Web 

.site

IMPACT:

Unauthorized users can exploit this information to test vulnerabilities in each of the open services.

THREAT:

The port scanner enables unauthorized users with the appropriate tools to draw a map of all services on this host that can be accessed from the Internet. The test was 

carried out with a "stealth" port scanner so that the server does not log real connections.

The Results section displays the port number (Port), the default service listening on the port (IANA Assigned Ports/Services), the description of the service (Description) 

and the service that the scanner detected using service discovery (Service Detected).

Severity:  1

QID: 82023

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Open TCP Services List

</html>

Apache Default Installation/Welcome Page Detected on port 443.

http://www.cert.org
http://www.cert.org
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THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 443 / tcp

RESULT:

IP address Host name

38.91.101.34 34-101-91-38.clients.gthost.

com

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The fully qualified domain name of this host, if it was obtained from a DNS server, is displayed in the RESULT section.

Severity:  1

QID: 6

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2018-01-04 17:39:37.0

VULNERABILITY DETAILS

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 80 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 443 port.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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PCI COMPLIANCE STATUS

Host Names Found

RESULT:

GET / HTTP/1.1

Host:38.91.101.34:443

GET /Q_Evasive/ HTTP/1.1

Host:38.91.101.34:443

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 443 / tcp

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

IP based excluded links:

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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THREAT:

SSH is a secure protocol, provided it is fully patched, properly configured, and uses FIPS approved algorithms.

Supported ciphers suites reported in this qid are in server-preferred order.

Severity:  1

QID: 38047

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-20 19:30:41.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH daemon information retrieving port 22 / tcp

RESULT:

Host Name Source

34-101-91-38.clients.gthost.com 

FQDN

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The following host names were discovered for this computer using various methods such as DNS look up, NetBIOS query, and SQL server name query.

Severity:  1

QID: 45039

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-08-27 03:28:53.0

VULNERABILITY DETAILS
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Severity:  1

QID: 86672

Category: Web server

CVE ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 80 / tcp

RESULT:

SSH1 supported no

SSH2 supported yes

Supported key exchange algorithms for SSH2 curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,

sntrup761x25519-sha512@openssh.com,diffie-hellman-group-exchange-sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group14-

sha256,kex-strict-s-v00@openssh.com

Supported host key algorithms for SSH2 rsa-sha2-512,rsa-sha2-256,ecdsa-sha2-nistp256,ssh-ed25519

Supported decryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported encryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported decryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported encryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported decompression for SSH2 none,zlib@openssh.com

Supported compression for SSH2 none,zlib@openssh.com

Supported authentication methods for SSH2 publickey

SOLUTION:

SSH version 2 is preferred over SSH version 1.

IMPACT:

Successful exploitation allows an attacker to execute arbitrary commands on the SSH server or otherwise subvert an encrypted SSH channel with arbitrary data.

For Red Hat ES 4:-

SSH1 supported                                  yes

Supported authentification methods for SSH1     RSA,password

Supported ciphers for SSH1                      3des,blowfish

SSH2 supported                                  yes

Supported keys exchange algorithm for SSH2      diffie-hellman-group-exchange-sha1,diffie-hellman-group14-sha1,diffie-hellman-group1-sha1

Supported decryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported encryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported decryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported encryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported authentification methods for SSH2     publickey,gssapi-with-mic,password
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RESULT:

HTTP header and method information collected on port 443.

GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 443 / tcp

RESULT:

Directory Source

/analytics/ brute force

/javascript/ brute 

force

/api/ brute force

/icons/ brute force

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0
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RESULT:

Target web application page http://38.91.101.34:4001/ fetched. Status code:200, Content-Type:text/html, load time:336 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 6 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 5 links overall in 0 hours 0 minutes duration.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 4001 / tcp

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:40:29 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html
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Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 4) + directories:(9 x 4) + paths:(0 x 8) = total (36)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 8 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 36 requests, 1 seconds. Completed 36 requests of 36 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 155 requests, 3 seconds. Completed 155 requests of 1576 estimated requests (9.83503%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 6 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 6 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 5 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 605 requests, 9 seconds. Completed 605 requests of 650 estimated requests (93.0769%). XSS optimization 

removed 290 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 5 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 5 requests, 1 seconds. Completed 5 requests of 5 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 4) + directories:(4 x 4) + paths:(11 x 8) = total (104)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 8 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 92 requests, 1 seconds. Completed 92 requests of 104 estimated requests (88.4615%). All tests 

completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(4 x 4) + directories:(94 x 4) + paths:(5 x 8) = total (432)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 8 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 411 requests, 5 seconds. Completed 411 requests of 432 estimated requests (95.1389%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 10 minutes (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 2902 requests, 42 seconds. Completed 2902 requests of 12776 estimated requests (22.7145%). All tests 

completed.

Duration of Crawl Time: 10.00 (seconds)

Duration of Test Phase: 62.00 (seconds)

Total Scan Time: 72.00 (seconds)

Total requests made: 4284

Average server response time: 0.09 seconds

Average browser load time: 0.09 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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RESULT:

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css" media="print" onload="this.media=&apos;

all&apos;">

at:

http://38.91.101.34:4000/./

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css">

at:

http://38.91.101.34:4000/

http://38.91.101.34:4000/./

http://38.91.101.34:4000/tours/Thailand

http://38.91.101.34:4000/tours/Vietnam/Dong-Hoi/202799P2

http://38.91.101.34:4000/tours/attractions/view/11617

http://38.91.101.34:4000/tours/attractions/view/22982

http://38.91.101.34:4000/static/terms-and-conditions

http://38.91.101.34:4000/tours/attractions/view/9865

http://38.91.101.34:4000/search-hotels?location=CAI

http://38.91.101.34:4000/tours/Vietnam/Cat-Ba/55929P314

http://38.91.101.34:4000/search-hotels?location=NRT

http://38.91.101.34:4000/tours/Italy

http://38.91.101.34:4000/tours/Japan/Shizuoka-Prefecture/367610P1

http://38.91.101.34:4000/tours/United%20Arab%20Emirates/Dubai/91421P12

http://38.91.101.34:4000/tours/Greece/Epirus/119426P1

http://38.91.101.34:4000/tours/USA/Boston/3037DUCK

http://38.91.101.34:4000/tours/United%20Arab%20Emirates/Dubai/91421P4

http://38.91.101.34:4000/search-hotels?location=BKK

SOLUTION:

Verify all the external CSS loaded on application are valid and from known sources.

IMPACT:

Using css from untrusted sources can result in external CSS injection and allow attacker to gain sensitive information.

THREAT:

Using resources from external locations is a security concern, including third-party stylesheet. Also detection of all external resources would be a requirement for 

certifications and audits.

Severity:  1

QID: 150221

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 22:36:08.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External (third party) CSS link detected port 4000 / tcp
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Severity:  1

QID: 82045

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-11-19 21:53:59.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Degree of Randomness of TCP Initial Sequence Numbers

http://38.91.101.34:4000/tours/Egypt

http://38.91.101.34:4000/tours/Greece/Macedonia/18123P9

http://38.91.101.34:4000/tours/Australia

http://38.91.101.34:4000/static/pay-later

http://38.91.101.34:4000/tours/Japan/Ibaraki-Prefecture/21490P115

http://38.91.101.34:4000/static/privacy-policy

http://38.91.101.34:4000/support/faq/flights/baggage/what-are-my-baggage-allowance

http://38.91.101.34:4000/tours/South-Africa/Mpumalanga/85143P1

http://38.91.101.34:4000/tours/Vietnam/Central-Vietnam/222912P9

http://38.91.101.34:4000/static/about-us

http://38.91.101.34:4000/support/faq/flights/changes/airline-policies-for-covid-19

http://38.91.101.34:4000/search-hotels?location=SGN

http://38.91.101.34:4000/tours/attractions/view/7174

http://38.91.101.34:4000/static/visa-requirements

http://38.91.101.34:4000/support

http://38.91.101.34:4000/tours/Mexico/Cancun/110186P2

http://38.91.101.34:4000/tours/USA/Las-Vegas/3951WESTDLX

http://38.91.101.34:4000/support/?loginUser=true

http://38.91.101.34:4000/tours/Japan

http://38.91.101.34:4000/tours/Iceland/Reykjavik/116425P1

http://38.91.101.34:4000/tours/attractions/view/12304

http://38.91.101.34:4000/tours/Italy/Rome/3731VATICAN

http://38.91.101.34:4000/tours/South-Africa

http://38.91.101.34:4000/tours/Japan/Tokyo-Prefecture/88165P2

http://38.91.101.34:4000/tours/Greece

http://38.91.101.34:4000/tours/Greece/Athens/7679P1

http://38.91.101.34:4000/search-hotels?location=ROE

http://38.91.101.34:4000/tours/South-Africa/KwaZulu-Natal/132971P1

http://38.91.101.34:4000/tours/Vietnam/Central-Vietnam/24244P352

http://38.91.101.34:4000/tours/South-Africa/Port-Elizabeth/112139P1

http://38.91.101.34:4000/support/faq

http://38.91.101.34:4000/tours/attractions/view/9845
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RESULT:

External domains could be involved in potential business logic abuse.

code.tidio.co

d7jummq9jo4cp.cloudfront.net

js.stripe.com

kit.fontawesome.com

static.zdassets.com

www.googletagmanager.com

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 4001 / tcp

RESULT:

Average change between subsequent TCP initial sequence numbers is 810420776 with a standard deviation of 654602902. These TCP initial sequence numbers were 

triggered by TCP SYN probes sent to the host at an average rate of 1/(5103 microseconds). The degree of difficulty to exploit the TCP initial sequence number generation 

scheme is: hard.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

TCP Initial Sequence Numbers (ISNs) obtained in the SYNACK replies from the host are analyzed to determine how random they are. The average change between 

subsequent ISNs and the standard deviation from the average are displayed in the RESULT section. Also included is the degree of difficulty for exploitation of the TCP 

ISN generation scheme used by the host.
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Default Web Page ( Follow HTTP Redirection) port 443 / tcp

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://media.tacdn.com/media/attractions-splice-spp-674x446/06/fb/9b/d2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/17/e7/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/2a/81/88.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/3c/d2/5f.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/68/e7/b2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/aa/5c/71.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/09/3a/8a/80.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0a/b1/6f/5e.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/24/ea/75.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/74/4d/ab.jpg

IP based excluded links:

Links rejected during the test phase not reported due to volume of links.

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 4000 / tcp
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RESULT:

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:00:17 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=97

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

https://www.qnap.com/en/security-advisory/nas-201911-01


PCI Scan Vulnerability Report

Page 407Sysnet Scanning Management System February 13, 2025

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

position: relative;

display: table;

width: 800px;

margin-bottom: 3px;

margin-left: auto;

margin-right: auto;

padding: 0px 0px 0px 0px;

border-width: 2px;

border-color: #212738;

border-style: solid;

background-color: #FFFFFF;

text-align: center;

}

div.page_header {

height: 180px;

width: 100%;

background-color: #F5F6F7;

}

div.page_header span {

margin: 15px 0px 0px 50px;

font-size: 180%;

font-weight: bold;

}

div.page_header img {

margin: 3px 0px 0px 40px;

border: 0px 0px 0px;
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}

div.banner {

padding: 9px 6px 9px 6px;

background-color: #E9510E;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

position: absolute;

left: 40%;

bottom: 30px;

width: 20%;

}

div.table_of_contents {

clear: left;

min-width: 200px;

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.table_of_contents_item {

clear: left;

width: 100%;

margin: 4px 0px 0px 0px;

background-color: #FFFFFF;

color: #000000;

text-align: left;

}

div.table_of_contents_item a {

margin: 6px 0px 0px 6px;

}

div.content_section {

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.content_section_text {

padding: 4px 8px 4px 8px;

color: #000000;
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font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}

div.content_section_text p {

margin-bottom: 6px;

}

div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;

}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}
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div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;

}

div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.



PCI Scan Vulnerability Report

Page 411Sysnet Scanning Management System February 13, 2025

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>

They are activated by symlinking available
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configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>

<li>

The binary is called apache2 and is managed using systemd, so to

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems

</div>
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RESULT:

HTTP header and method information collected on port 4000.

GET / HTTP/1.1

Host: 34-101-91-38.clients.gthost.com:4000

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 4000 / tcp

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>

</html>
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SOLUTION:

It is advised to review the contents of the disclosed files. If the contents contain sensitive information, please verify that access to this file or directory is permitted. If 

necessary, remove it or apply access controls to it.

IMPACT:

The contents of this file or directory may disclose sensitive information.

THREAT:

A file, directory, or directory listing was discovered on the Web server. These resources are confirmed to be present based on our logic. Some of the content on these 

files might have sensitive information.

NOTE: Links found in 150004 are found by forced crawling so will not automatically be added to 150009 Links Crawled or the application site map. If links found in 

150004 need to be tested they must be added as Explicit URI so they are included in scope and then will be reported in 150009. Once the link is added to be in scope (i.

e. Explicit URI) this same link will no longer be reported for 150004.

CVSS Base Score:  2.1 AV:L/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.7 E:U/RL:W/RC:C

Severity:  2

QID: 150004

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-04-06 05:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Predictable Resource Location Via Forced Browsing port 80 / tcp

Vulnerabilities (9)

Vulnerabilities total: 117 Security risk: 5

 (26-85-220-67.clients.gthost.com, )67.220.85.26 Ubuntu/Linux

HTTP/1.1 200 OK

X-Powered-By: Express

Content-Type: text/html; charset=utf-8

Content-Length: 281994

ETag: W/"44d8a-aNm1WWb5bMGygmtWcNBsP59FbRc"

Date: Wed, 12 Feb 2025 18:05:01 GMT

Connection: keep-alive

Keep-Alive: timeout=5
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RESULT:

url: https://www.destinaholidays.com/support/faq/flights/.git/config

Payload: https://www.destinaholidays.com/support/faq/flights/.git/config

comment:

Original URL is: https://www.destinaholidays.com/support/faq/flights/baggage/what-are-my-baggage-allowance

matched: HTTP/1.1 200 OK

SOLUTION:

It is advised to review the contents of the disclosed files. If the contents contain sensitive information, please verify that access to this file or directory is permitted. If 

necessary, remove it or apply access controls to it.

IMPACT:

The contents of this file or directory may disclose sensitive information.

THREAT:

A file, directory, or directory listing was discovered on the Web server. These resources are confirmed to be present based on our logic. Some of the content on these 

files might have sensitive information.

NOTE: Links found in 150004 are found by forced crawling so will not automatically be added to 150009 Links Crawled or the application site map. If links found in 

150004 need to be tested they must be added as Explicit URI so they are included in scope and then will be reported in 150009. Once the link is added to be in scope (i.

e. Explicit URI) this same link will no longer be reported for 150004.

CVSS Base Score:  2.1 AV:L/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.7 E:U/RL:W/RC:C

Severity:  2

QID: 150004

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-04-06 05:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Predictable Resource Location Via Forced Browsing port 443 / tcp

RESULT:

url: https://www.destinaholidays.com/support/faq/flights/.git/config

Payload: https://www.destinaholidays.com/support/faq/flights/.git/config

comment:

Original URL is: https://www.destinaholidays.com/support/faq/flights/changes/airline-policies-for-covid-19

matched: HTTP/1.1 200 OK
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CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  4.7 E:U/RL:W/RC:UC

Severity:  2

QID: 38173

Category: General remote services

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

SSL Certificate - Signature Verification Failed Vulnerability port 443 / tcp over ssl

RESULT:

Certificate #0 CN=www.foxbridge.ca is not valid after Nov 8 20:29:08 2023 GMT.

SOLUTION:

Please install a server certificate with valid start and end dates.

IMPACT:

By exploiting this vulnerability, an attacker can launch a man-in-the-middle attack.

THREAT:

An SSL Certificate associates an entity (person, organization, host, etc.) with a Public Key. In an SSL connection, the client authenticates the remote server using the 

server's Certificate and extracts the Public Key in the Certificate to establish the secure connection.

A certificate with a past end date cannot be trusted.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.2 E:U/RL:W/RC:C

Severity:  2

QID: 38167

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-02-03 21:26:25.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

SSL Certificate - Expired port 443 / tcp over ssl
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THREAT:

An SSL Certificate associates an entity (person, organization, host, etc.) with a Public Key. In an SSL connection, the client authenticates the remote server using the 

server's Certificate and extracts the Public Key in the Certificate to establish the secure connection.

A certificate whose Subject commonName or subjectAltName does not match the server FQDN offers only encryption without authentication.

Please note that a false positive reporting of this vulnerability is possible in the following case:

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  2.1 E:U/RL:W/RC:C

Severity:  2

QID: 38170

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-10-11 16:30:02.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

SSL Certificate - Subject Common Name Does Not Match Server FQDN port 443 / tcp over ssl

RESULT:

Certificate #0 CN=www.foxbridge.ca ISSUER:_CN=Go_Daddy_Secure_Certificate_Authority_-_G2,OU=http://certs.godaddy.com/repository/,O=GoDaddy.com\,_Inc.,

L=Scottsdale,ST=Arizona,C=US certificate has expired

SOLUTION:

Please install a server certificate signed by a trusted third-party Certificate Authority.

IMPACT:

By exploiting this vulnerability, man-in-the-middle attacks in tandem with DNS cache poisoning can occur.

Exception:

If the server communicates only with a restricted set of clients who have the server certificate or the trusted CA certificate, then the server or CA certificate may not be 

available publicly, and the scan will be unable to verify the signature.

THREAT:

An SSL Certificate associates an entity (person, organization, host, etc.) with a Public Key. In an SSL connection, the client authenticates the remote server using the 

server's Certificate and extracts the Public Key in the Certificate to establish the secure connection. The authentication is done by verifying that the public key in the 

certificate is signed by a trusted third-party Certificate Authority.

If a client is unable to verify the certificate, it can abort communication or prompt the user to continue the communication without authentication.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-28 13:28:19.0
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SOLUTION:

Avoid using deprecated cryptographic settings.

Use best practices when configuring SSH.

Refer to  .NIST Retires SHA-1 Cryptographic Algorithm (SSH)

Other documents to refer

Deprecate settings listed for red hat

Key exchange

CBC Cipher

SHA1 ietf reference

IMPACT:

vulnerable to collision attacks, which are designed to fabricate the same hash value for different input data.each hash is supposedly unique.

THREAT:

The SSH protocol (Secure Shell) is a method for secure remote login from one computer to another. The target is using deprecated SHA1 cryptographic settings to 

communicate.

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  2.1 E:U/RL:W/RC:C

Severity:  2

QID: 38909

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-05 18:25:56.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

SHA1 deprecated setting for SSH port 22 / tcp

RESULT:

Certificate #0 CN=www.foxbridge.ca (www.foxbridge.ca) and IP (67.220.85.26) don&apos;t match

(foxbridge.ca) and IP (67.220.85.26) don&apos;t match

(www.foxbridge.ca) and IP (67.220.85.26) don&apos;t match

SOLUTION:

Please install a server certificate whose Subject commonName or subjectAltName matches the server FQDN.

IMPACT:

A man-in-the-middle attacker can exploit this vulnerability in tandem with a DNS cache poisoning attack to lure the client to another server, and then steal all the 

encryption communication.

If the common name of the certificate uses a wildcard such as *.somedomainname.com and the reverse DNS resolution of the target IP is not configured. In this case 

there is no way for Qualys to associate the wildcard common name to the IP. Adding a reverse DNS lookup entry to the target IP will solve this problem.

https://www.nist.gov/news-events/news/2022/12/nist-retires-sha-1-cryptographic-algorithm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/7.4_release_notes/chap-red_hat_enterprise_linux-7.4_release_notes-deprecated_functionality_in_rhel7
https://www.ietf.org/archive/id/draft-ietf-curdle-ssh-kex-sha2-13.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5161
https://datatracker.ietf.org/doc/html/rfc9142
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RESULT:

url: https://www.destinaholidays.com/faq/flights/price-change

Payload: N/A

SOLUTION:

Use either of these attributes rel="noreferrer" or rel="noopener".

Implement Cross Origin Opener Policy header.

IMPACT:

The user may be redirected to an untrusted page that contains undesired content or malicious script code.

THREAT:

Reverse Tabnabbing is an attack where the target page is replaced by phishing site. This is possible when target="_blank" is in use with rel="noopener" or rel="

noreferrer", attacker can use JavaScript window.opener and inject malicious domain in it. When user clicks on html link, they will get redirected to phishing or unintentional 

website.

WAS detects this vulnerability during crawling and evaluates HTML links embedded in anchor tags.

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  2.0 E:U/RL:W/RC:UR

Severity:  1

QID: 150222

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-08-03 05:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Reverse Tabnabbing port 443 / tcp

RESULT:

Type Name

MAC hmac-sha1-etm@openssh.

com

MAC hmac-sha1

Settings currently considered deprecated:

1.Key exchange algorithms:

diffie-hellman-group1-sha1, rsa1024sha1, diffie-hellman-group14-sha1, diffie-hellman-group-exchange-sha1, gss-gex-sha1-*, gss-group1-sha1-* and gss-group14-sha1-*.

2.MAC:

hmac-sha1, hmac-sha1-96, hmac-sha1-etm@openssh.com, hmac-sha1-96-etm@openssh.com

3.Host key:

ssh-rsa, ssh-dss, ssh-rsa-cert-v01@openssh.com, ssh-dss-cert-v01@openssh.com
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matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/premium-service

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/seats

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,
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302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc104="" href="/support" target="_blank" class="btn flight-button pt-2 text-white w-100" style="max-width: 400px;"> Contact us <span _ngcontent-sc104="" 

class="float-end text-white-50" style="font-size: 90%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach, Cape Town <small _ngcontent-sc104="" class="float-end"> 290 activities <

/small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port, Belize <small _ngcontent-sc104="" class="float-end"> 165 activities 

</small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs, Santorini <small _ngcontent-sc104="" class="float-end"> 13 activities 

</small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port, Safaga <small _ngcontent-sc104="" class="float-end"> 176 activities <

/small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/8" target="_blank">Volendam, Amsterdam <small _ngcontent-sc104="" class="float-end"> 95 activities </small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley, Marrakech <small _ngcontent-sc104="" class="float-end"> 429 activities <

/small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero, Argentina <small _ngcontent-sc104="" class="float-end"> 263 activities <

/small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/9865" target="_blank">El Born, Barcelona <small _ngcontent-sc104="" class="float-end"> 164 activities </small></a>
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<a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span _ngcontent-sc104="" class="products">4477 activities <span _ngcontent-sc104="" 

class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span _ngcontent-sc104="" class="products">11810 activities <span _ngcontent-sc104="" class="

ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span _ngcontent-sc104="" class="products">6456 activities <span _ngcontent-sc104="" class="

ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Athens/248334P2"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Aegina and Agistri Day Cruise from Athens with Lunch On Board </span><span _ngcontent-sc104="" class="products"> from $129.83 <sup _ngcontent-

sc104=""> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div><

/div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Athens/2876P72"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Poros, Hydra, and Aegina Cruise from Athens </span><span _ngcontent-sc104="" class="products"> from $141.73 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Athens/3140_27"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" class="

img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="

name">Greece Hydra, Poros, and Egina Cruise from Athens, VIP Option </span><span _ngcontent-sc104="" class="products"> from $141.73 <sup _ngcontent-sc104=""

> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Athens/7679P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" class="

img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="

name">Athens Riviera Morning or Sunset Cruise with Greek Meal </span><span _ngcontent-sc104="" class="products"> from $183.93 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Crete/169769P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" class="

img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="

name">Quad Safari Half Day </span><span _ngcontent-sc104="" class="products"> from $81.15 <sup _ngcontent-sc104=""> USD </sup><span _ngcontent-sc104="" 

class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Epirus/119426P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Greece Greece Canyoning trip in Zagori Area </span><span _ngcontent-sc104="" class="products"> from $64.92 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Macedonia/18123P2"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Olympus Canyoning Course </span><span _ngcontent-sc104="" class="products"> from $102.78 <sup _ngcontent-sc104=""> USD </sup><span 

_ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Macedonia/18123P9"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Mount Olympus National Park Canyoning Adventure </span><span _ngcontent-sc104="" class="products"> from $62.75 <sup _ngcontent-sc104=""> USD 

</sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" 

src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"

><span _ngcontent-sc104="" class="name">Italy</span><span _ngcontent-sc104="" class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="

font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span _ngcontent-sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="

ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Japan/Ibaraki-Prefecture/21490P115"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Mito Walking Tour - Birthplace of Japan&apos;s best-hit TV Drama of samurai(4 Hours) </span><span _ngcontent-sc104="" class="products"> 
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from $50 <sup _ngcontent-sc104=""> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"><

/i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Japan/Shizuoka-Prefecture/367610P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Full Day Private Tour to Mount Fuji in Spanish </span><span _ngcontent-sc104="" class="products"> from $100.65 <sup _ngcontent-sc104=""> 

USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Japan/Tokyo-Prefecture/235563P4"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Private Mount Fuji Tour - Bilingual Chauffeur </span><span _ngcontent-sc104="" class="products"> from $594 <sup _ngcontent-sc104=""> USD 

</sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Japan/Tokyo-Prefecture/88165P2"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Fuji and Lake Kawaguchi Tour </span><span _ngcontent-sc104="" class="products"> from $727.79 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">South Africa</span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" 

class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa/KwaZulu-Natal/132971P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Himeville Private Sani Pass Day Trip </span><span _ngcontent-sc104="" class="products"> from $57.89 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa/Mpumalanga/85143P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Full Day Kruger Safari Tour </span><span _ngcontent-sc104="" class="products"> from $59.99 <sup _ngcontent-sc104=""> USD </sup><span 

_ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa/Port-Elizabeth/112139P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Addo Elephant Full Day Safari with a Traditional South African Braai (BBQ) Lunch </span><span _ngcontent-sc104="" class="products"> from 

$149.68 <sup _ngcontent-sc104=""> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"><

/i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa/Port-Elizabeth/28715P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Port Elizabeth to Addo Elephant National Park Full-Day Safari </span><span _ngcontent-sc104="" class="products"> from $142.78 <sup 

_ngcontent-sc104=""> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span><

/span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Thailand"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/th.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Thailand</span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" 

class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/vi.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Vietnam</span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" 

class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam/Cat-Ba/55929P314"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Cat Ba Trekking Tours National Park Half Day From Cat Ba Island </span><span _ngcontent-sc104="" class="products"> from $33 <sup _ngcontent-

sc104=""> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div><

/div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam/Central-Vietnam/222912P9"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Hang Pygmy Exploration 2 Days 1 Night </span><span _ngcontent-sc104="" class="products"> from $383 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam/Central-Vietnam/24244P352"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">4-Day Nha Trang Scuba Diving </span><span _ngcontent-sc104="" class="products"> from $271.8 <sup _ngcontent-sc104=""> USD <
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/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam/Dong-Hoi/202799P2"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Jungle Spondee - 2D1N Camping at Abandoned Valley </span><span _ngcontent-sc104="" class="products"> from $249.16 <sup _ngcontent-sc104=""> 

USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/future-travel-credit-airline-credit

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/check-in

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-
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end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/book-and-hold

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>
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<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/static/about-us

Payload: N/A



PCI Scan Vulnerability Report

Page 431Sysnet Scanning Management System February 13, 2025

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/children-unaccompanied

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/car-rentals

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,
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302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/travel-protection

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 
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src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/travel-insurance

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>
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<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>
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<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/static/terms-and-conditions

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>
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<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

<a _ngcontent-sc65="" href="http://www.csatravelprotection.com/certpolicy.do?product=G-AIRI01" target="_blank"> travel insurance coverage </a>

url: https://www.destinaholidays.com/faq/flights/tax-refunds

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>
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<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/search-hotels?location=NRT

Payload: N/A

variants: 7

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>
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<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/support/faq/flights/changes

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc53="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc53="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc53="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc53="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc53="" href="/static/terms-and-conditions" target="_blank"> Terms </a>
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<a _ngcontent-sc53="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc53="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc53="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc53="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc53="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc53="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc53="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc53="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc53="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc53="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc53="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc53="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc54="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc54="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc54="">Greece</b><small _ngcontent-sc54="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc54="">Thailand</b><small _ngcontent-sc54="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc54="">Egypt</b><small _ngcontent-sc54="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc54="">South Africa</b><small _ngcontent-sc54="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc54="">Japan</b><small _ngcontent-sc54="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc54="">Italy</b><small _ngcontent-sc54="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc54="">Vietnam</b><small _ngcontent-sc54="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc54="">Australia</b><small _ngcontent-sc54="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc54="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc54="">Australia</b><small _ngcontent-sc54="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc54="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc54="">Egypt</b><small _ngcontent-sc54="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc54="">Greece</b><small _ngcontent-sc54="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc54="">Italy</b><small _ngcontent-sc54="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc54="">Japan</b><small _ngcontent-sc54="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc54="">South Africa</b><small _ngcontent-sc54="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc54="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc54="">Thailand</b><small _ngcontent-sc54="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc54="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc54="">Vietnam</b><small _ngcontent-sc54="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc54="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc54="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc54="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc54="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc54="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc54="" class="float-end"> Marrakech, 429 activities <

/small></a>
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<a _ngcontent-sc54="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc54="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc54="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc54="" target="_blank" href="/car-rentals"><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/static/pay-later

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>
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CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  2.0 E:U/RL:W/RC:UR

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Reverse Tabnabbing port 80 / tcp

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

<a _ngcontent-sc66="" target="_blank" class="href-link" href="https://www.destinaholidays.com/static/terms-and-conditions">Click here to view all terms and conditions<

/a>

url: https://www.destinaholidays.com/faq/flights/changes/airline-policies-for-covid-19/changes

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="

Results were truncated
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RESULT:

url: https://www.destinaholidays.com/faq/flights/price-change

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

SOLUTION:

Use either of these attributes rel="noreferrer" or rel="noopener".

Implement Cross Origin Opener Policy header.

IMPACT:

The user may be redirected to an untrusted page that contains undesired content or malicious script code.

THREAT:

Reverse Tabnabbing is an attack where the target page is replaced by phishing site. This is possible when target="_blank" is in use with rel="noopener" or rel="

noreferrer", attacker can use JavaScript window.opener and inject malicious domain in it. When user clicks on html link, they will get redirected to phishing or unintentional 

website.

WAS detects this vulnerability during crawling and evaluates HTML links embedded in anchor tags.

Severity:  1

QID: 150222

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-08-03 05:00:01.0
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<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/premium-service

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,
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711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/seats

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>
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<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc104="" href="/support" target="_blank" class="btn flight-button pt-2 text-white w-100" style="max-width: 400px;"> Contact us <span _ngcontent-sc104="" 

class="float-end text-white-50" style="font-size: 90%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach, Cape Town <small _ngcontent-sc104="" class="float-end"> 290 activities <

/small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port, Belize <small _ngcontent-sc104="" class="float-end"> 165 activities 

</small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs, Santorini <small _ngcontent-sc104="" class="float-end"> 13 activities 

</small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port, Safaga <small _ngcontent-sc104="" class="float-end"> 176 activities <

/small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/8" target="_blank">Volendam, Amsterdam <small _ngcontent-sc104="" class="float-end"> 95 activities </small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley, Marrakech <small _ngcontent-sc104="" class="float-end"> 429 activities <

/small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero, Argentina <small _ngcontent-sc104="" class="float-end"> 263 activities <

/small></a>

<a _ngcontent-sc104="" href="/tours/attractions/view/9865" target="_blank">El Born, Barcelona <small _ngcontent-sc104="" class="float-end"> 164 activities </small></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span _ngcontent-sc104="" class="products">4477 activities <span _ngcontent-sc104="" 

class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span _ngcontent-sc104="" class="products">11810 activities <span _ngcontent-sc104="" class="

ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span _ngcontent-sc104="" class="products">6456 activities <span _ngcontent-sc104="" class="

ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Athens/248334P2"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Aegina and Agistri Day Cruise from Athens with Lunch On Board </span><span _ngcontent-sc104="" class="products"> from $129.83 <sup _ngcontent-

sc104=""> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div><

/div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Athens/2876P72"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Poros, Hydra, and Aegina Cruise from Athens </span><span _ngcontent-sc104="" class="products"> from $141.73 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Athens/3140_27"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" class="

img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="

name">Greece Hydra, Poros, and Egina Cruise from Athens, VIP Option </span><span _ngcontent-sc104="" class="products"> from $141.73 <sup _ngcontent-sc104=""

> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Athens/7679P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" class="

img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="

name">Athens Riviera Morning or Sunset Cruise with Greek Meal </span><span _ngcontent-sc104="" class="products"> from $183.93 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Crete/169769P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" class="

img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="

name">Quad Safari Half Day </span><span _ngcontent-sc104="" class="products"> from $81.15 <sup _ngcontent-sc104=""> USD </sup><span _ngcontent-sc104="" 

class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>
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<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Epirus/119426P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Greece Greece Canyoning trip in Zagori Area </span><span _ngcontent-sc104="" class="products"> from $64.92 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Macedonia/18123P2"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Olympus Canyoning Course </span><span _ngcontent-sc104="" class="products"> from $102.78 <sup _ngcontent-sc104=""> USD </sup><span 

_ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Greece/Macedonia/18123P9"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Mount Olympus National Park Canyoning Adventure </span><span _ngcontent-sc104="" class="products"> from $62.75 <sup _ngcontent-sc104=""> USD 

</sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" 

src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"

><span _ngcontent-sc104="" class="name">Italy</span><span _ngcontent-sc104="" class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="

font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span _ngcontent-sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="

ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Japan/Ibaraki-Prefecture/21490P115"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Mito Walking Tour - Birthplace of Japan&apos;s best-hit TV Drama of samurai(4 Hours) </span><span _ngcontent-sc104="" class="products"> 

from $50 <sup _ngcontent-sc104=""> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"><

/i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Japan/Shizuoka-Prefecture/367610P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Full Day Private Tour to Mount Fuji in Spanish </span><span _ngcontent-sc104="" class="products"> from $100.65 <sup _ngcontent-sc104=""> 

USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Japan/Tokyo-Prefecture/235563P4"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Private Mount Fuji Tour - Bilingual Chauffeur </span><span _ngcontent-sc104="" class="products"> from $594 <sup _ngcontent-sc104=""> USD 

</sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Japan/Tokyo-Prefecture/88165P2"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Fuji and Lake Kawaguchi Tour </span><span _ngcontent-sc104="" class="products"> from $727.79 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">South Africa</span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" 

class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa/KwaZulu-Natal/132971P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Himeville Private Sani Pass Day Trip </span><span _ngcontent-sc104="" class="products"> from $57.89 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa/Mpumalanga/85143P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Full Day Kruger Safari Tour </span><span _ngcontent-sc104="" class="products"> from $59.99 <sup _ngcontent-sc104=""> USD </sup><span 

_ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa/Port-Elizabeth/112139P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Addo Elephant Full Day Safari with a Traditional South African Braai (BBQ) Lunch </span><span _ngcontent-sc104="" class="products"> from 

$149.68 <sup _ngcontent-sc104=""> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"><

/i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa/Port-Elizabeth/28715P1"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-
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sc104="" class="name">Port Elizabeth to Addo Elephant National Park Full-Day Safari </span><span _ngcontent-sc104="" class="products"> from $142.78 <sup 

_ngcontent-sc104=""> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span><

/span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Thailand"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/th.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Thailand</span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" 

class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid 

pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/vi.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="

overlay_text"><span _ngcontent-sc104="" class="name">Vietnam</span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" 

class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam/Cat-Ba/55929P314"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Cat Ba Trekking Tours National Park Half Day From Cat Ba Island </span><span _ngcontent-sc104="" class="products"> from $33 <sup _ngcontent-

sc104=""> USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div><

/div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam/Central-Vietnam/222912P9"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">Hang Pygmy Exploration 2 Days 1 Night </span><span _ngcontent-sc104="" class="products"> from $383 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam/Central-Vietnam/24244P352"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-

sc104="" class="name">4-Day Nha Trang Scuba Diving </span><span _ngcontent-sc104="" class="products"> from $271.8 <sup _ngcontent-sc104=""> USD <

/sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam/Dong-Hoi/202799P2"><div _ngcontent-sc104="" class="category_destination"><img _ngcontent-sc104="" 

class="img-fluid pop_dest_img"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Jungle Spondee - 2D1N Camping at Abandoned Valley </span><span _ngcontent-sc104="" class="products"> from $249.16 <sup _ngcontent-sc104=""> 

USD </sup><span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a>

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>
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<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/future-travel-credit-airline-credit

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>
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<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/check-in

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>
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<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/book-and-hold

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 



PCI Scan Vulnerability Report

Page 455Sysnet Scanning Management System February 13, 2025

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/static/about-us

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>
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<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/children-unaccompanied

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,
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711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/car-rentals

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>
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<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/travel-protection

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 
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activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/faq/flights/travel-insurance

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>
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<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/static/terms-and-conditions

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 
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properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

<a _ngcontent-sc65="" href="http://www.csatravelprotection.com/certpolicy.do?product=G-AIRI01" target="_blank"> travel insurance coverage </a>

url: https://www.destinaholidays.com/faq/flights/tax-refunds

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>
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<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>
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url: https://www.destinaholidays.com/search-hotels?location=SGN

Payload: N/A

variants: 7

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/support/faq/flights/changes

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc53="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc53="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc53="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc53="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc53="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc53="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc53="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc53="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc53="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc53="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc53="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc53="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc53="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc53="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc53="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc53="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc53="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc54="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc54="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc54="">Greece</b><small _ngcontent-sc54="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc54="">Thailand</b><small _ngcontent-sc54="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc54="">Egypt</b><small _ngcontent-sc54="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc54="">South Africa</b><small _ngcontent-sc54="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc54="">Japan</b><small _ngcontent-sc54="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc54="">Italy</b><small _ngcontent-sc54="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc54="">Vietnam</b><small _ngcontent-sc54="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc54="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc54="">Australia</b><small _ngcontent-sc54="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc54="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc54="">Australia</b><small _ngcontent-sc54="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc54="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc54="">Egypt</b><small _ngcontent-sc54="" class="float-end">11,810 activities <

/small></a>
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<a _ngcontent-sc54="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc54="">Greece</b><small _ngcontent-sc54="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc54="">Italy</b><small _ngcontent-sc54="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc54="">Japan</b><small _ngcontent-sc54="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc54="">South Africa</b><small _ngcontent-sc54="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc54="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc54="">Thailand</b><small _ngcontent-sc54="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc54="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc54="">Vietnam</b><small _ngcontent-sc54="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc54="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc54="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc54="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc54="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc54="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc54="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc54="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc54="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc54="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc54="" target="_blank" href="/car-rentals"><span _ngcontent-sc54="" class="pe-1"><i _ngcontent-sc54="" class="fal fa-car"></i></span> Car Rentals </a>

url: https://www.destinaholidays.com/static/pay-later

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-
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end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

<a _ngcontent-sc66="" target="_blank" class="href-link" href="https://www.destinaholidays.com/static/terms-and-conditions">Click here to view all terms and conditions<

/a>

url: https://www.destinaholidays.com/faq/flights/changes/airline-policies-for-covid-19/changes

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>
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RESULT:

Timestamp of host (network byte ordering): 16:32:52 GMT

SOLUTION:

You can filter ICMP messages of type "Timestamp" and "Timestamp Reply" at the firewall level. Some system administrators choose to filter most types of ICMP 

messages for various reasons. For example, they may want to protect their internal hosts from ICMP-based Denial Of Service attacks, such as the  or  Ping of Death Smurf

attacks.

However, you should never filter  ICMP messages, as some of them ("Don't Fragment", "Destination Unreachable", "Source Quench", etc) are necessary for proper ALL

behavior of Operating System TCP/IP stacks.

It may be wiser to contact your network consultants for advice, since this issue impacts your overall network reliability and security.

IMPACT:

Unauthorized users can obtain information about your network by sending ICMP timestamp packets. For example, the internal systems clock should not be disclosed 

since some internal daemons use this value to calculate ID or sequence numbers (i.e., on SunOS servers).

THREAT:

ICMP (Internet Control and Error Message Protocol) is a protocol encapsulated in IP packets. It's principal purpose is to provide a protocol layer able to inform gateways 

of the inter-connectivity and accessibility of other gateways or hosts. "ping" is a well-known program for determining if a host is up or down. It uses ICMP echo packets.

ICMP timestamp packets are used to synchronize clocks between hosts. Revealing the current time on the system may facilitate attackers to mount further attacks. Since 

the risk is especially high on internet facing targets, this vulnerability will be flagged only be Internet scanners hosted by Qualys. Internal targets will not be flagged with 

this vulnerability.

Please see QID:82040 for a list of supported ICMP packet types.

CVSS Base Score:  2.1 AV:L/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.8 E:POC/RL:W/RC:C

Severity:  1

QID: 82003

Category: TCP/IP

CVE ID: CVE-1999-0524

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-11-26 18:01:42.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

ICMP Timestamp Request

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="

Results were truncated

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0524
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PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Nginx Remote Code Execution (RCE) Vulnerability (Zero Day) port 443 / tcp over ssl

RESULT:

Vulnerable OpenSSH version for sshd(8) detected on port 22 over TCP - SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

Customers are advised to upgrade to  or later to remediate these vulnerabilities.OpenSSH 9.3

Patch:

Following are links for downloading patches to fix the vulnerabilities:

CVE-2023-28531

IMPACT:

Successfully exploitation of this vulnerability could lead to disclosure of sensitive information, addition or modification of data, or Denial of Service (DoS).

THREAT:

OpenSSH (OpenBSD Secure Shell) is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

Affected Versions:

OpenSSH version 8.9 and above prior to 9.3

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 38896

Category: General remote services

CVE ID: CVE-2023-28531

Vendor Reference: OpenSSH Advisory

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Sensitive Information Disclosure Vulnerability port 22 / tcp

Potential Vulnerabilities (16)

https://www.openssh.com/txt/release-9.3
https://www.openssh.com/txt/release-9.3
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-28531
https://www.openssh.com/txt/release-9.3
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PCI Severity Level:

PCI COMPLIANCE STATUS

Nginx Remote Code Execution (RCE) Vulnerability (Zero Day) port 443 / tcp

RESULT:

Vulnerable version of Nginx detected on port 443 -

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 16:33:38 GMT

Content-Type: text/html

Content-Length: 178

Connection: close

Location: https://www.foxbridge.ca/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

SOLUTION:

Patch is not available, for more information about this vulnerability please refer to Nginx RCE Vulnerability

IMPACT:

Successful exploitation of the vulnerability may allow arbitrary remote code execution.

THREAT:

nginx [engine x] is an HTTP and reverse proxy server, a mail proxy server, and a generic TCP/UDP proxy server.

An nginx Zero-Day RCE issue was identified in the nginx LDAP-auth daemon implementation.

Affected Versions:

Nginx version 1.18

QID Detection Logic (Unauthenticated):

This QID performs an unauthenticated check for vulnerable versions of Nginx by grabbing the version number from the server banner of the HTTP response after sending 

HTTP GET method for status code 2xx-5xx.

Note: This QID does not check for LDAP implementation of NGINX and is therefore kept potential

CVSS Base Score:  9.4 AV:N/AC:L/Au:N/C:C/I:C/A:N

CVSS Temporal Score:  8.9 E:F/RL:U/RC:C

Severity:  4

QID: 730432

Category: CGI

CVE ID: -

Vendor Reference: NGINX Security Advisory

Bugtraq ID: -

Last Update: 2022-09-27 06:09:28.0

VULNERABILITY DETAILS

https://securityonline.info/nginx-zero-day-rce-vulnerability-alert/
https://www.nginx.com/blog/addressing-security-weaknesses-nginx-ldap-reference-implementation/
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PCI Severity Level:

PCI COMPLIANCE STATUS

Nginx Remote Code Execution (RCE) Vulnerability (Zero Day) port 443 / tcp

RESULT:

Vulnerable version of Nginx detected on port: 443 .

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:53:03 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.foxbridge.ca/

<GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

Patch is not available, for more information about this vulnerability please refer to Nginx RCE Vulnerability

IMPACT:

Successful exploitation of the vulnerability may allow arbitrary remote code execution.

THREAT:

nginx [engine x] is an HTTP and reverse proxy server, a mail proxy server, and a generic TCP/UDP proxy server.

An nginx Zero-Day RCE issue was identified in the nginx LDAP-auth daemon implementation.

Affected Versions:

Nginx version 1.18

QID Detection Logic (Unauthenticated):

This QID performs an unauthenticated check for vulnerable versions of Nginx by grabbing the version number from the server banner of the HTTP response after sending 

HTTP GET method for status code 2xx-5xx.

Note: This QID does not check for LDAP implementation of NGINX and is therefore kept potential

CVSS Base Score:  9.4 AV:N/AC:L/Au:N/C:C/I:C/A:N

CVSS Temporal Score:  8.9 E:F/RL:U/RC:C

Severity:  4

QID: 730432

Category: CGI

CVE ID: -

Vendor Reference: NGINX Security Advisory

Bugtraq ID: -

Last Update: 2022-09-27 06:09:28.0

VULNERABILITY DETAILS

The vulnerability is not included in the NVD.

https://securityonline.info/nginx-zero-day-rce-vulnerability-alert/
https://www.nginx.com/blog/addressing-security-weaknesses-nginx-ldap-reference-implementation/
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CVSS Base Score:  9.4 AV:N/AC:L/Au:N/C:C/I:C/A:N

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Nginx Remote Code Execution (RCE) Vulnerability (Zero Day) port 80 / tcp

RESULT:

Vulnerable version of Nginx detected on port: 443 .

<GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

SOLUTION:

Patch is not available, for more information about this vulnerability please refer to Nginx RCE Vulnerability

IMPACT:

Successful exploitation of the vulnerability may allow arbitrary remote code execution.

THREAT:

nginx [engine x] is an HTTP and reverse proxy server, a mail proxy server, and a generic TCP/UDP proxy server.

An nginx Zero-Day RCE issue was identified in the nginx LDAP-auth daemon implementation.

Affected Versions:

Nginx version 1.18

QID Detection Logic (Unauthenticated):

This QID performs an unauthenticated check for vulnerable versions of Nginx by grabbing the version number from the server banner of the HTTP response after sending 

HTTP GET method for status code 2xx-5xx.

Note: This QID does not check for LDAP implementation of NGINX and is therefore kept potential

CVSS Base Score:  9.4 AV:N/AC:L/Au:N/C:C/I:C/A:N

CVSS Temporal Score:  8.9 E:F/RL:U/RC:C

Severity:  4

QID: 730432

Category: CGI

CVE ID: -

Vendor Reference: NGINX Security Advisory

Bugtraq ID: -

Last Update: 2022-09-27 06:09:28.0

VULNERABILITY DETAILS

The vulnerability is not included in the NVD.

https://securityonline.info/nginx-zero-day-rce-vulnerability-alert/
https://www.nginx.com/blog/addressing-security-weaknesses-nginx-ldap-reference-implementation/
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CVSS Base Score:  9.4 AV:N/AC:L/Au:N/C:C/I:C/A:N

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Nginx Remote Code Execution (RCE) Vulnerability (Zero Day) port 8080 / tcp

RESULT:

Vulnerable version of Nginx detected on port: 80 .

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:12:49 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.destinaholidays.com/

<GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

SOLUTION:

Patch is not available, for more information about this vulnerability please refer to Nginx RCE Vulnerability

IMPACT:

Successful exploitation of the vulnerability may allow arbitrary remote code execution.

THREAT:

nginx [engine x] is an HTTP and reverse proxy server, a mail proxy server, and a generic TCP/UDP proxy server.

An nginx Zero-Day RCE issue was identified in the nginx LDAP-auth daemon implementation.

Affected Versions:

Nginx version 1.18

QID Detection Logic (Unauthenticated):

This QID performs an unauthenticated check for vulnerable versions of Nginx by grabbing the version number from the server banner of the HTTP response after sending 

HTTP GET method for status code 2xx-5xx.

Note: This QID does not check for LDAP implementation of NGINX and is therefore kept potential

CVSS Temporal Score:  8.9 E:F/RL:U/RC:C

Severity:  4

QID: 730432

Category: CGI

CVE ID: -

Vendor Reference: NGINX Security Advisory

Bugtraq ID: -

Last Update: 2022-09-27 06:09:28.0

https://securityonline.info/nginx-zero-day-rce-vulnerability-alert/
https://www.nginx.com/blog/addressing-security-weaknesses-nginx-ldap-reference-implementation/
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RESULT:

Vulnerable version of Nginx detected on port: 8080 .

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 18:22:50 GMT

Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 21 Apr 2020 14:09:01 GMT

Connection: keep-alive

ETag: "5e9efe7d-264"

Accept-Ranges: bytes

<GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com:8080

Connection: Keep-AliveVulnerable version of Nginx detected on port 8080 -

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 16:33:38 GMT

Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 21 Apr 2020 14:09:01 GMT

Connection: close

ETag: "5e9efe7d-264"

Accept-Ranges: bytes

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

SOLUTION:

Patch is not available, for more information about this vulnerability please refer to Nginx RCE Vulnerability

IMPACT:

Successful exploitation of the vulnerability may allow arbitrary remote code execution.

THREAT:

nginx [engine x] is an HTTP and reverse proxy server, a mail proxy server, and a generic TCP/UDP proxy server.

An nginx Zero-Day RCE issue was identified in the nginx LDAP-auth daemon implementation.

Affected Versions:

Nginx version 1.18

QID Detection Logic (Unauthenticated):

This QID performs an unauthenticated check for vulnerable versions of Nginx by grabbing the version number from the server banner of the HTTP response after sending 

HTTP GET method for status code 2xx-5xx.

Note: This QID does not check for LDAP implementation of NGINX and is therefore kept potential

CVSS Temporal Score:  8.9 E:F/RL:U/RC:C

Severity:  4

QID: 730432

Category: CGI

CVE ID: -

Vendor Reference: NGINX Security Advisory

Bugtraq ID: -

Last Update: 2022-09-27 06:09:28.0

https://securityonline.info/nginx-zero-day-rce-vulnerability-alert/
https://www.nginx.com/blog/addressing-security-weaknesses-nginx-ldap-reference-implementation/
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THREAT:

OpenSSH is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

In OpenSSH, when common types of DRAM are used, might allow row hammer attacks (for authentication bypass) because the integer value of authenticated in 

mm_answer_authpassword does not resist flips of a single bit.

Affected Versions:

OpenSSH up to version 9.6

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  0.0 AV:L/AC:L/Au:N/C:N/I:N/A:N

CVSS Temporal Score:  0.0 E:U/RL:U/RC:C

Severity:  4

QID: 38919

Category: General remote services

CVE ID: CVE-2023-51767

Vendor Reference: OpenSSH 9.6

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Authentication Bypass Vulnerability

body {

width: 35em;

margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif;

}

</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to

<a href="http://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>

</html>

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-51767
https://www.openssh.com/txt/release-9.6
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RESULT:

Vulnerable version of Nginx detected on port: 80 .

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 16:41:46 GMT

Content-Type: text/html

Content-Length: 178

SOLUTION:

Patch is not available, for more information about this vulnerability please refer to Nginx RCE Vulnerability

IMPACT:

Successful exploitation of the vulnerability may allow arbitrary remote code execution.

THREAT:

nginx [engine x] is an HTTP and reverse proxy server, a mail proxy server, and a generic TCP/UDP proxy server.

An nginx Zero-Day RCE issue was identified in the nginx LDAP-auth daemon implementation.

Affected Versions:

Nginx version 1.18

QID Detection Logic (Unauthenticated):

This QID performs an unauthenticated check for vulnerable versions of Nginx by grabbing the version number from the server banner of the HTTP response after sending 

HTTP GET method for status code 2xx-5xx.

Note: This QID does not check for LDAP implementation of NGINX and is therefore kept potential

CVSS Base Score:  9.4 AV:N/AC:L/Au:N/C:C/I:C/A:N

CVSS Temporal Score:  8.9 E:F/RL:U/RC:C

Severity:  4

QID: 730432

Category: CGI

CVE ID: -

Vendor Reference: NGINX Security Advisory

Bugtraq ID: -

Last Update: 2022-09-27 06:09:28.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Nginx Remote Code Execution (RCE) Vulnerability (Zero Day) port 80 / tcp

RESULT:

Vulnerable SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10 detected on port 22 over TCP.

SOLUTION:

There are no vendor supplied patches available at this time.

IMPACT:

Successful exploitation allows OS command injection and row hammer attacks for authentication bypass.

https://securityonline.info/nginx-zero-day-rce-vulnerability-alert/
https://www.nginx.com/blog/addressing-security-weaknesses-nginx-ldap-reference-implementation/
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THREAT:

nginx [engine x] is an HTTP and reverse proxy server, a mail proxy server, and a generic TCP/UDP proxy server.

A security issue in nginx resolver was identified, which might allow an attacker to cause 1-byte memory overwrite by using a specially crafted DNS response

Affected Versions:

NGINX version from 0.6.18 to 1.20.0

QID Detection Logic (Unauthenticated):

The unauthenticated check tries to fetch the version from the version exposed in the Server: tag of a HTTP response.

CVSS Base Score:  6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.3 E:POC/RL:OF/RC:C

Severity:  3

QID: 730096

Category: CGI

CVE ID: CVE-2021-23017

Vendor Reference: Nginx

Bugtraq ID: -

Last Update: 2025-01-31 12:00:02.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Nginx Arbitrary Code Execution Vulnerability port 443 / tcp over ssl

Connection: keep-alive

Location: https://26-85-220-67.clients.gthost.com/

<GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com

Connection: Keep-AliveVulnerable version of Nginx detected on port 80 -

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 16:33:38 GMT

Content-Type: text/html

Content-Length: 178

Connection: close

Location: https:///

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-23017
https://nginx.org/en/security_advisories.html
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THREAT:

nginx [engine x] is an HTTP and reverse proxy server, a mail proxy server, and a generic TCP/UDP proxy server.

A security issue in nginx resolver was identified, which might allow an attacker to cause 1-byte memory overwrite by using a specially crafted DNS response

Affected Versions:

NGINX version from 0.6.18 to 1.20.0

CVSS Base Score:  6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.3 E:POC/RL:OF/RC:C

Severity:  3

QID: 730096

Category: CGI

CVE ID: CVE-2021-23017

Vendor Reference: Nginx

Bugtraq ID: -

Last Update: 2025-01-31 12:00:02.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Nginx Arbitrary Code Execution Vulnerability port 80 / tcp

RESULT:

Vulnerable nginx version detected on port 443 -

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 16:33:38 GMT

Content-Type: text/html

Content-Length: 178

Connection: close

Location: https://www.foxbridge.ca/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

SOLUTION:

Customers are advised to install  to remediate this vulnerability.nginx 1.21.0, 1.20.1

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Nginx

IMPACT:

Successful exploitation may lead to arbitrary code execution.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-23017
https://nginx.org/en/security_advisories.html
https://nginx.org/en/download.html
https://nginx.org/en/security_advisories.html
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THREAT:

nginx [engine x] is an HTTP and reverse proxy server, a mail proxy server, and a generic TCP/UDP proxy server.

A security issue in nginx resolver was identified, which might allow an attacker to cause 1-byte memory overwrite by using a specially crafted DNS response

CVSS Base Score:  6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.3 E:POC/RL:OF/RC:C

Severity:  3

QID: 730096

Category: CGI

CVE ID: CVE-2021-23017

Vendor Reference: Nginx

Bugtraq ID: -

Last Update: 2025-01-31 12:00:02.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Nginx Arbitrary Code Execution Vulnerability port 8080 / tcp

RESULT:

Vulnerable nginx version detected on port 80 -

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 16:33:38 GMT

Content-Type: text/html

Content-Length: 178

Connection: close

Location: https:///

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

SOLUTION:

Customers are advised to install  to remediate this vulnerability.nginx 1.21.0, 1.20.1

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Nginx

IMPACT:

Successful exploitation may lead to arbitrary code execution.

QID Detection Logic (Unauthenticated):

The unauthenticated check tries to fetch the version from the version exposed in the Server: tag of a HTTP response.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-23017
https://nginx.org/en/security_advisories.html
https://nginx.org/en/download.html
https://nginx.org/en/security_advisories.html
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PCI COMPLIANCE STATUS

Nginx Multiple HTTP/3 QUIC vulnerabilities (CVE-2024-24989, CVE-2024-24990) port 80 / tcp

RESULT:

Vulnerable nginx version detected on port 8080 -

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 16:33:38 GMT

Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 21 Apr 2020 14:09:01 GMT

Connection: close

ETag: "5e9efe7d-264"

Accept-Ranges: bytes

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

body {

width: 35em;

margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif;

}

</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to

<a href="http://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>

</html>

SOLUTION:

Customers are advised to install  to remediate this vulnerability.nginx 1.21.0, 1.20.1

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Nginx

IMPACT:

Successful exploitation may lead to arbitrary code execution.

Affected Versions:

NGINX version from 0.6.18 to 1.20.0

QID Detection Logic (Unauthenticated):

The unauthenticated check tries to fetch the version from the version exposed in the Server: tag of a HTTP response.

https://nginx.org/en/download.html
https://nginx.org/en/security_advisories.html
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RESULT:

url: https://67.220.85.26/

comment: Nginx Multiple HTTP/3 QUIC vulnerabilities (CVE-2024-24989, CVE-2024-24990) detected at PORT : 443

matched: HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 16:33:56 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.foxbridge.ca/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

SOLUTION:

Customers are advised toupgrade your NGINX software to the latest version to remediate this vulnerability. For more information related to this vulnerability please refer 

to .Nginx Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Nginx

IMPACT:

This vulnerability allows a remote unauthenticated attacker to cause a denial-of-service (DoS) on the NGINX system.

THREAT:

Nginx is a web server that can also be used as a reverse proxy, load balancer, mail proxy and HTTP cache.

When NGINX Plus or NGINX OSS are configured to use the HTTP/3 QUIC module ( ), undisclosed requests can cause NGINX worker processes to ngx_http_v3_module

terminate.

Affected Versions:

NGINX Open source mainline version 1.25.3 or earlier

NGINX Open source subscription packages R5 or R6

NGINX Plus R30 or R31

QID Detection Logic:

This QID checks for the nginx web server by sending a GET request and checking the response header.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  5.8 E:U/RL:OF/RC:C

Severity:  4

QID: 150808

Category: Web Application

CVE ID: , CVE-2024-24989 CVE-2024-24990

Vendor Reference: Nginx

Bugtraq ID: -

Last Update: 2025-01-25 04:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
https://nginx.org/en/docs/http/ngx_http_v3_module.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24989
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24990
https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
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RESULT:

url: https://www.destinaholidays.com/

comment: Nginx Multiple HTTP/3 QUIC vulnerabilities (CVE-2024-24989, CVE-2024-24990) detected at PORT : 443

matched: HTTP/1.1 502 Bad Gateway

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 19:35:04 GMT

Content-Type: text/html

SOLUTION:

Customers are advised toupgrade your NGINX software to the latest version to remediate this vulnerability. For more information related to this vulnerability please refer 

to .Nginx Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Nginx

IMPACT:

This vulnerability allows a remote unauthenticated attacker to cause a denial-of-service (DoS) on the NGINX system.

THREAT:

Nginx is a web server that can also be used as a reverse proxy, load balancer, mail proxy and HTTP cache.

When NGINX Plus or NGINX OSS are configured to use the HTTP/3 QUIC module ( ), undisclosed requests can cause NGINX worker processes to ngx_http_v3_module

terminate.

Affected Versions:

NGINX Open source mainline version 1.25.3 or earlier

NGINX Open source subscription packages R5 or R6

NGINX Plus R30 or R31

QID Detection Logic:

This QID checks for the nginx web server by sending a GET request and checking the response header.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  5.8 E:U/RL:OF/RC:C

Severity:  4

QID: 150808

Category: Web Application

CVE ID: , CVE-2024-24989 CVE-2024-24990

Vendor Reference: Nginx

Bugtraq ID: -

Last Update: 2025-01-25 04:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Nginx Multiple HTTP/3 QUIC vulnerabilities (CVE-2024-24989, CVE-2024-24990) port 80 / tcp

</body>

</html>

https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
https://nginx.org/en/docs/http/ngx_http_v3_module.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24989
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24990
https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
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SOLUTION:

Customers are advised toupgrade your NGINX software to the latest version to remediate this vulnerability. For more information related to this vulnerability please refer 

to .Nginx Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Nginx

IMPACT:

This vulnerability allows a remote unauthenticated attacker to cause a denial-of-service (DoS) on the NGINX system.

THREAT:

Nginx is a web server that can also be used as a reverse proxy, load balancer, mail proxy and HTTP cache.

When NGINX Plus or NGINX OSS are configured to use the HTTP/3 QUIC module ( ), undisclosed requests can cause NGINX worker processes to ngx_http_v3_module

terminate.

Affected Versions:

NGINX Open source mainline version 1.25.3 or earlier

NGINX Open source subscription packages R5 or R6

NGINX Plus R30 or R31

QID Detection Logic:

This QID checks for the nginx web server by sending a GET request and checking the response header.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  5.8 E:U/RL:OF/RC:C

Severity:  4

QID: 150808

Category: Web Application

CVE ID: , CVE-2024-24989 CVE-2024-24990

Vendor Reference: Nginx

Bugtraq ID: -

Last Update: 2025-01-25 04:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Nginx Multiple HTTP/3 QUIC vulnerabilities (CVE-2024-24989, CVE-2024-24990) port 443 / tcp

Content-Length: 166

Connection: keep-alive

<html>

<head><title>502 Bad Gateway</title></head>

<body>

<center><h1>502 Bad Gateway</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
https://nginx.org/en/docs/http/ngx_http_v3_module.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24989
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24990
https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
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THREAT:

Nginx is a web server that can also be used as a reverse proxy, load balancer, mail proxy and HTTP cache.

When NGINX Plus or NGINX OSS are configured to use the HTTP/3 QUIC module ( ), undisclosed requests can cause NGINX worker processes to ngx_http_v3_module

terminate.

Affected Versions:

NGINX Open source mainline version 1.25.3 or earlier

NGINX Open source subscription packages R5 or R6

NGINX Plus R30 or R31

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  5.8 E:U/RL:OF/RC:C

Severity:  4

QID: 150808

Category: Web Application

CVE ID: , CVE-2024-24989 CVE-2024-24990

Vendor Reference: Nginx

Bugtraq ID: -

Last Update: 2025-01-25 04:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Nginx Multiple HTTP/3 QUIC vulnerabilities (CVE-2024-24989, CVE-2024-24990) port 8080 / tcp

RESULT:

url: https://67.220.85.26/

comment: Nginx Multiple HTTP/3 QUIC vulnerabilities (CVE-2024-24989, CVE-2024-24990) detected at PORT : 443

matched: HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Thu, 13 Feb 2025 00:07:44 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.foxbridge.ca/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

https://nginx.org/en/docs/http/ngx_http_v3_module.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24989
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24990
https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
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CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Nginx Multiple HTTP/3 QUIC vulnerabilities (CVE-2024-24989, CVE-2024-24990) port 443 / tcp

RESULT:

url: http://67.220.85.26:8080/

comment: Nginx Multiple HTTP/3 QUIC vulnerabilities (CVE-2024-24989, CVE-2024-24990) detected at PORT : 8080

matched: HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Thu, 13 Feb 2025 00:07:57 GMT

Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 21 Apr 2020 14:09:01 GMT

Connection: keep-alive

ETag: "5e9efe7d-264"

Accept-Ranges: bytes

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

body {

width: 35em;

margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif;

}

</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you se

SOLUTION:

Customers are advised toupgrade your NGINX software to the latest version to remediate this vulnerability. For more information related to this vulnerability please refer 

to .Nginx Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Nginx

IMPACT:

This vulnerability allows a remote unauthenticated attacker to cause a denial-of-service (DoS) on the NGINX system.

QID Detection Logic:

This QID checks for the nginx web server by sending a GET request and checking the response header.

https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
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Content-Security-Policy HTTP Security Header Not Detected port 443 / tcp

Information Gathered (92)

RESULT:

url: https://www.destinaholidays.com/crossdomain.xml

comment: Nginx Multiple HTTP/3 QUIC vulnerabilities (CVE-2024-24989, CVE-2024-24990) detected at PORT : 443

matched: HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 22:59:45 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 58432

Connection: keep-alive

X-Powered-By: Express

ETag: W/"e440-fADD3kmgyDOouxfY1A8XyxHdxEE"

Access-Control-Allow-Origin: *

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Home</title>

<base href="/">

<meta name="viewport" content="width=device-width, initial-scale=1,minimum-scale=1">

<meta name="robots" content="index,

SOLUTION:

Customers are advised toupgrade your NGINX software to the latest version to remediate this vulnerability. For more information related to this vulnerability please refer 

to .Nginx Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Nginx

IMPACT:

This vulnerability allows a remote unauthenticated attacker to cause a denial-of-service (DoS) on the NGINX system.

THREAT:

Nginx is a web server that can also be used as a reverse proxy, load balancer, mail proxy and HTTP cache.

When NGINX Plus or NGINX OSS are configured to use the HTTP/3 QUIC module ( ), undisclosed requests can cause NGINX worker processes to ngx_http_v3_module

terminate.

Affected Versions:

NGINX Open source mainline version 1.25.3 or earlier

NGINX Open source subscription packages R5 or R6

NGINX Plus R30 or R31

QID Detection Logic:

This QID checks for the nginx web server by sending a GET request and checking the response header.

CVSS Temporal Score:  5.8 E:U/RL:OF/RC:C

Severity:  4

QID: 150808

Category: Web Application

CVE ID: , CVE-2024-24989 CVE-2024-24990

Vendor Reference: Nginx

Bugtraq ID: -

Last Update: 2025-01-25 04:00:01.0

https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
https://nginx.org/en/docs/http/ngx_http_v3_module.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24989
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24990
https://www.nginx.com/blog/updating-nginx-for-the-vulnerabilities-in-the-http-3-module/
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Severity:  3

QID: 42017

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-05-20 12:30:20.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Remote Access or Management Service Detected

RESULT:

Content-Security-Policy HTTP Header missing on port 443.

GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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Server Returns HTTP 5XX Error Code During Scanning port 443 / tcp

RESULT:

Content-Security-Policy HTTP Header missing on port 8080.

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com:8080

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 8080 / tcp

RESULT:

Service name: SSH on TCP port 22.

SOLUTION:

Expose the remote access or remote management services only to the system administrators or intended users of the system.

IMPACT:

Consequences vary by the type of attack.

THREAT:

A remote access or remote management service was detected. If such a service is accessible to malicious users it can be used to carry different type of attacks. Malicious 

users could try to brute force credentials or collect additional information on the service which could enable them in crafting further attacks.

The Results section includes information on the remote access service that was found on the target.

Services like Telnet, Rlogin, SSH, windows remote desktop, pcAnywhere, Citrix Management Console, Remote Admin (RAdmin), VNC, OPENVPN and ISAKMP are 

checked.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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RESULT:

https://www.destinaholidays.com/tours/Egypt

https://www.destinaholidays.com/tours/attractions/view/12304

https://www.destinaholidays.com/tours/attractions/view/7174

https://www.destinaholidays.com/tours/Greece/Macedonia/18123P2

https://www.destinaholidays.com/tours/Vietnam

https://www.destinaholidays.com/tours/attractions/view/9750

https://www.destinaholidays.com/tours/Netherlands/Amsterdam/75227P1

https://www.destinaholidays.com/tours/Iceland/Reykjavik/116425P1

https://www.destinaholidays.com/tours/Vietnam/Dong-Hoi/202799P2

https://www.destinaholidays.com/tours/USA/Boston/3037DUCK

https://www.destinaholidays.com/tours/Mexico/Cancun/110186P2

https://www.destinaholidays.com/tours/United%20Arab%20Emirates/Dubai/91421P4

https://www.destinaholidays.com/tours/USA/Las-Vegas/3951WESTDLX

https://www.destinaholidays.com/tours/Italy/Rome/3058VATICAN

https://www.destinaholidays.com/tours/Vietnam/Ho-Chi-Minh-City/20086P1

https://www.destinaholidays.com/tours/England/London/3858EE021

https://www.destinaholidays.com/tours/Ireland/Dublin/5300MOHER

https://www.destinaholidays.com/tours/Japan/Tokyo-Prefecture/235563P4

https://www.destinaholidays.com/tours/Italy

https://www.destinaholidays.com/tours/Greece

SOLUTION:

Review each link to determine why the server encountered an error when responding to the link. Review and investigate the results of QID 150528 which lists 4xx errors 

and QID 150019 which lists unexpected response codes.

IMPACT:

The presence of a HTTP 5xx error during the crawl phase indicates that some problem exists on the website that will be encountered during normal usage of the Web 

application. Note WAS depends on responses to detect many vulnerabilities. If expected response is not received then vulnerabilities present on such links or end points 

may not be detected.

THREAT:

During the WAS scan, links or end points with HTTP 5xx response code were observed and these are listed in the Results section. The HTTP 5xx message indicates a 

server error. The list of supported 5xx response code are as below:

500 - Internal Server Error

501 - Not Implemented

502 - Bad Gateway

503 - Service Unavailable

504 - Gateway Timeout

505 - HTTP Version Not Supported

Severity:  3

QID: 150042

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-06-20 06:49:17.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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Severity:  3

QID: 150042

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-06-20 06:49:17.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Server Returns HTTP 5XX Error Code During Scanning port 80 / tcp

https://www.destinaholidays.com/tours/Japan/Tokyo-Prefecture/88165P2

https://www.destinaholidays.com/tours/Greece/Athens/3140_27

https://www.destinaholidays.com/tours/South-Africa/KwaZulu-Natal/132971P1

https://www.destinaholidays.com/tours/South-Africa/Mpumalanga/85143P1

https://www.destinaholidays.com/tours/South-Africa/Port-Elizabeth/28715P1

https://www.destinaholidays.com/tours/Vietnam/Central-Vietnam/222912P9

https://www.destinaholidays.com/tours/Greece/Athens/2876P72

https://www.destinaholidays.com/tours/Japan

https://www.destinaholidays.com/tours/attractions/view/9865

https://www.destinaholidays.com/tours/Italy/Rome/3731COLOSSEUM

https://www.destinaholidays.com/tours/England/London/6506LONHOHO

https://www.destinaholidays.com/tours/attractions/view/9845

https://www.destinaholidays.com/tours/Italy/Florence/5070TUSCANY

https://www.destinaholidays.com/tours/Italy/Rome/3731VATICAN

https://www.destinaholidays.com/tours/Thailand

https://www.destinaholidays.com/tours/United%20Arab%20Emirates/Dubai/91421P12

https://www.destinaholidays.com/tours/South-Africa

https://www.destinaholidays.com/tours/Netherlands/Amsterdam/75227P6

https://www.destinaholidays.com/tours/Greece/Athens/248334P2

https://www.destinaholidays.com/tours/South-Africa/Port-Elizabeth/112139P1

https://www.destinaholidays.com/tours/Japan/Ibaraki-Prefecture/21490P115

https://www.destinaholidays.com/tours/Vietnam/Central-Vietnam/24244P352

https://www.destinaholidays.com/tours/Vietnam/Cat-Ba/55929P314

https://www.destinaholidays.com/tours/Japan/Shizuoka-Prefecture/367610P1

https://www.destinaholidays.com/tours/attractions/view/11617

https://www.destinaholidays.com/tours/Greece/Epirus/119426P1

https://www.destinaholidays.com/tours/Australia

https://www.destinaholidays.com/tours/Greece/Crete/169769P1

https://www.destinaholidays.com/tours/Greece/Macedonia/18123P9

https://www.destinaholidays.com/tours/Greece/Athens/7679P1

https://www.destinaholidays.com/tours/attractions/view/22982

https://www.destinaholidays.com/tours/attractions/view/8
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RESULT:

https://www.destinaholidays.com/tours/England/London/3858EE021

https://www.destinaholidays.com/tours/Netherlands/Amsterdam/75227P1

https://www.destinaholidays.com/tours/Egypt

https://www.destinaholidays.com/tours/attractions/view/12304

https://www.destinaholidays.com/tours/Vietnam/Central-Vietnam/24244P352

https://www.destinaholidays.com/tours/attractions/view/7174

https://www.destinaholidays.com/tours/Italy/Rome/3058VATICAN

https://www.destinaholidays.com/tours/Greece/Athens/7679P1

https://www.destinaholidays.com/tours/Vietnam

https://www.destinaholidays.com/tours/attractions/view/9750

https://www.destinaholidays.com/tours/Ireland/Dublin/5300MOHER

https://www.destinaholidays.com/tours/Japan/Tokyo-Prefecture/88165P2

https://www.destinaholidays.com/tours/Netherlands/Amsterdam/75227P6

https://www.destinaholidays.com/tours/United%20Arab%20Emirates/Dubai/91421P12

https://www.destinaholidays.com/tours/Greece/Crete/169769P1

https://www.destinaholidays.com/tours/Greece

https://www.destinaholidays.com/tours/Italy

https://www.destinaholidays.com/tours/Greece/Macedonia/18123P2

https://www.destinaholidays.com/tours/Japan/Tokyo-Prefecture/235563P4

https://www.destinaholidays.com/tours/Japan/Ibaraki-Prefecture/21490P115

https://www.destinaholidays.com/tours/Japan/Shizuoka-Prefecture/367610P1

https://www.destinaholidays.com/tours/South-Africa/Port-Elizabeth/28715P1

https://www.destinaholidays.com/tours/Mexico/Cancun/110186P2

https://www.destinaholidays.com/tours/Japan

https://www.destinaholidays.com/tours/attractions/view/9865

https://www.destinaholidays.com/tours/Italy/Florence/5070TUSCANY

https://www.destinaholidays.com/tours/South-Africa/Mpumalanga/85143P1

https://www.destinaholidays.com/tours/England/London/6506LONHOHO

https://www.destinaholidays.com/tours/attractions/view/9845

https://www.destinaholidays.com/tours/United%20Arab%20Emirates/Dubai/91421P4

https://www.destinaholidays.com/tours/USA/Boston/3037DUCK

https://www.destinaholidays.com/tours/Thailand

https://www.destinaholidays.com/tours/USA/Las-Vegas/3951WESTDLX

https://www.destinaholidays.com/tours/South-Africa

https://www.destinaholidays.com/tours/Vietnam/Ho-Chi-Minh-City/20086P1

https://www.destinaholidays.com/tours/Greece/Macedonia/18123P9

https://www.destinaholidays.com/tours/Greece/Epirus/119426P1

SOLUTION:

Review each link to determine why the server encountered an error when responding to the link. Review and investigate the results of QID 150528 which lists 4xx errors 

and QID 150019 which lists unexpected response codes.

IMPACT:

The presence of a HTTP 5xx error during the crawl phase indicates that some problem exists on the website that will be encountered during normal usage of the Web 

application. Note WAS depends on responses to detect many vulnerabilities. If expected response is not received then vulnerabilities present on such links or end points 

may not be detected.

THREAT:

During the WAS scan, links or end points with HTTP 5xx response code were observed and these are listed in the Results section. The HTTP 5xx message indicates a 

server error. The list of supported 5xx response code are as below:

500 - Internal Server Error

501 - Not Implemented

502 - Bad Gateway

503 - Service Unavailable

504 - Gateway Timeout

505 - HTTP Version Not Supported
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PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 80 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 443 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 443 / tcp

https://www.destinaholidays.com/tours/South-Africa/KwaZulu-Natal/132971P1

https://www.destinaholidays.com/tours/South-Africa/Port-Elizabeth/112139P1

https://www.destinaholidays.com/tours/Greece/Athens/2876P72

https://www.destinaholidays.com/tours/attractions/view/11617

https://www.destinaholidays.com/tours/Greece/Athens/3140_27

https://www.destinaholidays.com/tours/Iceland/Reykjavik/116425P1

https://www.destinaholidays.com/tours/Greece/Athens/248334P2

https://www.destinaholidays.com/tours/Vietnam/Dong-Hoi/202799P2

https://www.destinaholidays.com/tours/attractions/view/22982

https://www.destinaholidays.com/tours/Vietnam/Central-Vietnam/222912P9

https://www.destinaholidays.com/tours/Vietnam/Cat-Ba/55929P314

https://www.destinaholidays.com/tours/attractions/view/8

https://www.destinaholidays.com/tours/Italy/Rome/3731COLOSSEUM

https://www.destinaholidays.com/tours/Italy/Rome/3731VATICAN

https://www.destinaholidays.com/tours/Australia
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IMPACT:

N/A

THREAT:

The TCP/IP stack on the host supports the TCP TimeStamp (kind 8) option. Typically the timestamp used is the host's uptime (since last reboot) in various units (e.g., one 

hundredth of second, one tenth of a second, etc.). Based on this, we can obtain the host's uptime. The result is given in the Result section below.

Some operating systems (e.g., MacOS, OpenBSD) use a non-zero, probably random, initial value for the timestamp. For these operating systems, the uptime obtained 

does not reflect the actual uptime of the host; the former is always larger than the latter.

Severity:  2

QID: 82063

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2007-05-29 18:56:36.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Uptime Based on TCP TimeStamp Option

RESULT:

Remote Web Server supports HTTP version 1.x on 80 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS



PCI Scan Vulnerability Report

Page 494Sysnet Scanning Management System February 13, 2025

Severity:  2

QID: 45017

Category: Information gathering

CVE ID: -

Vendor Reference: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Operating System Detected

RESULT:

Remote Web Server supports HTTP version 1.x on 443 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 443 / tcp

RESULT:

Based on TCP timestamps obtained via port 22, the host&apos;s uptime is 25 days, 18 hours, and 21 minutes.

The TCP timestamps from the host are in units of 1 milliseconds.

SOLUTION:

N/A
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Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 80 / tcp

RESULT:

Operating System Technique ID

Ubuntu/Linux TCP/IP Fingerprint U7254:

22

SOLUTION:

Not applicable.

IMPACT:

Not applicable.

THREAT:

Several different techniques can be used to identify the operating system (OS) running on a host. A short description of these techniques is provided below. The specific 

technique used to identify the OS on this host is included in the RESULTS section of your report.

1) : The operating system of a host can be identified from a remote system using TCP/IP fingerprinting. All underlying operating system TCP/IP stacks TCP/IP Fingerprint

have subtle differences that can be seen in their responses to specially-crafted TCP packets. According to the results of this "fingerprinting" technique, the OS version is 

among those listed below.

Note that if one or more of these subtle differences are modified by a firewall or a packet filtering device between the scanner and the host, the fingerprinting technique 

may fail. Consequently, the version of the OS may not be detected correctly. If the host is behind a proxy-type firewall, the version of the operating system detected may 

be that of the firewall instead of the host being scanned.

2) : Short for Network Basic Input Output System, an application programming interface (API) that augments the DOS BIOS by adding special functions for local-NetBIOS

area networks (LANs). Almost all LANs for PCs are based on the NetBIOS. Some LAN manufacturers have even extended it, adding additional network capabilities. 

NetBIOS relies on a message format called Server Message Block (SMB).

3) : PHP is a hypertext pre-processor, an open-source, server-side, HTML-embedded scripting language used to create dynamic Web pages. Under some PHP Info

configurations it is possible to call PHP functions like phpinfo() and obtain operating system information.

4) : The Simple Network Monitoring Protocol is used to monitor hosts, routers, and the networks to which they attach. The SNMP service maintains Management SNMP

Information Base (MIB), a set of variables (database) that can be fetched by Managers. These include "MIB_II.system.sysDescr" for the operating system.

Bugtraq ID: -

Last Update: 2025-02-11 13:32:02.0
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Severity:  1

QID: 48118

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 8080 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 8080 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 8080 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 80 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.
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Severity:  1

QID: 38704

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2023-02-01 23:14:33.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Secure Sockets Layer/Transport Layer Security (SSL/TLS) Key Exchange Methods port 443 / tcp over ssl

RESULT:

HTTP header and method information collected on port 8080.

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com:8080

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 18:22:50 GMT

Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 21 Apr 2020 14:09:01 GMT

Connection: keep-alive

ETag: "5e9efe7d-264"

Accept-Ranges: bytes

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0
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RESULT:

CIPHER NAME GROUP KEY-SIZE FORWARD-SECRET CLASSICAL-STRENGTH QUANTUM-

STRENGTH

TLSv1.2

AES256-SHA256 RSA 2048 no 110 low

AES128-SHA256 RSA 2048 no 110 low

AES256-CCM-8 RSA 2048 no 110 low

AES128-CCM-8 RSA 2048 no 110 low

AES256-CCM RSA 2048 no 110 low

AES128-CCM RSA 2048 no 110 low

ARIA256-GCM-SHA384 RSA 2048 no 110 low

ARIA128-GCM-SHA256 RSA 2048 no 110 low

CAMELLIA256-SHA256 RSA 2048 no 110 low

AES256-GCM-SHA384 RSA 2048 no 110 low

AES128-GCM-SHA256 RSA 2048 no 110 low

CAMELLIA256-SHA RSA 2048 no 110 low

CAMELLIA128-SHA RSA 2048 no 110 low

AES256-SHA RSA 2048 no 110 low

AES128-SHA RSA 2048 no 110 low

CAMELLIA128-SHA256 RSA 2048 no 110 low

ECDHE-RSA-AES256-GCM-SHA384 ECDHE x25519 256 yes 128 low

ECDHE-RSA-AES256-GCM-SHA384 ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-AES256-GCM-SHA384 ECDHE x448 448 yes 224 low

ECDHE-RSA-AES256-GCM-SHA384 ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-AES256-GCM-SHA384 ECDHE secp384r1 384 yes 192 low

ECDHE-RSA-CHACHA20-POLY1305 ECDHE x25519 256 yes 128 low

ECDHE-RSA-CHACHA20-POLY1305 ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-CHACHA20-POLY1305 ECDHE x448 448 yes 224 low

ECDHE-RSA-CHACHA20-POLY1305 ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-CHACHA20-POLY1305 ECDHE secp384r1 384 yes 192 low

ECDHE-RSA-AES128-GCM-SHA256 ECDHE x25519 256 yes 128 low

ECDHE-RSA-AES128-GCM-SHA256 ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-AES128-GCM-SHA256 ECDHE x448 448 yes 224 low

ECDHE-RSA-AES128-GCM-SHA256 ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-AES128-GCM-SHA256 ECDHE secp384r1 384 yes 192 low

ECDHE-RSA-ARIA256-GCM-SHA384 ECDHE x25519 256 yes 128 low

ECDHE-RSA-ARIA256-GCM-SHA384 ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-ARIA256-GCM-SHA384 ECDHE x448 448 yes 224 low

ECDHE-RSA-ARIA256-GCM-SHA384 ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-ARIA256-GCM-SHA384 ECDHE secp384r1 384 yes 192 low

ECDHE-RSA-ARIA128-GCM-SHA256 ECDHE x25519 256 yes 128 low

ECDHE-RSA-ARIA128-GCM-SHA256 ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-ARIA128-GCM-SHA256 ECDHE x448 448 yes 224 low

ECDHE-RSA-ARIA128-GCM-SHA256 ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-ARIA128-GCM-SHA256 ECDHE secp384r1 384 yes 192 low

ECDHE-RSA-AES256-SHA384 ECDHE x25519 256 yes 128 low

ECDHE-RSA-AES256-SHA384 ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-AES256-SHA384 ECDHE x448 448 yes 224 low

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The following is a list of SSL/TLS key exchange methods supported by the server, along with their respective key sizes, strengths and ciphers.
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ECDHE-RSA-AES256-SHA384 ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-AES256-SHA384 ECDHE secp384r1 384 yes 192 low

ECDHE-RSA-CAMELLIA256-SHA384 ECDHE x25519 256 yes 128 low

ECDHE-RSA-CAMELLIA256-SHA384 ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-CAMELLIA256-SHA384 ECDHE x448 448 yes 224 low

ECDHE-RSA-CAMELLIA256-SHA384 ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-CAMELLIA256-SHA384 ECDHE secp384r1 384 yes 192 low

ECDHE-RSA-AES128-SHA256 ECDHE x25519 256 yes 128 low

ECDHE-RSA-AES128-SHA256 ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-AES128-SHA256 ECDHE x448 448 yes 224 low

ECDHE-RSA-AES128-SHA256 ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-AES128-SHA256 ECDHE secp384r1 384 yes 192 low

ECDHE-RSA-CAMELLIA128-SHA256 ECDHE x25519 256 yes 128 low

ECDHE-RSA-CAMELLIA128-SHA256 ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-CAMELLIA128-SHA256 ECDHE x448 448 yes 224 low

ECDHE-RSA-CAMELLIA128-SHA256 ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-CAMELLIA128-SHA256 ECDHE secp384r1 384 yes 192 low

ECDHE-RSA-AES256-SHA ECDHE x25519 256 yes 128 low

ECDHE-RSA-AES256-SHA ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-AES256-SHA ECDHE x448 448 yes 224 low

ECDHE-RSA-AES256-SHA ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-AES256-SHA ECDHE secp384r1 384 yes 192 low

ECDHE-RSA-AES128-SHA ECDHE x25519 256 yes 128 low

ECDHE-RSA-AES128-SHA ECDHE secp256r1 256 yes 128 low

ECDHE-RSA-AES128-SHA ECDHE x448 448 yes 224 low

ECDHE-RSA-AES128-SHA ECDHE secp521r1 521 yes 260 low

ECDHE-RSA-AES128-SHA ECDHE secp384r1 384 yes 192 low

TLSv1.3

TLS13-AES-128-GCM-SHA256 DHE ffdhe2048 2048 yes 110 low

TLS13-AES-128-GCM-SHA256 DHE ffdhe3072 3072 yes 132 low

TLS13-AES-128-GCM-SHA256 DHE ffdhe4096 4096 yes 150 low

TLS13-AES-128-GCM-SHA256 DHE ffdhe6144 6144 yes 178 low

TLS13-AES-128-GCM-SHA256 DHE ffdhe8192 8192 yes 202 low

TLS13-AES-256-GCM-SHA384 DHE ffdhe2048 2048 yes 110 low

TLS13-AES-256-GCM-SHA384 DHE ffdhe3072 3072 yes 132 low

TLS13-AES-256-GCM-SHA384 DHE ffdhe4096 4096 yes 150 low

TLS13-AES-256-GCM-SHA384 DHE ffdhe6144 6144 yes 178 low

TLS13-AES-256-GCM-SHA384 DHE ffdhe8192 8192 yes 202 low

TLS13-CHACHA20-POLY1305-SHA256 DHE ffdhe2048 2048 yes 110 low

TLS13-CHACHA20-POLY1305-SHA256 DHE ffdhe3072 3072 yes 132 low

TLS13-CHACHA20-POLY1305-SHA256 DHE ffdhe4096 4096 yes 150 low

TLS13-CHACHA20-POLY1305-SHA256 DHE ffdhe6144 6144 yes 178 low

TLS13-CHACHA20-POLY1305-SHA256 DHE ffdhe8192 8192 yes 202 low

TLS13-AES-128-GCM-SHA256 ECDHE x25519 256 yes 128 low

TLS13-AES-128-GCM-SHA256 ECDHE secp256r1 256 yes 128 low

TLS13-AES-128-GCM-SHA256 ECDHE x448 448 yes 224 low

TLS13-AES-128-GCM-SHA256 ECDHE secp521r1 521 yes 260 low

TLS13-AES-128-GCM-SHA256 ECDHE secp384r1 384 yes 192 low

TLS13-AES-256-GCM-SHA384 ECDHE x25519 256 yes 128 low

TLS13-AES-256-GCM-SHA384 ECDHE secp256r1 256 yes 128 low

TLS13-AES-256-GCM-SHA384 ECDHE x448 448 yes 224 low

TLS13-AES-256-GCM-SHA384 ECDHE secp521r1 521 yes 260 low

TLS13-AES-256-GCM-SHA384 ECDHE secp384r1 384 yes 192 low

TLS13-CHACHA20-POLY1305-SHA256 ECDHE x25519 256 yes 128 low

TLS13-CHACHA20-POLY1305-SHA256 ECDHE secp256r1 256 yes 128 low

TLS13-CHACHA20-POLY1305-SHA256 ECDHE x448 448 yes 224 low



PCI Scan Vulnerability Report

Page 500Sysnet Scanning Management System February 13, 2025

RESULT:

CIPHER KEY-EXCHANGE AUTHENTICATION MAC ENCRYPTION(KEY-STRENGTH) 

GRADE

SSLv2 PROTOCOL IS DISABLED

SSLv3 PROTOCOL IS DISABLED

TLSv1 PROTOCOL IS DISABLED

TLSv1.1 PROTOCOL IS DISABLED

TLSv1.2 PROTOCOL IS ENABLED

TLSv1.2 COMPRESSION METHOD None

AES128-SHA RSA RSA SHA1 AES(128) MEDIUM

AES256-SHA RSA RSA SHA1 AES(256) HIGH

CAMELLIA128-SHA RSA RSA SHA1 Camellia(128) MEDIUM

CAMELLIA256-SHA RSA RSA SHA1 Camellia(256) HIGH

AES128-GCM-SHA256 RSA RSA AEAD AESGCM(128) MEDIUM

AES256-GCM-SHA384 RSA RSA AEAD AESGCM(256) HIGH

CAMELLIA128-SHA256 RSA RSA SHA256 Camellia(128) MEDIUM

CAMELLIA256-SHA256 RSA RSA SHA256 Camellia(256) HIGH

ECDHE-RSA-AES128-SHA ECDH RSA SHA1 AES(128) MEDIUM

ECDHE-RSA-AES256-SHA ECDH RSA SHA1 AES(256) HIGH

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The following is a list of supported SSL ciphers.

Note: If a cipher is included in this list it means that it was possible to establish a SSL connection using that cipher. There are some web servers setups that allow 

connections to be established using a LOW grade cipher, only to provide a web page stating that the URL is accessible only through a non-LOW grade cipher. In this 

case even though LOW grade cipher will be listed here QID 38140 will not be reported.

Severity:  1

QID: 38116

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2016-05-24 21:02:48.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSL Server Information Retrieval port 443 / tcp over ssl

TLS13-CHACHA20-POLY1305-SHA256 ECDHE secp521r1 521 yes 260 low

TLS13-CHACHA20-POLY1305-SHA256 ECDHE secp384r1 384 yes 192 low
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THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 80 / tcp

ECDHE-RSA-AES128-SHA256 ECDH RSA SHA256 AES(128) MEDIUM

ECDHE-RSA-AES256-SHA384 ECDH RSA SHA384 AES(256) HIGH

ECDHE-RSA-AES128-GCM-SHA256 ECDH RSA AEAD AESGCM(128) MEDIUM

ECDHE-RSA-AES256-GCM-SHA384 ECDH RSA AEAD AESGCM(256) HIGH

ARIA128-GCM-SHA256 RSA RSA AEAD ARIAGCM(128) MEDIUM

ARIA256-GCM-SHA384 RSA RSA AEAD ARIAGCM(256) HIGH

ECDHE-RSA-ARIA128-GCM-SHA256 ECDH RSA AEAD ARIAGCM(128) MEDIUM

ECDHE-RSA-ARIA256-GCM-SHA384 ECDH RSA AEAD ARIAGCM(256) HIGH

ECDHE-RSA-CAMELLIA128-SHA256 ECDH RSA SHA256 Camellia(128) MEDIUM

ECDHE-RSA-CAMELLIA256-SHA384 ECDH RSA SHA384 Camellia(256) HIGH

AES128-CCM RSA RSA AEAD AESCCM(128) MEDIUM

AES256-CCM RSA RSA AEAD AESCCM(256) HIGH

AES128-CCM-8 RSA RSA AEAD AESCCM8(128) MEDIUM

AES256-CCM-8 RSA RSA AEAD AESCCM8(256) HIGH

ECDHE-RSA-CHACHA20-POLY1305 ECDH RSA AEAD CHACHA20/POLY1305(256) HIGH

AES128-SHA256 RSA RSA SHA256 AES(128) MEDIUM

AES256-SHA256 RSA RSA SHA256 AES(256) HIGH

TLSv1.3 PROTOCOL IS ENABLED

TLS13-AES-128-GCM-SHA256 N/A N/A AEAD AESGCM(128) MEDIUM

TLS13-AES-256-GCM-SHA384 N/A N/A AEAD AESGCM(256) HIGH

TLS13-CHACHA20-POLY1305-SHA256 N/A N/A AEAD CHACHA20/POLY1305(256) HIGH
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RESULT:

ICMP Reply Type Triggered By Additional Information

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

ICMP (Internet Control and Error Message Protocol) is a protocol encapsulated in IP packets. ICMP's principal purpose is to provide a protocol layer that informs 

gateways of the inter-connectivity and accessibility of other gateways or hosts.

We have sent the following types of packets to trigger the host to send us ICMP replies:

Echo Request (to trigger Echo Reply)

Timestamp Request (to trigger Timestamp Reply)

Address Mask Request (to trigger Address Mask Reply)

UDP Packet (to trigger Port Unreachable Reply)

IP Packet with Protocol >= 250 (to trigger Protocol Unreachable Reply)

Listed in the "Result" section are the ICMP replies that we have received.

Severity:  1

QID: 82040

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-01-16 20:14:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

ICMP Replies Received

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://www.foxbridge.ca/

https://www.foxbridge.ca/.

IP based excluded links:

Links rejected during the test phase not reported due to volume of links.

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.
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Referrer-Policy HTTP Security Header Not Detected port 80 / tcp

RESULT:

IP ID changes observed (network order) for port 22: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Duration: 33 milli seconds

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The values for the identification (ID) field in IP headers in IP packets from the host are analyzed to determine how random they are. The changes between subsequent ID 

values for either the network byte ordering or the host byte ordering, whichever is smaller, are displayed in the RESULT section along with the duration taken to send the 

probes. When incremental values are used, as is the case for TCP/IP implementation in many operating systems, these changes reflect the network load of the host at 

the time this test was conducted.

Please note that for reliability reasons only the network traffic from open TCP ports is analyzed.

Severity:  1

QID: 82046

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-07-27 21:45:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

IP ID Values Randomness

Echo (type=0 code=0) Echo Request Echo Reply

Unreachable (type=3 code=3) UDP Port 22222 Port Unreachable

Unreachable (type=3 code=3) UDP Port 1 Port Unreachable

Unreachable (type=3 code=3) UDP Port 51262 Port Unreachable

Time Stamp (type=14 code=0) Time Stamp Request 16:32:52 

GMT

Unreachable (type=3 code=3) UDP Port 31785 Port Unreachable

Unreachable (type=3 code=3) UDP Port 1434 Port Unreachable

Unreachable (type=3 code=3) UDP Port 5569 Port Unreachable

Unreachable (type=3 code=3) UDP Port 7307 Port Unreachable

Unreachable (type=3 code=3) UDP Port 12346 Port Unreachable

Unreachable (type=3 code=3) UDP Port 5036 Port Unreachable

Unreachable (type=3 code=3) UDP Port 53363 Port Unreachable
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PCI COMPLIANCE STATUS

External Links Discovered port 80 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 80 port.

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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RESULT:

Number of links: 46

https://code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js

https://media.tacdn.com/media/attractions-splice-spp-674x446/06/fb/9b/d2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/17/e7/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/2a/81/88.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/3c/d2/5f.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/68/e7/b2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/aa/5c/71.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/09/3a/8a/80.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0a/b1/6f/5e.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/24/ea/75.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/74/4d/ab.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/93/db/b8.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/d6/cc/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/57/8b/7a.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/10/0b/5e/20.jpg

https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf

https://js.stripe.com/v3/

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/main-es2017.8b35fc56c4db1214a572.js

https://d7jummq9jo4cp.cloudfront.net/main-es5.8b35fc56c4db1214a572.js

https://d7jummq9jo4cp.cloudfront.net/polyfills-es2017.affa3d85873c6ab44c4f.js

https://d7jummq9jo4cp.cloudfront.net/polyfills-es5.559c35a3c29881ede03a.js

https://d7jummq9jo4cp.cloudfront.net/runtime-es2017.2422cb5ce5f46e8a2b64.js

https://d7jummq9jo4cp.cloudfront.net/runtime-es5.2422cb5ce5f46e8a2b64.js

https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css

https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.33919f2e2595feed4b2b.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es5.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS
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RESULT:

Target web application page https://67.220.85.26/ fetched. Status code:301, Content-Type:text/html, load time:171 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 2 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 1 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(9 x 1) + paths:(0 x 1) = total (9)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 1 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 9 requests, 0 seconds. Completed 9 requests of 9 estimated requests (100%). All tests completed.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 443 / tcp

https://www.airnewzealand.com/new-zealand-entry-and-transit-requirements

https://static.zdassets.com/ekr/snippet.js?key=e139db92-8dad-433b-84a7-ffacb619baab

https://www.immigration.govt.nz/new-zealand-visas/apply-for-a-visa/about-visa/nzeta

https://skybooker-static.s3-us-west-2.amazonaws.com/Air_Canada_refunds_policy_24APR2020.pdf

https://skybooker-static.s3-us-west-2.amazonaws.com/LATAM.pdf

https://skybooker-static.s3-us-west-2.amazonaws.com/SKCH_EN_Processed_March_19_2yrs_policy.pdf

https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0

http://www.cookiecentral.com/

http://www.csatravelprotection.com/certpolicy.do?product=G-AIRI01

tel:2142276700

tel:4169079899
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PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 443 / tcp

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 27 requests, 0 seconds. Completed 27 requests of 197 estimated requests (13.7056%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 1 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 121 requests, 1 seconds. Completed 121 requests of 130 estimated requests (93.0769%). XSS optimization 

removed 58 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 1 requests, 0 seconds. Completed 1 requests of 1 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(4 x 1) + paths:(11 x 1) = total (15)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 1 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 14 requests, 0 seconds. Completed 14 requests of 15 estimated requests (93.3333%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 0) + directories:(94 x 1) + paths:(5 x 1) = total (99)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 1 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 98 requests, 1 seconds. Completed 98 requests of 99 estimated requests (98.9899%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 613 requests, 7 seconds. Completed 613 requests of 1597 estimated requests (38.3845%). All tests completed.

Duration of Crawl Time: 5.00 (seconds)

Duration of Test Phase: 10.00 (seconds)

Total Scan Time: 15.00 (seconds)

Total requests made: 925

Average server response time: 0.06 seconds

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Detected Nginx Web Server port 443 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 443 port.

GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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Severity:  1

QID: 48118

Category: Information gathering

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 80 / tcp

RESULT:

Request: https://www.destinaholidays.com/crossdomain.xml

Matched Text: HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 22:36:16 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 58432

Connection: keep-alive

X-Powered-By: Express

ETag: W/"e440-fADD3kmgyDOouxfY1A8XyxHdxEE"

Access-Control-Allow-Origin: *

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Home</title>

<base href="/">

<meta name="viewport" content="width=device-width, initial-scale=1,minimum-scale=1">

<meta name="robots" content="index,

Comment: Nginx Detected at PORT : 443

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Nginx is a web server that can also be used as a reverse proxy, load balancer, mail proxy and HTTP cache.

The nginx HTTP server was detected on the remote host.

QID Detection Logic:

This QID checks for the nginx web server by sending a GET request and checking the response header.

Severity:  1

QID: 150731

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2023-10-12 18:25:04.0



PCI Scan Vulnerability Report

Page 510Sysnet Scanning Management System February 13, 2025

THREAT:

SSL/TLS protocols have different version that can be supported by both the client and the server. This test attempts to send invalid protocol versions to the target in order 

to find out what is the target's behavior. The results section contains a table that indicates what was the target's response to each of our tests.

Severity:  1

QID: 38597

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-07-12 23:14:58.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Secure Sockets Layer/Transport Layer Security (SSL/TLS) Invalid Protocol Version Tolerance port 443 / tcp over ssl

RESULT:

HTTP header and method information collected on port 80.

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 16:41:46 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://26-85-220-67.clients.gthost.com/

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0
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RESULT:

External domains could be involved in potential business logic abuse.

code.tidio.co

d7jummq9jo4cp.cloudfront.net

js.stripe.com

kit.fontawesome.com

maps.googleapis.com

media.tacdn.com

skybooker-static.s3-us-west-2.amazonaws.com

skybooker-static.s3.us-west-2.amazonaws.com

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 443 / tcp

RESULT:

my version target 

version

0304 0303

0399 0303

0400 0303

0499 0303

SOLUTION:

N/A

IMPACT:

N/A
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RESULT:

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 18:12:22 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.foxbridge.ca/

<html>

<head><title>301 Moved Permanently</title></head>

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 443 / tcp over ssl

static.zdassets.com

www.airnewzealand.com

www.cookiecentral.com

www.csatravelprotection.com

www.googletagmanager.com

www.immigration.govt.nz

https://www.qnap.com/en/security-advisory/nas-201911-01
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<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Top Rated Tours, Activities and Attractions | Destina Holidays</title>

<base href="/">

<meta name="viewport" content="width=device-width, initial-scale=1,minimum-scale=1">

<meta name="robots" content="index, follow">

<meta http-equiv="cache-control" content="max-age=0">

<meta http-equiv="cache-control" content="no-store">

<meta http-equiv="expires" content="-1">

<meta http-equiv="expires" content="Tue, 01 Jan 1980 1:00:00 GMT">

<meta http-equiv="pragma" content="no-cache">

<script src="https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0" defer=""></script>

<script src="https://kit.fontawesome.com/80f3ee4f21.js" crossorigin="anonymous"></script>

<script>const observer = new PerformanceObserver((entryList) => {

for (const entry of entryList.getEntriesByName(&apos;first-contentful-paint&apos;)) {

console.log(&apos;FCP candidate:&apos;, entry.startTime, entry);

}

}).observe({type: &apos;paint&apos;, buffered: true});

</script>

<!-- Google tag (gtag.js) -->

<script async="" src="https://www.googletagmanager.com/gtag/js?id=AW-360775968"></script>

<script>

window.dataLayer = window.dataLayer || [];

function gtag(){dataLayer.push(arguments);}

gtag(&apos;js&apos;, new Date());

gtag(&apos;config&apos;, &apos;AW-360775968&apos;);

</script>

<link rel="manifest" href="manifest.webmanifest">

<style>@charset "UTF-8";:root{--bs-blue:#0d6efd;--bs-indigo:#6610f2;--bs-purple:#6f42c1;--bs-pink:#d63384;--bs-red:#dc3545;--bs-orange:#fd7e14;--bs-yellow:#ffc107;--

bs-green:#198754;--bs-teal:#20c997;--bs-cyan:#0dcaf0;--bs-white:#fff;--bs-gray:#6c757d;--bs-gray-dark:#343a40;--bs-primary:#0d6efd;--bs-secondary:#6c757d;--bs-

success:#198754;--bs-info:#0dcaf0;--bs-warning:#ffc107;--bs-danger:#dc3545;--bs-light:#f8f9fa;--bs-dark:#212529;--bs-font-sans-serif:system-ui,-apple-system,"Segoe 
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UI",Roboto,"Helvetica Neue",Arial,"Noto Sans","Liberation Sans",sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe UI Symbol","Noto Color Emoji";--bs-font-

monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace;--bs-gradient:linear-gradient(180deg,hsla(0,0%,100%,0.15),hsla

(0,0%,100%,0));}*,:after,:before{box-sizing:border-box;}@media (prefers-reduced-motion: no-preference){:root{scroll-behavior:smooth;}}body{margin:0;font-family:system-

ui,-apple-system,Segoe UI,Roboto,Helvetica Neue,Arial,Noto Sans,Liberation Sans,sans-serif,Apple Color Emoji,Segoe UI Emoji,Segoe UI Symbol,Noto Color Emoji;font-

family:var(--bs-font-sans-serif);font-size:1rem;line-height:1.5;color:#212529;background-color:#fff;-webkit-text-size-adjust:100%;-webkit-tap-highlight-color:rgba(0,0,0,0);}

@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/book.woff2) format("woff");font-weight:400;font-style:normal;}@font-

face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/medium.woff2) format("woff");font-weight:500;font-style:normal;}@font-

face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/bold.woff2) format("woff");font-weight:700;font-style:normal;}body

{background-color:#f5f7f9;transition:all .2s linear;overflow-x:hidden;font-size:.95em;font-family:Circular Pro,-apple-system,\.SFNSText-Regular,San Francisco,Segoe UI,

Helvetica Neue,Lucida Grande,sans-serif;color:#2e343b;font-weight:400;font-feature-settings:"liga","clig off";font-variant-ligatures:no-common-ligatures;-webkit-font-

smoothing:antialiased;}</style><link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css"><style ng-transition="serverApp">h1

[_ngcontent-sc50]{font-size:1.2em;margin-bottom:0}nav[_ngcontent-sc50] a[_ngcontent-sc50]{padding:5px 10px;text-decoration:none;margin-top:10px;display:inline-block;

background-color:#eee;border-radius:4px}a[_ngcontent-sc50]:link, nav[_ngcontent-sc50] a[_ngcontent-sc50]:visited{color:#334953}nav[_ngcontent-sc50] a[_ngcontent-

sc50]:hover{background-color:#cfd8dc}nav[_ngcontent-sc50] a.active[_ngcontent-sc50], nav[_ngcontent-sc50] a[_ngcontent-sc50]:hover{color:#039be5}</style><style ng-

transition="serverApp">#searchContainer[_ngcontent-sc104]{padding-bottom:50px;background-image:var(--header-bg)}#searchContainer[_ngcontent-sc104] h1

[_ngcontent-sc104], #searchContainer[_ngcontent-sc104] h5[_ngcontent-sc104]{color:#fff;text-shadow:0 8px 16px 0 rgba(0,0,0,.2)}#searchContainer[_ngcontent-sc104] 

h5[_ngcontent-sc104]{font-weight:200;font-size:1rem}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]{box-shadow:0 2px 

20px 0 rgba(0,0,0,.1);font-weight:500;align-items:center;padding:10px 25px;font-size:1rem;text-align:center;background-color:#fff}#searchContainer[_ngcontent-sc104] .

tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]:last-child{border-right:0}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104] .icon[_ngcontent-sc104]{font-size:1.2rem;padding-right:10px}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-

sc104]:hover{cursor:pointer;background-color:#e0e0e0}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon.active[_ngcontent-sc104]

{background-color:var(--primary);color:#fff}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104]{box-shadow:0 2px 20px 0 rgba(0,0,0,.1)}

#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]{box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 2px 5px 0 rgba

(51,51,51,.2);font-weight:500;align-items:center;padding:5px 10px;background-color:#fff;font-size:.9rem;text-align:center}#searchContainer[_ngcontent-sc104] .tab-parent-

mobile[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]:last-child{border-right:0}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104] .icon[_ngcontent-sc104]{font-size:1rem;padding-right:5px}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104]:hover{cursor:pointer;background-color:#e0e0e0}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon.active

[_ngcontent-sc104]{background-color:var(--primary);color:#fff}@media (max-width: 768px){h3[_ngcontent-sc104]{font-size:1.2rem}}.chNavIcon[_ngcontent-sc104]{width:

40px;height:30px;display:block;margin:0 auto}.chSprite[_ngcontent-sc104]{background:url(/assets/filtersprite.png) no-repeat;background-size:230px 200px}.chHotels

[_ngcontent-sc104]{background-position:-37px -28px;width:35px}.chFlightHotel[_ngcontent-sc104]{background-position:-156px -151px;width:50px}.chBuses[_ngcontent-

sc104]{background-position:-90px -30px}.chHolidays[_ngcontent-sc104]{background-position:-68px -27px;width:25px}.chCabs[_ngcontent-sc104]{background-position:

-115px -30px;width:25px}.chTrains[_ngcontent-sc104]{background-position:-137px -27px}.chGiftcards[_ngcontent-sc104]{background-position:-165px -27.5px}.chMore

[_ngcontent-sc104]{background-position:-198px -28px}.chFlights[_ngcontent-sc104]{background-position:-2px -30px;width:36px}.chFlights.active[_ngcontent-sc104]

{background-position:-2px -1.5px}.chFlightHotel.active[_ngcontent-sc104]{background-position:-156px -119px;width:50px}.chMore.active[_ngcontent-sc104]{background-

position:-198px .5px}.chGiftcards.active[_ngcontent-sc104]{background-position:-165px 1px}.chTrains.active[_ngcontent-sc104]{background-position:-137px .5px}.

chCabs.active[_ngcontent-sc104]{background-position:-115px -1.5px}.chHolidays.active[_ngcontent-sc104]{background-position:-68px 1px}.chBuses.active[_ngcontent-

sc104]{background-position:-90px -1.5px}.chHotels.active[_ngcontent-sc104]{background-position:-37px .5px}._MyBiz[_ngcontent-sc104] .active[_ngcontent-sc104] .

chFlights[_ngcontent-sc104]{background-position:-2px -87px}._MyBiz[_ngcontent-sc104] .active[_ngcontent-sc104] .chHotels[_ngcontent-sc104]{background-position:-37

px -87px}.tab-content[_ngcontent-sc104]{background-color:rgba(0,0,0,.75);padding:35px 25px;width:100%;margin-top:-2.5%;background-color:#fff;box-shadow:inset 0 -1

px 0 0 rgba(0,0,0,.1),0 8px 16px 0 rgba(19,41,104,.2);border-radius:8px}.calendar[_ngcontent-sc104]{position:relative;cursor:pointer}.calendar[_ngcontent-sc104] .

calendar-icon[_ngcontent-sc104]{position:absolute;top:13px;left:15px;z-index:1}.calendar[_ngcontent-sc104] input[_ngcontent-sc104]{padding-left:35px;cursor:pointer}.

error-button[_ngcontent-sc104], .flight-button[_ngcontent-sc104], .minus-stop-button[_ngcontent-sc104], .stop-button[_ngcontent-sc104]{height:48px;background-color:var

(--gray);border:none;outline:none;border-radius:8px}.error-button[_ngcontent-sc104]:hover, .flight-button[_ngcontent-sc104]:hover, .minus-stop-button[_ngcontent-sc104]:

hover, .stop-button[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff}.error-button[_ngcontent-sc104]{background-color:var(--secondary)}.error-button

[_ngcontent-sc104]:hover{background-color:var(--primary)}.stop-button[_ngcontent-sc104]{background-color:var(--dark)}.minus-stop-button[_ngcontent-sc104], .stop-

button[_ngcontent-sc104]{text-align:center;max-width:-webkit-fit-content;max-width:-moz-fit-content;max-width:fit-content}.minus-stop-button[_ngcontent-sc104]

{background-color:var(--light)}.trip_type[_ngcontent-sc104]{padding-bottom:10px;cursor:pointer;text-decoration:none;border:none;background-color:#fff;color:var(--dark)}.

trip_type[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:90%}.trip_type[_ngcontent-sc104]:hover{color:var(--primary);text-decoration:underline}.search-

box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]{width:100%;padding:11px 11px 11px 45px;cursor:pointer;display:block;background-color:#e9ecef;transition:all .6s 

cubic-bezier(.165,.84,.44,1);border-radius:4px;letter-spacing:1px;transition-property:all;transition-duration:.3s;position:relative;top:-5px;border:2px solid #e9ecef}.search-

box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]:active, .search-box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]:focus{box-shadow:0 1px 5px 0 hsla(0,0%,

54%,.3);border:2px solid var(--blue);background-color:#fff}@media (max-width: 768px){.search-box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]{padding:7px 10px 

7px 35px}}.search-box[_ngcontent-sc104] .icon[_ngcontent-sc104]{position:absolute;top:7px;left:20px;color:var(--gray);z-index:1}@media (max-width: 768px){.search-box

[_ngcontent-sc104] .icon[_ngcontent-sc104]{top:10px;left:15px}}.text-list[_ngcontent-sc104]{color:var(--gray)}.text-list[_ngcontent-sc104] .fad[_ngcontent-sc104]{color:var

(--alternate)!important}.text-list[_ngcontent-sc104] .heading[_ngcontent-sc104]{font-size:1.2rem;display:block;color:var(--alternate);font-weight:500}.gradient-border-top

[_ngcontent-sc104]{border-top:2px solid var(--alternate);background-color:#fff}.pop_destinations[_ngcontent-sc104]{position:relative}.pop_destinations[_ngcontent-sc104] .
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pop_destination[_ngcontent-sc104]{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104]

{margin:3px}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.pop_destinations[_ngcontent-

sc104] .pop_destination[_ngcontent-sc104]:first-child{margin:3px}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay-bg[_ngcontent-sc104]

{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:14px;border-bottom-

right-radius:14px}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay-bg[_ngcontent-sc104]{top:70%;height:

30%}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:absolute;bottom:20px;left:30px;z-index:1}

@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{z-index:auto!important}}.

pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.6rem;color:#fff;text-

shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.2em}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text

[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:300}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.home-carousel[_ngcontent-sc104] .

recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104]{background-color:#fff;border-radius:0;transition:all .6s cubic-bezier(.165,.84,.44,1);position:relative;

cursor:pointer}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104]:hover{transform:scale(1.04)}.home-carousel

[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-img[_ngcontent-sc104]{background-color:transparent!important}.home-

carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-img[_ngcontent-sc104] .img-fluid[_ngcontent-sc104]{border-top-left-

radius:0;border-top-right-radius:0}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104]

{background-color:#fff;border-bottom-left-radius:0;border-bottom-right-radius:0;padding:10px}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .

c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-title[_ngcontent-sc104]{font-size:1.2rem;font-weight:500;text-overflow:ellipsis;display:-webkit-box;-webkit-

line-clamp:2;-webkit-box-orient:vertical;overflow:hidden}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card

[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-title[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem}}.home-carousel[_ngcontent-sc104] .recommended-

card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-subtitle[_ngcontent-sc104]{color:var(--dark-orange)}@media (max-width: 768px){.

home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-subtitle[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-text[_ngcontent-

sc104]{text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:3;-webkit-box-orient:vertical;padding:5px 0;overflow:hidden}@media (max-width: 768px){.home-

carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-text[_ngcontent-sc104]{font-size:.

7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104]

{font-size:90%;color:#000}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price

[_ngcontent-sc104] .price[_ngcontent-sc104]{font-size:1.4rem;font-weight:600}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-card

[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104]{font-size:1.2rem}}.home-carousel

[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-

sc104] sup[_ngcontent-sc104]{font-weight:400;text-decoration:underline;font-size:.9rem}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-

card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104] sup[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .border-accent[_ngcontent-sc104]{height:5px;

background:var(--blue);border-radius:0 0 14px 14px;position:absolute;bottom:0;width:100%}.home-carousel[_ngcontent-sc104] .item[_ngcontent-sc104]{padding:10px;

box-sizing:border-box}.home-carousel[_ngcontent-sc104] .tile[_ngcontent-sc104]{min-height:200px;background-color:#ccc;background-size:cover!important;display:flex;

align-items:center;justify-content:center;box-shadow:0 0 10px rgba(0,0,0,.3)}.home-carousel[_ngcontent-sc104] .leftRs[_ngcontent-sc104]{left:0;z-index:1}.home-carousel

[_ngcontent-sc104] .leftRs[_ngcontent-sc104], .home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{position:absolute;margin:auto;top:0;bottom:0;width:50px;

height:50px;box-shadow:1px 2px 10px -1px rgba(0,0,0,.3);border-radius:999px;background-color:#fff}.home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{right:

0}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104]{list-style-type:none;text-align:center;padding:12px;margin:0;white-space:nowrap;overflow:auto;box-

sizing:border-box}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;border-radius:50%;border:1px solid var(--

primary);padding:4px;margin:0 3px;transition-timing-function:cubic-bezier(.17,.67,.83,.67);transition:.4s}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li.

active[_ngcontent-sc104]{background:var(--primary);transform:scale(1.2)}.popular-destination-list[_ngcontent-sc104]{list-style-type:none;margin:0;display:block;padding:

10px 0 20px;text-align:center}.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;padding:5px 10px;border-radius:14px;border:2px solid 

var(--primary);color:var(--primary);margin-right:10px;transition:var(--animate)}@media (max-width: 768px){.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]

{font-size:.8em;border:1px solid var(--primary);margin-bottom:10px}}.popular-destination-list[_ngcontent-sc104] li.active[_ngcontent-sc104], .popular-destination-list

[_ngcontent-sc104] li[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff;cursor:pointer}.customer_support[_ngcontent-sc104]{font-size:1.1rem}@media 

(max-width: 768px){.customer_support[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:.9em!important;padding-top:30px}.customer_support[_ngcontent-sc104] p

[_ngcontent-sc104]{font-size:.8em;padding-top:10px}}.customer_support[_ngcontent-sc104] .contact_button[_ngcontent-sc104]{border:0;color:#fff;padding:20px 60px}.

category_destinations[_ngcontent-sc104]{position:relative;transition:var(--animate)}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]

{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]{margin:3px}}.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.category_destinations[_ngcontent-

sc104] .category_destination[_ngcontent-sc104]:first-child{margin:3px}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay-bg
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[_ngcontent-sc104]{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:

14px;border-bottom-right-radius:14px}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:

absolute;bottom:20px;left:10px;padding-right:10px;z-index:1;width:96%;line-height:1.1rem}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1 rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block;overflow:

hidden;text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:2;-webkit-box-orient:vertical}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem;position:relative;top:-10px;font-

weight:500}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.

9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);float:right;font-weight:300}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104] sup[_ngcontent-sc104]{text-decoration:underline}.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.pre-footer[_ngcontent-sc104]

{background:var(--header-bg);color:#fff;padding:20px;font-size:1rem;margin-top:20px}.pre-footer[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.2rem;font-weight:

800}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104]{padding-bottom:5px}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-

sc104] a[_ngcontent-sc104]{color:hsla(0,0%,100%,.7);text-decoration:none}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104] a[_ngcontent-sc104]:

hover{color:#fff;text-decoration:underline;cursor:pointer}.btn-group[_ngcontent-sc104]{border-color:var(--alternate)}.btn-group[_ngcontent-sc104] .btn-outline-primary

[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-

group[_ngcontent-sc104] .selected[_ngcontent-sc104]{box-shadow:none}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104]:hover, .btn-group

[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]:hover, .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] 

.selected[_ngcontent-sc104]:hover{background-color:#f9f9f9}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-

dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] .selected[_ngcontent-sc104]

{border-color:var(--alternate);color:var(--alternate)}.btn-group[_ngcontent-sc104] .checked[_ngcontent-sc104]{background-color:var(--alternate)!important;color:#fff}.styled-

input[_ngcontent-sc104]{position:relative}.styled-input[_ngcontent-sc104] .pax-icon[_ngcontent-sc104]{float:left;position:relative;top:10px;padding-right:10px}.styled-input

[_ngcontent-sc104] .right-arrow[_ngcontent-sc104]{position:relative;top:10px;padding-right:10px;float:right}.styled-input[_ngcontent-sc104] .pax-mobile-input[_ngcontent-

sc104]{padding-top:10px}.side-bar[_ngcontent-sc104]{height:100%;z-index:99;top:0;font-size:.9em;right:0;width:0;background-color:#fff!important;padding-top:0;transition:.

1s}.side-bar[_ngcontent-sc104], .side-bar[_ngcontent-sc104] .close-nav[_ngcontent-sc104]{position:fixed;box-shadow:0 5px 30px rgba(0,0,0,.4)}.side-bar[_ngcontent-

sc104] .close-nav[_ngcontent-sc104]{width:100%;background-color:var(--alternate);border-bottom:1px solid #e0e0e0;padding:15px;color:#fff}.side-bar[_ngcontent-sc104] .

close-nav[_ngcontent-sc104] span[_ngcontent-sc104]{font-size:1.2rem;padding:5px 15px;background-color:hsla(0,0%,100%,.1);position:absolute;border-radius:5px;left:

10px;top:10px}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.3rem;margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;

background-color:#627d90}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104] i[_ngcontent-sc104]{padding:8px 10px;transition:all .1s ease-in-out;background-color:

#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:5px;font-size:.9rem;left:9px}.side-bar[_ngcontent-sc104] .box-shadow[_ngcontent-sc104]

{margin-bottom:0;box-shadow:none}.pax-dropdown-mobile[_ngcontent-sc104]{padding:80px 20px 20px!important}.pax-dropdown-mobile[_ngcontent-sc104] .btn-outline-

primary[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{border-color:var(--alternate);color:var(--alternate);width:100%;margin:0!

important}.pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{background-color:var(--alternate);color:#fff}.modal-error-background[_ngcontent-sc104]

{position:fixed;background:rgba(0,0,0,.6);vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;-webkit-animation:

modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.error-popup[_ngcontent-sc104]{-

webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);

position:fixed;top:50%;left:50%;width:340px;height:230px;margin-top:-115px;margin-left:-170px;background-color:#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.

3);overflow:hidden;z-index:1000}@media (min-width: 768px){.error-popup[_ngcontent-sc104]{-webkit-animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;

animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:230px;

margin-top:-115px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104]{border-bottom:0 solid #dee2e6;padding:0}.error-popup[_ngcontent-

sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104] .close[_ngcontent-sc104]{padding:1rem;margin:-1rem -1rem -1rem auto;position:

absolute;right:-22px;color:#fff;top:-7px;text-shadow:none;opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):focus, .error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):hover{opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104]{padding:0}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104]

{display:flex;flex-flow:row nowrap}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .error-header[_ngcontent-sc104]{background-color:#f9f9f9;padding:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104]{width:440px;height:230px;overflow:auto;display:block}.error-popup[_ngcontent-sc104] .

error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.1

rem;font-weight:400;padding:0 0 15px}@media (min-width: 768px){.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-

sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.5rem}}.error-popup[_ngcontent-sc104] .error-popup-container

[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]{color:#6c757d!

important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover{color:#022243!important;cursor:pointer}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-

sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .shareinput[_ngcontent-sc104]{line-height:38px;height:38px;padding:.
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3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-color:#fff;width:65%;margin-right:5%}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .form-items

[_ngcontent-sc104]{margin-top:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:38px;min-width:100px;padding:0 .4em;

border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:1em;font-weight:600;text-decoration:

none!important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right

[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,#253c77 90%)}.error-

popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] textarea

[_ngcontent-sc104]{width:100%}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]{height:48px;background-color:var(--alternate);transition:.3s;border:none;outline:none;border-radius:8px;

color:#fff}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] .share-submit[_ngcontent-sc104]:hover{background-color:var(--secondary)}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]:disabled{background-image:radial-gradient(circle farthest-

corner at 10% 20%,#666 0,#666 90%)}.mobile-swipe-container[_ngcontent-sc104]{overflow-x:scroll;white-space:nowrap;padding-bottom:10px}.thumbnail[_ngcontent-

sc104]{display:inline-block;height:100%;width:85%;padding-right:5px}.thumbnail[_ngcontent-sc104] img[_ngcontent-sc104]{height:100%;width:100%}.animate[_ngcontent-

sc104]{-webkit-animation:shimmer 2s linear infinite;animation:shimmer 2s linear infinite;background:linear-gradient(90deg,#e2e2e2 4%,#c5c5c5ee 25%,#eff1f3 36%);

background-size:1000px 100%}.border-radius-7[_ngcontent-sc104]{border-radius:7px}@-webkit-keyframes shimmer{0%{background-position:-1000px 0}to{background-

position:1000px 0}}@keyframes shimmer{0%{background-position:-1000px 0}to{background-position:1000px 0}}.hotel-options[_ngcontent-sc104]{position:absolute;font-

size:1rem;letter-spacing:.5px}.hotel-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;cursor:pointer}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-bottom:50px;top:0;left:0;width:100%;min-width:200px;height:

auto;background:#fff;border-radius:3px;z-index:99999}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-

titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-options[_ngcontent-

sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:

20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-items:center;cursor:pointer}.hotel-

options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:

none}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;

font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:

24px;height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;transition:all .2s linear}.hotel-options[_ngcontent-

sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;

left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) 

forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

pax-dropdown[_ngcontent-sc104]{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104]{overflow:auto;height:480px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:var(--primary);color:#fff}.hotel-options

[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:

center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-titleArea[_ngcontent-sc104] .travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;

color:var(--dark);flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea

[_ngcontent-sc104] .travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:

pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104]

{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--gray);background-color:var(--gray);color:

#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name

[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:

15px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] span.marker[_ngcontent-

sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .
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travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:#616161;font-weight:700;display:block;margin-bottom:.

35294118rem;padding:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-

webkit-appearance:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;position:relative;left:

-10px;z-index:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104]{text-align:

center;display:flex}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit

[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;

position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search[_ngcontent-sc104]{padding:20px 0}.hotel-search[_ngcontent-sc104] .fa-times[_ngcontent-

sc104]{color:#fff}.hotel-search[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:.7rem;margin-left:5px}.hotel-search[_ngcontent-sc104] .traveler-text

[_ngcontent-sc104]{cursor:pointer;position:relative;font-size:1rem;color:#132968}.hotel-search[_ngcontent-sc104] .traveler-text[_ngcontent-sc104] .text[_ngcontent-sc104]

{position:relative;top:20px;left:15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104]{display:flex;width:100%}.hotel-search[_ngcontent-sc104] .checkin

[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:100%;position:relative;border:1px solid #f1f2f6;border-radius:8px;background-color:#f1f2f6;-webkit-

appearance:none;-moz-appearance:none;appearance:none;margin:3px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:100%;border:0 solid #c9c9c9;border-radius:0;font-size:1rem;background-color:#f1f2f6;color:#132968;margin-bottom:0;position:relative;top:

15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]:hover{border:1px solid #a1a9c3;transition:all .3 ease-in-out;outline:

0}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .placeholder-label[_ngcontent-sc104]{position:absolute;z-index:1;font-size:.85rem;color:#fff;top:3px;

padding:0 5px;color:#8b8f9f;left:8px;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;user-select:none}.hotel-search[_ngcontent-sc104] .search-btn

[_ngcontent-sc104]{width:15%;background:var(--alternate);color:#fff;padding:10px 20px;cursor:pointer;transition:all .3s ease-in-out;box-shadow:0 1px 3px 0 rgba(0,0,0,.2),

0 1px 1px 0 rgba(0,0,0,.14),0 2px 1px -1px rgba(0,0,0,.12);border:none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .search-btn[_ngcontent-sc104]:hover

{background:var(--primary)}.hotel-search[_ngcontent-sc104] .search-btn-disabled[_ngcontent-sc104]{background:var(--grey-linear-gradient)!important;color:#666;border:

none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104]{display:flex;position:relative;font-size:1rem;letter-spacing:.5px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;

cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-

bottom:50px;top:0;left:0;width:100%;min-width:200px;height:auto;background:#fff;border-radius:3px;z-index:99999}.hotel-search[_ngcontent-sc104] .flight-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;

background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-

height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-

sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-

items:center;cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .

triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype

[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;font-size:.9rem;color:#333}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:24px;

height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;

outline:none;transition:all .2s linear}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]

{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;

background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .pax-dropdown[_ngcontent-sc104]{box-

shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-

sc104]{overflow:auto;height:480px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:

var(--primary);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .

travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:var(--dark);flex:1 1 0%;color:#fff}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .

travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!
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important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list

[_ngcontent-sc104]{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-search[_ngcontent-sc104] .flight-

options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover

{border-color:var(--gray);background-color:var(--gray);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:

#333}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-

sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:15px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] 

span.marker[_ngcontent-sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:

#616161;font-weight:700;display:block;margin-bottom:.35294118rem;padding:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-

sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-webkit-appearance:none}.hotel-search[_ngcontent-

sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-

sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;

position:relative;left:-10px;z-index:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-submit[_ngcontent-sc104]{text-align:center;display:flex}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;

text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search

[_ngcontent-sc104] .seating-class[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{margin-top:8px}.hotel-search[_ngcontent-sc104] .seating-class

[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 0 4px 10px!important}.new-calendar[_ngcontent-sc104]{display:flex;justify-content:center;-webkit-user-select:

none;-moz-user-select:none;-ms-user-select:none;user-select:none}.new-calendar[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover, .new-calendar[_ngcontent-sc104] .fas

[_ngcontent-sc104]:hover{color:var(--dark-blue)}.new-calendar[_ngcontent-sc104] .twoway[_ngcontent-sc104]{width:100%!important}.new-calendar[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:auto;text-align:center;cursor:pointer;width:60%!important;background-color:#f1f2f6;color:#132968}.new-calendar[_ngcontent-sc104] input

[_ngcontent-sc104]:focus{background:none}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]{position:relative;top:20px;color:#8b8f9f;cursor:pointer;

padding:2px 10px;margin:0 10px}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]:hover{color:var(--primary)}</style><style ng-transition="serverApp">.btn

[_ngcontent-sc53]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc53]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc53]{border:1px solid #dc3545!

important}.form-control[_ngcontent-sc53]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc53]:focus{outline:none}label[_ngcontent-sc53]{cursor:

pointer}input[_ngcontent-sc53]:focus, select[_ngcontent-sc53]:focus, textarea[_ngcontent-sc53]:focus{outline:none}.styled-input[_ngcontent-sc53]{font-weight:400;font-

style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;

letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;

transition:border .15s}.styled-input[_ngcontent-sc53]:focus, .styled-input[_ngcontent-sc53]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-

tablet[_ngcontent-sc53]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc53]{display:none}}@keyframes unfoldIn{0%{transform:scaleY(.005) scaleX

(0)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(1) scaleX(1)}}@keyframes unfoldOut{0%{transform:scaleY(1) scaleX(1)}50%{transform:scaleY(.005) 

scaleX(1)}to{transform:scaleY(.005) scaleX(0)}}@keyframes zoomIn{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes zoomOut{0%{transform:scale(1)}to

{transform:scale(0)}}@keyframes fadein{0%{opacity:0}to{opacity:1}}@keyframes fadeOut{0%{background:rgba(0,0,0,.7)}to{background:transparent}}@keyframes scaleUp

{0%{transform:scale(.8) translateY(1000px);opacity:0}to{transform:scale(1) translateY(0);opacity:1}}@keyframes scaleDown{0%{transform:scale(1) translateY(0);opacity:

1}to{transform:scale(.8) translateY(1000px);opacity:0}}@keyframes scaleBack{0%{transform:scale(1)}to{transform:scale(.85)}}@keyframes scaleForward{0%{transform:

scale(.85)}to{transform:scale(1)}}@keyframes quickScaleDown{0%{transform:scale(1)}99.9%{transform:scale(1)}to{transform:scale(0)}}@keyframes slideUpLarge{0%

{transform:translateY(0)}to{transform:translateY(-100%)}}@keyframes slideDownLarge{0%{transform:translateY(-100%)}to{transform:translateY(0)}}@keyframes moveUp

{0%{transform:translateY(150px)}to{transform:translateY(0)}}@keyframes moveDown{0%{transform:translateY(0)}to{transform:translateY(150px)}}@keyframes 

blowUpContent{0%{transform:scale(1);opacity:1}99.9%{transform:scale(2);opacity:0}to{transform:scale(0)}}@keyframes blowUpContentTwo{0%{transform:scale(2);

opacity:0}to{transform:scale(1);opacity:1}}@keyframes blowUpModal{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes blowUpModalTwo{0%{transform:scale(1);

opacity:1}to{transform:scale(0);opacity:0}}@keyframes roadRunnerIn{0%{transform:translateX(-1500px) skewX(30deg) scaleX(1.3)}70%{transform:translateX(30px) 

skewX(0deg) scaleX(.9)}to{transform:translateX(0) skewX(0deg) scaleX(1)}}@keyframes roadRunnerOut{0%{transform:translateX(0) skewX(0deg) scaleX(1)}30%

{transform:translateX(-30px) skewX(-5deg) scaleX(.9)}to{transform:translateX(1500px) skewX(30deg) scaleX(1.3)}}@keyframes sketchIn{0%{stroke-dashoffset:778}to

{stroke-dashoffset:0}}@keyframes sketchOut{0%{stroke-dashoffset:0}to{stroke-dashoffset:778}}@keyframes modalFadeIn{0%{background-color:initial}to{background-

color:#fff}}@keyframes modalFadeOut{0%{background-color:#fff}to{background-color:initial}}@keyframes modalContentFadeIn{0%{opacity:0;top:-20px}to{opacity:1;top:0}}

@keyframes modalContentFadeOut{0%{opacity:1;top:0}to{opacity:0;top:-20px}}@keyframes bondJamesBond{0%{transform:translateX(1000px)}80%{transform:translateX

(0);border-radius:75px;height:75px;width:75px}90%{border-radius:3px;height:182px;width:247px}to{border-radius:3px;height:162px;width:227px}}@keyframes killShot{0%

{transform:translateY(0) rotate(0deg);opacity:1}to{transform:translateY(300px) rotate(45deg);opacity:0}}@keyframes fadeToRed{0%{box-shadow:inset 0 0 0 rgba

(201,24,24,.8)}to{box-shadow:inset 0 2000px 0 rgba(201,24,24,.8)}}@keyframes slowFade{0%{opacity:1}99.9%{opacity:0;transform:scale(1)}to{transform:scale(0)}}
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#common-header[_ngcontent-sc53]{border-bottom:1px solid #e0e0e0;padding:10px}#common-header[_ngcontent-sc53] .logo-desktop[_ngcontent-sc53]{width:200px;

height:50px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]{background-color:#f5f7f9;color:#c70000;transition:.3s;padding:10px 20px;border:1px solid 

#c70000;border-radius:7px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]:hover{background-color:#c70000;color:#fff}#common-header[_ngcontent-sc53] .

traveli-link[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#4b4453!important}#common-header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#9c0082}#common-

header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53], #common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{padding-top:10px;font-size:1.1rem;transition:.3s;

cursor:pointer}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{color:#4b4453}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]:hover

{color:#c70000}#common-header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]{position:relative;display:inline-block}#common-header[_ngcontent-sc53] .dropdown-

content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:360px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);z-

index:510}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:#4b4453;padding:12px 16px;text-decoration:none;display:

block;transition:.3s;cursor:pointer;border-bottom:1px solid #f9f9f9}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53] b

[_ngcontent-sc53]{font-weight:500}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:last-child{border-bottom:0}#common-

header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:hover{background-color:#4b4453;color:#fff!important;border-radius:8px}#common-

header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]:hover .dropdown-content[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}#common-header[_ngcontent-

sc53] .dropdown[_ngcontent-sc53]:hover .dropbtn[_ngcontent-sc53]{color:#c70000}.modal-login-background[_ngcontent-sc53]{position:fixed;background:rgba(0,0,0,.6);

vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.

animate-item[_ngcontent-sc53]{animation:zoomIn .5s cubic-bezier(.165,.84,.44,1) forwards}.login-popup[_ngcontent-sc53]{animation:zoomIn .3s cubic-bezier(.165,.84,.

44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:340px;height:550px;margin-top:-300px;margin-left:-170px;background-color:

#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.3);overflow:hidden;z-index:1000}@media (min-width:768px){.login-popup[_ngcontent-sc53]{animation:

slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:550px;margin-top:

-260px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.login-popup[_ngcontent-sc53] .

login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53]{border-bottom:0 solid #dee2e6;padding:0}.login-popup[_ngcontent-sc53] .login-popup-container

[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]{padding:1rem;margin:-1rem -1rem -1rem auto;position:absolute;right:-22px;color:#fff;top:-7px;

text-shadow:none;opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):focus, .login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):hover{opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53]{padding:0}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53]{display:flex;flex-flow:row nowrap}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .login-header[_ngcontent-sc53]{background-

color:#f9f9f9;padding:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53]{width:440px;height:517px;overflow:auto;display:block}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.1rem;font-weight:400;padding:0 0 15px}@media (min-width:768px){.login-

popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-

sc53]{font-size:1.5rem}}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]{color:#6c757d!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-

body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]:hover{color:#022243!important;cursor:pointer}.

login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .shareinput

[_ngcontent-sc53]{line-height:38px;height:38px;padding:.3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-

color:#fff;width:65%;margin-right:5%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-

sc53] .right[_ngcontent-sc53] .form-items[_ngcontent-sc53]{margin-top:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:

38px;min-width:100px;padding:0 .4em;border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:

1em;font-weight:600;text-decoration:none!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,

#253c77 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] textarea[_ngcontent-sc53]{width:100%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]{height:48px;background-color:#592f9e;transition:.3s;border:none;outline:none;border-radius:

8px;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] .share-submit[_ngcontent-sc53]:hover{background-color:#9c0082}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 

20%,#666 0,#666 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]{height:48px;background-color:#fff;transition:.3s;border:1px solid #592f9e;outline:none;border-radius:8px;color:

#592f9e}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .

share-submit-outline[_ngcontent-sc53]:hover{background-color:#592f9e;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle 

farthest-corner at 10% 20%,#666 0,#666 90%)}.btn-link[_ngcontent-sc53]{color:#c70000;text-decoration:none}.btn-link[_ngcontent-sc53]:hover{color:#9c0082;text-

decoration:underline}.google-btn[_ngcontent-sc53]{background-color:#fff;color:#ca3420;border-radius:8px;border:1px solid #ca3420}.google-btn[_ngcontent-sc53]:hover

{background-color:#ca3420;color:#fff}.fb-btn[_ngcontent-sc53]{background-color:#3f59a8;color:#fff;border-radius:8px;border:none}.fb-btn[_ngcontent-sc53]:hover
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{background-color:#304996;color:#fff}.alert-danger[_ngcontent-sc53]{background-color:#c70000}.alert-danger[_ngcontent-sc53], .alert-success[_ngcontent-sc53]{font-

size:.85rem;border-radius:8px;padding:5px 10px;color:#fff}.alert-success[_ngcontent-sc53]{background-color:#28a745}.cbx[_ngcontent-sc53]{-webkit-user-select:none;

user-select:none;-webkit-tap-highlight-color:transparent;cursor:pointer}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]{display:inline-block;vertical-align:middle;transform:

translateZ(0);font-size:90%}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{position:relative;width:18px;height:18px;border-radius:50%;transform:scale(1);vertical-

align:middle;border:1px solid #b9b8c3;transition:all .2s ease}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-sc53]{position:absolute;z-index:1;top:

3px;left:3px;fill:none;stroke:#fff;stroke-width:2;stroke-linecap:round;stroke-linejoin:round;stroke-dasharray:12px;stroke-dashoffset:12px;transition:all .3s ease;transition-

delay:.1s;transform:translateZ(0)}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{content:"";width:100%;height:100%;background:#28a745;display:block;

transform:scale(0);opacity:1;border-radius:50%;transition-delay:.2s}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{margin-left:8px}.cbx[_ngcontent-sc53]:hover 

span[_ngcontent-sc53]:first-child{border-color:#28a745}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{border-color:

#28a745;background:#28a745;animation:check .6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-

sc53]{stroke-dashoffset:0}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{transform:scale(2.2);opacity:0;transition:all .

6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{color:#0076be;transition:all .3s ease}.inp-cbx[_ngcontent-sc53]:

checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child:after{transform:scaleX(1);transition:all .3s ease}@keyframes check{50%{transform:scale(1.2)}}.

currency-modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:300px;height:500px;margin-top:-250px;margin-left:-150px;border-radius:8px;background-

color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}@media (min-width:768px){.currency-

modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:800px;height:500px;margin-top:-250px;margin-left:-400px;border-radius:8px;background-color:#fff;

z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}}.currency-modal-content[_ngcontent-sc53] h2

[_ngcontent-sc53]{font-size:1rem}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.2rem}}.currency-modal-content

[_ngcontent-sc53] .currency-content[_ngcontent-sc53]{height:490px;overflow:scroll}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .currency-

content[_ngcontent-sc53]{height:auto}}.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px;overflow:hidden;display:block}@media (min-

width:768px){.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px}}.currency-modal-content[_ngcontent-sc53] h5[_ngcontent-sc53]{text-

align:left;margin:0}.currency-modal-content[_ngcontent-sc53] .m-header[_ngcontent-sc53]{padding:15px;text-align:left;background-color:#f9f9f9;border-top-left-radius:8px;

border-top-right-radius:8px}.currency-modal-content[_ngcontent-sc53] .m-footer[_ngcontent-sc53]{background-color:#f9f9f9;position:absolute;bottom:0;width:100%;border-

bottom-left-radius:10px;border-bottom-right-radius:10px;padding:0 20px 20px}.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{top:10px;right:15px;

position:absolute;color:var(--gray)}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{right:25px;top:18px}}.currency-modal-

content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]:hover{color:#000;cursor:pointer}.currency_list[_ngcontent-sc53]{list-style-type:none;margin:0;padding:0;font-size:.9rem}.

currency_list[_ngcontent-sc53] li[_ngcontent-sc53]{float:left;width:250px;padding:5px;color:#333}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53] .float-right[_ngcontent-

sc53]{color:#0076be!important;font-weight:700}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53]:hover{color:#0076be!important;background-color:#f9f9f9;text-

decoration:none!important;cursor:pointer}.currency_scroll[_ngcontent-sc53]{max-height:400px;overflow:auto}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-track

{box-shadow:inset 0 0 6px rgba(0,0,0,.3);background-color:#f5f5f5}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar{width:5px;height:5px;background-color:#f5f5f5}.

currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb{background-color:#676767}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb:hover{background:#555}

#isMobile[_ngcontent-sc53]{position:relative}#isMobile[_ngcontent-sc53] #mobile_header[_ngcontent-sc53]{padding:10px 5px}#isMobile[_ngcontent-sc53] .mobile-

autosuggest[_ngcontent-sc53]{z-index:20;width:100%;position:unset;box-shadow:none;background-color:unset;top:unset;transition:all .1s ease-out;font-size:1em}

#isMobile[_ngcontent-sc53] .mobile-autosuggest-sticky[_ngcontent-sc53]{background-color:#fff;box-shadow:0 3px 3px 0 hsla(0,0%,40%,.4);position:fixed;top:-10px;width:

100%;z-index:20;transition:all .1s ease-in;padding-bottom:10px}.mobile_header_side_bar[_ngcontent-sc53]{height:100%;position:fixed;z-index:99;top:66px;font-size:1rem;

left:0;background-color:#fff!important;padding-top:0;transition:.1s;overflow-x:hidden}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-sc53]{font-size:1.3rem;

margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;background-color:#627d90}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-

sc53] i[_ngcontent-sc53]{padding:8px 10px;transition:all .1s ease-in-out;background-color:#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:

5px;font-size:.9rem;left:9px}.mobile_header_side_bar[_ngcontent-sc53] .box-shadow[_ngcontent-sc53]{margin-bottom:0;box-shadow:none}svg.back_icon[_ngcontent-

sc53]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.closeNav[_ngcontent-sc53]{box-shadow:0 4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;

width:100%;padding:10px;border-radius:0;border:none;font-weight:400;font-size:1.4rem}.closeNav[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:2rem;padding:10px}.

close_icon[_ngcontent-sc53]{height:15px;width:15px;color:#717fa4;position:absolute;top:10px;left:10px}.sub-menu-parent[_ngcontent-sc53]{position:relative}.sub-menu-

parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53], .sub-menu-

parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:hover .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53]{visibility:visible;opacity:1;z-index:1;

transform:translateY(0);transition-delay:0s,0s,.3s;transition:all .15s ease-in-out;background:#fff;margin:0 8px 0 0;z-index:99;box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 

8px 16px 0 rgba(19,41,104,.2);padding:10px 0}.sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53] a

[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-

menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53]{color:#425486}.sub-

menu-right[_ngcontent-sc53]{visibility:hidden;opacity:0;position:absolute;top:100%;right:12px;width:220px;height:200px;overflow:scroll;z-index:-1;transition:.15s ease-in-

out,_ .15s ease-in-out,_ .15s ease-in-out;border-radius:8px}.sub-menu-right[_ngcontent-sc53] li[_ngcontent-sc53]:last-child{border-bottom:none!important}.sub-menu-right

[_ngcontent-sc53] .symbol[_ngcontent-sc53]{float:right}.bookings_btn[_ngcontent-sc53]{padding:0!important}.mobile-nav[_ngcontent-sc53]{margin:0;padding:10px 0 0;list-

style-type:none}.mobile-nav[_ngcontent-sc53] li[_ngcontent-sc53]{border-bottom:1px dotted #e0e0e0;font-size:1.2rem;padding:15px 20px}.mobile-nav[_ngcontent-sc53] li

[_ngcontent-sc53] a[_ngcontent-sc53]{all:unset}.mobile-nav[_ngcontent-sc53] li.heading[_ngcontent-sc53]{font-weight:600;color:#592f9e}.currency-dropdown[_ngcontent-

sc53]{position:relative;display:inline-block}.currency-dropdown[_ngcontent-sc53] .currency-dropbtn[_ngcontent-sc53]{border:none}.currency-dropdown[_ngcontent-sc53] .
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currency-dropdown-content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:260px;box-shadow:0 8px 

16px 0 rgba(0,0,0,.2);left:-80px;top:30px;z-index:510}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:

#4b4453;padding:10px 14px;text-decoration:none;font-size:.8rem;display:block}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a

[_ngcontent-sc53]:hover{color:#000;background-color:#f9f9f9;cursor:pointer}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email

[_ngcontent-sc53]{background-color:#f9f9f9;margin:10px;padding:10px 14px;font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #e0e0e0}.currency-

dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown

[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone[_ngcontent-sc53]{background-color:#fff;margin:10px;padding:20px 14px 10px;position:relative;

font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #b0a8b9}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone

[_ngcontent-sc53] small[_ngcontent-sc53]{position:absolute;font-size:.7rem;top:2px;font-weight:300}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content

[_ngcontent-sc53] a.phone[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc53]:hover .currency-dropdown-content

[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}.hide-overflow[_ngcontent-sc53]{white-space:nowrap;overflow:hidden;text-overflow:ellipsis;display:inline-block}.

help-support[_ngcontent-sc53]{border:1px solid #fff;border-radius:7px;transition:all .2s}.help-support[_ngcontent-sc53]:hover{border:1px solid #c70000;color:#c70000!

important;transition:all .2s}.help-support[_ngcontent-sc53] .header_link[_ngcontent-sc53]{font-size:.85rem}.support-phone[_ngcontent-sc53]{background-color:#fff;

padding:5px 10px;border-radius:7px}.support-phone[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:1.8rem;animation:color-change 20s infinite alternate}.support-

phone[_ngcontent-sc53] small[_ngcontent-sc53]{display:block;font-size:.6rem}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]{font-size:1rem;font-weight:700;

color:#005fcc;text-decoration:none}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]:hover{color:#e8381b}@keyframes color-change{0%{color:#00f}10%{color:

#8e44ad}20%{color:#1abc9c}30%{color:#d35400}40%{color:#00f}50%{color:#34495e}60%{color:#00f}70%{color:#2980b9}80%{color:#f1c40f}90%{color:#2980b9}to{color:

pink}}.phone_header_icon[_ngcontent-sc53] .call[_ngcontent-sc53]{background-color:#43b520;color:#fff;padding:3px 5px;display:block;font-size:.9rem}.

phone_header_icon[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.5rem;display:block}.sidebar-overlay[_ngcontent-sc53]{position:fixed;width:100%;height:100%;top:

65px;left:0;right:0;bottom:0;background-color:hsla(0,0%,100%,.3);z-index:10;cursor:pointer;-webkit-backdrop-filter:blur(3px);backdrop-filter:blur(3px)}.sidebar-overlay

[_ngcontent-sc53] .text[_ngcontent-sc53]{position:absolute;top:50%;left:50%;font-size:50px;color:#fff;transform:translate(-50%,-50%);-ms-transform:translate(-50%,-50%)}

</style><style ng-transition="serverApp">.btn[_ngcontent-sc52]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc52]{border:1px solid #28a745!important}.is-

invalid[_ngcontent-sc52]{border:1px solid #dc3545!important}.form-control[_ngcontent-sc52]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc52]:

focus{outline:none}label[_ngcontent-sc52]{cursor:pointer}input[_ngcontent-sc52]:focus, select[_ngcontent-sc52]:focus, textarea[_ngcontent-sc52]:focus{outline:none}.

styled-input[_ngcontent-sc52]{font-weight:400;font-style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;

border-radius:8px;font-size:16px;text-align:left;letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-

shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .15s}.styled-input[_ngcontent-sc52]:focus, .styled-input[_ngcontent-sc52]:hover{border:1px solid 

#a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-sc52]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc52]{display:none}}.

desktop-container[_ngcontent-sc52]{background-color:#f9f9f9;color:rgba(0,0,0,.7);border-top:1px solid rgba(0,0,0,.1)}.domain-name[_ngcontent-sc52]{color:rgba(0,0,0,.7);

font-size:.75rem}.currency[_ngcontent-sc52]{padding:10px 20px;border-radius:3px;cursor:pointer;background-color:rgba(0,0,0,.05);margin-bottom:20px}.currency

[_ngcontent-sc52]:hover{color:#000;background-color:rgba(0,0,0,.2)}.mobile-footer[_ngcontent-sc52]{background-color:#f9f9f9;padding:10px 20px;font-size:.85rem;border-

top:1px solid rgba(0,0,0,.1);font-weight:300;color:rgba(0,0,0,.7)}.mobile-footer[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none}.mobile-

footer[_ngcontent-sc52] .currency[_ngcontent-sc52]{color:#000;border-color:hsla(0,0%,100%,.8);padding:5px 10px;border-radius:3px;cursor:pointer;margin-bottom:20px}.

footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]{background-color:rgba(0,0,0,.05);padding:20px 10px 10px;border-radius:7px;

margin-bottom:10px}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]:hover{background-color:rgba(0,0,0,.2);color:#000}.footer-links

[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);font-size:1rem;text-decoration:none;padding:10px 0;

position:relative;display:block}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52] small[_ngcontent-sc52]{font-

size:.75rem;position:absolute;top:-10px;color:rgba(0,0,0,.7)}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:

hover, .footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{color:rgba(0,0,0,.8)}.footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{font-size:1rem;font-weight:500;border-

bottom:1px solid rgba(0,0,0,.1);padding:20px 20px 20px 0}.footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52]{padding-bottom:5px;padding-top:5px}.

footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] small[_ngcontent-sc52]{font-size:.7rem;color:rgba(0,0,0,.7);display:block}.footer-links[_ngcontent-

sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none;font-size:.85rem}.footer-links[_ngcontent-sc52] ul[_ngcontent-

sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:hover{color:rgba(0,0,0,.9);text-decoration:underline;cursor:pointer}</style><meta name="og:title" content="Top Rated Tours, 

Activities and Attractions | Destina Holidays"><meta name="description" content="Tour and experience incredible destinations search from over 100,000+ day tours, 

activities and attractions"><meta name="og:description" content="Tour and experience incredible destinations search from over 100,000+ day tours, activities and 

attractions"><meta name="og:url" content="https://www.destinaholidays.com"><meta name="og:image" content="https://skybooker-static.s3.us-west-2.amazonaws.com

/destina_logos/destina_logo_360.png"><meta name="contact" content="support@destinaholidays.com"><meta name="og:type" content="website"><meta name="og:

site_name" content="Destina Holidays"><meta name="robots" content="index,follow"><meta name="theme-color" content="#592F9E"><meta name="revisit-after" 

content="1 month"><meta name="author" content="Destina Holidays"><meta name="twitter:title" content="Top Rated Tours and Activities - Destina Holidays"><meta 

name="twitter:description" content="Tours, day trips, activities and attractions - Destina Holidays"><style ng-transition="serverApp">[_nghost-sc93]{display:block;position:

relative}.ngurtl[_nghost-sc93]{direction:rtl}.ngucarousel[_ngcontent-sc93]{height:100%;overflow:hidden;position:relative}.ngucarousel[_ngcontent-sc93] .ngucarousel-items

[_ngcontent-sc93]{display:flex;height:100%;position:relative}.nguvertical[_ngcontent-sc93]{flex-direction:column}.banner[_ngcontent-sc93] .ngucarouselPointDefault

[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{bottom:20px;position:absolute;width:100%}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]{background:hsla(0,0%,100%,.55)}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#fff}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint

[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{box-sizing:border-box;list-
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style-type:none;margin:0;overflow:auto;padding:12px;text-align:center;white-space:nowrap}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-

sc93] li[_ngcontent-sc93]{background:rgba(0,0,0,.55);border-radius:50%;display:inline-block;margin:0 4px;padding:4px;transition:.4s;transition-timing-function:cubic-bezier

(.17,.67,.83,.67)}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#6b6b6b;transform:scale(1.8)}.

ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.nguclearFix[_ngcontent-sc93]{clear:both}<

/style></head>

<body>

<app-root _nghost-sc50="" ng-version="12.1.5"><router-outlet _ngcontent-sc50=""></router-outlet><app-home-page _nghost-sc104=""><common-header _ngcontent-

sc104="" _nghost-sc53=""><div _ngcontent-sc53="" id="common-header" class="container-fluid d-none d-lg-block"><div _ngcontent-sc53="" class="d-flex pt-2 pb-1 

justify-content-between"><div _ngcontent-sc53="" class="flex-fill"><ul _ngcontent-sc53="" class="nav justify-content-start d-flex flex-row"><li _ngcontent-sc53="" class="

nav-item"><a _ngcontent-sc53="" href="/" class="navbar-brand" style="min-width: 150px;"><img _ngcontent-sc53="" class="img-fluid logo-desktop" alt="Destina Holidays" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/destina_holidays_color_logo.svg" style="width:200px;height:50px;"><!----><!----></a></li><!----><li _ngcontent-

sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" class="dropbtn nav-link">Hotels <span _ngcontent-sc53="" class="ps-1" 

style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" 

href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,048 properties <

/small></a><a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="

float-end">644 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small 

_ngcontent-sc53="" class="float-end">4,711 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b 

_ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,302 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=NRT" 

target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,910 properties </small></a><a _ngcontent-sc53="" href="

/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">594 properties </small><

/a><a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-

end">5,199 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small 

_ngcontent-sc53="" class="float-end">1,343 properties </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"

><a _ngcontent-sc53="" class="dropbtn nav-link">Tours <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-

down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-

sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b 

_ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities </small></a><a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> 

Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Italy" target="

_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities </small></a><a _ngcontent-sc53="" href="/tours/Japan" 

target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities </small></a><a _ngcontent-sc53="" href="/tours

/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 activities </small></a><a 

_ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities <

/small></a><a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,

092 activities </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item hide-tablet"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" 

class="dropbtn nav-link"> Popular Attractions <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i><

/span></a><div _ngcontent-sc53="" class="dropdown-content" style="width: 450px;"><a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank"

>Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="

_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9845" 

target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view

/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities </small></a><a _ngcontent-sc53="" href="/tours

/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities </small></a><a 

_ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a><

/div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="

dropbtn nav-link" style="cursor: pointer;">Car Rentals </a></div></li><!----><!----></ul></div><div _ngcontent-sc53="" class="pe-4"><ul _ngcontent-sc53="" class="nav 

justify-content-end"><!----><!----><li _ngcontent-sc53="" class="nav-item hide-tablet help-support"><div _ngcontent-sc53="" class="currency-dropdown"><a _ngcontent-

sc53="" class="nav-link header_link currency-dropbtn"><span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-comments-question"></i></span> 

Help &amp; Support <span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="

currency-dropdown-content p-2" style="left: -20px; top: 45px;"><a _ngcontent-sc53="" class="email" href="mailto:support@destinaholidays.com"

>support@destinaholidays.com</a><a _ngcontent-sc53="" class="phone" href="tel:2142276700"><small _ngcontent-sc53=""> United States (10.30am - 2am EST) <

/small> 214-227-6700</a><a _ngcontent-sc53="" class="phone" href="tel:4169079899"><small _ngcontent-sc53="">Canada (10.30am - 2am EST) </small> 416-907-

9899 </a></div></div></li><!----><li _ngcontent-sc53="" class="nav-item ps-2"><a _ngcontent-sc53="" class="nav-link d-block btn btn-outline-primary sign-in"><span 

_ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-user-circle"></i></span> Sign in </a><!----><!----><!----></li><!----></ul></div></div></div><div 

_ngcontent-sc53="" id="isMobile" class="container-fluid d-md-block d-lg-none border-bottom"><div _ngcontent-sc53="" id="mobile_header" class="d-flex"><div 

_ngcontent-sc53=""><span _ngcontent-sc53="" class="header_icon ps-2 pt-1 d-block" style="color: black;"><i _ngcontent-sc53="" class="fa-sharp fa-light fa-2x fa-grip-
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lines"></i></span></div><!----><!----><div _ngcontent-sc53="" class="flex-fill text-center" style="padding-left: 40px;"><a _ngcontent-sc53="" href="/" class="logo"><img 

_ngcontent-sc53="" class="img-fluid" style="max-height:45px;padding-bottom:3px;width:auto;" alt="Destina Holidays" src="https://skybooker-static.s3.us-west-2.

amazonaws.com/destina_holidays_color_logo.svg"></a><!----></div><div _ngcontent-sc53="" class="ps-2 text-center phone_header_icon"><table _ngcontent-sc53="" 

cellpadding="0" cellspacing="0" style="border-radius: 6px; border: 1px solid #43b520;"><tbody><tr _ngcontent-sc53=""><td _ngcontent-sc53=""><img _ngcontent-sc53="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/call-component-header.gif" class="img-fluid" style="width: 36px;"></td><td _ngcontent-sc53="" class="call text-

center"><i _ngcontent-sc53="" class="fa-duotone fa-phone"></i><small _ngcontent-sc53="">CALL US </small></td></tr></tbody></table></div></div></div><div 

_ngcontent-sc53="" class="mobile_header_side_bar" style="width:0%;"><nav _ngcontent-sc53=""><ul _ngcontent-sc53="" class="mobile-nav"><li _ngcontent-sc53="" 

class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-plane fa-rotate-270"></i></span> Flights </a><

/li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-bed"></i></span> Hotels 

</a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-map-signs"></i><

/span> Tours &amp; Activities </a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" 

class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a></li><!----><!----><li _ngcontent-sc53=""> &nbsp; </li><!----><li _ngcontent-sc53="" 

class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-globe-americas"></i></span> Traveller Tools</li><li _ngcontent-

sc53=""><div _ngcontent-sc53=""> Sign in / My Bookings </div><!----><!----></li><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support">Help &amp; 

Support </a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support/faq"> Frequently Asked Questions </a></li><li _ngcontent-sc53=""> Change Currency <!

----></li><!----><li _ngcontent-sc53=""> &nbsp; </li><li _ngcontent-sc53="" class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" 

class="fal fa-sitemap"></i></span> Useful Links</li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/about-us"

>About</a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/terms-and-conditions">Terms &amp; Conditions<

/a></li><!----><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/privacy-policy">Privacy &amp; Cookies</a><

/li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/visa-requirements">Visa Requirements</a></li><li _ngcontent-

sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/pay-later">Book &amp; Hold</a></li><!----><!----><li _ngcontent-sc53="">&nbsp;

</li></ul></nav></div><!----><!----></common-header><section _ngcontent-sc104="" id="searchContainer"><div _ngcontent-sc104="" class="container-xl" style="z-index: 

2; position: relative;"><div _ngcontent-sc104="" class="row justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto w-100 text-center pt-4 pb-4"><br 

_ngcontent-sc104=""><h1 _ngcontent-sc104="">Discover Travel Dreams</h1><h5 _ngcontent-sc104="" class="d-md-block d-lg-block text-center">Search from over 

100,000+ Hotels, Tours, Activities and Adventures</h5></div></div><div _ngcontent-sc104="" class="row justify-content-md-center d-none d-sm-block"><div _ngcontent-

sc104="" class="col-md-auto"><div _ngcontent-sc104="" class="row tab-parent row-cols-auto justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto 

tab-icon active"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div><div _ngcontent-sc104="" 

class="col-md-auto tab-icon"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div 

_ngcontent-sc104="" class="col-md-auto tab-icon" style="border-top-right-radius: 3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i 

_ngcontent-sc104="" class="fal fa-car"></i></span> Car Rentals </div></div></div></div><div _ngcontent-sc104="" class="row justify-content-center d-block d-sm-none"

><div _ngcontent-sc104="" class="col-md-auto tab-parent-mobile"><div _ngcontent-sc104="" class="row row-cols-auto d-flex justify-content-center"><div _ngcontent-

sc104="" class="col-md-auto tab-icon" style="border-top-left-radius: 3px; border-bottom-left-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-

sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div _ngcontent-sc104="" class="col-md-auto tab-icon active" style="border-top-right-radius: 

3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div></div><

/div></div><div _ngcontent-sc104="" class="tab-content"><div _ngcontent-sc104="" class="d-none d-lg-block"><br _ngcontent-sc104=""><div _ngcontent-sc104="" 

class="row"><div _ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div><div _ngcontent-

sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div></div><div _ngcontent-sc104="" class="row"><div 

_ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-3"

><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="

animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;<

/div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div></div><br _ngcontent-sc104=""

></div><div _ngcontent-sc104="" class="d-flex justify-content-center d-md-block d-lg-none d-block pb-4"><div _ngcontent-sc104=""></div><div _ngcontent-sc104="" 

class="row flex-fill g-1 pb-2 row-cols-6 justify-content-md-center"><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate 

border-radius-7 p-4"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"> 

&nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"

> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-

4"> &nbsp;</div></div><!----><div _ngcontent-sc104="" class="d-block d-md-block d-lg-none col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-

radius-7 p-3"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-3"> &nbsp;<

/div></div></div></div></div><!----><!----><!----><!----><!----></div></section><section _ngcontent-sc104="" class="d-none d-sm-none d-md-block d-lg-block gradient-

border-top"><div _ngcontent-sc104="" class="container-xl"><div _ngcontent-sc104="" class="row pt-4 pb-4 text-list"><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fad fa-check-double fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Best Selection</span> Our 

strict screening process means that you&apos;re only seeing the best quality tours. </td></tr></tbody></table></div><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fal fa-piggy-bank fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Save on Packages </span> 

Save more by booking your flight and tours together. We offer cheap travel packages to top destinations around the world. </td></tr></tbody></table></div><div 
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_ngcontent-sc104="" class="col-md-4"><table _ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span 

_ngcontent-sc104="" class="pe-2"><i _ngcontent-sc104="" class="fal fa-user-headset fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-

sc104="" class="heading"> 24/7 Support </span> We&apos;re available to answer any questions or concerns via online chat, phone or email. </td></tr></tbody></table><

/div></div></div></section><section _ngcontent-sc104=""><div _ngcontent-sc104="" class="container-xxl pt-4"><h3 _ngcontent-sc104="" class="gray pb-4">Popular 

Destinations</h3><div _ngcontent-sc104="" class="d-none d-md-block d-lg-block"><div _ngcontent-sc104="" class="row pop_destinations"><div _ngcontent-sc104="" 

class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div 

_ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span _ngcontent-sc104="" class="products">4477 activities 

<span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><div 

_ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div _ngcontent-sc104="" class="pop_destination"

><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div _ngcontent-sc104="" class="overlay-bg"

>&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span _ngcontent-sc104="" class="products"

>11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div><

/a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div _ngcontent-sc104="" class="

pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div _ngcontent-sc104="" class="

overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span _ngcontent-sc104="" class="

products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span><

/div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div _ngcontent-sc104="" 

class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div _ngcontent-sc104="" 

class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span _ngcontent-sc104="" 

class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span><

/span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div _ngcontent-

sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div _ngcontent-

sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span _ngcontent-

sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i><

/span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="

/tours/Thailand"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net

/assets/th.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name"

>Thailand</span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" 

class="far fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="

_blank" href="/tours/Vietnam"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.

cloudfront.net/assets/vi.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Vietnam</span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i 

_ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div><div _ngcontent-sc104="" class="mobile-swipe-container 

pop_destinations d-block d-md-none d-lg-none"><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span 

_ngcontent-sc104="" class="products">4477 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span 

_ngcontent-sc104="" class="products">11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span 

_ngcontent-sc104="" class="products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span 

_ngcontent-sc104="" class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div 
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_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span 

_ngcontent-sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Thailand"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/th.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Thailand<

/span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/vi.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Vietnam<

/span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div></section><section _ngcontent-sc104="" class="home-carousel"><div _ngcontent-

sc104="" class="container-xxl pt-4 d-none d-md-block d-lg-block"><br _ngcontent-sc104=""><h3 _ngcontent-sc104="" class="pb-4">Recommended &amp; Top Rated<

/h3><ngu-carousel _ngcontent-sc104="" _nghost-sc93="" class="ngucarouselWJXdjQ"><div _ngcontent-sc93="" class="ngucarousel"><button _ngcontent-sc104="" 

ngucarouselprev="" class="leftRs"><i _ngcontent-sc104="" class="fa fa-chevron-left"></i></button><div _ngcontent-sc93="" class="ngu-touch-container"><div _ngcontent-

sc93="" class="ngucarousel-items"><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" class="row no-

gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour"><link _ngcontent-

sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg"><meta _ngcontent-sc104="" itemprop="description" 

content="Spend more time inside with no-wait access to the Vatican Museums, Sistine Chapel &amp; St. Peter&apos;s Basilica through an official Vatican partner 

entrance. On this comprehensive guided tour, you&apos;ll experience the best of the Vatican in just three hours, including the Sistine Chapel, St. Peter&apos;s Basilica, 

and more. Navigate the vast complex of artwork and history with an expert, who will bring this ancient collection to life. Choose from several departure times and 

languages."><meta _ngcontent-sc104="" itemprop="mpn" content="3731VATICAN"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" 

itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-

sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"

><div _ngcontent-sc104="" class="card-title">Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour</div><div _ngcontent-sc104="" itemprop="aggregateRating" 

itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star 

checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"

><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i><

/span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----><span _ngcontent-sc104="" class="

gray"> 26926 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="26926"><meta _ngcontent-sc104="" itemprop="ratingValue" content="4.6"><

/div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> Rome </div><div 

_ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-sc104="" itemprop="url" 

href="/tours/Italy/Rome/3731VATICAN"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta _ngcontent-sc104="" itemprop="

price" content="53"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="priceCurrency" content="USD"><meta 

_ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $53 <sup _ngcontent-sc104="">USD</sup></span><

/div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" 

class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Ancient Rome and Colosseum Skip the Line Walking Tour"><link 

_ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg"><meta _ngcontent-sc104="" itemprop="

description" content="The ancient glory of Rome is reborn! Skip the Line at three of the most significant surviving remnants of the Eternal City: the Colosseum, Palatine 

Hill and Roman Forum. Your English-speaking expert historian tour guide will share anecdotes and history throughout the 3-hour tour, rebuilding the impressive ruins with 

tales of Ancient Romes heyday."><meta _ngcontent-sc104="" itemprop="mpn" content="3731COLOSSEUM"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Ancient Rome and Colosseum Skip the Line Walking Tour</div><div _ngcontent-sc104="" 

itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-

sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----

><span _ngcontent-sc104="" class="gray"> 15939 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15939"><meta _ngcontent-sc104="" itemprop="

ratingValue" content="4.6"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"

></i> Rome </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-
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sc104="" itemprop="url" href="/tours/Italy/Rome/3731COLOSSEUM"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="56"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $56 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Amsterdam Open 

Boat Canal Cruise - Local live guide with bar on board"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446

/10/0b/5e/20.jpg"><meta _ngcontent-sc104="" itemprop="description" content="The best way of seeing historical Amsterdam is from the water. Join us on our 1 hour 

canal tour on our 100% electric, luxury boats.<br><br>Enjoy all the beauty that Amsterdam has to offer while enjoying a drink. All our boats have a bar on board where 

drinks can be bought. During the tour our crew will tell you about the history of Amsterdam and the sights you pass.<br><br>During summer, when the weather is mainly 

sunny and dry, the tour will take place on one of our luxurious open boats. On the other hand, if it happens to be rainy or cold on the canals, we will be very happy to host 

the tour on one of our beautiful and warm saloon boats. <br><br>In order to ensure you a spot on the boat, we advise you to book your ticket online in advanced."><meta 

_ngcontent-sc104="" itemprop="mpn" content="75227P1"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" itemscope=""><meta 

_ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-sc104="" class="

c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"><div _ngcontent-

sc104="" class="card-title">Flagship Amsterdam Open Boat Canal Cruise - Local live guide with bar on board</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-

star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!----><!----><span _ngcontent-

sc104="" class="gray"> 15407 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15407"><meta _ngcontent-sc104="" itemprop="ratingValue" 

content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> 

Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P1"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="22"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $22 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Canal Cruise in 

Classic Boat - Live guide with drinks &amp; Dutch cheese"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-

674x446/09/3a/8a/80.jpg"><meta _ngcontent-sc104="" itemprop="description" content="On this 1 hour Luxury Classic River Boat Cruise, you will explore the city, its 

famous landmarks, culture, and rich trading history whilst relaxing with a drink in your hand. During the cruise, our skipper will take you through many highlights our city 

has to offer. The cruise is live guided, so expect an interactive tour, with enough space for questions and any needed recommendations for your further stay in 

Amsterdam. All tours are in ENGLISH."><meta _ngcontent-sc104="" itemprop="mpn" content="75227P6"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Flagship Canal Cruise in Classic Boat - Live guide with drinks &amp; Dutch cheese</div><div 

_ngcontent-sc104="" itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"><

/i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i 

_ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!

----><!----><span _ngcontent-sc104="" class="gray"> 13790 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="13790"><meta _ngcontent-sc104="" 

itemprop="ratingValue" content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"

><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far 

fa-map"></i> Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link 

_ngcontent-sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P6"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org

/InStock"><meta _ngcontent-sc104="" itemprop="price" content="32"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" 

itemprop="priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $32 

<sup _ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" 

itemtype="http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Dubai Desert Red 

Dune Safari, Camel Ride, and BBQ at Al Khayma"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f

/57/8b/7a.jpg"><meta _ngcontent-sc104="" itemprop="description" content="Give a great end to your day in Dubai with our premium evening Red Dune Desert Safari. A 

4WD in the sandy dunes of the deserts witnessing the sun going down into the depths of the golden sands will give any adventure lover the thrills of a lifetime. As the sun 

sets, the Al-Khayma Camp awaits you with a delicious BBQ and other fun-filled activities and when the stars light up the sky, be ready for an amazing star gazing session.

<br><br>Highlights<br>Enjoy an evening at the exclusive Al Khayma Desert Camp<br>Bash dunes for 30-40-minutes in the Lahbab desert<br>Enjoy the BBQ with local 

cuisines (veg and non-veg)<br>Smoke a shisha pipe, henna painting, Arabian makeover and a photography session with a falcon<br>Ride on a camel caravan and also 

opt to ride quad bikes through the desert<br>Watch the Tanoura, Fire Show, &amp; Ladies Khaliji dance<br>Enjoy a wonderful stargazing session with a telescope and 
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RESULT:

NAME VALUE

(0)CERTIFICATE 0

(0)Version 3 (0x2)

(0)Serial Number 04:d2:89:db:d2:a6:ee:26:eb:4f:ab:8e:13:da:1c:32:d6:20

(0)Signature Algorithm sha256WithRSAEncryption

(0)ISSUER NAME

countryName US

organizationName Let&apos;s Encrypt

commonName R11

(0)SUBJECT NAME

commonName www.destinaholidays.com

(0)Valid From Jan 22 14:58:20 2025 GMT

(0)Valid Till Apr 22 14:58:19 2025 GMT

(0)Public Key Algorithm rsaEncryption

(0)RSA Public Key (2048 bit)

(0) RSA Public-Key: (2048 bit)

(0) Modulus:

(0) 00:be:ae:c0:25:e1:19:f5:91:34:30:ee:ac:77:78:

(0) 19:92:b2:69:ba:59:ce:e0:d7:7c:ca:c4:6c:d4:18:

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

SSL certificate information is provided in the Results section.

Severity:  1

QID: 86002

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-03-07 22:23:33.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSL Certificate - Information port 443 / tcp over ssl

admire the night sky <br>"><meta _ngcontent-sc104="" itemprop="mpn" content="91421P12"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org

/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div 

_ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="

card-body"><div _ngcontent-sc104="" class="card-title">Dubai Desert Red Dune Safari, Camel Ride, and BBQ at Al Khayma</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtyp

Results were truncated
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(0) 51:00:6f:f9:fa:22:ca:df:24:56:8a:24:2f:b0:2b:

(0) 85:e8:6a:4b:e2:4f:5b:85:9a:98:8f:33:e8:29:a4:

(0) e0:d0:38:01:ce:85:cc:15:24:2f:fb:57:9c:6e:8e:

(0) f4:35:03:00:9b:6e:03:39:92:1b:4c:e7:fb:d6:8d:

(0) 70:08:ef:fb:65:94:dc:e2:76:93:5a:53:b7:dd:2d:

(0) 2b:ec:b5:e0:85:4b:ce:6d:fd:92:97:c1:62:17:55:

(0) 74:a2:1e:f7:b5:66:b2:07:c8:90:3f:70:65:3d:b0:

(0) 21:58:bf:4d:ae:d7:05:41:3b:13:5b:64:db:f2:0d:

(0) 82:e4:c3:fd:80:74:9b:2d:ed:55:3b:d8:78:e0:c5:

(0) ce:34:81:47:34:93:38:f7:2a:1e:17:07:a5:7c:2e:

(0) 61:c6:8e:a5:11:1e:9f:9b:0f:13:52:0b:bf:7a:c3:

(0) d7:bd:85:76:0e:3f:ea:d9:89:64:bb:0f:84:a1:1a:

(0) 61:3e:2d:65:8e:fe:df:6b:53:36:d5:3a:00:bf:d7:

(0) c3:91:82:88:02:a7:e4:dc:e2:57:ec:f0:c5:23:64:

(0) 17:38:1c:dc:0f:33:54:d4:8e:d3:9e:aa:e1:11:0e:

(0) 14:b9

(0) Exponent: 65537 (0x10001)

(0)X509v3 EXTENSIONS

(0)X509v3 Key Usage critical

(0) Digital Signature, Key Encipherment

(0)X509v3 Extended Key Usage TLS Web Server Authentication, TLS Web Client Authentication

(0)X509v3 Basic Constraints critical

(0) CA:FALSE

(0)X509v3 Subject Key Identifier 26:1D:26:F0:62:A9:26:59:59:3C:CD:1B:B3:B0:2E:CF:D3:CE:70:DD

(0)X509v3 Authority Key Identifier keyid:C5:CF:46:A4:EA:F4:C3:C0:7A:6C:95:C4:2D:B0:5E:92:2F:26:E3:B9

(0)Authority Information Access OCSP - URI:http://r11.o.lencr.org

(0) CA Issuers - URI:http://r11.i.lencr.org/

(0)X509v3 Subject Alternative Name DNS:www.airfareexperts.com, DNS:www.destinaholidays.com

(0)X509v3 Certificate Policies Policy: 2.23.140.1.2.1

(0)CT Precertificate SCTs Signed Certificate Timestamp:

(0) Version : v1 (0x0)

(0) Log ID : A2:E3:0A:E4:45:EF:BD:AD:9B:7E:38:ED:47:67:77:53:

(0) D7:82:5B:84:94:D7:2B:5E:1B:2C:C4:B9:50:A4:47:E7

(0) Timestamp : Jan 22 15:56:50.250 2025 GMT

(0) Extensions: none

(0) Signature : ecdsa-with-SHA256

(0) 30:46:02:21:00:81:96:C2:D7:15:88:60:AC:E9:B4:91:

(0) BD:AC:FE:09:2D:D9:D0:FD:D6:00:E2:20:CC:4F:46:A9:

(0) 7F:A8:5B:D9:C1:02:21:00:F0:10:8D:FA:4D:B2:7B:40:

(0) F0:83:D8:08:64:A8:D6:5C:B9:9C:67:A6:B5:38:FD:C3:

(0) 10:DE:26:18:B4:B3:E1:40

(0) Signed Certificate Timestamp:

(0) Version : v1 (0x0)

(0) Log ID : CF:11:56:EE:D5:2E:7C:AF:F3:87:5B:D9:69:2E:9B:E9:

(0) 1A:71:67:4A:B0:17:EC:AC:01:D2:5B:77:CE:CC:3B:08

(0) Timestamp : Jan 22 15:56:50.307 2025 GMT

(0) Extensions: none

(0) Signature : ecdsa-with-SHA256

(0) 30:45:02:21:00:A4:07:6A:ED:16:27:88:82:F8:E9:6B:

(0) 8E:AA:88:18:01:02:70:A4:05:1C:B9:2E:B6:8C:CE:66:

(0) E4:81:53:DB:D1:02:20:6E:3B:49:37:77:73:5B:E9:A6:

(0) 6D:DE:19:D6:51:13:59:13:AB:35:66:B3:99:C5:22:DA:

(0) 85:68:59:E4:A7:80:08

(0)Signature (256 octets)

(0) 2e:c7:c5:7e:af:16:60:4c:32:55:72:cc:a1:56:18:b4

(0) d2:b1:40:75:28:2a:e2:fe:c9:bc:28:7c:78:85:00:a5
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(0) a6:a4:2c:01:a7:d4:28:a5:a7:8f:f1:19:b9:51:89:6e

(0) fd:0e:65:16:ea:0b:ba:ff:17:cb:39:46:96:be:64:1a

(0) 87:f2:8f:f8:52:1f:f4:a1:c1:3a:c6:e0:e3:a9:20:c0

(0) 60:1d:86:3a:8d:5a:6c:34:00:96:d4:a2:02:c6:f5:00

(0) c7:bd:6b:9f:4f:6f:d9:df:21:4c:6f:1a:1f:93:21:cf

(0) a2:37:97:3d:a7:13:8a:ea:fe:ea:eb:80:76:db:d3:14

(0) 25:45:43:db:70:9f:95:5d:37:ea:d4:5c:34:ad:5a:99

(0) 5d:25:65:84:d9:e9:13:a3:88:b4:65:37:fc:fa:eb:85

(0) 46:22:08:60:5a:d3:07:0b:a5:2e:c1:61:92:4f:0e:5a

(0) 24:64:12:39:b2:b2:da:66:27:88:f2:44:b0:87:ae:f2

(0) 43:d4:ca:61:17:9c:4d:69:30:ea:79:d0:5e:ee:d7:59

(0) bf:af:1c:4d:a3:be:11:95:1f:ff:fd:c4:90:fa:9d:53

(0) da:1b:f8:e5:6e:9b:20:e8:58:07:e3:79:89:0c:7d:1a

(0) f2:c0:48:56:7c:ac:1c:e3:ac:09:b1:08:f3:4d:4b:3e

(1)CERTIFICATE 1

(1)Version 3 (0x2)

(1)Serial Number 8a:7d:3e:13:d6:2f:30:ef:23:86:bd:29:07:6b:34:f8

(1)Signature Algorithm sha256WithRSAEncryption

(1)ISSUER NAME

countryName US

organizationName Internet Security Research Group

commonName ISRG Root X1

(1)SUBJECT NAME

countryName US

organizationName Let&apos;s Encrypt

commonName R11

(1)Valid From Mar 13 00:00:00 2024 GMT

(1)Valid Till Mar 12 23:59:59 2027 GMT

(1)Public Key Algorithm rsaEncryption

(1)RSA Public Key (2048 bit)

(1) RSA Public-Key: (2048 bit)

(1) Modulus:

(1) 00:ba:87:bc:5c:1b:00:39:cb:ca:0a:cd:d4:67:10:

(1) f9:01:3c:a5:4e:a5:61:cb:26:ca:52:fb:15:01:b7:

(1) b9:28:f5:28:1e:ed:27:b3:24:18:39:67:09:0c:08:

(1) ec:e0:3a:b0:3b:77:0e:bd:f3:e5:39:54:41:0c:4e:

(1) ae:41:d6:99:74:de:51:db:ef:7b:ff:58:bd:a8:b7:

(1) 13:f6:de:31:d5:f2:72:c9:72:6a:0b:83:74:95:9c:

(1) 46:00:64:14:99:f3:b1:d9:22:d9:cd:a8:92:aa:1c:

(1) 26:7a:3f:fe:ef:58:05:7b:08:95:81:db:71:0f:8e:

(1) fb:e3:31:09:bb:09:be:50:4d:5f:8f:91:76:3d:5a:

(1) 9d:9e:83:f2:e9:c4:66:b3:e1:06:66:43:48:18:80:

(1) 65:a0:37:18:9a:9b:84:32:97:b1:b2:bd:c4:f8:15:

(1) 00:9d:27:88:fb:e2:63:17:96:6c:9b:27:67:4b:c4:

(1) db:28:5e:69:c2:79:f0:49:5c:e0:24:50:e1:c4:bc:

(1) a1:05:ac:7b:40:6d:00:b4:c2:41:3f:a7:58:b8:2f:

(1) c5:5c:9b:a5:bb:09:9e:f1:fe:eb:b0:85:39:fd:a8:

(1) 0a:ef:45:c4:78:eb:65:2a:c2:cf:5f:3c:de:e3:5c:

(1) 4d:1b:f7:0b:27:2b:aa:0b:42:77:53:4f:79:6a:1d:

(1) 87:d9

(1) Exponent: 65537 (0x10001)

(1)X509v3 EXTENSIONS

(1)X509v3 Key Usage critical

(1) Digital Signature, Certificate Sign, CRL Sign

(1)X509v3 Extended Key Usage TLS Web Client Authentication, TLS Web Server Authentication

(1)X509v3 Basic Constraints critical
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(1) CA:TRUE, pathlen:0

(1)X509v3 Subject Key Identifier C5:CF:46:A4:EA:F4:C3:C0:7A:6C:95:C4:2D:B0:5E:92:2F:26:E3:B9

(1)X509v3 Authority Key Identifier keyid:79:B4:59:E6:7B:B6:E5:E4:01:73:80:08:88:C8:1A:58:F6:E9:9B:6E

(1)Authority Information Access CA Issuers - URI:http://x1.i.lencr.org/

(1)X509v3 Certificate Policies Policy: 2.23.140.1.2.1

(1)X509v3 CRL Distribution Points

(1) Full Name:

(1) URI:http://x1.c.lencr.org/

(1)Signature (512 octets)

(1) 4e:e2:89:5d:0a:03:1c:90:38:d0:f5:1f:f9:71:5c:f8

(1) c3:8f:b2:37:88:7a:6f:b0:25:1f:ed:be:b7:d8:86:06

(1) 8e:e9:09:84:cd:72:bf:81:f3:fc:ca:cf:53:48:ed:bd

(1) f6:69:42:d4:a5:11:3e:35:c8:13:b2:92:1d:05:5f:ea

(1) 2e:d4:d8:f8:49:c3:ad:f5:99:96:9c:ef:26:d8:e1:b4

(1) 24:0b:48:20:4d:fc:d3:54:b4:a9:c6:21:c8:e1:36:1b

(1) ff:77:64:29:17:b9:f0:4b:ef:5d:ea:cd:79:d0:bf:90

(1) bf:be:23:b2:90:da:4a:a9:48:31:74:a9:44:0b:e1:e2

(1) f6:2d:83:71:a4:75:7b:d2:94:c1:05:19:46:1c:b9:8f

(1) f3:c4:74:48:25:2a:0d:e5:f5:db:43:e2:db:93:9b:b9

(1) 19:b4:1f:2f:df:6a:0e:8f:31:d3:63:0f:bb:29:dc:dd

(1) 66:2c:3f:b0:1b:67:51:f8:41:3c:e4:4d:b9:ac:b8:a4

(1) 9c:66:63:f5:ab:85:23:1d:cc:53:b6:ab:71:ae:dc:c5

(1) 01:71:da:36:ee:0a:18:2a:32:fd:09:31:7c:8f:f6:73

(1) e7:9c:9c:b5:4a:15:6a:77:82:5a:cf:da:8d:45:fe:1f

(1) 2a:64:05:30:3e:73:c2:c6:0c:b9:d6:3b:63:4a:ab:46

(1) 03:fe:99:c0:46:40:27:60:63:df:50:3a:07:47:d8:15

(1) 4a:9f:ea:47:1f:99:5a:08:62:0c:b6:6c:33:08:4d:d7

(1) 38:ed:48:2d:2e:05:68:ae:80:5d:ef:4c:dc:d8:20:41

(1) 5f:68:f1:bb:5a:cd:e3:0e:b0:0c:31:87:9b:43:de:49

(1) 43:e1:c8:04:3f:d1:3c:1b:87:45:30:69:a8:a9:72:0e

(1) 79:12:1c:31:d8:3e:23:57:dd:a7:4f:a0:f0:1c:81:d1

(1) 77:1f:6f:d6:d2:b9:a8:b3:03:16:81:39:4b:9f:55:ae

(1) d2:6a:e4:b3:bf:ea:a5:d5:9f:4b:a3:c9:d6:3b:72:f3

(1) 4a:f6:54:ab:0c:fc:38:f7:60:80:df:6e:35:ca:75:a1

(1) 54:e4:2f:bc:6e:17:c9:1a:a5:37:b5:a2:9a:ba:ec:f4

(1) c0:75:46:4f:77:a8:e8:59:56:91:66:2d:6e:de:29:81

(1) d6:a6:97:05:5e:64:45:be:2c:ce:ea:64:42:44:b0:c3

(1) 4f:ad:f0:b4:dc:03:ca:99:9b:09:82:95:82:0d:63:8a

(1) 66:f9:19:72:f8:d5:b9:89:10:e2:89:98:09:35:f9:a2

(1) 1c:be:92:73:23:74:e9:9d:1f:d7:3b:4a:9a:84:58:10

(1) c2:f3:a7:e2:35:ec:7e:3b:45:ce:30:46:52:6b:c0:c0

NAME VALUE

(0)CERTIFICATE 0

(0)Version 3 (0x2)

(0)Serial Number 1b:b2:9b:1b:f7:31:27:ff

(0)Signature Algorithm sha256WithRSAEncryption

(0)ISSUER NAME

countryName US

stateOrProvinceName Arizona

localityName Scottsdale

organizationName "GoDaddy.com, Inc."

organizationalUnitName http://certs.godaddy.com/repository/

commonName Go Daddy Secure Certificate Authority - G2

(0)SUBJECT NAME

commonName www.foxbridge.ca

(0)Valid From Oct 7 20:29:08 2022 GMT
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(0)Valid Till Nov 8 20:29:08 2023 GMT

(0)Public Key Algorithm rsaEncryption

(0)RSA Public Key (2048 bit)

(0) RSA Public-Key: (2048 bit)

(0) Modulus:

(0) 00:b4:45:0c:74:f9:24:ac:bc:f2:51:c5:a2:a9:93:

(0) a2:85:8d:81:16:c5:88:1a:03:5d:81:c4:8b:9f:bc:

(0) ee:c3:7d:4f:53:d9:a9:dd:71:78:96:85:1a:34:95:

(0) 11:c7:6b:50:61:dc:8d:92:7f:50:bf:73:c5:37:79:

(0) 76:cd:29:fe:ae:a2:bc:0a:e3:f2:82:ab:44:f6:f0:

(0) d7:b2:64:17:c1:cc:2a:a0:42:c9:b7:19:09:6e:b1:

(0) 98:bd:87:45:76:8a:e1:b0:0d:5b:48:f1:ff:4e:eb:

(0) cb:a4:2e:cb:9c:89:d4:f7:0a:d6:d1:c7:58:93:2a:

(0) 2a:0a:c9:dc:fe:11:87:2c:92:eb:6f:14:12:bf:7e:

(0) 1a:64:88:1e:eb:61:22:9b:cd:95:c3:7f:27:cf:35:

(0) af:4c:26:e2:cb:52:e9:50:f7:e2:32:8f:28:48:45:

(0) 6c:dc:8f:e1:63:d9:03:d7:c7:b0:9a:62:d7:6d:86:

(0) 0f:03:fc:46:fa:87:8f:10:96:4e:91:c7:1d:e7:db:

(0) 29:5b:3a:47:eb:de:78:37:af:6b:e2:94:b2:f8:e2:

(0) 61:35:1b:54:30:79:cd:6e:01:77:a7:ea:a6:c9:78:

(0) e9:42:b0:07:36:bf:40:20:55:4c:bc:49:0f:08:33:

(0) 5f:c9:86:fc:9e:56:d3:01:a9:03:29:ae:75:85:87:

(0) af:5f

(0) Exponent: 65537 (0x10001)

(0)X509v3 EXTENSIONS

(0)X509v3 Basic Constraints critical

(0) CA:FALSE

(0)X509v3 Extended Key Usage TLS Web Server Authentication, TLS Web Client Authentication

(0)X509v3 Key Usage critical

(0) Digital Signature, Key Encipherment

(0)X509v3 CRL Distribution Points

(0) Full Name:

(0) URI:http://crl.godaddy.com/gdig2s1-4587.crl

(0)X509v3 Certificate Policies Policy: 2.16.840.1.114413.1.7.23.1

(0) CPS: http://certificates.godaddy.com/repository/

(0) Policy: 2.23.140.1.2.1

(0)Authority Information Access OCSP - URI:http://ocsp.godaddy.com/

(0) CA Issuers - URI:http://certificates.godaddy.com/repository/gdig2.crt

(0)X509v3 Authority Key Identifier keyid:40:C2:BD:27:8E:CC:34:83:30:A2:33:D7:FB:6C:B3:F0:B4:2C:80:CE

(0)X509v3 Subject Alternative Name DNS:www.foxbridge.ca, DNS:foxbridge.ca

(0)X509v3 Subject Key Identifier 52:A2:73:4D:5C:97:84:36:74:12:61:26:58:F7:11:26:0A:AC:8B:53

(0)CT Precertificate SCTs Signed Certificate Timestamp:

(0) Version : v1 (0x0)

(0) Log ID : E8:3E:D0:DA:3E:F5:06:35:32:E7:57:28:BC:89:6B:C9:

(0) 03:D3:CB:D1:11:6B:EC:EB:69:E1:77:7D:6D:06:BD:6E

(0) Timestamp : Oct 7 20:29:14.478 2022 GMT

(0) Extensions: none

(0) Signature : ecdsa-with-SHA256

(0) 30:45:02:21:00:8D:35:E5:DD:59:35:7A:29:93:2F:DF:

(0) 1A:CB:3E:9E:09:84:B4:86:79:91:1E:34:11:BF:43:85:

(0) 83:BC:9C:86:C2:02:20:52:9D:85:23:D1:66:01:6F:FB:

(0) A9:1D:F5:05:2C:FD:D2:A5:78:C7:38:FA:78:DD:38:D6:

(0) DA:86:90:06:ED:79:12

(0) Signed Certificate Timestamp:

(0) Version : v1 (0x0)

(0) Log ID : 7A:32:8C:54:D8:B7:2D:B6:20:EA:38:E0:52:1E:E9:84:
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(0) 16:70:32:13:85:4D:3B:D2:2B:C1:3A:57:A3:52:EB:52

(0) Timestamp : Oct 7 20:29:15.038 2022 GMT

(0) Extensions: none

(0) Signature : ecdsa-with-SHA256

(0) 30:46:02:21:00:D7:4F:33:54:68:BA:B4:71:45:AF:0F:

(0) D8:85:85:95:F6:23:20:67:2E:BC:1C:76:64:E3:CC:1D:

(0) A6:32:2E:DB:3E:02:21:00:E1:FF:08:AF:63:11:7F:A2:

(0) B1:99:E9:45:6B:0B:DC:F4:2A:48:10:63:0E:C6:CB:E9:

(0) AF:92:9A:17:49:1F:5C:53

(0) Signed Certificate Timestamp:

(0) Version : v1 (0x0)

(0) Log ID : B3:73:77:07:E1:84:50:F8:63:86:D6:05:A9:DC:11:09:

(0) 4A:79:2D:B1:67:0C:0B:87:DC:F0:03:0E:79:36:A5:9A

(0) Timestamp : Oct 7 20:29:15.147 2022 GMT

(0) Extensions: none

(0) Signature : ecdsa-with-SHA256

(0) 30:46:02:21:00:8D:F2:92:31:E4:5D:4A:96:59:77:E1:

(0) 29:52:95:6A:BB:F2:E5:04:4A:04:CA:FB:59:5A:55:F1:

(0) A9:8C:D6:93:64:02:21:00:84:E2:BF:44:0C:0F:20:67:

(0) BF:C5:41:9A:1F:8F:34:BD:2B:A5:CB:DE:54:AF:CF:BA:

(0) 27:6E:BE:4C:B9:D3:CA:CD

(0)Signature (256 octets)

(0) 9e:3d:41:3c:e5:d9:17:f4:72:77:20:22:82:a8:73:9c

(0) 67:a3:e8:ac:a9:e1:b8:9d:85:24:32:dc:58:61:b4:9b

(0) 09:ad:45:f2:98:a8:70:35:7a:f8:75:a6:60:37:d9:50

(0) 27:81:5f:75:07:27:59:b3:f5:f7:20:a4:9d:9d:88:26

(0) ee:53:1a:8e:08:75:4a:03:e1:10:a6:72:40:b3:55:0a

(0) 97:c2:97:da:2a:9b:94:3c:94:86:6e:36:1a:fc:a9:44

(0) 1c:e2:43:76:25:6d:38:83:39:6e:63:ca:73:e8:7c:41

(0) 16:e9:05:25:c0:46:f7:8b:62:0f:bd:63:9f:a7:75:2a

(0) 5d:63:97:cb:62:0d:32:28:84:f3:36:b6:79:96:a1:81

(0) c1:a1:90:04:01:ca:9f:f6:7b:2c:eb:8f:3c:41:41:f5

(0) eb:c1:22:f4:19:2c:1d:7b:22:8e:6a:4c:c3:b3:80:84

(0) f0:e1:8b:5a:8f:ff:ad:a8:be:6d:80:f7:f4:e4:db:ef

(0) 87:ec:b1:e0:bd:ef:54:16:be:f4:9f:ab:e3:ec:d1:ae

(0) 89:2b:71:93:25:1d:f3:b3:05:17:ce:6b:08:bb:64:62

(0) 7b:4f:47:44:b8:56:53:4e:08:30:af:79:55:76:dd:64

(0) 4c:a8:0c:db:71:6c:46:eb:03:b2:48:7c:f2:79:29:66

(1)CERTIFICATE 1

(1)Version 3 (0x2)

(1)Serial Number 7 (0x7)

(1)Signature Algorithm sha256WithRSAEncryption

(1)ISSUER NAME

countryName US

stateOrProvinceName Arizona

localityName Scottsdale

organizationName "GoDaddy.com, Inc."

commonName Go Daddy Root Certificate Authority - G2

(1)SUBJECT NAME

countryName US

stateOrProvinceName Arizona

localityName Scottsdale

organizationName "GoDaddy.com, Inc."

organizationalUnitName http://certs.godaddy.com/repository/

commonName Go Daddy Secure Certificate Authority - G2

(1)Valid From May 3 07:00:00 2011 GMT
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(1)Valid Till May 3 07:00:00 2031 GMT

(1)Public Key Algorithm rsaEncryption

(1)RSA Public Key (2048 bit)

(1) RSA Public-Key: (2048 bit)

(1) Modulus:

(1) 00:b9:e0:cb:10:d4:af:76:bd:d4:93:62:eb:30:64:

(1) b8:81:08:6c:c3:04:d9:62:17:8e:2f:ff:3e:65:cf:

(1) 8f:ce:62:e6:3c:52:1c:da:16:45:4b:55:ab:78:6b:

(1) 63:83:62:90:ce:0f:69:6c:99:c8:1a:14:8b:4c:cc:

(1) 45:33:ea:88:dc:9e:a3:af:2b:fe:80:61:9d:79:57:

(1) c4:cf:2e:f4:3f:30:3c:5d:47:fc:9a:16:bc:c3:37:

(1) 96:41:51:8e:11:4b:54:f8:28:be:d0:8c:be:f0:30:

(1) 38:1e:f3:b0:26:f8:66:47:63:6d:de:71:26:47:8f:

(1) 38:47:53:d1:46:1d:b4:e3:dc:00:ea:45:ac:bd:bc:

(1) 71:d9:aa:6f:00:db:db:cd:30:3a:79:4f:5f:4c:47:

(1) f8:1d:ef:5b:c2:c4:9d:60:3b:b1:b2:43:91:d8:a4:

(1) 33:4e:ea:b3:d6:27:4f:ad:25:8a:a5:c6:f4:d5:d0:

(1) a6:ae:74:05:64:57:88:b5:44:55:d4:2d:2a:3a:3e:

(1) f8:b8:bd:e9:32:0a:02:94:64:c4:16:3a:50:f1:4a:

(1) ae:e7:79:33:af:0c:20:07:7f:e8:df:04:39:c2:69:

(1) 02:6c:63:52:fa:77:c1:1b:c8:74:87:c8:b9:93:18:

(1) 50:54:35:4b:69:4e:bc:3b:d3:49:2e:1f:dc:c1:d2:

(1) 52:fb

(1) Exponent: 65537 (0x10001)

(1)X509v3 EXTENSIONS

(1)X509v3 Basic Constraints critical

(1) CA:TRUE

(1)X509v3 Key Usage critical

(1) Certificate Sign, CRL Sign

(1)X509v3 Subject Key Identifier 40:C2:BD:27:8E:CC:34:83:30:A2:33:D7:FB:6C:B3:F0:B4:2C:80:CE

(1)X509v3 Authority Key Identifier keyid:3A:9A:85:07:10:67:28:B6:EF:F6:BD:05:41:6E:20:C1:94:DA:0F:DE

(1)Authority Information Access OCSP - URI:http://ocsp.godaddy.com/

(1)X509v3 CRL Distribution Points

(1) Full Name:

(1) URI:http://crl.godaddy.com/gdroot-g2.crl

(1)X509v3 Certificate Policies Policy: X509v3 Any Policy

(1) CPS: https://certs.godaddy.com/repository/

(1)Signature (256 octets)

(1) 08:7e:6c:93:10:c8:38:b8:96:a9:90:4b:ff:a1:5f:4f

(1) 04:ef:6c:3e:9c:88:06:c9:50:8f:a6:73:f7:57:31:1b

(1) be:bc:e4:2f:db:f8:ba:d3:5b:e0:b4:e7:e6:79:62:0e

(1) 0c:a2:d7:6a:63:73:31:b5:f5:a8:48:a4:3b:08:2d:a2

(1) 5d:90:d7:b4:7c:25:4f:11:56:30:c4:b6:44:9d:7b:2c

(1) 9d:e5:5e:e6:ef:0c:61:aa:bf:e4:2a:1b:ee:84:9e:b8

(1) 83:7d:c1:43:ce:44:a7:13:70:0d:91:1f:f4:c8:13:ad

(1) 83:60:d9:d8:72:a8:73:24:1e:b5:ac:22:0e:ca:17:89

(1) 62:58:44:1b:ab:89:25:01:00:0f:cd:c4:1b:62:db:51

(1) b4:d3:0f:51:2a:9b:f4:bc:73:fc:76:ce:36:a4:cd:d9

(1) d8:2c:ea:ae:9b:f5:2a:b2:90:d1:4d:75:18:8a:3f:8a

(1) 41:90:23:7d:5b:4b:fe:a4:03:58:9b:46:b2:c3:60:60

(1) 83:f8:7d:50:41:ce:c2:a1:90:c3:bb:ef:02:2f:d2:15

(1) 54:ee:44:15:d9:0a:ae:a7:8a:33:ed:b1:2d:76:36:26

(1) dc:04:eb:9f:f7:61:1f:15:dc:87:6f:ee:46:96:28:ad

(1) a1:26:7d:0a:09:a7:2e:04:a3:8d:bc:f8:bc:04:30:01

(2)CERTIFICATE 2

(2)Version 3 (0x2)
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(2)Serial Number 1828629 (0x1be715)

(2)Signature Algorithm sha256WithRSAEncryption

(2)ISSUER NAME

countryName US

organizationName "The Go Daddy Group, Inc."

organizationalUnitName Go Daddy Class 2 Certification Authority

(2)SUBJECT NAME

countryName US

stateOrProvinceName Arizona

localityName Scottsdale

organizationName "GoDaddy.com, Inc."

commonName Go Daddy Root Certificate Authority - G2

(2)Valid From Jan 1 07:00:00 2014 GMT

(2)Valid Till May 30 07:00:00 2031 GMT

(2)Public Key Algorithm rsaEncryption

(2)RSA Public Key (2048 bit)

(2) RSA Public-Key: (2048 bit)

(2) Modulus:

(2) 00:bf:71:62:08:f1:fa:59:34:f7:1b:c9:18:a3:f7:

(2) 80:49:58:e9:22:83:13:a6:c5:20:43:01:3b:84:f1:

(2) e6:85:49:9f:27:ea:f6:84:1b:4e:a0:b4:db:70:98:

(2) c7:32:01:b1:05:3e:07:4e:ee:f4:fa:4f:2f:59:30:

(2) 22:e7:ab:19:56:6b:e2:80:07:fc:f3:16:75:80:39:

(2) 51:7b:e5:f9:35:b6:74:4e:a9:8d:82:13:e4:b6:3f:

(2) a9:03:83:fa:a2:be:8a:15:6a:7f:de:0b:c3:b6:19:

(2) 14:05:ca:ea:c3:a8:04:94:3b:46:7c:32:0d:f3:00:

(2) 66:22:c8:8d:69:6d:36:8c:11:18:b7:d3:b2:1c:60:

(2) b4:38:fa:02:8c:ce:d3:dd:46:07:de:0a:3e:eb:5d:

(2) 7c:c8:7c:fb:b0:2b:53:a4:92:62:69:51:25:05:61:

(2) 1a:44:81:8c:2c:a9:43:96:23:df:ac:3a:81:9a:0e:

(2) 29:c5:1c:a9:e9:5d:1e:b6:9e:9e:30:0a:39:ce:f1:

(2) 88:80:fb:4b:5d:cc:32:ec:85:62:43:25:34:02:56:

(2) 27:01:91:b4:3b:70:2a:3f:6e:b1:e8:9c:88:01:7d:

(2) 9f:d4:f9:db:53:6d:60:9d:bf:2c:e7:58:ab:b8:5f:

(2) 46:fc:ce:c4:1b:03:3c:09:eb:49:31:5c:69:46:b3:

(2) e0:47

(2) Exponent: 65537 (0x10001)

(2)X509v3 EXTENSIONS

(2)X509v3 Basic Constraints critical

(2) CA:TRUE

(2)X509v3 Key Usage critical

(2) Certificate Sign, CRL Sign

(2)X509v3 Subject Key Identifier 3A:9A:85:07:10:67:28:B6:EF:F6:BD:05:41:6E:20:C1:94:DA:0F:DE

(2)X509v3 Authority Key Identifier keyid:D2:C4:B0:D2:91:D4:4C:11:71:B3:61:CB:3D:A1:FE:DD:A8:6A:D4:

E3

(2)Authority Information Access OCSP - URI:http://ocsp.godaddy.com/

(2)X509v3 CRL Distribution Points

(2) Full Name:

(2) URI:http://crl.godaddy.com/gdroot.crl

(2)X509v3 Certificate Policies Policy: X509v3 Any Policy

(2) CPS: https://certs.godaddy.com/repository/

(2)Signature (256 octets)

(2) 59:0b:53:bd:92:86:11:a7:24:7b:ed:5b:31:cf:1d:1f

(2) 6c:70:c5:b8:6e:be:4e:bb:f6:be:97:50:e1:30:7f:ba

(2) 28:5c:62:94:c2:e3:7e:33:f7:fb:42:76:85:db:95:1c

(2) 8c:22:58:75:09:0c:88:65:67:39:0a:16:09:c5:a0:38
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(2) 97:a4:c5:23:93:3f:b4:18:a6:01:06:44:91:e3:a7:69

(2) 27:b4:5a:25:7f:3a:b7:32:cd:dd:84:ff:2a:38:29:33

(2) a4:dd:67:b2:85:fe:a1:88:20:1c:50:89:c8:dc:2a:f6

(2) 42:03:37:4c:e6:88:df:d5:af:24:f2:b1:c3:df:cc:b5

(2) ec:e0:99:5e:b7:49:54:20:3c:94:18:0c:c7:1c:52:18

(2) 49:a4:6d:e1:b3:58:0b:c9:d8:ec:d9:ae:1c:32:8e:28

(2) 70:0d:e2:fe:a6:17:9e:84:0f:bd:57:70:b3:5a:e9:1f

(2) a0:86:53:bb:ef:7c:ff:69:0b:e0:48:c3:b7:93:0b:c8

(2) 0a:54:c4:ac:5d:14:67:37:6c:ca:a5:2f:31:08:37:aa

(2) 6e:6f:8c:bc:9b:e2:57:5d:24:81:af:97:97:9c:84:ad

(2) 6c:ac:37:4c:66:f3:61:91:11:20:e4:be:30:9f:7a:a4

(2) 29:09:b0:e1:34:5f:64:77:18:40:51:df:8c:30:a6:af

(3)CERTIFICATE 3

(3)Version 3 (0x2)

(3)Serial Number 0 (0x0)

(3)Signature Algorithm sha1WithRSAEncryption

(3)ISSUER NAME

countryName US

organizationName "The Go Daddy Group, Inc."

organizationalUnitName Go Daddy Class 2 Certification Authority

(3)SUBJECT NAME

countryName US

organizationName "The Go Daddy Group, Inc."

organizationalUnitName Go Daddy Class 2 Certification Authority

(3)Valid From Jun 29 17:06:20 2004 GMT

(3)Valid Till Jun 29 17:06:20 2034 GMT

(3)Public Key Algorithm rsaEncryption

(3)RSA Public Key (2048 bit)

(3) RSA Public-Key: (2048 bit)

(3) Modulus:

(3) 00:de:9d:d7:ea:57:18:49:a1:5b:eb:d7:5f:48:86:

(3) ea:be:dd:ff:e4:ef:67:1c:f4:65:68:b3:57:71:a0:

(3) 5e:77:bb:ed:9b:49:e9:70:80:3d:56:18:63:08:6f:

(3) da:f2:cc:d0:3f:7f:02:54:22:54:10:d8:b2:81:d4:

(3) c0:75:3d:4b:7f:c7:77:c3:3e:78:ab:1a:03:b5:20:

(3) 6b:2f:6a:2b:b1:c5:88:7e:c4:bb:1e:b0:c1:d8:45:

(3) 27:6f:aa:37:58:f7:87:26:d7:d8:2d:f6:a9:17:b7:

(3) 1f:72:36:4e:a6:17:3f:65:98:92:db:2a:6e:5d:a2:

(3) fe:88:e0:0b:de:7f:e5:8d:15:e1:eb:cb:3a:d5:e2:

(3) 12:a2:13:2d:d8:8e:af:5f:12:3d:a0:08:05:08:b6:

(3) 5c:a5:65:38:04:45:99:1e:a3:60:60:74:c5:41:a5:

(3) 72:62:1b:62:c5:1f:6f:5f:1a:42:be:02:51:65:a8:

(3) ae:23:18:6a:fc:78:03:a9:4d:7f:80:c3:fa:ab:5a:

(3) fc:a1:40:a4:ca:19:16:fe:b2:c8:ef:5e:73:0d:ee:

(3) 77:bd:9a:f6:79:98:bc:b1:07:67:a2:15:0d:dd:a0:

(3) 58:c6:44:7b:0a:3e:62:28:5f:ba:41:07:53:58:cf:

(3) 11:7e:38:74:c5:f8:ff:b5:69:90:8f:84:74:ea:97:

(3) 1b:af

(3) Exponent: 3 (0x3)

(3)X509v3 EXTENSIONS

(3)X509v3 Subject Key Identifier D2:C4:B0:D2:91:D4:4C:11:71:B3:61:CB:3D:A1:FE:DD:A8:6A:D4:E3

(3)X509v3 Authority Key Identifier keyid:D2:C4:B0:D2:91:D4:4C:11:71:B3:61:CB:3D:A1:FE:DD:A8:6A:D4:

E3

(3) DirName:/C=US/O=The Go Daddy Group, Inc./OU=Go Daddy Class 2 Certification Authority

(3) serial:00

(3)X509v3 Basic Constraints CA:TRUE
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RESULT:

HTTP Public-Key-Pins Header missing on port 443.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

HTTP Public Key Pinning (HPKP) is a security feature that tells a web client to associate a specific cryptographic public key with a certain web server to decrease the risk 

of MITM attacks with forged certificates.

QID Detection Logic:

This QID detects the absence of the Public-Key-Pins HTTP header by transmitting a GET request.

Severity:  1

QID: 48002

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-07-12 15:16:39.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Public-Key-Pins Security Header Not Detected port 443 / tcp

(3)Signature (256 octets)

(3) 32:4b:f3:b2:ca:3e:91:fc:12:c6:a1:07:8c:8e:77:a0

(3) 33:06:14:5c:90:1e:18:f7:08:a6:3d:0a:19:f9:87:80

(3) 11:6e:69:e4:96:17:30:ff:34:91:63:72:38:ee:cc:1c

(3) 01:a3:1d:94:28:a4:31:f6:7a:c4:54:d7:f6:e5:31:58

(3) 03:a2:cc:ce:62:db:94:45:73:b5:bf:45:c9:24:b5:d5

(3) 82:02:ad:23:79:69:8d:b8:b6:4d:ce:cf:4c:ca:33:23

(3) e8:1c:88:aa:9d:8b:41:6e:16:c9:20:e5:89:9e:cd:3b

(3) da:70:f7:7e:99:26:20:14:54:25:ab:6e:73:85:e6:9b

(3) 21:9d:0a:6c:82:0e:a8:f8:c2:0c:fa:10:1e:6c:96:ef

(3) 87:0d:c4:0f:61:8b:ad:ee:83:2b:95:f8:8e:92:84:72

(3) 39:eb:20:ea:83:ed:83:cd:97:6e:08:bc:eb:4e:26:b6

(3) 73:2b:e4:d3:f6:4c:fe:26:71:e2:61:11:74:4a:ff:57

(3) 1a:87:0f:75:48:2e:cf:51:69:17:a0:02:12:61:95:d5

(3) d1:40:b2:10:4c:ee:c4:ac:10:43:a6:a5:9e:0a:d5:95

(3) 62:9a:0d:cf:88:82:c5:32:0c:e4:2b:9f:45:e6:0d:9f

(3) 28:9c:b1:b9:2a:5a:57:ad:37:0f:af:1d:7f:db:bd:9f
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Severity:  1

QID: 45433

Category: Information gathering

CVE ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Nginx Web Server Detected port 443 / tcp

RESULT:

External domains could be involved in potential business logic abuse.

www.foxbridge.ca

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 80 / tcp

GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive
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SOLUTION:

Application responsiveness is the most important factor in overall scan time. Review the average server response time reported by the scanner. Anything over 2 seconds 

is quite slow.

Scan time can potentially be reduced by one or more of the following methods:

- Make changes to improve the application's responsiveness.

- Increase the scan intensity setting.

- Reduce the SmartScan depth setting.

IMPACT:

Not all tests have been completed. Therefore, some vulnerabilities may exist in the target application that the scanner has not yet tested. The scanner uses an iterative 

approach to determine the order in which entire site is tested. Links are selected in a breadth-first manner that takes into account how many connections each link has to 

other pages. This helps the scanner identify and test popular links first in order to have a useful coverage of the web application.

THREAT:

The scan engine reached its internal time limit for this scan. The scan was stopped in order to collect and report the results so far.

Severity:  1

QID: 150024

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-06-19 06:38:13.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Time Limit Reached port 80 / tcp

RESULT:

Nginx Web Server Detected on 443 over TCP.

Server: nginx/1.18.0 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Nginx is a web server which can also be used as a reverse proxy, load balancer , mail proxy and HTTP cache.

QID Detection Logic:(authenticated)

This QID checks for the version from the nignx binary, the path is extracted via running processes.

QID Detection Logic:(unauthenticated)

This QID checks for the nginx web server by sending a GET / request and checking the response header.

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 12:25:14.0
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RESULT:

Target web application page https://www.destinaholidays.com/ fetched. Status code:200, Content-Type:text/html, load time:619 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 10 minutes (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 16 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 115 links overall in 0 hours 11 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 3) + files:(0 x 112) + directories:(9 x 56) + paths:(0 x 168) = total (504)

Batch #0 WS Directory Path manipulation: estimated time < 10 minutes (9 tests, 168 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 495 requests, 262 seconds. Completed 495 requests of 504 estimated requests (98.2143%). All tests 

completed.

WSEnumeration no tests enabled.

Batch #1 URI parameter manipulation (no auth): estimated time < 10 minutes (90 tests, 4 inputs)

Batch #1 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 344 requests, 143 seconds. Completed 344 requests of 360 estimated requests 

(95.5556%). All tests completed.

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 10 minutes (90 tests, 4 inputs)

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 443 / tcp

RESULT:

Scan stopped at established time limit in order to report results.

- Add redundant links configuration to reduce the number of unnecessary tests being performed.

- For applications with a large number of cookies, exclude the cookie/header tests (QIDs 150002, 150046, 150047, 150048).

- Exclude particular QIDs such as those related to XSS or SQL injection (and consequently running multiple scans with different QIDs enabled).
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Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 16 requests, 132 seconds. Completed 16 requests of 360 

estimated requests (4.44444%). All tests completed.

Blind SQL manipulation - have 4 URI parameters,0 form fields - no tests enabled.

Batch #1 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 4 inputs)

Batch #1 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 72 requests, 124 seconds. Completed 72 requests of 72 estimated requests (100%). All 

tests completed.

Batch #2 URI parameter manipulation (no auth): estimated time < 10 minutes (90 tests, 4 inputs)

Batch #2 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 344 requests, 11 seconds. Completed 344 requests of 360 estimated requests (95.5556%). 

All tests completed.

Batch #2 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 10 minutes (90 tests, 4 inputs)

Batch #2 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 16 requests, 1 seconds. Completed 16 requests of 360 estimated 

requests (4.44444%). All tests completed.

Batch #2 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 4 inputs)

Batch #2 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 72 requests, 2 seconds. Completed 72 requests of 72 estimated requests (100%). All 

tests completed.

Batch #3 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 1 inputs)

Batch #3 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 86 requests, 3 seconds. Completed 86 requests of 90 estimated requests (95.5556%). All 

tests completed.

Batch #3 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 1 inputs)

Batch #3 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 4 requests, 1 seconds. Completed 4 requests of 90 estimated 

requests (4.44444%). All tests completed.

Blind SQL manipulation - have 1 URI parameters,0 form fields - no tests enabled.

Batch #3 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 1 inputs)

Batch #3 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 18 requests, 1 seconds. Completed 18 requests of 18 estimated requests (100%). All 

tests completed.

Batch #4 WebCgiOob: estimated time < 3 hours (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 1604 requests, 546 seconds. Completed 1604 requests of 33096 estimated requests (4.84651%). All tests 

completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 10 minutes (1 tests, 116 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 116 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 hours (47 tests, 115 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 14036 requests, 2257 seconds. Completed 14036 requests of 14950 estimated requests (93.8863%). XSS 

optimization removed 6670 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 109 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 110 requests, 133 seconds. Completed 110 requests of 109 estimated requests (100.917%). All tests 

completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 3) + files:(0 x 112) + directories:(4 x 56) + paths:(11 x 168) = total (2072)

Batch #5 Path XSS manipulation: estimated time < 10 minutes (15 tests, 168 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 1847 requests, 1639 seconds. Completed 1847 requests of 2072 estimated requests (89.1409%). All tests 
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IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 80 / tcp

completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 3) + files:(4 x 112) + directories:(94 x 56) + paths:(5 x 168) = total (6552)

Batch #5 Path manipulation: estimated time < 30 minutes (103 tests, 168 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 5761 requests, 1128 seconds. Completed 5761 requests of 6552 estimated requests (87.9274%). All tests 

completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 20 hours (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 27428 requests, 5955 seconds. Completed 27428 requests of 268296 estimated requests (10.223%). All tests 

completed.

Duration of Crawl Time: 693.00 (seconds)

Duration of Test Phase: 12340.00 (seconds)

Total Scan Time: 13033.00 (seconds)

Total requests made: 52494

Average server response time: 1.45 seconds

Average browser load time: 1.44 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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RESULT:

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:53:03 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.foxbridge.ca/

<html>

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 443 / tcp over ssl

RESULT:

Duration of crawl phase (seconds): 5.00

Number of links: 3

(This number excludes form requests and links re-requested during authentication.)

https://67.220.85.26/

https://67.220.85.26/.

http://67.220.85.26/

SOLUTION:

N/A
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<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Top Rated Tours, Activities and Attractions | Destina Holidays</title>

<base href="/">

<meta name="viewport" content="width=device-width, initial-scale=1,minimum-scale=1">

<meta name="robots" content="index, follow">

<meta http-equiv="cache-control" content="max-age=0">

<meta http-equiv="cache-control" content="no-store">

<meta http-equiv="expires" content="-1">

<meta http-equiv="expires" content="Tue, 01 Jan 1980 1:00:00 GMT">

<meta http-equiv="pragma" content="no-cache">

<script src="https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0" defer=""></script>

<script src="https://kit.fontawesome.com/80f3ee4f21.js" crossorigin="anonymous"></script>

<script>const observer = new PerformanceObserver((entryList) => {

for (const entry of entryList.getEntriesByName(&apos;first-contentful-paint&apos;)) {

console.log(&apos;FCP candidate:&apos;, entry.startTime, entry);

}

}).observe({type: &apos;paint&apos;, buffered: true});

</script>

<!-- Google tag (gtag.js) -->

<script async="" src="https://www.googletagmanager.com/gtag/js?id=AW-360775968"></script>

<script>

window.dataLayer = window.dataLayer || [];

function gtag(){dataLayer.push(arguments);}

gtag(&apos;js&apos;, new Date());

gtag(&apos;config&apos;, &apos;AW-360775968&apos;);

</script>

<link rel="manifest" href="manifest.webmanifest">

<style>@charset "UTF-8";:root{--bs-blue:#0d6efd;--bs-indigo:#6610f2;--bs-purple:#6f42c1;--bs-pink:#d63384;--bs-red:#dc3545;--bs-orange:#fd7e14;--bs-yellow:#ffc107;--

bs-green:#198754;--bs-teal:#20c997;--bs-cyan:#0dcaf0;--bs-white:#fff;--bs-gray:#6c757d;--bs-gray-dark:#343a40;--bs-primary:#0d6efd;--bs-secondary:#6c757d;--bs-
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success:#198754;--bs-info:#0dcaf0;--bs-warning:#ffc107;--bs-danger:#dc3545;--bs-light:#f8f9fa;--bs-dark:#212529;--bs-font-sans-serif:system-ui,-apple-system,"Segoe 

UI",Roboto,"Helvetica Neue",Arial,"Noto Sans","Liberation Sans",sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe UI Symbol","Noto Color Emoji";--bs-font-

monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace;--bs-gradient:linear-gradient(180deg,hsla(0,0%,100%,0.15),hsla

(0,0%,100%,0));}*,:after,:before{box-sizing:border-box;}@media (prefers-reduced-motion: no-preference){:root{scroll-behavior:smooth;}}body{margin:0;font-family:system-

ui,-apple-system,Segoe UI,Roboto,Helvetica Neue,Arial,Noto Sans,Liberation Sans,sans-serif,Apple Color Emoji,Segoe UI Emoji,Segoe UI Symbol,Noto Color Emoji;font-

family:var(--bs-font-sans-serif);font-size:1rem;line-height:1.5;color:#212529;background-color:#fff;-webkit-text-size-adjust:100%;-webkit-tap-highlight-color:rgba(0,0,0,0);}

@font-face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/book.woff2) format("woff");font-weight:400;font-style:normal;}@font-

face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/medium.woff2) format("woff");font-weight:500;font-style:normal;}@font-

face{font-family:Circular Pro;src:url(https://skybooker-static.s3.us-west-2.amazonaws.com/fonts/bold.woff2) format("woff");font-weight:700;font-style:normal;}body

{background-color:#f5f7f9;transition:all .2s linear;overflow-x:hidden;font-size:.95em;font-family:Circular Pro,-apple-system,\.SFNSText-Regular,San Francisco,Segoe UI,

Helvetica Neue,Lucida Grande,sans-serif;color:#2e343b;font-weight:400;font-feature-settings:"liga","clig off";font-variant-ligatures:no-common-ligatures;-webkit-font-

smoothing:antialiased;}</style><link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css"><style ng-transition="serverApp">h1

[_ngcontent-sc50]{font-size:1.2em;margin-bottom:0}nav[_ngcontent-sc50] a[_ngcontent-sc50]{padding:5px 10px;text-decoration:none;margin-top:10px;display:inline-block;

background-color:#eee;border-radius:4px}a[_ngcontent-sc50]:link, nav[_ngcontent-sc50] a[_ngcontent-sc50]:visited{color:#334953}nav[_ngcontent-sc50] a[_ngcontent-

sc50]:hover{background-color:#cfd8dc}nav[_ngcontent-sc50] a.active[_ngcontent-sc50], nav[_ngcontent-sc50] a[_ngcontent-sc50]:hover{color:#039be5}</style><style ng-

transition="serverApp">#searchContainer[_ngcontent-sc104]{padding-bottom:50px;background-image:var(--header-bg)}#searchContainer[_ngcontent-sc104] h1

[_ngcontent-sc104], #searchContainer[_ngcontent-sc104] h5[_ngcontent-sc104]{color:#fff;text-shadow:0 8px 16px 0 rgba(0,0,0,.2)}#searchContainer[_ngcontent-sc104] 

h5[_ngcontent-sc104]{font-weight:200;font-size:1rem}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]{box-shadow:0 2px 

20px 0 rgba(0,0,0,.1);font-weight:500;align-items:center;padding:10px 25px;font-size:1rem;text-align:center;background-color:#fff}#searchContainer[_ngcontent-sc104] .

tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]:last-child{border-right:0}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104] .icon[_ngcontent-sc104]{font-size:1.2rem;padding-right:10px}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon[_ngcontent-

sc104]:hover{cursor:pointer;background-color:#e0e0e0}#searchContainer[_ngcontent-sc104] .tab-parent[_ngcontent-sc104] .tab-icon.active[_ngcontent-sc104]

{background-color:var(--primary);color:#fff}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104]{box-shadow:0 2px 20px 0 rgba(0,0,0,.1)}

#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]{box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 2px 5px 0 rgba

(51,51,51,.2);font-weight:500;align-items:center;padding:5px 10px;background-color:#fff;font-size:.9rem;text-align:center}#searchContainer[_ngcontent-sc104] .tab-parent-

mobile[_ngcontent-sc104] .tab-icon[_ngcontent-sc104]:last-child{border-right:0}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104] .icon[_ngcontent-sc104]{font-size:1rem;padding-right:5px}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon

[_ngcontent-sc104]:hover{cursor:pointer;background-color:#e0e0e0}#searchContainer[_ngcontent-sc104] .tab-parent-mobile[_ngcontent-sc104] .tab-icon.active

[_ngcontent-sc104]{background-color:var(--primary);color:#fff}@media (max-width: 768px){h3[_ngcontent-sc104]{font-size:1.2rem}}.chNavIcon[_ngcontent-sc104]{width:

40px;height:30px;display:block;margin:0 auto}.chSprite[_ngcontent-sc104]{background:url(/assets/filtersprite.png) no-repeat;background-size:230px 200px}.chHotels

[_ngcontent-sc104]{background-position:-37px -28px;width:35px}.chFlightHotel[_ngcontent-sc104]{background-position:-156px -151px;width:50px}.chBuses[_ngcontent-

sc104]{background-position:-90px -30px}.chHolidays[_ngcontent-sc104]{background-position:-68px -27px;width:25px}.chCabs[_ngcontent-sc104]{background-position:

-115px -30px;width:25px}.chTrains[_ngcontent-sc104]{background-position:-137px -27px}.chGiftcards[_ngcontent-sc104]{background-position:-165px -27.5px}.chMore

[_ngcontent-sc104]{background-position:-198px -28px}.chFlights[_ngcontent-sc104]{background-position:-2px -30px;width:36px}.chFlights.active[_ngcontent-sc104]

{background-position:-2px -1.5px}.chFlightHotel.active[_ngcontent-sc104]{background-position:-156px -119px;width:50px}.chMore.active[_ngcontent-sc104]{background-

position:-198px .5px}.chGiftcards.active[_ngcontent-sc104]{background-position:-165px 1px}.chTrains.active[_ngcontent-sc104]{background-position:-137px .5px}.

chCabs.active[_ngcontent-sc104]{background-position:-115px -1.5px}.chHolidays.active[_ngcontent-sc104]{background-position:-68px 1px}.chBuses.active[_ngcontent-

sc104]{background-position:-90px -1.5px}.chHotels.active[_ngcontent-sc104]{background-position:-37px .5px}._MyBiz[_ngcontent-sc104] .active[_ngcontent-sc104] .

chFlights[_ngcontent-sc104]{background-position:-2px -87px}._MyBiz[_ngcontent-sc104] .active[_ngcontent-sc104] .chHotels[_ngcontent-sc104]{background-position:-37

px -87px}.tab-content[_ngcontent-sc104]{background-color:rgba(0,0,0,.75);padding:35px 25px;width:100%;margin-top:-2.5%;background-color:#fff;box-shadow:inset 0 -1

px 0 0 rgba(0,0,0,.1),0 8px 16px 0 rgba(19,41,104,.2);border-radius:8px}.calendar[_ngcontent-sc104]{position:relative;cursor:pointer}.calendar[_ngcontent-sc104] .

calendar-icon[_ngcontent-sc104]{position:absolute;top:13px;left:15px;z-index:1}.calendar[_ngcontent-sc104] input[_ngcontent-sc104]{padding-left:35px;cursor:pointer}.

error-button[_ngcontent-sc104], .flight-button[_ngcontent-sc104], .minus-stop-button[_ngcontent-sc104], .stop-button[_ngcontent-sc104]{height:48px;background-color:var

(--gray);border:none;outline:none;border-radius:8px}.error-button[_ngcontent-sc104]:hover, .flight-button[_ngcontent-sc104]:hover, .minus-stop-button[_ngcontent-sc104]:

hover, .stop-button[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff}.error-button[_ngcontent-sc104]{background-color:var(--secondary)}.error-button

[_ngcontent-sc104]:hover{background-color:var(--primary)}.stop-button[_ngcontent-sc104]{background-color:var(--dark)}.minus-stop-button[_ngcontent-sc104], .stop-

button[_ngcontent-sc104]{text-align:center;max-width:-webkit-fit-content;max-width:-moz-fit-content;max-width:fit-content}.minus-stop-button[_ngcontent-sc104]

{background-color:var(--light)}.trip_type[_ngcontent-sc104]{padding-bottom:10px;cursor:pointer;text-decoration:none;border:none;background-color:#fff;color:var(--dark)}.

trip_type[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:90%}.trip_type[_ngcontent-sc104]:hover{color:var(--primary);text-decoration:underline}.search-

box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]{width:100%;padding:11px 11px 11px 45px;cursor:pointer;display:block;background-color:#e9ecef;transition:all .6s 

cubic-bezier(.165,.84,.44,1);border-radius:4px;letter-spacing:1px;transition-property:all;transition-duration:.3s;position:relative;top:-5px;border:2px solid #e9ecef}.search-

box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]:active, .search-box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]:focus{box-shadow:0 1px 5px 0 hsla(0,0%,

54%,.3);border:2px solid var(--blue);background-color:#fff}@media (max-width: 768px){.search-box[_ngcontent-sc104] .date-picker[_ngcontent-sc104]{padding:7px 10px 

7px 35px}}.search-box[_ngcontent-sc104] .icon[_ngcontent-sc104]{position:absolute;top:7px;left:20px;color:var(--gray);z-index:1}@media (max-width: 768px){.search-box

[_ngcontent-sc104] .icon[_ngcontent-sc104]{top:10px;left:15px}}.text-list[_ngcontent-sc104]{color:var(--gray)}.text-list[_ngcontent-sc104] .fad[_ngcontent-sc104]{color:var

(--alternate)!important}.text-list[_ngcontent-sc104] .heading[_ngcontent-sc104]{font-size:1.2rem;display:block;color:var(--alternate);font-weight:500}.gradient-border-top
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[_ngcontent-sc104]{border-top:2px solid var(--alternate);background-color:#fff}.pop_destinations[_ngcontent-sc104]{position:relative}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104]{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104]

{margin:3px}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.pop_destinations[_ngcontent-

sc104] .pop_destination[_ngcontent-sc104]:first-child{margin:3px}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay-bg[_ngcontent-sc104]

{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:14px;border-bottom-

right-radius:14px}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay-bg[_ngcontent-sc104]{top:70%;height:

30%}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:absolute;bottom:20px;left:30px;z-index:1}

@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{z-index:auto!important}}.

pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.6rem;color:#fff;text-

shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block}@media (max-width: 768px){.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.2em}}.pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .overlay_text

[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:300}.pop_destinations[_ngcontent-sc104] .

pop_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

pop_destinations[_ngcontent-sc104] .pop_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.home-carousel[_ngcontent-sc104] .

recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104]{background-color:#fff;border-radius:0;transition:all .6s cubic-bezier(.165,.84,.44,1);position:relative;

cursor:pointer}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104]:hover{transform:scale(1.04)}.home-carousel

[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-img[_ngcontent-sc104]{background-color:transparent!important}.home-

carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-img[_ngcontent-sc104] .img-fluid[_ngcontent-sc104]{border-top-left-

radius:0;border-top-right-radius:0}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104]

{background-color:#fff;border-bottom-left-radius:0;border-bottom-right-radius:0;padding:10px}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .

c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-title[_ngcontent-sc104]{font-size:1.2rem;font-weight:500;text-overflow:ellipsis;display:-webkit-box;-webkit-

line-clamp:2;-webkit-box-orient:vertical;overflow:hidden}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card

[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-title[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem}}.home-carousel[_ngcontent-sc104] .recommended-

card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-subtitle[_ngcontent-sc104]{color:var(--dark-orange)}@media (max-width: 768px){.

home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-subtitle[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-text[_ngcontent-

sc104]{text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:3;-webkit-box-orient:vertical;padding:5px 0;overflow:hidden}@media (max-width: 768px){.home-

carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-text[_ngcontent-sc104]{font-size:.

7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104]

{font-size:90%;color:#000}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price

[_ngcontent-sc104] .price[_ngcontent-sc104]{font-size:1.4rem;font-weight:600}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-card

[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104]{font-size:1.2rem}}.home-carousel

[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-

sc104] sup[_ngcontent-sc104]{font-weight:400;text-decoration:underline;font-size:.9rem}@media (max-width: 768px){.home-carousel[_ngcontent-sc104] .recommended-

card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .card-body[_ngcontent-sc104] .card-price[_ngcontent-sc104] .price[_ngcontent-sc104] sup[_ngcontent-sc104]{font-

size:.7em}}.home-carousel[_ngcontent-sc104] .recommended-card[_ngcontent-sc104] .c_card[_ngcontent-sc104] .border-accent[_ngcontent-sc104]{height:5px;

background:var(--blue);border-radius:0 0 14px 14px;position:absolute;bottom:0;width:100%}.home-carousel[_ngcontent-sc104] .item[_ngcontent-sc104]{padding:10px;

box-sizing:border-box}.home-carousel[_ngcontent-sc104] .tile[_ngcontent-sc104]{min-height:200px;background-color:#ccc;background-size:cover!important;display:flex;

align-items:center;justify-content:center;box-shadow:0 0 10px rgba(0,0,0,.3)}.home-carousel[_ngcontent-sc104] .leftRs[_ngcontent-sc104]{left:0;z-index:1}.home-carousel

[_ngcontent-sc104] .leftRs[_ngcontent-sc104], .home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{position:absolute;margin:auto;top:0;bottom:0;width:50px;

height:50px;box-shadow:1px 2px 10px -1px rgba(0,0,0,.3);border-radius:999px;background-color:#fff}.home-carousel[_ngcontent-sc104] .rightRs[_ngcontent-sc104]{right:

0}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104]{list-style-type:none;text-align:center;padding:12px;margin:0;white-space:nowrap;overflow:auto;box-

sizing:border-box}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;border-radius:50%;border:1px solid var(--

primary);padding:4px;margin:0 3px;transition-timing-function:cubic-bezier(.17,.67,.83,.67);transition:.4s}.home-carousel[_ngcontent-sc104] .myPoint[_ngcontent-sc104] li.

active[_ngcontent-sc104]{background:var(--primary);transform:scale(1.2)}.popular-destination-list[_ngcontent-sc104]{list-style-type:none;margin:0;display:block;padding:

10px 0 20px;text-align:center}.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]{display:inline-block;padding:5px 10px;border-radius:14px;border:2px solid 

var(--primary);color:var(--primary);margin-right:10px;transition:var(--animate)}@media (max-width: 768px){.popular-destination-list[_ngcontent-sc104] li[_ngcontent-sc104]

{font-size:.8em;border:1px solid var(--primary);margin-bottom:10px}}.popular-destination-list[_ngcontent-sc104] li.active[_ngcontent-sc104], .popular-destination-list

[_ngcontent-sc104] li[_ngcontent-sc104]:hover{background-color:var(--primary);color:#fff;cursor:pointer}.customer_support[_ngcontent-sc104]{font-size:1.1rem}@media 

(max-width: 768px){.customer_support[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:.9em!important;padding-top:30px}.customer_support[_ngcontent-sc104] p

[_ngcontent-sc104]{font-size:.8em;padding-top:10px}}.customer_support[_ngcontent-sc104] .contact_button[_ngcontent-sc104]{border:0;color:#fff;padding:20px 60px}.

category_destinations[_ngcontent-sc104]{position:relative;transition:var(--animate)}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]

{transition:all .6s cubic-bezier(.165,.84,.44,1);cursor:pointer;margin:10px 0;position:relative}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104]:hover{transform:scale(1.04)}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]{margin:3px}}.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104]:first-child{margin-left:0}@media (max-width: 768px){.category_destinations[_ngcontent-
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sc104] .category_destination[_ngcontent-sc104]:first-child{margin:3px}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay-bg

[_ngcontent-sc104]{background:linear-gradient(180deg,transparent,rgba(0,0,0,.7) 100%);width:100%;position:absolute;top:50%;height:50%;border-bottom-left-radius:

14px;border-bottom-right-radius:14px}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104]{position:

absolute;bottom:20px;left:10px;padding-right:10px;z-index:1;width:96%;line-height:1.1rem}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-

sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1 rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);font-weight:600;display:block;overflow:

hidden;text-overflow:ellipsis;display:-webkit-box;-webkit-line-clamp:2;-webkit-box-orient:vertical}@media (max-width: 768px){.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .name[_ngcontent-sc104]{font-size:1.1rem;line-height:1.2rem;position:relative;top:-10px;font-

weight:500}}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104]{font-size:.

9rem;color:#fff;text-shadow:0 1px 1px rgba(0,0,0,.3);float:right;font-weight:300}.category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .

overlay_text[_ngcontent-sc104] .products[_ngcontent-sc104] sup[_ngcontent-sc104]{text-decoration:underline}.category_destinations[_ngcontent-sc104] .

category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{border-radius:14px;box-shadow:0 0 12px rgba(0,0,0,.15)}@media (max-width: 768px){.

category_destinations[_ngcontent-sc104] .category_destination[_ngcontent-sc104] .pop_dest_img[_ngcontent-sc104]{box-shadow:none}}.pre-footer[_ngcontent-sc104]

{background:var(--header-bg);color:#fff;padding:20px;font-size:1rem;margin-top:20px}.pre-footer[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.2rem;font-weight:

800}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104]{padding-bottom:5px}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-

sc104] a[_ngcontent-sc104]{color:hsla(0,0%,100%,.7);text-decoration:none}.pre-footer[_ngcontent-sc104] ul[_ngcontent-sc104] li[_ngcontent-sc104] a[_ngcontent-sc104]:

hover{color:#fff;text-decoration:underline;cursor:pointer}.btn-group[_ngcontent-sc104]{border-color:var(--alternate)}.btn-group[_ngcontent-sc104] .btn-outline-primary

[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-

group[_ngcontent-sc104] .selected[_ngcontent-sc104]{box-shadow:none}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104]:hover, .btn-group

[_ngcontent-sc104] .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]:hover, .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] 

.selected[_ngcontent-sc104]:hover{background-color:#f9f9f9}.btn-group[_ngcontent-sc104] .btn-outline-primary[_ngcontent-sc104], .btn-group[_ngcontent-sc104] .pax-

dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .btn-group[_ngcontent-sc104] .selected[_ngcontent-sc104]

{border-color:var(--alternate);color:var(--alternate)}.btn-group[_ngcontent-sc104] .checked[_ngcontent-sc104]{background-color:var(--alternate)!important;color:#fff}.styled-

input[_ngcontent-sc104]{position:relative}.styled-input[_ngcontent-sc104] .pax-icon[_ngcontent-sc104]{float:left;position:relative;top:10px;padding-right:10px}.styled-input

[_ngcontent-sc104] .right-arrow[_ngcontent-sc104]{position:relative;top:10px;padding-right:10px;float:right}.styled-input[_ngcontent-sc104] .pax-mobile-input[_ngcontent-

sc104]{padding-top:10px}.side-bar[_ngcontent-sc104]{height:100%;z-index:99;top:0;font-size:.9em;right:0;width:0;background-color:#fff!important;padding-top:0;transition:.

1s}.side-bar[_ngcontent-sc104], .side-bar[_ngcontent-sc104] .close-nav[_ngcontent-sc104]{position:fixed;box-shadow:0 5px 30px rgba(0,0,0,.4)}.side-bar[_ngcontent-

sc104] .close-nav[_ngcontent-sc104]{width:100%;background-color:var(--alternate);border-bottom:1px solid #e0e0e0;padding:15px;color:#fff}.side-bar[_ngcontent-sc104] .

close-nav[_ngcontent-sc104] span[_ngcontent-sc104]{font-size:1.2rem;padding:5px 15px;background-color:hsla(0,0%,100%,.1);position:absolute;border-radius:5px;left:

10px;top:10px}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104]{font-size:1.3rem;margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;

background-color:#627d90}.side-bar[_ngcontent-sc104] h3[_ngcontent-sc104] i[_ngcontent-sc104]{padding:8px 10px;transition:all .1s ease-in-out;background-color:

#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:5px;font-size:.9rem;left:9px}.side-bar[_ngcontent-sc104] .box-shadow[_ngcontent-sc104]

{margin-bottom:0;box-shadow:none}.pax-dropdown-mobile[_ngcontent-sc104]{padding:80px 20px 20px!important}.pax-dropdown-mobile[_ngcontent-sc104] .btn-outline-

primary[_ngcontent-sc104], .pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{border-color:var(--alternate);color:var(--alternate);width:100%;margin:0!

important}.pax-dropdown-mobile[_ngcontent-sc104] .selected[_ngcontent-sc104]{background-color:var(--alternate);color:#fff}.modal-error-background[_ngcontent-sc104]

{position:fixed;background:rgba(0,0,0,.6);vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;-webkit-animation:

modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.error-popup[_ngcontent-sc104]{-

webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);

position:fixed;top:50%;left:50%;width:340px;height:230px;margin-top:-115px;margin-left:-170px;background-color:#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.

3);overflow:hidden;z-index:1000}@media (min-width: 768px){.error-popup[_ngcontent-sc104]{-webkit-animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;

animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:230px;

margin-top:-115px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104]{border-bottom:0 solid #dee2e6;padding:0}.error-popup[_ngcontent-

sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-sc104] .close[_ngcontent-sc104]{padding:1rem;margin:-1rem -1rem -1rem auto;position:

absolute;right:-22px;color:#fff;top:-7px;text-shadow:none;opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):focus, .error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-header[_ngcontent-

sc104] .close[_ngcontent-sc104]:not(:disabled):not(.disabled):hover{opacity:1}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104]{padding:0}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104]

{display:flex;flex-flow:row nowrap}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .error-header[_ngcontent-sc104]{background-color:#f9f9f9;padding:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104]{width:440px;height:230px;overflow:auto;display:block}.error-popup[_ngcontent-sc104] .

error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.1

rem;font-weight:400;padding:0 0 15px}@media (min-width: 768px){.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-

sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104]{font-size:1.5rem}}.error-popup[_ngcontent-sc104] .error-popup-container

[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]{color:#6c757d!

important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] h2[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover{color:#022243!important;cursor:pointer}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-
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sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .shareinput[_ngcontent-sc104]{line-height:38px;height:38px;padding:.

3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-color:#fff;width:65%;margin-right:5%}.error-popup

[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .form-items

[_ngcontent-sc104]{margin-top:20px}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:38px;min-width:100px;padding:0 .4em;

border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:1em;font-weight:600;text-decoration:

none!important}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right

[_ngcontent-sc104] .copy-btn[_ngcontent-sc104]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,#253c77 90%)}.error-

popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] textarea

[_ngcontent-sc104]{width:100%}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-

sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]{height:48px;background-color:var(--alternate);transition:.3s;border:none;outline:none;border-radius:8px;

color:#fff}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-

sc104] .share-submit[_ngcontent-sc104]:hover{background-color:var(--secondary)}.error-popup[_ngcontent-sc104] .error-popup-container[_ngcontent-sc104] .modal-body

[_ngcontent-sc104] .custom-body[_ngcontent-sc104] .right[_ngcontent-sc104] .share-submit[_ngcontent-sc104]:disabled{background-image:radial-gradient(circle farthest-

corner at 10% 20%,#666 0,#666 90%)}.mobile-swipe-container[_ngcontent-sc104]{overflow-x:scroll;white-space:nowrap;padding-bottom:10px}.thumbnail[_ngcontent-

sc104]{display:inline-block;height:100%;width:85%;padding-right:5px}.thumbnail[_ngcontent-sc104] img[_ngcontent-sc104]{height:100%;width:100%}.animate[_ngcontent-

sc104]{-webkit-animation:shimmer 2s linear infinite;animation:shimmer 2s linear infinite;background:linear-gradient(90deg,#e2e2e2 4%,#c5c5c5ee 25%,#eff1f3 36%);

background-size:1000px 100%}.border-radius-7[_ngcontent-sc104]{border-radius:7px}@-webkit-keyframes shimmer{0%{background-position:-1000px 0}to{background-

position:1000px 0}}@keyframes shimmer{0%{background-position:-1000px 0}to{background-position:1000px 0}}.hotel-options[_ngcontent-sc104]{position:absolute;font-

size:1rem;letter-spacing:.5px}.hotel-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;cursor:pointer}.hotel-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-bottom:50px;top:0;left:0;width:100%;min-width:200px;height:

auto;background:#fff;border-radius:3px;z-index:99999}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-

titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-options[_ngcontent-

sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:

20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-items:center;cursor:pointer}.hotel-

options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:

none}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;

font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:

24px;height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-

sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;transition:all .2s linear}.hotel-options[_ngcontent-

sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;

left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) 

forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

pax-dropdown[_ngcontent-sc104]{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104]{overflow:auto;height:480px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list

[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:var(--primary);color:#fff}.hotel-options

[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:

center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-titleArea[_ngcontent-sc104] .travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;

color:var(--dark);flex:1 1 0%;color:#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea

[_ngcontent-sc104] .travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:

pointer;color:#fff!important}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104]

{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--gray);background-color:var(--gray);color:

#fff}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name

[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:#333}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-options[_ngcontent-sc104] .

travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:

15px}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] span.marker[_ngcontent-
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sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:#616161;font-weight:700;display:block;margin-bottom:.

35294118rem;padding:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-

sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-

webkit-appearance:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions

[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;position:relative;left:

-10px;z-index:0}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104]{text-align:

center;display:flex}.hotel-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit

[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;

position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search[_ngcontent-sc104]{padding:20px 0}.hotel-search[_ngcontent-sc104] .fa-times[_ngcontent-

sc104]{color:#fff}.hotel-search[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{font-size:.7rem;margin-left:5px}.hotel-search[_ngcontent-sc104] .traveler-text

[_ngcontent-sc104]{cursor:pointer;position:relative;font-size:1rem;color:#132968}.hotel-search[_ngcontent-sc104] .traveler-text[_ngcontent-sc104] .text[_ngcontent-sc104]

{position:relative;top:20px;left:15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104]{display:flex;width:100%}.hotel-search[_ngcontent-sc104] .checkin

[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:100%;position:relative;border:1px solid #f1f2f6;border-radius:8px;background-color:#f1f2f6;-webkit-

appearance:none;-moz-appearance:none;appearance:none;margin:3px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:100%;border:0 solid #c9c9c9;border-radius:0;font-size:1rem;background-color:#f1f2f6;color:#132968;margin-bottom:0;position:relative;top:

15px}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]:hover{border:1px solid #a1a9c3;transition:all .3 ease-in-out;outline:

0}.hotel-search[_ngcontent-sc104] .checkin[_ngcontent-sc104] .placeholder-label[_ngcontent-sc104]{position:absolute;z-index:1;font-size:.85rem;color:#fff;top:3px;

padding:0 5px;color:#8b8f9f;left:8px;-webkit-user-select:none;-moz-user-select:none;-ms-user-select:none;user-select:none}.hotel-search[_ngcontent-sc104] .search-btn

[_ngcontent-sc104]{width:15%;background:var(--alternate);color:#fff;padding:10px 20px;cursor:pointer;transition:all .3s ease-in-out;box-shadow:0 1px 3px 0 rgba(0,0,0,.2),

0 1px 1px 0 rgba(0,0,0,.14),0 2px 1px -1px rgba(0,0,0,.12);border:none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .search-btn[_ngcontent-sc104]:hover

{background:var(--primary)}.hotel-search[_ngcontent-sc104] .search-btn-disabled[_ngcontent-sc104]{background:var(--grey-linear-gradient)!important;color:#666;border:

none;border-radius:0 3px 3px 0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104]{display:flex;position:relative;font-size:1rem;letter-spacing:.5px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .selected_value[_ngcontent-sc104]{margin:0;color:#fff;cursor:pointer;text-transform:capitalize}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;outline:none;

cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104]{position:absolute;margin-

bottom:50px;top:0;left:0;width:100%;min-width:200px;height:auto;background:#fff;border-radius:3px;z-index:99999}.hotel-search[_ngcontent-sc104] .flight-options

[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;

background-color:var(--alternate);border-radius:3px 3px 0 0;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-

height:normal;font-size:1rem;color:#8b8f9f;flex:1 1 0%;color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-titleArea[_ngcontent-sc104] .triptypeoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-

items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-

sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-item[_ngcontent-sc104]{height:50px;padding:0 20px;display:flex;justify-content:space-between;align-

items:center;cursor:pointer}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .

triptypeoptions-option-item[_ngcontent-sc104]:focus{border:none;box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype

[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-option-name[_ngcontent-sc104]{line-height:normal;font-size:.9rem;color:#333}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle[_ngcontent-sc104]{width:24px;

height:24px;background:#fff;border:1px solid #c9cbd0;border-radius:50%}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .triptype[_ngcontent-sc104] .

triptypeoptions[_ngcontent-sc104] .triptypeoptions-circle.active[_ngcontent-sc104]{width:10px;height:10px;border:7px solid var(--alternate);box-sizing:content-box}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104]{position:relative;min-width:140px;height:40px;display:flex;align-items:center;

outline:none;transition:all .2s linear}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104]

{background:#fff;border-radius:3px;z-index:99999;transition:all .2s linear;position:fixed;top:50%;left:50%;width:500px;height:600px;margin-top:-300px;margin-left:-250px;

background-color:#fff;z-index:110;-webkit-animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards;animation:zoomIn .3s cubic-bezier(.165,.84,.44,1) forwards}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .pax-dropdown[_ngcontent-sc104]{box-

shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-

sc104]{overflow:auto;height:480px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--primary);margin:20px}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .traveler-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover{border-color:var(--primary);background-color:

var(--primary);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-titleArea[_ngcontent-sc104]{height:40px;display:flex;align-items:center;background-color:var(--alternate);color:#fff;border-radius:3px 3px 0 0}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .

travelersoptions-title[_ngcontent-sc104]{padding-left:20px;margin:0;font-weight:400;line-height:normal;font-size:1rem;color:var(--dark);flex:1 1 0%;color:#fff}.hotel-search

[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-titleArea[_ngcontent-sc104] .
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travelersoptions-closeButton[_ngcontent-sc104]{height:100%;width:40px;display:flex;align-items:center;justify-content:center;flex-shrink:0;cursor:pointer;color:#fff!

important}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list

[_ngcontent-sc104]{padding:10px 20px;border-bottom:1px solid #e4e6e7}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]{color:var(--gray);margin:0}.hotel-search[_ngcontent-sc104] .flight-

options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .btn-light[_ngcontent-sc104]:hover

{border-color:var(--gray);background-color:var(--gray);color:#fff}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{display:block;line-height:20px;font-size:.9rem;color:

#333}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-

sc104] .travelersoptions-age[_ngcontent-sc104]{line-height:20px;font-size:.8rem;color:#8b8f9f}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .field-outercheck[_ngcontent-sc104]{width:auto;margin-right:15px}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] 

span.marker[_ngcontent-sc104]{left:70%;top:33px;z-index:99;color:#333;font-size:.7rem}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers

[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] label[_ngcontent-sc104]{font-size:.76470588rem;line-height:1.4;color:

#616161;font-weight:700;display:block;margin-bottom:.35294118rem;padding:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-

sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104]{float:right;position:relative;display:inline-block}.hotel-

search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-

select[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 30px 4px 20px;background:transparent;z-index:100;-webkit-appearance:none}.hotel-search[_ngcontent-

sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-

sc104] .form-control[_ngcontent-sc104]:focus{box-shadow:none}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-list[_ngcontent-sc104] .box-select[_ngcontent-sc104] .fa-chevron-down[_ngcontent-sc104]{float:right;top:-25px;

position:relative;left:-10px;z-index:0}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .travelersoptions[_ngcontent-sc104] .

travelersoptions-submit[_ngcontent-sc104]{text-align:center;display:flex}.hotel-search[_ngcontent-sc104] .flight-options[_ngcontent-sc104] .travelers[_ngcontent-sc104] .

travelersoptions[_ngcontent-sc104] .travelersoptions-submit[_ngcontent-sc104] .submit[_ngcontent-sc104]{height:48px;padding:0;flex:1 1 0%;border:none;font-size:1rem;

text-align:center;color:#fff;background:var(--dark);cursor:pointer;border-radius:3px;position:absolute;width:calc(100% - 20px);left:10px;bottom:10px}.hotel-search

[_ngcontent-sc104] .seating-class[_ngcontent-sc104] .travelersoptions-name[_ngcontent-sc104]{margin-top:8px}.hotel-search[_ngcontent-sc104] .seating-class

[_ngcontent-sc104] select[_ngcontent-sc104]{padding:4px 0 4px 10px!important}.new-calendar[_ngcontent-sc104]{display:flex;justify-content:center;-webkit-user-select:

none;-moz-user-select:none;-ms-user-select:none;user-select:none}.new-calendar[_ngcontent-sc104] .fal[_ngcontent-sc104]:hover, .new-calendar[_ngcontent-sc104] .fas

[_ngcontent-sc104]:hover{color:var(--dark-blue)}.new-calendar[_ngcontent-sc104] .twoway[_ngcontent-sc104]{width:100%!important}.new-calendar[_ngcontent-sc104] 

input[_ngcontent-sc104]{width:auto;text-align:center;cursor:pointer;width:60%!important;background-color:#f1f2f6;color:#132968}.new-calendar[_ngcontent-sc104] input

[_ngcontent-sc104]:focus{background:none}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]{position:relative;top:20px;color:#8b8f9f;cursor:pointer;

padding:2px 10px;margin:0 10px}.new-calendar[_ngcontent-sc104] .date-arrow[_ngcontent-sc104]:hover{color:var(--primary)}</style><style ng-transition="serverApp">.btn

[_ngcontent-sc53]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc53]{border:1px solid #28a745!important}.is-invalid[_ngcontent-sc53]{border:1px solid #dc3545!

important}.form-control[_ngcontent-sc53]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc53]:focus{outline:none}label[_ngcontent-sc53]{cursor:

pointer}input[_ngcontent-sc53]:focus, select[_ngcontent-sc53]:focus, textarea[_ngcontent-sc53]:focus{outline:none}.styled-input[_ngcontent-sc53]{font-weight:400;font-

style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;border-radius:8px;font-size:16px;text-align:left;

letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-shadow:none;caret-color:#a1a9c3;color:#132968;

transition:border .15s}.styled-input[_ngcontent-sc53]:focus, .styled-input[_ngcontent-sc53]:hover{border:1px solid #a1a9c3;outline:0}@media (max-width:1290px){.hide-

tablet[_ngcontent-sc53]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc53]{display:none}}@keyframes unfoldIn{0%{transform:scaleY(.005) scaleX

(0)}50%{transform:scaleY(.005) scaleX(1)}to{transform:scaleY(1) scaleX(1)}}@keyframes unfoldOut{0%{transform:scaleY(1) scaleX(1)}50%{transform:scaleY(.005) 

scaleX(1)}to{transform:scaleY(.005) scaleX(0)}}@keyframes zoomIn{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes zoomOut{0%{transform:scale(1)}to

{transform:scale(0)}}@keyframes fadein{0%{opacity:0}to{opacity:1}}@keyframes fadeOut{0%{background:rgba(0,0,0,.7)}to{background:transparent}}@keyframes scaleUp

{0%{transform:scale(.8) translateY(1000px);opacity:0}to{transform:scale(1) translateY(0);opacity:1}}@keyframes scaleDown{0%{transform:scale(1) translateY(0);opacity:

1}to{transform:scale(.8) translateY(1000px);opacity:0}}@keyframes scaleBack{0%{transform:scale(1)}to{transform:scale(.85)}}@keyframes scaleForward{0%{transform:

scale(.85)}to{transform:scale(1)}}@keyframes quickScaleDown{0%{transform:scale(1)}99.9%{transform:scale(1)}to{transform:scale(0)}}@keyframes slideUpLarge{0%

{transform:translateY(0)}to{transform:translateY(-100%)}}@keyframes slideDownLarge{0%{transform:translateY(-100%)}to{transform:translateY(0)}}@keyframes moveUp

{0%{transform:translateY(150px)}to{transform:translateY(0)}}@keyframes moveDown{0%{transform:translateY(0)}to{transform:translateY(150px)}}@keyframes 

blowUpContent{0%{transform:scale(1);opacity:1}99.9%{transform:scale(2);opacity:0}to{transform:scale(0)}}@keyframes blowUpContentTwo{0%{transform:scale(2);

opacity:0}to{transform:scale(1);opacity:1}}@keyframes blowUpModal{0%{transform:scale(0)}to{transform:scale(1)}}@keyframes blowUpModalTwo{0%{transform:scale(1);

opacity:1}to{transform:scale(0);opacity:0}}@keyframes roadRunnerIn{0%{transform:translateX(-1500px) skewX(30deg) scaleX(1.3)}70%{transform:translateX(30px) 

skewX(0deg) scaleX(.9)}to{transform:translateX(0) skewX(0deg) scaleX(1)}}@keyframes roadRunnerOut{0%{transform:translateX(0) skewX(0deg) scaleX(1)}30%

{transform:translateX(-30px) skewX(-5deg) scaleX(.9)}to{transform:translateX(1500px) skewX(30deg) scaleX(1.3)}}@keyframes sketchIn{0%{stroke-dashoffset:778}to

{stroke-dashoffset:0}}@keyframes sketchOut{0%{stroke-dashoffset:0}to{stroke-dashoffset:778}}@keyframes modalFadeIn{0%{background-color:initial}to{background-

color:#fff}}@keyframes modalFadeOut{0%{background-color:#fff}to{background-color:initial}}@keyframes modalContentFadeIn{0%{opacity:0;top:-20px}to{opacity:1;top:0}}

@keyframes modalContentFadeOut{0%{opacity:1;top:0}to{opacity:0;top:-20px}}@keyframes bondJamesBond{0%{transform:translateX(1000px)}80%{transform:translateX

(0);border-radius:75px;height:75px;width:75px}90%{border-radius:3px;height:182px;width:247px}to{border-radius:3px;height:162px;width:227px}}@keyframes killShot{0%

{transform:translateY(0) rotate(0deg);opacity:1}to{transform:translateY(300px) rotate(45deg);opacity:0}}@keyframes fadeToRed{0%{box-shadow:inset 0 0 0 rgba
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(201,24,24,.8)}to{box-shadow:inset 0 2000px 0 rgba(201,24,24,.8)}}@keyframes slowFade{0%{opacity:1}99.9%{opacity:0;transform:scale(1)}to{transform:scale(0)}}

#common-header[_ngcontent-sc53]{border-bottom:1px solid #e0e0e0;padding:10px}#common-header[_ngcontent-sc53] .logo-desktop[_ngcontent-sc53]{width:200px;

height:50px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]{background-color:#f5f7f9;color:#c70000;transition:.3s;padding:10px 20px;border:1px solid 

#c70000;border-radius:7px}#common-header[_ngcontent-sc53] .sign-in[_ngcontent-sc53]:hover{background-color:#c70000;color:#fff}#common-header[_ngcontent-sc53] .

traveli-link[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#4b4453!important}#common-header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53]{color:#9c0082}#common-

header[_ngcontent-sc53] .dropbtn[_ngcontent-sc53], #common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{padding-top:10px;font-size:1.1rem;transition:.3s;

cursor:pointer}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]{color:#4b4453}#common-header[_ngcontent-sc53] .header_link[_ngcontent-sc53]:hover

{color:#c70000}#common-header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]{position:relative;display:inline-block}#common-header[_ngcontent-sc53] .dropdown-

content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:360px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);z-

index:510}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:#4b4453;padding:12px 16px;text-decoration:none;display:

block;transition:.3s;cursor:pointer;border-bottom:1px solid #f9f9f9}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53] b

[_ngcontent-sc53]{font-weight:500}#common-header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:last-child{border-bottom:0}#common-

header[_ngcontent-sc53] .dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]:hover{background-color:#4b4453;color:#fff!important;border-radius:8px}#common-

header[_ngcontent-sc53] .dropdown[_ngcontent-sc53]:hover .dropdown-content[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}#common-header[_ngcontent-

sc53] .dropdown[_ngcontent-sc53]:hover .dropbtn[_ngcontent-sc53]{color:#c70000}.modal-login-background[_ngcontent-sc53]{position:fixed;background:rgba(0,0,0,.6);

vertical-align:middle;width:10000px;height:10000px;top:0;overflow:hidden;z-index:90;left:0;animation:modalContentFadeIn .5s cubic-bezier(.165,.84,.44,1) forwards}.

animate-item[_ngcontent-sc53]{animation:zoomIn .5s cubic-bezier(.165,.84,.44,1) forwards}.login-popup[_ngcontent-sc53]{animation:zoomIn .3s cubic-bezier(.165,.84,.

44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:340px;height:550px;margin-top:-300px;margin-left:-170px;background-color:

#fff;border-radius:2px;box-shadow:0 2px 2px rgba(0,0,0,.3);overflow:hidden;z-index:1000}@media (min-width:768px){.login-popup[_ngcontent-sc53]{animation:

slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75);position:fixed;top:50%;left:50%;width:440px;height:550px;margin-top:

-260px;margin-left:-220px;background-color:#fff;border-radius:8px;box-shadow:0 8px 16px 0 rgba(0,0,0,.2);overflow:hidden;z-index:100}}.login-popup[_ngcontent-sc53] .

login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53]{border-bottom:0 solid #dee2e6;padding:0}.login-popup[_ngcontent-sc53] .login-popup-container

[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]{padding:1rem;margin:-1rem -1rem -1rem auto;position:absolute;right:-22px;color:#fff;top:-7px;

text-shadow:none;opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):focus, .login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-header[_ngcontent-sc53] .close[_ngcontent-sc53]:not(:

disabled):not(.disabled):hover{opacity:1}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53]{padding:0}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53]{display:flex;flex-flow:row nowrap}.login-popup

[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .login-header[_ngcontent-sc53]{background-

color:#f9f9f9;padding:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53]{width:440px;height:517px;overflow:auto;display:block}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.1rem;font-weight:400;padding:0 0 15px}@media (min-width:768px){.login-

popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-

sc53]{font-size:1.5rem}}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]{color:#6c757d!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-

body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] h2[_ngcontent-sc53] .fal[_ngcontent-sc53]:hover{color:#022243!important;cursor:pointer}.

login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .shareinput

[_ngcontent-sc53]{line-height:38px;height:38px;padding:.3333333em .3333333em .3333333em .6em;border:1px solid #b3c1cb;border-radius:.0666667em;background-

color:#fff;width:65%;margin-right:5%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-

sc53] .right[_ngcontent-sc53] .form-items[_ngcontent-sc53]{margin-top:20px}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]{background-color:#d6dfe6;color:#4a5963;height:38px;line-height:

38px;min-width:100px;padding:0 .4em;border:none;cursor:pointer;white-space:nowrap;text-overflow:ellipsis;overflow:hidden;border-radius:0;box-shadow:none;font-size:

1em;font-weight:600;text-decoration:none!important}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .copy-btn[_ngcontent-sc53]:hover{color:#fff;background-image:radial-gradient(circle farthest-corner at 10% 20%,#1978be 0,

#253c77 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] textarea[_ngcontent-sc53]{width:100%}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body

[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]{height:48px;background-color:#592f9e;transition:.3s;border:none;outline:none;border-radius:

8px;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-

sc53] .share-submit[_ngcontent-sc53]:hover{background-color:#9c0082}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-

sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle farthest-corner at 10% 

20%,#666 0,#666 90%)}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right

[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]{height:48px;background-color:#fff;transition:.3s;border:1px solid #592f9e;outline:none;border-radius:8px;color:

#592f9e}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .

share-submit-outline[_ngcontent-sc53]:hover{background-color:#592f9e;color:#fff}.login-popup[_ngcontent-sc53] .login-popup-container[_ngcontent-sc53] .modal-body

[_ngcontent-sc53] .custom-body[_ngcontent-sc53] .right[_ngcontent-sc53] .share-submit-outline[_ngcontent-sc53]:disabled{background-image:radial-gradient(circle 

farthest-corner at 10% 20%,#666 0,#666 90%)}.btn-link[_ngcontent-sc53]{color:#c70000;text-decoration:none}.btn-link[_ngcontent-sc53]:hover{color:#9c0082;text-

decoration:underline}.google-btn[_ngcontent-sc53]{background-color:#fff;color:#ca3420;border-radius:8px;border:1px solid #ca3420}.google-btn[_ngcontent-sc53]:hover
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{background-color:#ca3420;color:#fff}.fb-btn[_ngcontent-sc53]{background-color:#3f59a8;color:#fff;border-radius:8px;border:none}.fb-btn[_ngcontent-sc53]:hover

{background-color:#304996;color:#fff}.alert-danger[_ngcontent-sc53]{background-color:#c70000}.alert-danger[_ngcontent-sc53], .alert-success[_ngcontent-sc53]{font-

size:.85rem;border-radius:8px;padding:5px 10px;color:#fff}.alert-success[_ngcontent-sc53]{background-color:#28a745}.cbx[_ngcontent-sc53]{-webkit-user-select:none;

user-select:none;-webkit-tap-highlight-color:transparent;cursor:pointer}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]{display:inline-block;vertical-align:middle;transform:

translateZ(0);font-size:90%}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{position:relative;width:18px;height:18px;border-radius:50%;transform:scale(1);vertical-

align:middle;border:1px solid #b9b8c3;transition:all .2s ease}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-sc53]{position:absolute;z-index:1;top:

3px;left:3px;fill:none;stroke:#fff;stroke-width:2;stroke-linecap:round;stroke-linejoin:round;stroke-dasharray:12px;stroke-dashoffset:12px;transition:all .3s ease;transition-

delay:.1s;transform:translateZ(0)}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{content:"";width:100%;height:100%;background:#28a745;display:block;

transform:scale(0);opacity:1;border-radius:50%;transition-delay:.2s}.cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{margin-left:8px}.cbx[_ngcontent-sc53]:hover 

span[_ngcontent-sc53]:first-child{border-color:#28a745}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child{border-color:

#28a745;background:#28a745;animation:check .6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child svg[_ngcontent-

sc53]{stroke-dashoffset:0}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:first-child:before{transform:scale(2.2);opacity:0;transition:all .

6s ease}.inp-cbx[_ngcontent-sc53]:checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child{color:#0076be;transition:all .3s ease}.inp-cbx[_ngcontent-sc53]:

checked + .cbx[_ngcontent-sc53] span[_ngcontent-sc53]:last-child:after{transform:scaleX(1);transition:all .3s ease}@keyframes check{50%{transform:scale(1.2)}}.

currency-modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:300px;height:500px;margin-top:-250px;margin-left:-150px;border-radius:8px;background-

color:#fff;z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}@media (min-width:768px){.currency-

modal-content[_ngcontent-sc53]{position:fixed;top:50%;left:50%;width:800px;height:500px;margin-top:-250px;margin-left:-400px;border-radius:8px;background-color:#fff;

z-index:100;animation:slideDownLarge .3s cubic-bezier(.165,.84,.44,1) forwards;box-shadow:0 0 21px 3px rgba(0,0,0,.75)}}.currency-modal-content[_ngcontent-sc53] h2

[_ngcontent-sc53]{font-size:1rem}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] h2[_ngcontent-sc53]{font-size:1.2rem}}.currency-modal-content

[_ngcontent-sc53] .currency-content[_ngcontent-sc53]{height:490px;overflow:scroll}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .currency-

content[_ngcontent-sc53]{height:auto}}.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px;overflow:hidden;display:block}@media (min-

width:768px){.currency-modal-content[_ngcontent-sc53] .currency-li[_ngcontent-sc53]{width:200px}}.currency-modal-content[_ngcontent-sc53] h5[_ngcontent-sc53]{text-

align:left;margin:0}.currency-modal-content[_ngcontent-sc53] .m-header[_ngcontent-sc53]{padding:15px;text-align:left;background-color:#f9f9f9;border-top-left-radius:8px;

border-top-right-radius:8px}.currency-modal-content[_ngcontent-sc53] .m-footer[_ngcontent-sc53]{background-color:#f9f9f9;position:absolute;bottom:0;width:100%;border-

bottom-left-radius:10px;border-bottom-right-radius:10px;padding:0 20px 20px}.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{top:10px;right:15px;

position:absolute;color:var(--gray)}@media (min-width:768px){.currency-modal-content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]{right:25px;top:18px}}.currency-modal-

content[_ngcontent-sc53] .c-btn[_ngcontent-sc53]:hover{color:#000;cursor:pointer}.currency_list[_ngcontent-sc53]{list-style-type:none;margin:0;padding:0;font-size:.9rem}.

currency_list[_ngcontent-sc53] li[_ngcontent-sc53]{float:left;width:250px;padding:5px;color:#333}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53] .float-right[_ngcontent-

sc53]{color:#0076be!important;font-weight:700}.currency_list[_ngcontent-sc53] li[_ngcontent-sc53]:hover{color:#0076be!important;background-color:#f9f9f9;text-

decoration:none!important;cursor:pointer}.currency_scroll[_ngcontent-sc53]{max-height:400px;overflow:auto}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-track

{box-shadow:inset 0 0 6px rgba(0,0,0,.3);background-color:#f5f5f5}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar{width:5px;height:5px;background-color:#f5f5f5}.

currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb{background-color:#676767}.currency_scroll[_ngcontent-sc53]::-webkit-scrollbar-thumb:hover{background:#555}

#isMobile[_ngcontent-sc53]{position:relative}#isMobile[_ngcontent-sc53] #mobile_header[_ngcontent-sc53]{padding:10px 5px}#isMobile[_ngcontent-sc53] .mobile-

autosuggest[_ngcontent-sc53]{z-index:20;width:100%;position:unset;box-shadow:none;background-color:unset;top:unset;transition:all .1s ease-out;font-size:1em}

#isMobile[_ngcontent-sc53] .mobile-autosuggest-sticky[_ngcontent-sc53]{background-color:#fff;box-shadow:0 3px 3px 0 hsla(0,0%,40%,.4);position:fixed;top:-10px;width:

100%;z-index:20;transition:all .1s ease-in;padding-bottom:10px}.mobile_header_side_bar[_ngcontent-sc53]{height:100%;position:fixed;z-index:99;top:66px;font-size:1rem;

left:0;background-color:#fff!important;padding-top:0;transition:.1s;overflow-x:hidden}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-sc53]{font-size:1.3rem;

margin:0;font-weight:300;width:100%;text-align:center;padding:10px 0;color:#fff;background-color:#627d90}.mobile_header_side_bar[_ngcontent-sc53] h3[_ngcontent-

sc53] i[_ngcontent-sc53]{padding:8px 10px;transition:all .1s ease-in-out;background-color:#425664;border-radius:300px;text-shadow:none!important;position:absolute;top:

5px;font-size:.9rem;left:9px}.mobile_header_side_bar[_ngcontent-sc53] .box-shadow[_ngcontent-sc53]{margin-bottom:0;box-shadow:none}svg.back_icon[_ngcontent-

sc53]{height:20px;width:20px;color:#717fa4;top:20px;left:5px}.closeNav[_ngcontent-sc53]{box-shadow:0 4px 8px 0 rgba(51,51,51,.1);background-color:#fff!important;

width:100%;padding:10px;border-radius:0;border:none;font-weight:400;font-size:1.4rem}.closeNav[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:2rem;padding:10px}.

close_icon[_ngcontent-sc53]{height:15px;width:15px;color:#717fa4;position:absolute;top:10px;left:10px}.sub-menu-parent[_ngcontent-sc53]{position:relative}.sub-menu-

parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53], .sub-menu-

parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:hover .sub-menu-left[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53]{visibility:visible;opacity:1;z-index:1;

transform:translateY(0);transition-delay:0s,0s,.3s;transition:all .15s ease-in-out;background:#fff;margin:0 8px 0 0;z-index:99;box-shadow:inset 0 -1px 0 0 rgba(0,0,0,.1),0 

8px 16px 0 rgba(19,41,104,.2);padding:10px 0}.sub-menu-parent[_ngcontent-sc53]:focus-within .sub-menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent

[_ngcontent-sc53]:focus-within .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-left[_ngcontent-sc53] a

[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:focus .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-

menu-left[_ngcontent-sc53] a[_ngcontent-sc53], .sub-menu-parent[_ngcontent-sc53]:hover .sub-menu-right[_ngcontent-sc53] a[_ngcontent-sc53]{color:#425486}.sub-

menu-right[_ngcontent-sc53]{visibility:hidden;opacity:0;position:absolute;top:100%;right:12px;width:220px;height:200px;overflow:scroll;z-index:-1;transition:.15s ease-in-

out,_ .15s ease-in-out,_ .15s ease-in-out;border-radius:8px}.sub-menu-right[_ngcontent-sc53] li[_ngcontent-sc53]:last-child{border-bottom:none!important}.sub-menu-right

[_ngcontent-sc53] .symbol[_ngcontent-sc53]{float:right}.bookings_btn[_ngcontent-sc53]{padding:0!important}.mobile-nav[_ngcontent-sc53]{margin:0;padding:10px 0 0;list-

style-type:none}.mobile-nav[_ngcontent-sc53] li[_ngcontent-sc53]{border-bottom:1px dotted #e0e0e0;font-size:1.2rem;padding:15px 20px}.mobile-nav[_ngcontent-sc53] li

[_ngcontent-sc53] a[_ngcontent-sc53]{all:unset}.mobile-nav[_ngcontent-sc53] li.heading[_ngcontent-sc53]{font-weight:600;color:#592f9e}.currency-dropdown[_ngcontent-
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sc53]{position:relative;display:inline-block}.currency-dropdown[_ngcontent-sc53] .currency-dropbtn[_ngcontent-sc53]{border:none}.currency-dropdown[_ngcontent-sc53] .

currency-dropdown-content[_ngcontent-sc53]{display:none;position:absolute;transition:.3s;background-color:#fff;border-radius:8px;min-width:260px;box-shadow:0 8px 

16px 0 rgba(0,0,0,.2);left:-80px;top:30px;z-index:510}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a[_ngcontent-sc53]{color:

#4b4453;padding:10px 14px;text-decoration:none;font-size:.8rem;display:block}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a

[_ngcontent-sc53]:hover{color:#000;background-color:#f9f9f9;cursor:pointer}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email

[_ngcontent-sc53]{background-color:#f9f9f9;margin:10px;padding:10px 14px;font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #e0e0e0}.currency-

dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.email[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown

[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone[_ngcontent-sc53]{background-color:#fff;margin:10px;padding:20px 14px 10px;position:relative;

font-size:.9rem;font-weight:500;border-radius:7px;border:1px solid #b0a8b9}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content[_ngcontent-sc53] a.phone

[_ngcontent-sc53] small[_ngcontent-sc53]{position:absolute;font-size:.7rem;top:2px;font-weight:300}.currency-dropdown[_ngcontent-sc53] .currency-dropdown-content

[_ngcontent-sc53] a.phone[_ngcontent-sc53]:hover{border:1px solid #4b4453;color:#000}.currency-dropdown[_ngcontent-sc53]:hover .currency-dropdown-content

[_ngcontent-sc53]{display:block;transition:.3s;z-index:10}.hide-overflow[_ngcontent-sc53]{white-space:nowrap;overflow:hidden;text-overflow:ellipsis;display:inline-block}.

help-support[_ngcontent-sc53]{border:1px solid #fff;border-radius:7px;transition:all .2s}.help-support[_ngcontent-sc53]:hover{border:1px solid #c70000;color:#c70000!

important;transition:all .2s}.help-support[_ngcontent-sc53] .header_link[_ngcontent-sc53]{font-size:.85rem}.support-phone[_ngcontent-sc53]{background-color:#fff;

padding:5px 10px;border-radius:7px}.support-phone[_ngcontent-sc53] span[_ngcontent-sc53]{font-size:1.8rem;animation:color-change 20s infinite alternate}.support-

phone[_ngcontent-sc53] small[_ngcontent-sc53]{display:block;font-size:.6rem}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]{font-size:1rem;font-weight:700;

color:#005fcc;text-decoration:none}.support-phone[_ngcontent-sc53] .phone[_ngcontent-sc53]:hover{color:#e8381b}@keyframes color-change{0%{color:#00f}10%{color:

#8e44ad}20%{color:#1abc9c}30%{color:#d35400}40%{color:#00f}50%{color:#34495e}60%{color:#00f}70%{color:#2980b9}80%{color:#f1c40f}90%{color:#2980b9}to{color:

pink}}.phone_header_icon[_ngcontent-sc53] .call[_ngcontent-sc53]{background-color:#43b520;color:#fff;padding:3px 5px;display:block;font-size:.9rem}.

phone_header_icon[_ngcontent-sc53] small[_ngcontent-sc53]{font-size:.5rem;display:block}.sidebar-overlay[_ngcontent-sc53]{position:fixed;width:100%;height:100%;top:

65px;left:0;right:0;bottom:0;background-color:hsla(0,0%,100%,.3);z-index:10;cursor:pointer;-webkit-backdrop-filter:blur(3px);backdrop-filter:blur(3px)}.sidebar-overlay

[_ngcontent-sc53] .text[_ngcontent-sc53]{position:absolute;top:50%;left:50%;font-size:50px;color:#fff;transform:translate(-50%,-50%);-ms-transform:translate(-50%,-50%)}

</style><style ng-transition="serverApp">.btn[_ngcontent-sc52]:focus{box-shadow:none!important}.is-valid[_ngcontent-sc52]{border:1px solid #28a745!important}.is-

invalid[_ngcontent-sc52]{border:1px solid #dc3545!important}.form-control[_ngcontent-sc52]{border-radius:0;border:none;outline:none}.form-control[_ngcontent-sc52]:

focus{outline:none}label[_ngcontent-sc52]{cursor:pointer}input[_ngcontent-sc52]:focus, select[_ngcontent-sc52]:focus, textarea[_ngcontent-sc52]:focus{outline:none}.

styled-input[_ngcontent-sc52]{font-weight:400;font-style:normal;font-stretch:normal;box-sizing:border-box;height:48px;width:100%;padding:0 12px;border:1px solid #f1f2f6;

border-radius:8px;font-size:16px;text-align:left;letter-spacing:.3px;-webkit-appearance:none;-moz-appearance:none;appearance:none;background-color:#f1f2f6;box-

shadow:none;caret-color:#a1a9c3;color:#132968;transition:border .15s}.styled-input[_ngcontent-sc52]:focus, .styled-input[_ngcontent-sc52]:hover{border:1px solid 

#a1a9c3;outline:0}@media (max-width:1290px){.hide-tablet[_ngcontent-sc52]{display:none}}@media (max-width:576px){.hide-mobile[_ngcontent-sc52]{display:none}}.

desktop-container[_ngcontent-sc52]{background-color:#f9f9f9;color:rgba(0,0,0,.7);border-top:1px solid rgba(0,0,0,.1)}.domain-name[_ngcontent-sc52]{color:rgba(0,0,0,.7);

font-size:.75rem}.currency[_ngcontent-sc52]{padding:10px 20px;border-radius:3px;cursor:pointer;background-color:rgba(0,0,0,.05);margin-bottom:20px}.currency

[_ngcontent-sc52]:hover{color:#000;background-color:rgba(0,0,0,.2)}.mobile-footer[_ngcontent-sc52]{background-color:#f9f9f9;padding:10px 20px;font-size:.85rem;border-

top:1px solid rgba(0,0,0,.1);font-weight:300;color:rgba(0,0,0,.7)}.mobile-footer[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none}.mobile-

footer[_ngcontent-sc52] .currency[_ngcontent-sc52]{color:#000;border-color:hsla(0,0%,100%,.8);padding:5px 10px;border-radius:3px;cursor:pointer;margin-bottom:20px}.

footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]{background-color:rgba(0,0,0,.05);padding:20px 10px 10px;border-radius:7px;

margin-bottom:10px}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52]:hover{background-color:rgba(0,0,0,.2);color:#000}.footer-links

[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);font-size:1rem;text-decoration:none;padding:10px 0;

position:relative;display:block}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52] small[_ngcontent-sc52]{font-

size:.75rem;position:absolute;top:-10px;color:rgba(0,0,0,.7)}.footer-links[_ngcontent-sc52] .customer_support[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:

hover, .footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{color:rgba(0,0,0,.8)}.footer-links[_ngcontent-sc52] h5[_ngcontent-sc52]{font-size:1rem;font-weight:500;border-

bottom:1px solid rgba(0,0,0,.1);padding:20px 20px 20px 0}.footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52]{padding-bottom:5px;padding-top:5px}.

footer-links[_ngcontent-sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] small[_ngcontent-sc52]{font-size:.7rem;color:rgba(0,0,0,.7);display:block}.footer-links[_ngcontent-

sc52] ul[_ngcontent-sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]{color:rgba(0,0,0,.7);text-decoration:none;font-size:.85rem}.footer-links[_ngcontent-sc52] ul[_ngcontent-

sc52] li[_ngcontent-sc52] a[_ngcontent-sc52]:hover{color:rgba(0,0,0,.9);text-decoration:underline;cursor:pointer}</style><meta name="og:title" content="Top Rated Tours, 

Activities and Attractions | Destina Holidays"><meta name="description" content="Tour and experience incredible destinations search from over 100,000+ day tours, 

activities and attractions"><meta name="og:description" content="Tour and experience incredible destinations search from over 100,000+ day tours, activities and 

attractions"><meta name="og:url" content="https://www.destinaholidays.com"><meta name="og:image" content="https://skybooker-static.s3.us-west-2.amazonaws.com

/destina_logos/destina_logo_360.png"><meta name="contact" content="support@destinaholidays.com"><meta name="og:type" content="website"><meta name="og:

site_name" content="Destina Holidays"><meta name="robots" content="index,follow"><meta name="theme-color" content="#592F9E"><meta name="revisit-after" 

content="1 month"><meta name="author" content="Destina Holidays"><meta name="twitter:title" content="Top Rated Tours and Activities - Destina Holidays"><meta 

name="twitter:description" content="Tours, day trips, activities and attractions - Destina Holidays"><style ng-transition="serverApp">[_nghost-sc93]{display:block;position:

relative}.ngurtl[_nghost-sc93]{direction:rtl}.ngucarousel[_ngcontent-sc93]{height:100%;overflow:hidden;position:relative}.ngucarousel[_ngcontent-sc93] .ngucarousel-items

[_ngcontent-sc93]{display:flex;height:100%;position:relative}.nguvertical[_ngcontent-sc93]{flex-direction:column}.banner[_ngcontent-sc93] .ngucarouselPointDefault

[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{bottom:20px;position:absolute;width:100%}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]{background:hsla(0,0%,100%,.55)}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .

ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#fff}.banner[_ngcontent-sc93] .ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint
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[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93]{box-sizing:border-box;list-

style-type:none;margin:0;overflow:auto;padding:12px;text-align:center;white-space:nowrap}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-

sc93] li[_ngcontent-sc93]{background:rgba(0,0,0,.55);border-radius:50%;display:inline-block;margin:0 4px;padding:4px;transition:.4s;transition-timing-function:cubic-bezier

(.17,.67,.83,.67)}.ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li.active[_ngcontent-sc93]{background:#6b6b6b;transform:scale(1.8)}.

ngucarouselPointDefault[_ngcontent-sc93] .ngucarouselPoint[_ngcontent-sc93] li[_ngcontent-sc93]:hover{cursor:pointer}.nguclearFix[_ngcontent-sc93]{clear:both}<

/style></head>

<body>

<app-root _nghost-sc50="" ng-version="12.1.5"><router-outlet _ngcontent-sc50=""></router-outlet><app-home-page _nghost-sc104=""><common-header _ngcontent-

sc104="" _nghost-sc53=""><div _ngcontent-sc53="" id="common-header" class="container-fluid d-none d-lg-block"><div _ngcontent-sc53="" class="d-flex pt-2 pb-1 

justify-content-between"><div _ngcontent-sc53="" class="flex-fill"><ul _ngcontent-sc53="" class="nav justify-content-start d-flex flex-row"><li _ngcontent-sc53="" class="

nav-item"><a _ngcontent-sc53="" href="/" class="navbar-brand" style="min-width: 150px;"><img _ngcontent-sc53="" class="img-fluid logo-desktop" alt="Destina Holidays" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/destina_holidays_color_logo.svg" style="width:200px;height:50px;"><!----><!----></a></li><!----><li _ngcontent-

sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" class="dropbtn nav-link">Hotels <span _ngcontent-sc53="" class="ps-1" 

style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" 

href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,048 properties <

/small></a><a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="

float-end">644 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small 

_ngcontent-sc53="" class="float-end">4,711 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b 

_ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,302 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=NRT" 

target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,910 properties </small></a><a _ngcontent-sc53="" href="

/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">594 properties </small><

/a><a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-

end">5,199 properties </small></a><a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small 

_ngcontent-sc53="" class="float-end">1,343 properties </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"

><a _ngcontent-sc53="" class="dropbtn nav-link">Tours <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-

down"></i></span></a><div _ngcontent-sc53="" class="dropdown-content"><a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-

sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b 

_ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities </small></a><a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> 

Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities </small></a><a _ngcontent-sc53="" href="/tours/Italy" target="

_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities </small></a><a _ngcontent-sc53="" href="/tours/Japan" 

target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities </small></a><a _ngcontent-sc53="" href="/tours

/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 activities </small></a><a 

_ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities <

/small></a><a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,

092 activities </small></a></div></div></li><li _ngcontent-sc53="" class="nav-item hide-tablet"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" 

class="dropbtn nav-link"> Popular Attractions <span _ngcontent-sc53="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc53="" class="fal fa-chevron-down"></i><

/span></a><div _ngcontent-sc53="" class="dropdown-content" style="width: 450px;"><a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank"

>Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="

_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view/9845" 

target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities </small></a><a _ngcontent-sc53="" href="/tours/attractions/view

/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities </small></a><a _ngcontent-sc53="" href="/tours

/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a><a _ngcontent-sc53="" 

href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities </small></a><a 

_ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a><

/div></div></li><li _ngcontent-sc53="" class="nav-item"><div _ngcontent-sc53="" class="dropdown"><a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="

dropbtn nav-link" style="cursor: pointer;">Car Rentals </a></div></li><!----><!----></ul></div><div _ngcontent-sc53="" class="pe-4"><ul _ngcontent-sc53="" class="nav 

justify-content-end"><!----><!----><li _ngcontent-sc53="" class="nav-item hide-tablet help-support"><div _ngcontent-sc53="" class="currency-dropdown"><a _ngcontent-

sc53="" class="nav-link header_link currency-dropbtn"><span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-comments-question"></i></span> 

Help &amp; Support <span _ngcontent-sc53="" class="p-2"><i _ngcontent-sc53="" class="fa-light fa-chevron-down"></i></span></a><div _ngcontent-sc53="" class="

currency-dropdown-content p-2" style="left: -20px; top: 45px;"><a _ngcontent-sc53="" class="email" href="mailto:support@destinaholidays.com"

>support@destinaholidays.com</a><a _ngcontent-sc53="" class="phone" href="tel:2142276700"><small _ngcontent-sc53=""> United States (10.30am - 2am EST) <

/small> 214-227-6700</a><a _ngcontent-sc53="" class="phone" href="tel:4169079899"><small _ngcontent-sc53="">Canada (10.30am - 2am EST) </small> 416-907-

9899 </a></div></div></li><!----><li _ngcontent-sc53="" class="nav-item ps-2"><a _ngcontent-sc53="" class="nav-link d-block btn btn-outline-primary sign-in"><span 

_ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-user-circle"></i></span> Sign in </a><!----><!----><!----></li><!----></ul></div></div></div><div 

_ngcontent-sc53="" id="isMobile" class="container-fluid d-md-block d-lg-none border-bottom"><div _ngcontent-sc53="" id="mobile_header" class="d-flex"><div 
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_ngcontent-sc53=""><span _ngcontent-sc53="" class="header_icon ps-2 pt-1 d-block" style="color: black;"><i _ngcontent-sc53="" class="fa-sharp fa-light fa-2x fa-grip-

lines"></i></span></div><!----><!----><div _ngcontent-sc53="" class="flex-fill text-center" style="padding-left: 40px;"><a _ngcontent-sc53="" href="/" class="logo"><img 

_ngcontent-sc53="" class="img-fluid" style="max-height:45px;padding-bottom:3px;width:auto;" alt="Destina Holidays" src="https://skybooker-static.s3.us-west-2.

amazonaws.com/destina_holidays_color_logo.svg"></a><!----></div><div _ngcontent-sc53="" class="ps-2 text-center phone_header_icon"><table _ngcontent-sc53="" 

cellpadding="0" cellspacing="0" style="border-radius: 6px; border: 1px solid #43b520;"><tbody><tr _ngcontent-sc53=""><td _ngcontent-sc53=""><img _ngcontent-sc53="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/call-component-header.gif" class="img-fluid" style="width: 36px;"></td><td _ngcontent-sc53="" class="call text-

center"><i _ngcontent-sc53="" class="fa-duotone fa-phone"></i><small _ngcontent-sc53="">CALL US </small></td></tr></tbody></table></div></div></div><div 

_ngcontent-sc53="" class="mobile_header_side_bar" style="width:0%;"><nav _ngcontent-sc53=""><ul _ngcontent-sc53="" class="mobile-nav"><li _ngcontent-sc53="" 

class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-plane fa-rotate-270"></i></span> Flights </a><

/li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-bed"></i></span> Hotels 

</a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53=""><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-map-signs"></i><

/span> Tours &amp; Activities </a></li><li _ngcontent-sc53="" class="heading"><a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" 

class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a></li><!----><!----><li _ngcontent-sc53=""> &nbsp; </li><!----><li _ngcontent-sc53="" 

class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-globe-americas"></i></span> Traveller Tools</li><li _ngcontent-

sc53=""><div _ngcontent-sc53=""> Sign in / My Bookings </div><!----><!----></li><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support">Help &amp; 

Support </a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" href="/support/faq"> Frequently Asked Questions </a></li><li _ngcontent-sc53=""> Change Currency <!

----></li><!----><li _ngcontent-sc53=""> &nbsp; </li><li _ngcontent-sc53="" class="heading text-black"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" 

class="fal fa-sitemap"></i></span> Useful Links</li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/about-us"

>About</a></li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/terms-and-conditions">Terms &amp; Conditions<

/a></li><!----><!----><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/privacy-policy">Privacy &amp; Cookies</a><

/li><li _ngcontent-sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/visa-requirements">Visa Requirements</a></li><li _ngcontent-

sc53=""><a _ngcontent-sc53="" class="p-0" href="https://www.destinaholidays.com/static/pay-later">Book &amp; Hold</a></li><!----><!----><li _ngcontent-sc53="">&nbsp;

</li></ul></nav></div><!----><!----></common-header><section _ngcontent-sc104="" id="searchContainer"><div _ngcontent-sc104="" class="container-xl" style="z-index: 

2; position: relative;"><div _ngcontent-sc104="" class="row justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto w-100 text-center pt-4 pb-4"><br 

_ngcontent-sc104=""><h1 _ngcontent-sc104="">Discover Travel Dreams</h1><h5 _ngcontent-sc104="" class="d-md-block d-lg-block text-center">Search from over 

100,000+ Hotels, Tours, Activities and Adventures</h5></div></div><div _ngcontent-sc104="" class="row justify-content-md-center d-none d-sm-block"><div _ngcontent-

sc104="" class="col-md-auto"><div _ngcontent-sc104="" class="row tab-parent row-cols-auto justify-content-md-center"><div _ngcontent-sc104="" class="col-md-auto 

tab-icon active"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div><div _ngcontent-sc104="" 

class="col-md-auto tab-icon"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div 

_ngcontent-sc104="" class="col-md-auto tab-icon" style="border-top-right-radius: 3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i 

_ngcontent-sc104="" class="fal fa-car"></i></span> Car Rentals </div></div></div></div><div _ngcontent-sc104="" class="row justify-content-center d-block d-sm-none"

><div _ngcontent-sc104="" class="col-md-auto tab-parent-mobile"><div _ngcontent-sc104="" class="row row-cols-auto d-flex justify-content-center"><div _ngcontent-

sc104="" class="col-md-auto tab-icon" style="border-top-left-radius: 3px; border-bottom-left-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-

sc104="" class="fa-sharp fa-regular fa-bed"></i></span> Hotels </div><!----><div _ngcontent-sc104="" class="col-md-auto tab-icon active" style="border-top-right-radius: 

3px; border-bottom-right-radius: 3px;"><span _ngcontent-sc104="" class="icon"><i _ngcontent-sc104="" class="fal fa-plane-departure"></i></span> Flights </div></div><

/div></div><div _ngcontent-sc104="" class="tab-content"><div _ngcontent-sc104="" class="d-none d-lg-block"><br _ngcontent-sc104=""><div _ngcontent-sc104="" 

class="row"><div _ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div><div _ngcontent-

sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 mb-2 p-1"> &nbsp;</div></div></div><div _ngcontent-sc104="" class="row"><div 

_ngcontent-sc104="" class="col-md-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-3"

><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="

animate border-radius-7 p-2"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;<

/div></div><div _ngcontent-sc104="" class="col-md-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-2"> &nbsp;</div></div></div><br _ngcontent-sc104=""

></div><div _ngcontent-sc104="" class="d-flex justify-content-center d-md-block d-lg-none d-block pb-4"><div _ngcontent-sc104=""></div><div _ngcontent-sc104="" 

class="row flex-fill g-1 pb-2 row-cols-6 justify-content-md-center"><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate 

border-radius-7 p-4"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-6 col-md-6 col-lg-3"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"> 

&nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-4"

> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2 d-none d-lg-block calendar"><div _ngcontent-sc104="" class="animate border-radius-7 p-

4"> &nbsp;</div></div><!----><div _ngcontent-sc104="" class="d-block d-md-block d-lg-none col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-

radius-7 p-3"> &nbsp;</div></div><div _ngcontent-sc104="" class="col-12 col-md-12 col-lg-2"><div _ngcontent-sc104="" class="animate border-radius-7 p-3"> &nbsp;<

/div></div></div></div></div><!----><!----><!----><!----><!----></div></section><section _ngcontent-sc104="" class="d-none d-sm-none d-md-block d-lg-block gradient-

border-top"><div _ngcontent-sc104="" class="container-xl"><div _ngcontent-sc104="" class="row pt-4 pb-4 text-list"><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fad fa-check-double fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Best Selection</span> Our 

strict screening process means that you&apos;re only seeing the best quality tours. </td></tr></tbody></table></div><div _ngcontent-sc104="" class="col-md-4"><table 

_ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span _ngcontent-sc104="" class="pe-2"><i _ngcontent-

sc104="" class="fal fa-piggy-bank fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-sc104="" class="heading"> Save on Packages </span> 
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Save more by booking your flight and tours together. We offer cheap travel packages to top destinations around the world. </td></tr></tbody></table></div><div 

_ngcontent-sc104="" class="col-md-4"><table _ngcontent-sc104=""><tbody><tr _ngcontent-sc104=""><td _ngcontent-sc104="" style="vertical-align: top;"><span 

_ngcontent-sc104="" class="pe-2"><i _ngcontent-sc104="" class="fal fa-user-headset fa-2x purple"></i></span></td><td _ngcontent-sc104=""><span _ngcontent-

sc104="" class="heading"> 24/7 Support </span> We&apos;re available to answer any questions or concerns via online chat, phone or email. </td></tr></tbody></table><

/div></div></div></section><section _ngcontent-sc104=""><div _ngcontent-sc104="" class="container-xxl pt-4"><h3 _ngcontent-sc104="" class="gray pb-4">Popular 

Destinations</h3><div _ngcontent-sc104="" class="d-none d-md-block d-lg-block"><div _ngcontent-sc104="" class="row pop_destinations"><div _ngcontent-sc104="" 

class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-

sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div 

_ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span _ngcontent-sc104="" class="products">4477 activities 

<span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><div 

_ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div _ngcontent-sc104="" class="pop_destination"

><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div _ngcontent-sc104="" class="overlay-bg"

>&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span _ngcontent-sc104="" class="products"

>11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div><

/a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div _ngcontent-sc104="" class="

pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div _ngcontent-sc104="" class="

overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span _ngcontent-sc104="" class="

products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span></span><

/div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div _ngcontent-sc104="" 

class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div _ngcontent-sc104="" 

class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span _ngcontent-sc104="" 

class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i></span><

/span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div _ngcontent-

sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div _ngcontent-

sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span _ngcontent-

sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-right"></i><

/span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="_blank" href="

/tours/Thailand"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net

/assets/th.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name"

>Thailand</span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" 

class="far fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="col-md-3 col-6 col-sm-6"><a _ngcontent-sc104="" target="

_blank" href="/tours/Vietnam"><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.

cloudfront.net/assets/vi.png"><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" 

class="name">Vietnam</span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i 

_ngcontent-sc104="" class="far fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div><div _ngcontent-sc104="" class="mobile-swipe-container 

pop_destinations d-block d-md-none d-lg-none"><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Australia"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/au.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Australia</span><span 

_ngcontent-sc104="" class="products">4477 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Egypt"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/eg.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Egypt</span><span 

_ngcontent-sc104="" class="products">11810 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Greece"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/gr.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Greece</span><span 

_ngcontent-sc104="" class="products">6456 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Italy"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/it.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Italy</span><span 

_ngcontent-sc104="" class="products">10170 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Japan"><div 
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_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/jp.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Japan</span><span 

_ngcontent-sc104="" class="products">3134 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far fa-chevron-

right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/South-Africa"><div 

_ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/sa.png"><div 

_ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">South Africa<

/span><span _ngcontent-sc104="" class="products">3536 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Thailand"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/th.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Thailand<

/span><span _ngcontent-sc104="" class="products">7282 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><div _ngcontent-sc104="" class="thumbnail"><a _ngcontent-sc104="" target="_blank" href="/tours/Vietnam"

><div _ngcontent-sc104="" class="pop_destination"><img _ngcontent-sc104="" class="img-fluid pop_dest_img" src="https://d7jummq9jo4cp.cloudfront.net/assets/vi.png"

><div _ngcontent-sc104="" class="overlay-bg">&nbsp;</div><div _ngcontent-sc104="" class="overlay_text"><span _ngcontent-sc104="" class="name">Vietnam<

/span><span _ngcontent-sc104="" class="products">12092 activities <span _ngcontent-sc104="" class="ps-1" style="font-size: 80%;"><i _ngcontent-sc104="" class="far 

fa-chevron-right"></i></span></span></div></div></a></div><!----></div></div></section><section _ngcontent-sc104="" class="home-carousel"><div _ngcontent-

sc104="" class="container-xxl pt-4 d-none d-md-block d-lg-block"><br _ngcontent-sc104=""><h3 _ngcontent-sc104="" class="pb-4">Recommended &amp; Top Rated<

/h3><ngu-carousel _ngcontent-sc104="" _nghost-sc93="" class="ngucarouselP03Sz9"><div _ngcontent-sc93="" class="ngucarousel"><button _ngcontent-sc104="" 

ngucarouselprev="" class="leftRs"><i _ngcontent-sc104="" class="fa fa-chevron-left"></i></button><div _ngcontent-sc93="" class="ngu-touch-container"><div _ngcontent-

sc93="" class="ngucarousel-items"><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" class="row no-

gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour"><link _ngcontent-

sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg"><meta _ngcontent-sc104="" itemprop="description" 

content="Spend more time inside with no-wait access to the Vatican Museums, Sistine Chapel &amp; St. Peter&apos;s Basilica through an official Vatican partner 

entrance. On this comprehensive guided tour, you&apos;ll experience the best of the Vatican in just three hours, including the Sistine Chapel, St. Peter&apos;s Basilica, 

and more. Navigate the vast complex of artwork and history with an expert, who will bring this ancient collection to life. Choose from several departure times and 

languages."><meta _ngcontent-sc104="" itemprop="mpn" content="3731VATICAN"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" 

itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-

sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"

><div _ngcontent-sc104="" class="card-title">Rome Small-Group Vatican and St. Peter&apos;s Basilica Tour</div><div _ngcontent-sc104="" itemprop="aggregateRating" 

itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star 

checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"

><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i><

/span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----><span _ngcontent-sc104="" class="

gray"> 26926 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="26926"><meta _ngcontent-sc104="" itemprop="ratingValue" content="4.6"><

/div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> Rome </div><div 

_ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-sc104="" itemprop="url" 

href="/tours/Italy/Rome/3731VATICAN"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta _ngcontent-sc104="" itemprop="

price" content="53"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="priceCurrency" content="USD"><meta 

_ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $53 <sup _ngcontent-sc104="">USD</sup></span><

/div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="http://schema.org/Product" itemscope="" 

class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Ancient Rome and Colosseum Skip the Line Walking Tour"><link 

_ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg"><meta _ngcontent-sc104="" itemprop="

description" content="The ancient glory of Rome is reborn! Skip the Line at three of the most significant surviving remnants of the Eternal City: the Colosseum, Palatine 

Hill and Roman Forum. Your English-speaking expert historian tour guide will share anecdotes and history throughout the 3-hour tour, rebuilding the impressive ruins with 

tales of Ancient Romes heyday."><meta _ngcontent-sc104="" itemprop="mpn" content="3731COLOSSEUM"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Ancient Rome and Colosseum Skip the Line Walking Tour</div><div _ngcontent-sc104="" 

itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-

sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><!----><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star-half-alt checked"></i></span><!----

><span _ngcontent-sc104="" class="gray"> 15939 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15939"><meta _ngcontent-sc104="" itemprop="

ratingValue" content="4.6"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span 

_ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 3 hours <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"
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></i> Rome </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Italy/Rome/3731COLOSSEUM"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="56"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $56 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Amsterdam Open 

Boat Canal Cruise - Local live guide with bar on board"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446

/10/0b/5e/20.jpg"><meta _ngcontent-sc104="" itemprop="description" content="The best way of seeing historical Amsterdam is from the water. Join us on our 1 hour 

canal tour on our 100% electric, luxury boats.<br><br>Enjoy all the beauty that Amsterdam has to offer while enjoying a drink. All our boats have a bar on board where 

drinks can be bought. During the tour our crew will tell you about the history of Amsterdam and the sights you pass.<br><br>During summer, when the weather is mainly 

sunny and dry, the tour will take place on one of our luxurious open boats. On the other hand, if it happens to be rainy or cold on the canals, we will be very happy to host 

the tour on one of our beautiful and warm saloon boats. <br><br>In order to ensure you a spot on the boat, we advise you to book your ticket online in advanced."><meta 

_ngcontent-sc104="" itemprop="mpn" content="75227P1"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org/Brand" itemscope=""><meta 

_ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div _ngcontent-sc104="" class="

c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="card-body"><div _ngcontent-

sc104="" class="card-title">Flagship Amsterdam Open Boat Canal Cruise - Local live guide with bar on board</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" 

class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-

star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!----><!----><span _ngcontent-

sc104="" class="gray"> 15407 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="15407"><meta _ngcontent-sc104="" itemprop="ratingValue" 

content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"><span _ngcontent-

sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far fa-map"></i> 

Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link _ngcontent-

sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P1"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org/InStock"><meta 

_ngcontent-sc104="" itemprop="price" content="22"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" itemprop="

priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $22 <sup 

_ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" itemtype="

http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Flagship Canal Cruise in 

Classic Boat - Live guide with drinks &amp; Dutch cheese"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-

674x446/09/3a/8a/80.jpg"><meta _ngcontent-sc104="" itemprop="description" content="On this 1 hour Luxury Classic River Boat Cruise, you will explore the city, its 

famous landmarks, culture, and rich trading history whilst relaxing with a drink in your hand. During the cruise, our skipper will take you through many highlights our city 

has to offer. The cruise is live guided, so expect an interactive tour, with enough space for questions and any needed recommendations for your further stay in 

Amsterdam. All tours are in ENGLISH."><meta _ngcontent-sc104="" itemprop="mpn" content="75227P6"><div _ngcontent-sc104="" itemprop="brand" itemtype="

http://schema.org/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-

border"><div _ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-

sc104="" class="card-body"><div _ngcontent-sc104="" class="card-title">Flagship Canal Cruise in Classic Boat - Live guide with drinks &amp; Dutch cheese</div><div 

_ngcontent-sc104="" itemprop="aggregateRating" itemtype="http://schema.org/AggregateRating" itemscope="" class="card-subtitle"><span _ngcontent-sc104="" class="

pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"><

/i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i 

_ngcontent-sc104="" class="fas fa-star checked"></i></span><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fas fa-star checked"></i></span><!

----><!----><span _ngcontent-sc104="" class="gray"> 13790 </span><meta _ngcontent-sc104="" itemprop="reviewCount" content="13790"><meta _ngcontent-sc104="" 

itemprop="ratingValue" content="5"></div><div _ngcontent-sc104="" class="card-text"><div _ngcontent-sc104="" class="row"><div _ngcontent-sc104="" class="col-md-7"

><span _ngcontent-sc104="" class="pe-1"><i _ngcontent-sc104="" class="fal fa-clock"></i></span> 1 hour <br _ngcontent-sc104=""><i _ngcontent-sc104="" class="far 

fa-map"></i> Amsterdam </div><div _ngcontent-sc104="" itemprop="offers" itemtype="http://schema.org/Offer" itemscope="" class="col-md-5 text-end card-price"><link 

_ngcontent-sc104="" itemprop="url" href="/tours/Netherlands/Amsterdam/75227P6"><meta _ngcontent-sc104="" itemprop="availability" content="https://schema.org

/InStock"><meta _ngcontent-sc104="" itemprop="price" content="32"><meta _ngcontent-sc104="" itemprop="offerCount" content="1"><meta _ngcontent-sc104="" 

itemprop="priceCurrency" content="USD"><meta _ngcontent-sc104="" itemprop="priceValidUntil" content="2026-2-12"><span _ngcontent-sc104="" class="price"> $32 

<sup _ngcontent-sc104="">USD</sup></span></div></div></div></div></div></div></div></div><div _ngcontent-sc104="" class="item"><div _ngcontent-sc104="" 

itemtype="http://schema.org/Product" itemscope="" class="row no-gutters recommended-card"><meta _ngcontent-sc104="" itemprop="name" content="Dubai Desert Red 

Dune Safari, Camel Ride, and BBQ at Al Khayma"><link _ngcontent-sc104="" itemprop="image" href="https://media.tacdn.com/media/attractions-splice-spp-674x446/0f

/57/8b/7a.jpg"><meta _ngcontent-sc104="" itemprop="description" content="Give a great end to your day in Dubai with our premium evening Red Dune Desert Safari. A 

4WD in the sandy dunes of the deserts witnessing the sun going down into the depths of the golden sands will give any adventure lover the thrills of a lifetime. As the sun 

sets, the Al-Khayma Camp awaits you with a delicious BBQ and other fun-filled activities and when the stars light up the sky, be ready for an amazing star gazing session.

<br><br>Highlights<br>Enjoy an evening at the exclusive Al Khayma Desert Camp<br>Bash dunes for 30-40-minutes in the Lahbab desert<br>Enjoy the BBQ with local 

cuisines (veg and non-veg)<br>Smoke a shisha pipe, henna painting, Arabian makeover and a photography session with a falcon<br>Ride on a camel caravan and also 
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PCI COMPLIANCE STATUS

Detected Nginx Web Server port 8080 / tcp

RESULT:

TLSv1.2 session caching is enabled on the target.

TLSv1.3 session caching is enabled on the target.

SOLUTION:

N/A

IMPACT:

SSL session caching is part of the SSL and TLS protocols and is not a security threat. The result of this test is for informational purposes only.

THREAT:

SSL session is a collection of security parameters that are negotiated by the SSL client and server for each SSL connection. SSL session caching is targeted to reduce 

the overhead of negotiations in recurring SSL connections. SSL sessions can be reused to resume an earlier connection or to establish multiple simultaneous 

connections. The client suggests an SSL session to be reused by identifying the session with a Session-ID during SSL handshake. If the server finds it appropriate to 

reuse the session, then they both proceed to secure communication with already known security parameters.

This test determines if SSL session caching is enabled on the host.

Severity:  1

QID: 38291

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-03-19 22:48:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSL Session Caching Information port 443 / tcp over ssl

opt to ride quad bikes through the desert<br>Watch the Tanoura, Fire Show, &amp; Ladies Khaliji dance<br>Enjoy a wonderful stargazing session with a telescope and 

admire the night sky <br>"><meta _ngcontent-sc104="" itemprop="mpn" content="91421P12"><div _ngcontent-sc104="" itemprop="brand" itemtype="http://schema.org

/Brand" itemscope=""><meta _ngcontent-sc104="" itemprop="name" content="Destina holidays"></div><div _ngcontent-sc104="" class="col-md-12 no-border"><div 

_ngcontent-sc104="" class="c_card"><div _ngcontent-sc104="" class="card-img"><img _ngcontent-sc104="" class="img-fluid"></div><div _ngcontent-sc104="" class="

card-body"><div _ngcontent-sc104="" class="card-title">Dubai Desert Red Dune Safari, Camel Ride, and BBQ at Al Khayma</div><div _ngcontent-sc104="" itemprop="

aggregateRating" itemtyp

Results were truncated
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PCI COMPLIANCE STATUS

Links Crawled port 80 / tcp

RESULT:

Request: http://67.220.85.26:8080/

Matched Text: HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Thu, 13 Feb 2025 00:07:56 GMT

Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 21 Apr 2020 14:09:01 GMT

Connection: keep-alive

ETag: "5e9efe7d-264"

Accept-Ranges: bytes

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

body {

width: 35em;

margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif;

}

</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you se

Comment: Nginx Detected at PORT : 8080

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Nginx is a web server that can also be used as a reverse proxy, load balancer, mail proxy and HTTP cache.

The nginx HTTP server was detected on the remote host.

QID Detection Logic:

This QID checks for the nginx web server by sending a GET request and checking the response header.

Severity:  1

QID: 150731

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2023-10-12 18:25:04.0

VULNERABILITY DETAILS
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RESULT:

Duration of crawl phase (seconds): 661.00

Number of links: 117

(This number excludes form requests and links re-requested during authentication.)

https://www.destinaholidays.com/

https://www.destinaholidays.com/.

https://www.destinaholidays.com/./

https://www.destinaholidays.com/car-rentals

https://www.destinaholidays.com/faq/flights/air-canada

https://www.destinaholidays.com/faq/flights/baggage

https://www.destinaholidays.com/faq/flights/baggage/baggage

https://www.destinaholidays.com/faq/flights/baggage/what-are-my-baggage-allowance/baggage

https://www.destinaholidays.com/faq/flights/book-and-hold

https://www.destinaholidays.com/faq/flights/cancellations-and-refunds

https://www.destinaholidays.com/faq/flights/changes

https://www.destinaholidays.com/faq/flights/changes/airline-policies-for-covid-19/changes

https://www.destinaholidays.com/faq/flights/changes/changes

https://www.destinaholidays.com/faq/flights/check-in

https://www.destinaholidays.com/faq/flights/children-unaccompanied

https://www.destinaholidays.com/faq/flights/contact

https://www.destinaholidays.com/faq/flights/credit-card

https://www.destinaholidays.com/faq/flights/credit-card-fees-refunds-service-fee

https://www.destinaholidays.com/faq/flights/credit-card-payments-invoices

https://www.destinaholidays.com/faq/flights/disclaimer

https://www.destinaholidays.com/faq/flights/eticket

https://www.destinaholidays.com/faq/flights/flight-times

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS
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https://www.destinaholidays.com/faq/flights/force-majeure

https://www.destinaholidays.com/faq/flights/future-travel-credit-airline-credit

https://www.destinaholidays.com/faq/flights/future-travel-credit-airline-credit-covid-credits

https://www.destinaholidays.com/faq/flights/help-desk

https://www.destinaholidays.com/faq/flights/lufthansa

https://www.destinaholidays.com/faq/flights/name-changes

https://www.destinaholidays.com/faq/flights/no-shows-refunds

https://www.destinaholidays.com/faq/flights/office

https://www.destinaholidays.com/faq/flights/pay-later

https://www.destinaholidays.com/faq/flights/premium-service

https://www.destinaholidays.com/faq/flights/price-change

https://www.destinaholidays.com/faq/flights/refunds-service-fees-credit-card-fee

https://www.destinaholidays.com/faq/flights/seats

https://www.destinaholidays.com/faq/flights/tax-refunds

https://www.destinaholidays.com/faq/flights/travel-insurance

https://www.destinaholidays.com/faq/flights/travel-protection

https://www.destinaholidays.com/faq/flights/united-airlines

https://www.destinaholidays.com/faq/flights/vat-tax-refunds

https://www.destinaholidays.com/favicon.ico

https://www.destinaholidays.com/manifest.webmanifest

https://www.destinaholidays.com/search-hotels?location=ATH

https://www.destinaholidays.com/search-hotels?location=BKK

https://www.destinaholidays.com/search-hotels?location=CAI

https://www.destinaholidays.com/search-hotels?location=JHG

https://www.destinaholidays.com/search-hotels?location=NRT

https://www.destinaholidays.com/search-hotels?location=ROE

https://www.destinaholidays.com/search-hotels?location=SGN

https://www.destinaholidays.com/search-hotels?location=SYD

https://www.destinaholidays.com/static/about-us

https://www.destinaholidays.com/static/pay-later

https://www.destinaholidays.com/static/privacy-policy

https://www.destinaholidays.com/static/terms-and-conditions

https://www.destinaholidays.com/static/visa-requirements

https://www.destinaholidays.com/support

https://www.destinaholidays.com/support/

https://www.destinaholidays.com/support/?loginUser=true

https://www.destinaholidays.com/support/faq

https://www.destinaholidays.com/support/faq/flights

https://www.destinaholidays.com/support/faq/flights/baggage

https://www.destinaholidays.com/support/faq/flights/baggage/what-are-my-baggage-allowance

https://www.destinaholidays.com/support/faq/flights/changes

https://www.destinaholidays.com/support/faq/flights/changes/airline-policies-for-covid-19

https://www.destinaholidays.com/tours/Australia

https://www.destinaholidays.com/tours/Egypt

https://www.destinaholidays.com/tours/England/London/3858EE021

https://www.destinaholidays.com/tours/England/London/6506LONHOHO

https://www.destinaholidays.com/tours/Greece

https://www.destinaholidays.com/tours/Greece/Athens/248334P2

https://www.destinaholidays.com/tours/Greece/Athens/2876P72

https://www.destinaholidays.com/tours/Greece/Athens/3140_27

https://www.destinaholidays.com/tours/Greece/Athens/7679P1

https://www.destinaholidays.com/tours/Greece/Crete/169769P1

https://www.destinaholidays.com/tours/Greece/Epirus/119426P1

https://www.destinaholidays.com/tours/Greece/Macedonia/18123P2

https://www.destinaholidays.com/tours/Greece/Macedonia/18123P9

https://www.destinaholidays.com/tours/Iceland/Reykjavik/116425P1
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Severity:  1

QID: 48131

Category: Information gathering

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 443 / tcp

https://www.destinaholidays.com/tours/Ireland/Dublin/5300MOHER

https://www.destinaholidays.com/tours/Italy

https://www.destinaholidays.com/tours/Italy/Florence/5070TUSCANY

https://www.destinaholidays.com/tours/Italy/Rome/3058VATICAN

https://www.destinaholidays.com/tours/Italy/Rome/3731COLOSSEUM

https://www.destinaholidays.com/tours/Italy/Rome/3731VATICAN

https://www.destinaholidays.com/tours/Japan

https://www.destinaholidays.com/tours/Japan/Ibaraki-Prefecture/21490P115

https://www.destinaholidays.com/tours/Japan/Shizuoka-Prefecture/367610P1

https://www.destinaholidays.com/tours/Japan/Tokyo-Prefecture/235563P4

https://www.destinaholidays.com/tours/Japan/Tokyo-Prefecture/88165P2

https://www.destinaholidays.com/tours/Mexico/Cancun/110186P2

https://www.destinaholidays.com/tours/Netherlands/Amsterdam/75227P1

https://www.destinaholidays.com/tours/Netherlands/Amsterdam/75227P6

https://www.destinaholidays.com/tours/South-Africa

https://www.destinaholidays.com/tours/South-Africa/KwaZulu-Natal/132971P1

https://www.destinaholidays.com/tours/South-Africa/Mpumalanga/85143P1

https://www.destinaholidays.com/tours/South-Africa/Port-Elizabeth/112139P1

https://www.destinaholidays.com/tours/South-Africa/Port-Elizabeth/28715P1

https://www.destinaholidays.com/tours/Thailand

https://www.destinaholidays.com/tours/USA/Boston/3037DUCK

https://www.destinaholidays.com/tours/USA/Las-Vegas/3951WESTDLX

https://www.destinaholidays.com/tours/United%20Arab%20Emirates/Dubai/91421P12

https://www.destinaholidays.com/tours/United%20Arab%20Emirates/Dubai/91421P4

https://www.destinaholidays.com/tours/Vietnam

https://www.destinaholidays.com/tours/Vietnam/Cat-Ba/55929P314

https://www.destinaholidays.com/tours/Vietnam/Central-Vietnam/222912P9

https://www.destinaholidays.com/tours/Vietnam/Central-Vietnam/24244P352

https://www.destinaholidays.com/tours/Vietnam/Dong-Hoi/202799P2

https://www.destinaholidays.com/tours/Vietnam/Ho-Chi-Minh-City/20086P1

https://www.destinaholidays.com/tours/attractions/view/11617

https://www.destinaholidays.com/tours/attractions/view/12304

https://www.destinaholidays.com/tours/attractions/view/22982

https://www.destinaholidays.com/tours/attractions/view/7174

https://www.destinaholidays.com/tours/attractions/view/8

https://www.destinaholidays.com/tours/attractions/view/9750

https://www.destinaholidays.com/tours/attractions/view/9845

https://www.destinaholidays.com/tours/attractions/view/9865

http://www.destinaholidays.com/
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Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 443 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 443 port.

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 8080 / tcp

RESULT:

HTTP header and method information collected on port 443.

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:53:03 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.foxbridge.ca/

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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RESULT:

SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

NA

IMPACT:

NA

THREAT:

Secure Shell is a cryptographic network protocol for operating network services securely over an unsecured network.

QID Detection Logic:

The QID checks for SSH in the banner of the response.

Severity:  1

QID: 38050

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-10-30 16:31:24.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Banner port 22 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 8080 port.

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com:8080

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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RESULT:

Number of links: 46

https://code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js

https://media.tacdn.com/media/attractions-splice-spp-674x446/06/fb/9b/d2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/17/e7/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/2a/81/88.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/3c/d2/5f.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/68/e7/b2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/aa/5c/71.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/09/3a/8a/80.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0a/b1/6f/5e.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/24/ea/75.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/74/4d/ab.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/93/db/b8.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/d6/cc/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/57/8b/7a.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/10/0b/5e/20.jpg

https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf

https://js.stripe.com/v3/

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/main-es2017.8b35fc56c4db1214a572.js

https://d7jummq9jo4cp.cloudfront.net/main-es5.8b35fc56c4db1214a572.js

https://d7jummq9jo4cp.cloudfront.net/polyfills-es2017.affa3d85873c6ab44c4f.js

https://d7jummq9jo4cp.cloudfront.net/polyfills-es5.559c35a3c29881ede03a.js

https://d7jummq9jo4cp.cloudfront.net/runtime-es2017.2422cb5ce5f46e8a2b64.js

https://d7jummq9jo4cp.cloudfront.net/runtime-es5.2422cb5ce5f46e8a2b64.js

https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 443 / tcp
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RESULT:

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com:8080

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 8080 / tcp

https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.33919f2e2595feed4b2b.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es5.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

https://www.airnewzealand.com/new-zealand-entry-and-transit-requirements

https://static.zdassets.com/ekr/snippet.js?key=e139db92-8dad-433b-84a7-ffacb619baab

https://www.immigration.govt.nz/new-zealand-visas/apply-for-a-visa/about-visa/nzeta

https://skybooker-static.s3-us-west-2.amazonaws.com/Air_Canada_refunds_policy_24APR2020.pdf

https://skybooker-static.s3-us-west-2.amazonaws.com/LATAM.pdf

https://skybooker-static.s3-us-west-2.amazonaws.com/SKCH_EN_Processed_March_19_2yrs_policy.pdf

https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0

http://www.cookiecentral.com/

http://www.csatravelprotection.com/certpolicy.do?product=G-AIRI01

tel:2142276700

tel:4169079899
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Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 80 / tcp

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 18:22:50 GMT

Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 21 Apr 2020 14:09:01 GMT

Connection: keep-alive

ETag: "5e9efe7d-264"

Accept-Ranges: bytes

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

body {

width: 35em;

margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif;

}

</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to

<a href="http://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>

</html>
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THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 443 / tcp

RESULT:

HTTP header and method information collected on port 80.

GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:12:49 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.destinaholidays.com/

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Last Update: 2020-07-20 12:24:23.0
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RESULT:

The ISP network handle is: RIPE-ERX-141

ISP Network description:

RIPE Network Coordination Centre

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may aid in launching further attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.

Severity:  1

QID: 45005

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-09-27 19:31:33.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Internet Service Provider

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://www.foxbridge.ca/

https://www.foxbridge.ca/.

IP based excluded links:

Links rejected during the test phase not reported due to volume of links.

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 8080 / tcp

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

http://nginx.com/

http://nginx.org/

IP based excluded links:

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 8080 / tcp
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RESULT:

Average change between subsequent TCP initial sequence numbers is 1060369692 with a standard deviation of 647823161. These TCP initial sequence numbers were 

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

TCP Initial Sequence Numbers (ISNs) obtained in the SYNACK replies from the host are analyzed to determine how random they are. The average change between 

subsequent ISNs and the standard deviation from the average are displayed in the RESULT section. Also included is the degree of difficulty for exploitation of the TCP 

ISN generation scheme used by the host.

Severity:  1

QID: 82045

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-11-19 21:53:59.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Degree of Randomness of TCP Initial Sequence Numbers

RESULT:

External domains could be involved in potential business logic abuse.

nginx.com

nginx.org

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0
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Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 443 / tcp

RESULT:

Certificate #0 CN=www.destinaholidays.com The certificate will expire within six months: Apr 22 14:58:19 2025 GMT

SOLUTION:

Contact the certificate authority that signed your certificate to arrange for a renewal.

IMPACT:

Expired certificates can cause connection disruptions or compromise the integrity and privacy of the connections being protected by the certificates.

THREAT:

Certificates are used for authentication purposes in different protocols such as SSL/TLS. Each certificate has a validity period outside of which it is supposed to be 

considered invalid. This QID is reported to inform that a certificate will expire within next six months. The advance notice can be helpful since obtaining a certificate can 

take some time.

Severity:  1

QID: 38600

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-11-14 18:55:13.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSL Certificate will expire within next six months port 443 / tcp over ssl

triggered by TCP SYN probes sent to the host at an average rate of 1/(5089 microseconds). The degree of difficulty to exploit the TCP initial sequence number generation 

scheme is: hard.
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RESULT:

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM detected on port: 22

ChaCha20-Poly1305 Algorithm Support: True

CBC-EtM Algorithm Support: False

SOLUTION:

N/A

IMPACT:

The algorithms are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin). Successful exploitation of the vulnerability may allow an attacker to 

downgrade the security of an SSH connection when using SSH extension negotiation. The impact in practice heavily depends on the supported extensions. Most 

commonly, this will impact the security of client authentication when using an RSA public key.

THREAT:

The ChaCha20-Poly1305 algorithm and the CBC-EtM algorithm are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin).

QID Detection Logic (Unauthenticated):

This detection attempts to start the SSH key exchange process and examines whether either of the vulnerable ChaCha20-Poly1305 Algorithm or CBC-EtM Algorithm is 

active. Please note that this is an Information Gathering QID and does not check if a target is vulnerable, as this does not checks for Strict Key Exchange. Customers are 

advised to refer to QID 38913 to detect vulnerable assets.

Severity:  1

QID: 48259

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-07-03 11:01:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM Detected

RESULT:

Number of links: 2

https://www.foxbridge.ca/

https://www.foxbridge.ca/.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Last Update: 2020-02-19 18:30:56.0
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Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 443 / tcp

RESULT:

Scan duration: 27315 seconds

Start time: Wed, Feb 12 2025, 16:32:25 GMT

End time: Thu, Feb 13 2025, 00:07:40 GMT

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Host Scan Time is the period of time it takes the scanning engine to perform the vulnerability assessment of a single target host. The Host Scan Time for this host is 

reported in the Result section below.

The Host Scan Time does not have a direct correlation to the Duration time as displayed in the Report Summary section of a scan results report. The Duration is the 

period of time it takes the service to perform a scan task. The Duration includes the time it takes the service to scan all hosts, which may involve parallel scanning. It also 

includes the time it takes for a scanner appliance to pick up the scan task and transfer the results back to the service's Secure Operating Center. Further, when a scan 

task is distributed across multiple scanners, the Duration includes the time it takes to perform parallel host scanning on all scanners.

Severity:  1

QID: 45038

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-09-15 18:02:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Scan Time - Scanner
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RESULT:

Duration of crawl phase (seconds): 693.00

Number of links: 116

(This number excludes form requests and links re-requested during authentication.)

https://www.destinaholidays.com/

https://www.destinaholidays.com/./

https://www.destinaholidays.com/car-rentals

https://www.destinaholidays.com/crossdomain.xml

https://www.destinaholidays.com/faq/flights/air-canada

https://www.destinaholidays.com/faq/flights/baggage

https://www.destinaholidays.com/faq/flights/baggage/baggage

https://www.destinaholidays.com/faq/flights/baggage/what-are-my-baggage-allowance/baggage

https://www.destinaholidays.com/faq/flights/book-and-hold

https://www.destinaholidays.com/faq/flights/cancellations-and-refunds

https://www.destinaholidays.com/faq/flights/changes

https://www.destinaholidays.com/faq/flights/changes/airline-policies-for-covid-19/changes

https://www.destinaholidays.com/faq/flights/changes/changes

https://www.destinaholidays.com/faq/flights/check-in

https://www.destinaholidays.com/faq/flights/children-unaccompanied

https://www.destinaholidays.com/faq/flights/contact

https://www.destinaholidays.com/faq/flights/credit-card

https://www.destinaholidays.com/faq/flights/credit-card-fees-refunds-service-fee

https://www.destinaholidays.com/faq/flights/credit-card-payments-invoices

https://www.destinaholidays.com/faq/flights/disclaimer

https://www.destinaholidays.com/faq/flights/eticket

https://www.destinaholidays.com/faq/flights/flight-times

https://www.destinaholidays.com/faq/flights/force-majeure

https://www.destinaholidays.com/faq/flights/future-travel-credit-airline-credit

https://www.destinaholidays.com/faq/flights/future-travel-credit-airline-credit-covid-credits

https://www.destinaholidays.com/faq/flights/help-desk

https://www.destinaholidays.com/faq/flights/lufthansa

https://www.destinaholidays.com/faq/flights/name-changes

https://www.destinaholidays.com/faq/flights/no-shows-refunds

https://www.destinaholidays.com/faq/flights/office

https://www.destinaholidays.com/faq/flights/pay-later

https://www.destinaholidays.com/faq/flights/premium-service

https://www.destinaholidays.com/faq/flights/price-change

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0
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https://www.destinaholidays.com/faq/flights/refunds-service-fees-credit-card-fee

https://www.destinaholidays.com/faq/flights/seats

https://www.destinaholidays.com/faq/flights/tax-refunds

https://www.destinaholidays.com/faq/flights/travel-insurance

https://www.destinaholidays.com/faq/flights/travel-protection

https://www.destinaholidays.com/faq/flights/united-airlines

https://www.destinaholidays.com/faq/flights/vat-tax-refunds

https://www.destinaholidays.com/favicon.ico

https://www.destinaholidays.com/manifest.webmanifest

https://www.destinaholidays.com/search-hotels?location=ATH

https://www.destinaholidays.com/search-hotels?location=BKK

https://www.destinaholidays.com/search-hotels?location=CAI

https://www.destinaholidays.com/search-hotels?location=JHG

https://www.destinaholidays.com/search-hotels?location=NRT

https://www.destinaholidays.com/search-hotels?location=ROE

https://www.destinaholidays.com/search-hotels?location=SGN

https://www.destinaholidays.com/search-hotels?location=SYD

https://www.destinaholidays.com/static/about-us

https://www.destinaholidays.com/static/pay-later

https://www.destinaholidays.com/static/privacy-policy

https://www.destinaholidays.com/static/terms-and-conditions

https://www.destinaholidays.com/static/visa-requirements

https://www.destinaholidays.com/support

https://www.destinaholidays.com/support/

https://www.destinaholidays.com/support/?loginUser=true

https://www.destinaholidays.com/support/faq

https://www.destinaholidays.com/support/faq/flights

https://www.destinaholidays.com/support/faq/flights/baggage

https://www.destinaholidays.com/support/faq/flights/baggage/what-are-my-baggage-allowance

https://www.destinaholidays.com/support/faq/flights/changes

https://www.destinaholidays.com/support/faq/flights/changes/airline-policies-for-covid-19

https://www.destinaholidays.com/tours/Australia

https://www.destinaholidays.com/tours/Egypt

https://www.destinaholidays.com/tours/England/London/3858EE021

https://www.destinaholidays.com/tours/England/London/6506LONHOHO

https://www.destinaholidays.com/tours/Greece

https://www.destinaholidays.com/tours/Greece/Athens/248334P2

https://www.destinaholidays.com/tours/Greece/Athens/2876P72

https://www.destinaholidays.com/tours/Greece/Athens/3140_27

https://www.destinaholidays.com/tours/Greece/Athens/7679P1

https://www.destinaholidays.com/tours/Greece/Crete/169769P1

https://www.destinaholidays.com/tours/Greece/Epirus/119426P1

https://www.destinaholidays.com/tours/Greece/Macedonia/18123P2

https://www.destinaholidays.com/tours/Greece/Macedonia/18123P9

https://www.destinaholidays.com/tours/Iceland/Reykjavik/116425P1

https://www.destinaholidays.com/tours/Ireland/Dublin/5300MOHER

https://www.destinaholidays.com/tours/Italy

https://www.destinaholidays.com/tours/Italy/Florence/5070TUSCANY

https://www.destinaholidays.com/tours/Italy/Rome/3058VATICAN

https://www.destinaholidays.com/tours/Italy/Rome/3731COLOSSEUM

https://www.destinaholidays.com/tours/Italy/Rome/3731VATICAN

https://www.destinaholidays.com/tours/Japan

https://www.destinaholidays.com/tours/Japan/Ibaraki-Prefecture/21490P115

https://www.destinaholidays.com/tours/Japan/Shizuoka-Prefecture/367610P1

https://www.destinaholidays.com/tours/Japan/Tokyo-Prefecture/235563P4

https://www.destinaholidays.com/tours/Japan/Tokyo-Prefecture/88165P2
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SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 80 / tcp

https://www.destinaholidays.com/tours/Mexico/Cancun/110186P2

https://www.destinaholidays.com/tours/Netherlands/Amsterdam/75227P1

https://www.destinaholidays.com/tours/Netherlands/Amsterdam/75227P6

https://www.destinaholidays.com/tours/South-Africa

https://www.destinaholidays.com/tours/South-Africa/KwaZulu-Natal/132971P1

https://www.destinaholidays.com/tours/South-Africa/Mpumalanga/85143P1

https://www.destinaholidays.com/tours/South-Africa/Port-Elizabeth/112139P1

https://www.destinaholidays.com/tours/South-Africa/Port-Elizabeth/28715P1

https://www.destinaholidays.com/tours/Thailand

https://www.destinaholidays.com/tours/USA/Boston/3037DUCK

https://www.destinaholidays.com/tours/USA/Las-Vegas/3951WESTDLX

https://www.destinaholidays.com/tours/United%20Arab%20Emirates/Dubai/91421P12

https://www.destinaholidays.com/tours/United%20Arab%20Emirates/Dubai/91421P4

https://www.destinaholidays.com/tours/Vietnam

https://www.destinaholidays.com/tours/Vietnam/Cat-Ba/55929P314

https://www.destinaholidays.com/tours/Vietnam/Central-Vietnam/222912P9

https://www.destinaholidays.com/tours/Vietnam/Central-Vietnam/24244P352

https://www.destinaholidays.com/tours/Vietnam/Dong-Hoi/202799P2

https://www.destinaholidays.com/tours/Vietnam/Ho-Chi-Minh-City/20086P1

https://www.destinaholidays.com/tours/attractions/view/11617

https://www.destinaholidays.com/tours/attractions/view/12304

https://www.destinaholidays.com/tours/attractions/view/22982

https://www.destinaholidays.com/tours/attractions/view/7174

https://www.destinaholidays.com/tours/attractions/view/8

https://www.destinaholidays.com/tours/attractions/view/9750

https://www.destinaholidays.com/tours/attractions/view/9845

https://www.destinaholidays.com/tours/attractions/view/9865
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PCI COMPLIANCE STATUS

Scan Activity per Port

RESULT:

Duration of crawl phase (seconds): 5.00

Number of links: 1

(This number excludes form requests and links re-requested during authentication.)

https://67.220.85.26/

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 443 / tcp

RESULT:

Number of links: 2

https://www.foxbridge.ca/

https://www.foxbridge.ca/.
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Severity:  1

QID: 45006

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-05-09 18:28:51.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Traceroute

RESULT:

Protocol Port 

Time

TCP 22 0:07:17

TCP 80 8:47:00

TCP 443 9:47:51

TCP 8080 2:14:09

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Scan activity per port is an estimate of the amount of internal process time the scanner engine spent scanning a particular TCP or UDP port. This information can be 

useful to determine the reason for long scan times. The individual time values represent internal process time, not elapsed time, and can be longer than the total scan 

time because of internal parallelism. High values are often caused by slowly responding services or services on which requests time out.

Severity:  1

QID: 45426

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-06-24 12:42:21.0

VULNERABILITY DETAILS
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IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 80 / tcp

RESULT:

Hops IP Round Trip Time Probe 

Port

1 139.87.10.11 0.63ms ICMP

2 98.124.172.114 0.64ms ICMP

3 98.124.172.113 1.52ms ICMP

4 141.136.106.138 54.88ms ICMP

5 98.124.175.10 55.15ms UDP 80

6 67.220.85.26 55.49ms UDP 80

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Traceroute describes the path in realtime from the scanner to the remote host being contacted. It reports the IP addresses of all the routers in between.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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RESULT:

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css" media="print" onload="this.media=&apos;

all&apos;">

at:

https://www.destinaholidays.com/./

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css">

at:

https://www.destinaholidays.com/

https://www.destinaholidays.com/./

https://www.destinaholidays.com/search-hotels?location=JHG

https://www.destinaholidays.com/static/privacy-policy

https://www.destinaholidays.com/static/pay-later

https://www.destinaholidays.com/search-hotels?location=BKK

SOLUTION:

Verify all the external CSS loaded on application are valid and from known sources.

IMPACT:

Using css from untrusted sources can result in external CSS injection and allow attacker to gain sensitive information.

THREAT:

Using resources from external locations is a security concern, including third-party stylesheet. Also detection of all external resources would be a requirement for 

certifications and audits.

Severity:  1

QID: 150221

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 22:36:08.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External (third party) CSS link detected port 443 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 80 port.

GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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https://www.destinaholidays.com/car-rentals

https://www.destinaholidays.com/search-hotels?location=SYD

https://www.destinaholidays.com/static/about-us

https://www.destinaholidays.com/search-hotels?location=ROE

https://www.destinaholidays.com/static/terms-and-conditions

https://www.destinaholidays.com/search-hotels?location=CAI

https://www.destinaholidays.com/static/visa-requirements

https://www.destinaholidays.com/search-hotels?location=SGN

https://www.destinaholidays.com/search-hotels?location=ATH

https://www.destinaholidays.com/search-hotels?location=NRT

https://www.destinaholidays.com/faq/flights/travel-protection

https://www.destinaholidays.com/faq/flights/changes

https://www.destinaholidays.com/faq/flights/force-majeure

https://www.destinaholidays.com/faq/flights/credit-card-fees-refunds-service-fee

https://www.destinaholidays.com/faq/flights/flight-times

https://www.destinaholidays.com/faq/flights/future-travel-credit-airline-credit-covid-credits

https://www.destinaholidays.com/faq/flights/refunds-service-fees-credit-card-fee

https://www.destinaholidays.com/faq/flights/no-shows-refunds

https://www.destinaholidays.com/faq/flights/premium-service

https://www.destinaholidays.com/faq/flights/lufthansa

https://www.destinaholidays.com/faq/flights/seats

https://www.destinaholidays.com/faq/flights/children-unaccompanied

https://www.destinaholidays.com/faq/flights/disclaimer

https://www.destinaholidays.com/faq/flights/cancellations-and-refunds

https://www.destinaholidays.com/faq/flights/credit-card

https://www.destinaholidays.com/faq/flights/check-in

https://www.destinaholidays.com/faq/flights/book-and-hold

https://www.destinaholidays.com/faq/flights/united-airlines

https://www.destinaholidays.com/faq/flights/future-travel-credit-airline-credit

https://www.destinaholidays.com/faq/flights/credit-card-payments-invoices

https://www.destinaholidays.com/faq/flights/travel-insurance

https://www.destinaholidays.com/faq/flights/air-canada

https://www.destinaholidays.com/faq/flights/help-desk

https://www.destinaholidays.com/faq/flights/name-changes

https://www.destinaholidays.com/faq/flights/tax-refunds

https://www.destinaholidays.com/faq/flights/pay-later

https://www.destinaholidays.com/faq/flights/contact

https://www.destinaholidays.com/faq/flights/price-change

https://www.destinaholidays.com/faq/flights/baggage

https://www.destinaholidays.com/faq/flights/eticket

https://www.destinaholidays.com/faq/flights/office

https://www.destinaholidays.com/faq/flights/vat-tax-refunds

https://www.destinaholidays.com/faq/flights/baggage/baggage

https://www.destinaholidays.com/faq/flights/baggage/what-are-my-baggage-allowance/baggage

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css">

at:

https://www.destinaholidays.com/support/faq

https://www.destinaholidays.com/support/?loginUser=true

https://www.destinaholidays.com/support/faq/flights/baggage/what-are-my-baggage-allowance

https://www.destinaholidays.com/support/faq/flights/changes/airline-policies-for-covid-19

https://www.destinaholidays.com/support/faq/flights

https://www.destinaholidays.com/support/faq/flights/baggage

https://www.destinaholidays.com/support/

https://www.destinaholidays.com/support/faq/flights/changes
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Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 8080 / tcp

RESULT:

Nginx Web Server Detected on 443 over TCP.

Server: nginx/1.18.0 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Nginx is a web server which can also be used as a reverse proxy, load balancer , mail proxy and HTTP cache.

QID Detection Logic:(authenticated)

This QID checks for the version from the nignx binary, the path is extracted via running processes.

QID Detection Logic:(unauthenticated)

This QID checks for the nginx web server by sending a GET / request and checking the response header.

Severity:  1

QID: 45433

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 12:25:14.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Nginx Web Server Detected port 443 / tcp
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THREAT:

SSH is a secure protocol, provided it is fully patched, properly configured, and uses FIPS approved algorithms.

Supported ciphers suites reported in this qid are in server-preferred order.

For Red Hat ES 4:-

SSH1 supported                                  yes

Supported authentification methods for SSH1     RSA,password

Supported ciphers for SSH1                      3des,blowfish

SSH2 supported                                  yes

Supported keys exchange algorithm for SSH2      diffie-hellman-group-exchange-sha1,diffie-hellman-group14-sha1,diffie-hellman-group1-sha1

Supported decryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Severity:  1

QID: 38047

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-20 19:30:41.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH daemon information retrieving port 22 / tcp

RESULT:

Duration of crawl phase (seconds): 4.00

Number of links: 1

(This number excludes form requests and links re-requested during authentication.)

http://67.220.85.26:8080/

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Last Update: 2020-07-27 21:11:30.0
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THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 8080 / tcp

RESULT:

SSH1 supported no

SSH2 supported yes

Supported key exchange algorithms for SSH2 curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,

sntrup761x25519-sha512@openssh.com,diffie-hellman-group-exchange-sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group14-

sha256,kex-strict-s-v00@openssh.com

Supported host key algorithms for SSH2 rsa-sha2-512,rsa-sha2-256,ecdsa-sha2-nistp256,ssh-ed25519

Supported decryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported encryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported decryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported encryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported decompression for SSH2 none,zlib@openssh.com

Supported compression for SSH2 none,zlib@openssh.com

Supported authentication methods for SSH2 publickey,password

SOLUTION:

SSH version 2 is preferred over SSH version 1.

IMPACT:

Successful exploitation allows an attacker to execute arbitrary commands on the SSH server or otherwise subvert an encrypted SSH channel with arbitrary data.

Supported encryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported decryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported encryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported authentification methods for SSH2     publickey,gssapi-with-mic,password
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RESULT:

GET / HTTP/1.1

Host:67.220.85.26:8080

GET /Q_Evasive/ HTTP/1.1

Host:67.220.85.26:8080

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:51:32 GMT

Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 21 Apr 2020 14:09:01 GMT

Connection: keep-alive

ETag: "5e9efe7d-264"

Accept-Ranges: bytes

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

body {

width: 35em;

margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif;

}

</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to

<a href="http://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>

</html>

HTTP/1.1 404 Not Found

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:51:32 GMT

Content-Type: text/html

Content-Length: 162

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js

https://media.tacdn.com/media/attractions-splice-spp-674x446/06/fb/9b/d2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/17/e7/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/2a/81/88.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/3c/d2/5f.jpg

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 80 / tcp

Connection: keep-alive

<html>

<head><title>404 Not Found</title></head>

<body>

<center><h1>404 Not Found</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>
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Scan Diagnostics port 80 / tcp

RESULT:

Port IANA Assigned Ports/Services Description Service Detected OS On Redirected 

Port

22 ssh SSH Remote Login Protocol ssh

80 www-http World Wide Web HTTP http

443 https http protocol over TLS/SSL http over ssl

8080 http-alt HTTP Alternate (see port 80) http

SOLUTION:

Shut down any unknown or unused service on the list. If you have difficulty figuring out which service is provided by which process or program, contact your provider's 

support team. For more information about commercial and open-source Intrusion Detection Systems available for detecting port scanners of this kind, visit the CERT Web 

.site

IMPACT:

Unauthorized users can exploit this information to test vulnerabilities in each of the open services.

THREAT:

The port scanner enables unauthorized users with the appropriate tools to draw a map of all services on this host that can be accessed from the Internet. The test was 

carried out with a "stealth" port scanner so that the server does not log real connections.

The Results section displays the port number (Port), the default service listening on the port (IANA Assigned Ports/Services), the description of the service (Description) 

and the service that the scanner detected using service discovery (Service Detected).

Severity:  1

QID: 82023

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Open TCP Services List

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/68/e7/b2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/aa/5c/71.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/09/3a/8a/80.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0a/b1/6f/5e.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/24/ea/75.jpg

IP based excluded links:

Links rejected during the test phase not reported due to volume of links.

http://www.cert.org
http://www.cert.org
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RESULT:

Target web application page http://www.destinaholidays.com/ fetched. Status code:301, Content-Type:text/html, load time:110 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 10 minutes (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 2 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 117 links overall in 0 hours 11 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 111) + directories:(9 x 58) + paths:(0 x 169) = total (522)

Batch #0 WS Directory Path manipulation: estimated time < 10 minutes (9 tests, 169 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 504 requests, 262 seconds. Completed 504 requests of 522 estimated requests (96.5517%). All tests 

completed.

WSEnumeration no tests enabled.

Batch #1 URI parameter manipulation (no auth): estimated time < 10 minutes (90 tests, 4 inputs)

Batch #1 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 344 requests, 15 seconds. Completed 344 requests of 360 estimated requests (95.5556%). 

All tests completed.

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 10 minutes (90 tests, 4 inputs)

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 16 requests, 1 seconds. Completed 16 requests of 360 estimated 

requests (4.44444%). All tests completed.

Blind SQL manipulation - have 4 URI parameters,0 form fields - no tests enabled.

Batch #1 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 4 inputs)

Batch #1 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 72 requests, 4 seconds. Completed 72 requests of 72 estimated requests (100%). All 

tests completed.

Batch #2 URI parameter manipulation (no auth): estimated time < 10 minutes (90 tests, 4 inputs)

Batch #2 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 344 requests, 11 seconds. Completed 344 requests of 360 estimated requests (95.5556%). 

All tests completed.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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Batch #2 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 10 minutes (90 tests, 4 inputs)

Batch #2 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 16 requests, 1 seconds. Completed 16 requests of 360 estimated 

requests (4.44444%). All tests completed.

Batch #2 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 4 inputs)

Batch #2 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 72 requests, 0 seconds. Completed 72 requests of 72 estimated requests (100%). All 

tests completed.

Batch #3 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 1 inputs)

Batch #3 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 86 requests, 132 seconds. Completed 86 requests of 90 estimated requests (95.5556%). All 

tests completed.

Batch #3 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 1 inputs)

Batch #3 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 4 requests, 131 seconds. Completed 4 requests of 90 estimated 

requests (4.44444%). All tests completed.

Blind SQL manipulation - have 1 URI parameters,0 form fields - no tests enabled.

Batch #3 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 1 inputs)

Batch #3 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 18 requests, 120 seconds. Completed 18 requests of 18 estimated requests (100%). All 

tests completed.

Batch #4 WebCgiOob: estimated time < 3 hours (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 1631 requests, 931 seconds. Completed 1631 requests of 33293 estimated requests (4.89893%). All tests 

completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 10 minutes (1 tests, 117 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 117 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 2 hours (47 tests, 116 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 14397 requests, 3082 seconds. Completed 14397 requests of 15080 estimated requests (95.4708%). XSS 

optimization removed 6728 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 109 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 112 requests, 133 seconds. Completed 112 requests of 109 estimated requests (102.752%). All tests 

completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 111) + directories:(4 x 58) + paths:(11 x 169) = total (2091)

Batch #5 Path XSS manipulation: estimated time < 10 minutes (15 tests, 169 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 1850 requests, 998 seconds. Completed 1850 requests of 2091 estimated requests (88.4744%). All tests 

completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(4 x 111) + directories:(94 x 58) + paths:(5 x 169) = total (6741)

Batch #5 Path manipulation: estimated time < 30 minutes (103 tests, 169 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 5849 requests, 1153 seconds. Completed 5849 requests of 6741 estimated requests (86.7675%). All tests 

completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 21 hours (1035 tests, 1 inputs)
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RESULT:

External domains could be involved in potential business logic abuse.

code.tidio.co

d7jummq9jo4cp.cloudfront.net

js.stripe.com

kit.fontawesome.com

maps.googleapis.com

media.tacdn.com

skybooker-static.s3-us-west-2.amazonaws.com

skybooker-static.s3.us-west-2.amazonaws.com

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 80 / tcp

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 19439 requests, 6534 seconds. Completed 19439 requests of 269893 estimated requests (7.20248%). All tests 

completed.

Scan stopped at established time limit in order to report results.

Duration of Crawl Time: 661.00 (seconds)

Duration of Test Phase: 13510.00 (seconds)

Total Scan Time: 14171.00 (seconds)

Total requests made: 45205

Average server response time: 1.83 seconds

Average browser load time: 1.81 seconds

Scan stopped at established time limit in order to report results.

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js

https://media.tacdn.com/media/attractions-splice-spp-674x446/06/fb/9b/d2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/17/e7/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/2a/81/88.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/3c/d2/5f.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/68/e7/b2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/aa/5c/71.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/09/3a/8a/80.jpg

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 443 / tcp

static.zdassets.com

www.airnewzealand.com

www.cookiecentral.com

www.csatravelprotection.com

www.googletagmanager.com

www.immigration.govt.nz
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Severity:  1

QID: 150010

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 8080 / tcp

RESULT:

External domains could be involved in potential business logic abuse.

www.foxbridge.ca

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 443 / tcp

https://media.tacdn.com/media/attractions-splice-spp-674x446/0a/b1/6f/5e.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/24/ea/75.jpg

IP based excluded links:

Links rejected during the test phase not reported due to volume of links.
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RESULT:

GET / HTTP/1.1

Host:67.220.85.26:80

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 80 / tcp

RESULT:

Number of links: 2

http://nginx.com/

http://nginx.org/

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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Severity:  1

QID: 86743

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache Default Foreign Language File Still on Server port 443 / tcp

GET /Q_Evasive/ HTTP/1.1

Host:67.220.85.26:80

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:50:08 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://67.220.85.26/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:50:08 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://67.220.85.26/Q_Evasive/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>
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RESULT:

HTTP header and method information collected on port 443.

GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 443 / tcp

RESULT:

GET /index.html.ru.iso-ru HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

SOLUTION:

Apache recommends to remove these files from the Web server.

IMPACT:

Sensitive system information may be disclosed, which can be utilized by an attacker to aid further attacks.

THREAT:

Apache installs foreign language files along with index.html. The files are as follows:

index.html.ca

index.html.de

index.html.dk

index.html.ee

An attacker can get additional information about the Web server from these files.

Last Update: 2006-07-11 16:04:25.0
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IMPACT:

Items include:

Extended Master Secret: indicates whether the extended_master_secret extension is supported or required by the server. This extension enhances security and is 

recommended. Applicable to TLSv1, TLSv1.1, TLSv1.2, DTLSv1, DTLSv1.2

Encrypt Then MAC: indicates whether the encrypt_then_mac extension is supported or required by the server. This extension enhances the security of non-AEAD 

ciphers and is recommended. Applicable to TLSv1, TLSv1.1, TLSv1.2, DTLSv1, DTLSv1.2

Heartbeat: indicates whether the heartbeat extension is supported. It is not recommended to enable this, except for DTLS. Applicable to TLSv1, TLSv1.1, TLSv1.2, 

TLSv1.3, DTLSv1, DTLSv1.2

Truncated HMAC: indicates whether the truncated_hmac extension is supported. This can degrade security and is not recommended. Applicable to TLSv1, TLSv1.1, 

TLSv1.2, DTLSv1, DTLSv1.2

Cipher priority: indicates whether client, server or both determine the priority of ciphers. Having the server determine the priority is recommended. Applicable to SSLv3, 

TLSv1, TLSv1.1, TLSv1.2, TLSv1.3, DTLSv1, DTLSv1.2

THREAT:

The following is a list of detected SSL/TLS protocol properties.

Severity:  1

QID: 38706

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-06-09 04:32:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Secure Sockets Layer/Transport Layer Security (SSL/TLS) Protocol Properties port 443 / tcp over ssl

HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 18:52:02 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 281994

Connection: keep-alive

X-Powered-By: Express

ETag: W/"44d8a-pMt2Ygnw7tyms0aShsJ+LTbf2Fo"

Access-Control-Allow-Origin: *
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RESULT:

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css" media="print" onload="this.media=&apos;

all&apos;">

at:

SOLUTION:

Verify all the external CSS loaded on application are valid and from known sources.

IMPACT:

Using css from untrusted sources can result in external CSS injection and allow attacker to gain sensitive information.

THREAT:

Using resources from external locations is a security concern, including third-party stylesheet. Also detection of all external resources would be a requirement for 

certifications and audits.

Severity:  1

QID: 150221

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 22:36:08.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External (third party) CSS link detected port 80 / tcp

RESULT:

NAME STATUS

TLSv1.2

Extended Master Secret yes

Encrypt Then MAC yes

Heartbeat no

Truncated HMAC no

Cipher priority controlled by 

server

OCSP stapling no

SCT extension no

TLSv1.3

Heartbeat no

Cipher priority controlled by 

server

OCSP stapling no

SCT extension no

SOLUTION:

N/A
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https://www.destinaholidays.com/./

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css">

at:

https://www.destinaholidays.com/

https://www.destinaholidays.com/./

https://www.destinaholidays.com/search-hotels?location=JHG

https://www.destinaholidays.com/search-hotels?location=SYD

https://www.destinaholidays.com/search-hotels?location=BKK

https://www.destinaholidays.com/search-hotels?location=ATH

https://www.destinaholidays.com/search-hotels?location=CAI

https://www.destinaholidays.com/search-hotels?location=NRT

https://www.destinaholidays.com/car-rentals

https://www.destinaholidays.com/static/terms-and-conditions

https://www.destinaholidays.com/static/privacy-policy

https://www.destinaholidays.com/static/visa-requirements

https://www.destinaholidays.com/search-hotels?location=ROE

https://www.destinaholidays.com/static/about-us

https://www.destinaholidays.com/search-hotels?location=SGN

https://www.destinaholidays.com/static/pay-later

https://www.destinaholidays.com/faq/flights/force-majeure

https://www.destinaholidays.com/faq/flights/cancellations-and-refunds

https://www.destinaholidays.com/faq/flights/travel-protection

https://www.destinaholidays.com/faq/flights/refunds-service-fees-credit-card-fee

https://www.destinaholidays.com/faq/flights/credit-card-fees-refunds-service-fee

https://www.destinaholidays.com/faq/flights/flight-times

https://www.destinaholidays.com/faq/flights/future-travel-credit-airline-credit-covid-credits

https://www.destinaholidays.com/faq/flights/lufthansa

https://www.destinaholidays.com/faq/flights/eticket

https://www.destinaholidays.com/faq/flights/premium-service

https://www.destinaholidays.com/faq/flights/contact

https://www.destinaholidays.com/faq/flights/seats

https://www.destinaholidays.com/faq/flights/children-unaccompanied

https://www.destinaholidays.com/faq/flights/disclaimer

https://www.destinaholidays.com/faq/flights/no-shows-refunds

https://www.destinaholidays.com/faq/flights/united-airlines

https://www.destinaholidays.com/faq/flights/price-change

https://www.destinaholidays.com/faq/flights/baggage

https://www.destinaholidays.com/faq/flights/air-canada

https://www.destinaholidays.com/faq/flights/credit-card-payments-invoices

https://www.destinaholidays.com/faq/flights/future-travel-credit-airline-credit

https://www.destinaholidays.com/faq/flights/travel-insurance

https://www.destinaholidays.com/faq/flights/pay-later

https://www.destinaholidays.com/faq/flights/help-desk

https://www.destinaholidays.com/faq/flights/name-changes

https://www.destinaholidays.com/faq/flights/check-in

https://www.destinaholidays.com/faq/flights/book-and-hold

https://www.destinaholidays.com/faq/flights/office

https://www.destinaholidays.com/faq/flights/credit-card

https://www.destinaholidays.com/faq/flights/changes

https://www.destinaholidays.com/faq/flights/tax-refunds

https://www.destinaholidays.com/faq/flights/vat-tax-refunds

https://www.destinaholidays.com/faq/flights/changes/changes

https://www.destinaholidays.com/faq/flights/changes/airline-policies-for-covid-19/changes

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css">
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RESULT:

Directory Source

/tours/ web page

/tours/attractions/ web page

/tours/attractions/view/ web page

/static/ web page

/tours/Italy/ web page

/tours/Italy/Rome/ web page

/tours/Netherlands/ web page

/tours/Netherlands/Amsterdam/ web page

/tours/England/ web page

/tours/England/London/ web page

/tours/Greece/ web page

/tours/Greece/Athens/ web page

/tours/Greece/Macedonia/ web page

/tours/Japan/ web page

/tours/Japan/Tokyo-Prefecture/ web page

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 443 / tcp

at:

https://www.destinaholidays.com/support/faq

https://www.destinaholidays.com/support/faq/flights/changes/airline-policies-for-covid-19

https://www.destinaholidays.com/support/?loginUser=true

https://www.destinaholidays.com/support/

https://www.destinaholidays.com/support/faq/flights

https://www.destinaholidays.com/support/faq/flights/changes

https://www.destinaholidays.com/support/faq/flights/baggage/what-are-my-baggage-allowance

https://www.destinaholidays.com/support/faq/flights/baggage
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PCI COMPLIANCE STATUS

Host Names Found

RESULT:

Nginx Web Server Detected on 80 over TCP.

Server: nginx/1.18.0 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Nginx is a web server which can also be used as a reverse proxy, load balancer , mail proxy and HTTP cache.

QID Detection Logic:(authenticated)

This QID checks for the version from the nignx binary, the path is extracted via running processes.

QID Detection Logic:(unauthenticated)

This QID checks for the nginx web server by sending a GET / request and checking the response header.

Severity:  1

QID: 45433

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 12:25:14.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Nginx Web Server Detected port 80 / tcp

/tours/South-Africa/ web page

/tours/South-Africa/Port-Elizabeth/ web 

page

/tours/Vietnam/ web page

/tours/Vietnam/Central-Vietnam/ web page
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IMPACT:

N/A

THREAT:

Nginx is a web server that can also be used as a reverse proxy, load balancer, mail proxy and HTTP cache.

The nginx HTTP server was detected on the remote host.

QID Detection Logic:

This QID checks for the nginx web server by sending a GET request and checking the response header.

Severity:  1

QID: 150731

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2023-10-12 18:25:04.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Detected Nginx Web Server port 80 / tcp

RESULT:

Host Name Source

26-85-220-67.clients.gthost.com 

FQDN

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The following host names were discovered for this computer using various methods such as DNS look up, NetBIOS query, and SQL server name query.

Severity:  1

QID: 45039

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-08-27 03:28:53.0

VULNERABILITY DETAILS
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RESULT:

TLS Secure Renegotiation Extension Status: supported.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Secure Socket Layer (SSL) and Transport Layer Security (TLS) renegotiation are vulnerable to an attack in which the attacker forms a TLS connection with the target 

server, injects content of his choice, and then splices in a new TLS connection from a client. The server treats the client's initial TLS handshake as a renegotiation and 

thus believes that the initial data transmitted by the attacker is from the same entity as the subsequent client data. TLS protocol was extended to cryptographically 

tierenegotiations to the TLS connections they are being performed over. This is referred to as TLS secure renegotiation extension. This detection determines whether the 

TLS secure renegotiation extension is supported by the server or not.

Severity:  1

QID: 42350

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2016-03-21 16:40:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

TLS Secure Renegotiation Extension Support Information port 443 / tcp over ssl

RESULT:

Request: https://www.destinaholidays.com/

Matched Text: HTTP/1.1 200 OK

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 19:00:44 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 281994

Connection: keep-alive

X-Powered-By: Express

ETag: W/"44d8a-S6FpxbQEPqPYAhccqEHM3icn+h8"

Access-Control-Allow-Origin: *

<!DOCTYPE html><html lang="en"><head>

<meta charset="utf-8">

<title>Top Rated Tours, Activities and Attractions | Destina Holidays</title>

<base href="/">

<meta name="viewport" content="width=device-width, initial-sca

Comment: Nginx Detected at PORT : 443

SOLUTION:

N/A
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Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 443 / tcp over ssl

RESULT:

Nginx Web Server Detected on 8080 over TCP.

Server: nginx/1.18.0 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Nginx is a web server which can also be used as a reverse proxy, load balancer , mail proxy and HTTP cache.

QID Detection Logic:(authenticated)

This QID checks for the version from the nignx binary, the path is extracted via running processes.

QID Detection Logic:(unauthenticated)

This QID checks for the nginx web server by sending a GET / request and checking the response header.

Severity:  1

QID: 45433

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 12:25:14.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Nginx Web Server Detected port 8080 / tcp
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RESULT:

GET / HTTP/1.1

Host:67.220.85.26:443

GET /Q_Evasive/ HTTP/1.1

Host:67.220.85.26:443

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:51:32 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.foxbridge.ca/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:51:32 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.foxbridge.ca/Q_Evasive/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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Severity:  1

QID: 12230

Category: CGI

CVE ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 80 / tcp

GET / HTTP/1.1

Host:67.220.85.26:443

GET /Q_Evasive/ HTTP/1.1

Host:67.220.85.26:443

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:52:23 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.foxbridge.ca/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:52:23 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.foxbridge.ca/Q_Evasive/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>
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RESULT:

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 16:41:46 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://26-85-220-67.clients.gthost.com/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

GET / HTTP/1.1

Host: www.destinaholidays.com

Connection: Keep-Alive

HTTP/1.1 301 Moved Permanently

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 17:12:49 GMT

Content-Type: text/html

Content-Length: 178

Connection: keep-alive

Location: https://www.destinaholidays.com/

<html>

<head><title>301 Moved Permanently</title></head>

<body>

<center><h1>301 Moved Permanently</h1></center>

<hr><center>nginx/1.18.0 (Ubuntu)</center>

</body>

</html>

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0
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Severity:  1

QID: 45433

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 12:25:14.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Nginx Web Server Detected port 80 / tcp

RESULT:

IP address Host name

67.220.85.26 26-85-220-67.clients.gthost.

com

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The fully qualified domain name of this host, if it was obtained from a DNS server, is displayed in the RESULT section.

Severity:  1

QID: 6

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2018-01-04 17:39:37.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

DNS Host Name
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RESULT:

GET / HTTP/1.1

Host: 26-85-220-67.clients.gthost.com:8080

Connection: Keep-Alive

HTTP/1.1 200 OK

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 8080 / tcp

RESULT:

Nginx Web Server Detected on 80 over TCP.

Server: nginx/1.18.0 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Nginx is a web server which can also be used as a reverse proxy, load balancer , mail proxy and HTTP cache.

QID Detection Logic:(authenticated)

This QID checks for the version from the nignx binary, the path is extracted via running processes.

QID Detection Logic:(unauthenticated)

This QID checks for the nginx web server by sending a GET / request and checking the response header.

https://www.qnap.com/en/security-advisory/nas-201911-01
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Severity:  1

QID: 38718

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-06-08 21:07:04.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Secure Sockets Layer (SSL) Certificate Transparency Information port 443 / tcp over ssl

Server: nginx/1.18.0 (Ubuntu)

Date: Wed, 12 Feb 2025 18:41:37 GMT

Content-Type: text/html

Content-Length: 612

Last-Modified: Tue, 21 Apr 2020 14:09:01 GMT

Connection: keep-alive

ETag: "5e9efe7d-264"

Accept-Ranges: bytes

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

body {

width: 35em;

margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif;

}

</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and

working. Further configuration is required.</p>

<p>For online documentation and support please refer to

<a href="http://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>

</html>
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RESULT:

Target web application page http://67.220.85.26:8080/ fetched. Status code:200, Content-Type:text/html, load time:111 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 8080 / tcp

RESULT:

Source Validated Name URL ID Time

Certificate #0 CN=www.destinaholidays.com

Certificate no (unknown) (unknown) a2e30ae445efbdad9b7e38ed47677753d7825b8494d72b5e1b2cc4b950a447e7 Thu 01 Jan 1970 12:00:00 AM 

GMT

Certificate no (unknown) (unknown) cf1156eed52e7caff3875bd9692e9be91a71674ab017ecac01d25b77cecc3b08 Thu 01 Jan 1970 12:00:00 AM GMT

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

SSL Certificate Transparency is an industry effort to improve visibility into the process of how certificate authorities issue certificates. It is designed to allow the owners of 

domain names to find all certificates that have been issued for their domains, and which certificate authorities have issued them. This is done by requiring certificate 

authorities to publish all issued certificates in public logs. TLS servers can then provide cryptographic evidence to TLS clients that the server certificate has been 

registered in public logs, thus providing some degree of confidence that the certificate is legitimate. Such cryptographic evidence is referred to as an "SCT Log Proof".

The information below lists all validated SCT Log Proofs for server certificates along with information about the public log, where available.
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[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 3 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 1 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(9 x 1) + paths:(0 x 1) = total (9)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 1 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 9 requests, 0 seconds. Completed 9 requests of 9 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 27 requests, 0 seconds. Completed 27 requests of 197 estimated requests (13.7056%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 1 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 121 requests, 2 seconds. Completed 121 requests of 130 estimated requests (93.0769%). XSS optimization 

removed 58 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 1 requests, 0 seconds. Completed 1 requests of 1 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(4 x 1) + paths:(11 x 1) = total (15)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 1 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 14 requests, 0 seconds. Completed 14 requests of 15 estimated requests (93.3333%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 0) + directories:(94 x 1) + paths:(5 x 1) = total (99)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 1 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 98 requests, 1 seconds. Completed 98 requests of 99 estimated requests (98.9899%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 603 requests, 6 seconds. Completed 603 requests of 1597 estimated requests (37.7583%). All tests completed.

Duration of Crawl Time: 4.00 (seconds)

Duration of Test Phase: 9.00 (seconds)

Total Scan Time: 13.00 (seconds)

Total requests made: 915

Average server response time: 0.06 seconds

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.
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Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 80 / tcp

RESULT:

The network handle is: NET-67-220-85-0-1

Network description:

GTHost GTHOST

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may help in launching attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.

Severity:  1

QID: 45004

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-08-15 21:12:37.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Target Network Information

HTML form authentication unavailable, no WEBAPP entry found
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RESULT:

Target web application page http://67.220.85.26/ fetched. Status code:301, Content-Type:text/html, load time:110 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 2 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 3 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(9 x 3) + paths:(0 x 3) = total (27)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 3 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 18 requests, 0 seconds. Completed 18 requests of 27 estimated requests (66.6667%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 80 requests, 1 seconds. Completed 80 requests of 591 estimated requests (13.5364%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 3 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 3 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 3 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 484 requests, 5 seconds. Completed 484 requests of 390 estimated requests (124.103%). XSS optimization 

removed 174 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 3 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 4 requests, 0 seconds. Completed 4 requests of 3 estimated requests (133.333%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(4 x 3) + paths:(11 x 3) = total (45)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 3 inputs)

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0



PCI Scan Vulnerability Report

Page 617Sysnet Scanning Management System February 13, 2025

THREAT:

The Web server uses plain-text form based authentication. A web page exists on the target host which uses an HTML login form. This data is sent from the client to the 

server in plain-text.

CVSS Base Score:  5 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.8 E:POC/RL:W/RC:UC

Severity:  3

QID: 86728

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-08-25 06:21:49.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Web Server Uses Plain-Text Form Based Authentication port 80 / tcp

Vulnerabilities (5)

Vulnerabilities total: 72 Security risk: 5

 (No registered hostname, )67.220.85.36 Ubuntu/Linux

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 39 requests, 1 seconds. Completed 39 requests of 45 estimated requests (86.6667%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 0) + directories:(94 x 3) + paths:(5 x 3) = total (297)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 3 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 200 requests, 2 seconds. Completed 200 requests of 297 estimated requests (67.3401%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 1668 requests, 18 seconds. Completed 1668 requests of 4791 estimated requests (34.8153%). All tests 

completed.

Duration of Crawl Time: 5.00 (seconds)

Duration of Test Phase: 27.00 (seconds)

Total Scan Time: 32.00 (seconds)

Total requests made: 2779

Average server response time: 0.06 seconds

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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RESULT:

GET /phpmyadmin/index.php HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

<form method="post" id="login_form" action="index.php?route=/" name="login_form" class="disableAjax hide login js-show form-horizontal">

<fieldset>

<legend class="col-form-label">

<input type="hidden" name="set_session" value="g4bmbubpua4d8p2fjbnc7k6k29">

Log in <a href="./doc/html/index.html" target="documentation"><img src="themes/dot.gif" title="Documentation" alt="Documentation" class="icon ic_b_help"></a>

</legend>

<div class="item form-row">

<label for="input_username" class="col-4 d-flex align-items-center">

Username: </label>

<div class="col-8">

<input type="text" name="pma_username" id="input_username" value="" size="24" class="textfield" autocomplete="username">

</div>

</div>

<div class="item form-row">

<label for="input_password" class="col-4 d-flex align-items-center">

Password: </label>

<div class="col-8">

<input type="password" name="pma_password" id="input_password" value="" size="24" class="textfield" autocomplete="current-password">

</div>

</div>

<input type="hidden" name="server" value="1">

</fieldset>

<fieldset class="tblFooters">

<input class="btn btn-primary" value="Go" type="submit" id="input_go">

<input type="hidden" name="route" value="/"><input type="hidden" name="lang" value="en"><input type="hidden" name="token" value="

5e593b3c775e3d68607d2b5a313a4624">

</fieldset>

</form>

GET /phpmyadmin/index.php?sql_debug=1 HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

GET /phpmyadmin/index.php/123 HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

OPTIONS /phpmyadmin/index.php HTTP/1.1

SOLUTION:

Please contact the vendor of the hardware/software for a possible fix for the issue. For custom applications, ensure that data sent via HTML login forms is encrypted 

before being sent from the client to the host.

IMPACT:

An attacker with access to the network traffic to and from the target host may be able to obtain login credentials for other users by sniffing the network traffic.
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Host: 67.220.85.36

Connection: Keep-Alive

GET /phpmyadmin/ HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

GET /phpmyadmin/ HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.18) Gecko/2010020220 Firefox/3.0.18 (.NET CLR 3.5.30729)

GET /phpmyadmin/ HTTP/1.1

Connection: Keep-Alive

HOST: 67.220.85.36:80

Content-Type: text/xml; charset=UTF-8

User-Agent: () { ignored; }; echo Content-Type: text/plain ; echo ; echo ; /usr/bin/id

GET /phpmyadmin/?name=%25%7B%28%23dm%3D%40ognl.OgnlContext%40DEFAULT_MEMBER_ACCESS%29.%28%23_memberAccess%3F%28%

23_memberAccess%3D%23dm%29%3A%28%28%23container%3D%23context%5B%27com.opensymphony.xwork2.ActionContext.container%27%5D%29.%28%

23ognlUtil%3D%23container.getInstance%28%40com.opensymphony.xwork2.ognl.OgnlUtil%40class%29%29.%28%23ognlUtil.getExcludedPackageNames%28%29.

clear%28%29%29.%28%23ognlUtil.getExcludedClasses%28%29.clear%28%29%29.%28%23context.setMemberAccess%28%23dm%29%29%29%29.%28%23cmd%

3D%27QUALYS-STRUTS-370547%27%29.%28%23iswin%3D%28%40java.lang.System%40getProperty%28%27os.name%27%29.toLowerCase%28%29.contains%

28%27win%27%29%29%29.%28%23cmds%3D%28%23iswin%3F%7B%27cmd.exe%27%2C%27/c%27%2C%23cmd%7D%3A%7B%27/bin/bash%27%2C%27-c%27%

2C%23cmd%7D%29%29.%28%23p%3Dnew%20java.lang.ProcessBuilder%28%23cmds%29%29.%28%23p.redirectErrorStream%28true%29%29.%28%23process%

3D%23p.start%28%29%29.%28%40org.apache.commons.io.IOUtils%40toString%28%23process.getInputStream%28%29%29%29%7D HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

GET /phpmyadmin/?id=%25%7B%28%23dm%3D%40ognl.OgnlContext%40DEFAULT_MEMBER_ACCESS%29.%28%23_memberAccess%3F%28%

23_memberAccess%3D%23dm%29%3A%28%28%23container%3D%23context%5B%27com.opensymphony.xwork2.ActionContext.container%27%5D%29.%28%

23ognlUtil%3D%23container.getInstance%28%40com.opensymphony.xwork2.ognl.OgnlUtil%40class%29%29.%28%23ognlUtil.getExcludedPackageNames%28%29.

clear%28%29%29.%28%23ognlUtil.getExcludedClasses%28%29.clear%28%29%29.%28%23context.setMemberAccess%28%23dm%29%29%29%29.%28%23cmd%

3D%27QUALYS-STRUTS-370547%27%29.%28%23iswin%3D%28%40java.lang.System%40getProperty%28%27os.name%27%29.toLowerCase%28%29.contains%

28%27win%27%29%29%29.%28%23cmds%3D%28%23iswin%3F%7B%27cmd.exe%27%2C%27/c%27%2C%23cmd%7D%3A%7B%27/bin/bash%27%2C%27-c%27%

2C%23cmd%7D%29%29.%28%23p%3Dnew%20java.lang.ProcessBuilder%28%23cmds%29%29.%28%23p.redirectErrorStream%28true%29%29.%28%23process%

3D%23p.start%28%29%29.%28%40org.apache.commons.io.IOUtils%40toString%28%23process.getInputStream%28%29%29%29%7D HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

GET /phpmyadmin/?viewport=%25%7B%28%23dm%3D%40ognl.OgnlContext%40DEFAULT_MEMBER_ACCESS%29.%28%23_memberAccess%3F%28%

23_memberAccess%3D%23dm%29%3A%28%28%23container%3D%23context%5B%27com.opensymphony.xwork2.ActionContext.container%27%5D%29.%28%

23ognlUtil%3D%23container.getInstance%28%40com.opensymphony.xwork2.ognl.OgnlUtil%40class%29%29.%28%23ognlUtil.getExcludedPackageNames%28%29.

clear%28%29%29.%28%23ognlUtil.getExcludedClasses%28%29.clear%28%29%29.%28%23context.setMemberAccess%28%23dm%29%29%29%29.%28%23cmd%

3D%27QUALYS-STRUTS-370547%27%29.%28%23iswin%3D%28%40java.lang.System%40getProperty%28%27os.name%27%29.toLowerCase%28%29.contains%

28%27win%27%29%29%29.%28%23cmds%3D%28%23iswin%3F%7B%27cmd.exe%27%2C%27/c%27%2C%23cmd%7D%3A%7B%27/bin/bash%27%2C%27-c%27%

2C%23cmd%7D%29%29.%28%23p%3Dnew%20java.lang.ProcessBuilder%28%23cmds%29%29.%28%23p.redirectErrorStream%28true%29%29.%28%23process%

3D%23p.start%28%29%29.%28%40org.apache.commons.io.IOUtils%40toString%28%23process.getInputStream%28%29%29%29%7D HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

get /phpmyadmin/ HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive
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RESULT:

X-Content-Type-Options HTTP Header missing on port 80.

SOLUTION:

 To better debug the results of this QID, it is requested that customers execute commands to simulate the following functionality: curl -lkL --verbose.Note:

CWE-693: Protection Mechanism Failure mentions the following - The product does not use or incorrectly uses a protection mechanism that provides sufficient defense 

against directed attacks against the product. A "missing" protection mechanism occurs when the application does not define any mechanism against a certain class of 

attack. An "insufficient" protection mechanism might provide some defenses - for example, against the most common attacks - but it does not protect against everything 

that is intended. Finally, an "ignored" mechanism occurs when a mechanism is available and in active use within the product, but the developer has not applied it in some 

code path.

Customers are advised to set proper  and  HTTP response headers.X-Content-Type-Options Strict-Transport-Security

Depending on their server software, customers can set directives in their site configuration or Web.config files. Few examples are:

X-Content-Type-Options:

Apache: Header always set X-Content-Type-Options: nosniff

HTTP Strict-Transport-Security:

Apache: Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

Nginx: add_header Strict-Transport-Security max-age=31536000;

Note: Network devices that include a HTTP/HTTPS console for administrative/management purposes often do not include all/some of the security headers. 

This is a known issue and it is recommend to contact the vendor for a solution.

IMPACT:

Depending on the vulnerability being exploited, an unauthenticated remote attacker could conduct cross-site scripting, clickjacking or MIME-type sniffing attacks.

THREAT:

This QID reports the absence of the following  according to :HTTP headers CWE-693: Protection Mechanism Failure

X-Content-Type-Options: This HTTP header will prevent the browser from interpreting files as a different MIME type to what is specified in the Content-Type HTTP header.

Strict-Transport-Security: The HTTP Strict-Transport-Security response header (HSTS) allows web servers to declare that web browsers (or other complying user agents) 

should only interact with it using secure HTTPS connections, and never via the insecure HTTP protocol.

QID Detection Logic:

This unauthenticated QID will send a GET request sent to '/' (default) endpoint and looks for the presence of the following HTTP Headers in the received response:

The Valid directives are as belows: X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=< [;includeSubDomains]

CVSS Base Score:  4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:U/RC:UR

Severity:  2

QID: 11827

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-01-02 19:23:28.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

HTTP Security Header Not Detected port 80 / tcp

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
https://www.owasp.org/index.php/OWASP_Secure_Headers_Project#tab=Headers
https://cwe.mitre.org/data/definitions/693.html
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GET / HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/93.0

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:50:14 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

position: relative;

display: table;

width: 800px;

margin-bottom: 3px;

margin-left: auto;

margin-right: auto;

padding: 0px 0px 0px 0px;
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border-width: 2px;

border-color: #212738;

border-style: solid;

background-color: #FFFFFF;

text-align: center;

}

div.page_header {

height: 180px;

width: 100%;

background-color: #F5F6F7;

}

div.page_header span {

margin: 15px 0px 0px 50px;

font-size: 180%;

font-weight: bold;

}

div.page_header img {

margin: 3px 0px 0px 40px;

border: 0px 0px 0px;

}

div.banner {

padding: 9px 6px 9px 6px;

background-color: #E9510E;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

position: absolute;

left: 40%;

bottom: 30px;

width: 20%;

}

div.table_of_contents {

clear: left;

min-width: 200px;

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.table_of_contents_item {
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clear: left;

width: 100%;

margin: 4px 0px 0px 0px;

background-color: #FFFFFF;

color: #000000;

text-align: left;

}

div.table_of_contents_item a {

margin: 6px 0px 0px 6px;

}

div.content_section {

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.content_section_text {

padding: 4px 8px 4px 8px;

color: #000000;

font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}

div.content_section_text p {

margin-bottom: 6px;

}

div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;

}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;
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color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}

div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;

}

div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"
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style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load
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| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>

They are activated by symlinking available

configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>

<li>

The binary is called apache2 and is managed using systemd, so to

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>
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PCI Severity Level:

PCI COMPLIANCE STATUS

TCP Sequence Number Approximation Based Denial of Service

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems

</div>

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>

</html>
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SOLUTION:

Please first check the results section below for the port number on which this vulnerability was detected. If that port number is known to be used for port-forwarding, then it 

is the backend host that is really vulnerable.

Various implementations and products including Check Point, Cisco, Cray Inc, Hitachi, Internet Initiative Japan, Inc (IIJ), Juniper Networks, NEC and Yamaha are 

currently undergoing review. Contact the vendors to obtain more information about affected products and fixes.  NISCC Advisory 236929 - Vulnerability Issues in TCP

details the vendor patch status as of the time of the advisory, and identifies resolutions and workarounds.

Refer to  and  to obtain a list of vendors affected by this issue and a note on resolutions (if any) provided by US-CERT Vulnerability Note VU#415294 OSVDB Article 4030

the vendor.

For Microsoft: Refer to  and  for further details.MS05-019 MS06-064

For SGI IRIX: Refer to SGI Security Advisory 20040905-01-P

IMPACT:

Successful exploitation of this issue could lead to denial of service attacks on the TCP based services of target hosts.

THREAT:

TCP provides stateful communications between hosts on a network. TCP sessions are established by a three-way handshake and use random 32-bit sequence and 

acknowledgement numbers to ensure the validity of traffic. A vulnerability was reported that may permit TCP sequence numbers to be more easily approximated by 

remote attackers. This issue affects products released by multiple vendors.

The cause of the vulnerability is that affected implementations will accept TCP sequence numbers within a certain range, known as the acknowledgement range, of the 

expected sequence number for a packet in the session. This is determined by the TCP window size, which is negotiated during the three-way handshake for the session. 

Larger TCP window sizes may be set to allow for more throughput, but the larger the TCP window size, the more probable it is to guess a TCP sequence number that falls 

within an acceptable range. It was initially thought that guessing an acceptable sequence number was relatively difficult for most implementations given random 

distribution, making this type of attack impractical. However, some implementations may make it easier to successfully approximate an acceptable TCP sequence 

number, making these attacks possible with a number of protocols and implementations.

This is further compounded by the fact that some implementations may support the use of the TCP Window Scale Option, as described in RFC 1323, to extend the TCP 

window size to a maximum value of 1 billion.

This vulnerability will permit a remote attacker to inject a SYN or RST packet into the session, causing it to be reset and effectively allowing for denial of service attacks. 

An attacker would exploit this issue by sending a packet to a receiving implementation with an approximated sequence number and a forged source IP address and TCP 

port.

There are a few factors that may present viable target implementations, such as those which depend on long-lived TCP connections, those that have known or easily 

guessed IP address endpoints and those implementations with easily guessed TCP source ports. It has been noted that Border Gateway Protocol (BGP) is reported to be 

particularly vulnerable to this type of attack, due to the use of long-lived TCP sessions and the possibility that some implementations may use the TCP Window Scale 

Option. As a result, this issue is likely to affect a number of routing platforms.

Another factor to consider is the relative difficulty of injecting packets into TCP sessions, as a number of receiving implementations will reassemble packets in order, 

dropping any duplicates. This may make some implementations more resistant to attacks than others.

It should be noted that while a number of vendors have confirmed this issue in various products, investigations are ongoing and it is likely that many other vendors and 

products will turn out to be vulnerable as the issue is investigated further.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSS Temporal Score:  4.3 E:F/RL:T/RC:C

Severity:  3

QID: 82054

Category: TCP/IP

CVE ID: CVE-2004-0230

Vendor Reference: -

Bugtraq ID: 10183

Last Update: 2024-02-29 00:00:01.0

VULNERABILITY DETAILS

The vulnerability is purely a denial-of-service (DoS) vulnerability.

http://packetstormsecurity.org/0404-advisories/246929.html
http://www.kb.cert.org/vuls/id/415294
http://osvdb.org/4030
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2005/ms05-019
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2006/ms06-064
ftp://patches.sgi.com/support/free/security/advisories/20040905-01-P.asc
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0230
http://www.securityfocus.com/bid/10183
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SOLUTION:

Contact the vendor to have the AutoComplete attribute disabled for the password field in all forms. The AutoComplete attribute should also be disabled for the user ID 

field.

IMPACT:

If the browser is used in a shared computing environment where more than one person may use the browser, then "autocomplete" values may be retrieved or submitted 

by an unauthorized user.

THREAT:

The Web server allows form based authentication without disabling the AutoComplete feature for the password field.

Autocomplete should be turned off for any input that takes sensitive information such as credit card number, CVV2/CVC code, U.S. social security number, etc.

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  2.0 E:U/RL:U/RC:UC

Severity:  2

QID: 86729

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-12-01 13:30:46.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

AutoComplete Attribute Not Disabled for Password in Form Based Authentication port 80 / tcp

RESULT:

Tested on port 80 with an injected SYN/RST offset by 16 bytes.

For SCO UnixWare 7.1.3 and 7.1.1: Refer to SCO Security Advisory SCOSA-2005.14

For Solaris (Sun Microsystems): The vendor has acknowledged the vulnerability; however a patch is not available. Refer to Sun Microsystems, Inc. Information for 

 to obtain additional details. Also, refer to  for detailed mitigating strategies against these attacks.VU#415294 TA04-111A

For NetBSD: Refer to NetBSD-SA2004-006

For Cisco: Refer to .cisco-sa-20040420-tcp-ios.shtml

For IBM : Refer to .IBM-tcp-sequence-number-cve-2004-0230

For Red Hat Linux: There is no fix available : Refer to .

Workaround:

The following BGP-specific workaround information has been provided.

For BGP implementations that support it, the TCP MD5 Signature Option should be enabled. Passwords that the MD5 checksum is applied to should be set to strong 

values and changed on a regular basis.

Secure BGP configuration instructions have been provided for Cisco and Juniper at these locations:

Secure Cisco IOS BGP Template

JUNOS Secure BGP Template

ftp://ftp.sco.com/pub/updates/UnixWare/SCOSA-2005.14/SCOSA-2005.14.txt
http://www.kb.cert.org/vuls/id/JARL-5YGQAJ
http://www.kb.cert.org/vuls/id/JARL-5YGQAJ
http://www.us-cert.gov/cas/techalerts/TA04-111A.html
ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2004-006.txt.asc
http://www.cisco.com/warp/public/707/cisco-sa-20040420-tcp-ios.shtml
https://www.ibm.com/support/pages/tcp-sequence-number-approximation-based-denial-service-cve-2004-0230
https://access.redhat.com/security/cve/cve-2004-0230
http://www.cymru.com/Documents/secure-bgp-template.html
http://www.cymru.com/gillsr/documents/junos-bgp-template.pdf
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RESULT:

GET /phpmyadmin/index.php HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

<form method="post" id="login_form" action="index.php?route=/" name="login_form" class="disableAjax hide login js-show form-horizontal">

<fieldset>

<legend class="col-form-label">

<input type="hidden" name="set_session" value="g4bmbubpua4d8p2fjbnc7k6k29">

Log in <a href="./doc/html/index.html" target="documentation"><img src="themes/dot.gif" title="Documentation" alt="Documentation" class="icon ic_b_help"></a>

</legend>

<div class="item form-row">

<label for="input_username" class="col-4 d-flex align-items-center">

Username: </label>

<div class="col-8">

<input type="text" name="pma_username" id="input_username" value="" size="24" class="textfield" autocomplete="username">

</div>

</div>

<div class="item form-row">

<label for="input_password" class="col-4 d-flex align-items-center">

Password: </label>

<div class="col-8">

<input type="password" name="pma_password" id="input_password" value="" size="24" class="textfield" autocomplete="current-password">

</div>

</div>

<input type="hidden" name="server" value="1">

</fieldset>

<fieldset class="tblFooters">

<input class="btn btn-primary" value="Go" type="submit" id="input_go">

<input type="hidden" name="route" value="/"><input type="hidden" name="lang" value="en"><input type="hidden" name="token" value="

5e593b3c775e3d68607d2b5a313a4624">

</fieldset>

</form>

GET /phpmyadmin/index.php?sql_debug=1 HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

GET /phpmyadmin/index.php/123 HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

OPTIONS /phpmyadmin/index.php HTTP/1.1

Host: 67.220.85.36

Developers can add the following attribute to the form or input element: autocomplete="off"

This attribute prevents the browser from prompting the user to save the populated form values for later reuse.

Most browsers no longer honor autocomplete="off" for password input fields. These browsers include Chrome, Firefox, Microsoft Edge, IE, Opera

However, there is still an ability to turn off autocomplete through the browser and that is recommended for a shared computing environment.

Since the ability to turn autocomplete off for password inputs fields is controlled by the user it is highly recommended for application to enforce strong password rules.
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Connection: Keep-Alive

GET /phpmyadmin/ HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

GET /phpmyadmin/ HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.0.18) Gecko/2010020220 Firefox/3.0.18 (.NET CLR 3.5.30729)

GET /phpmyadmin/ HTTP/1.1

Connection: Keep-Alive

HOST: 67.220.85.36:80

Content-Type: text/xml; charset=UTF-8

User-Agent: () { ignored; }; echo Content-Type: text/plain ; echo ; echo ; /usr/bin/id

GET /phpmyadmin/?name=%25%7B%28%23dm%3D%40ognl.OgnlContext%40DEFAULT_MEMBER_ACCESS%29.%28%23_memberAccess%3F%28%

23_memberAccess%3D%23dm%29%3A%28%28%23container%3D%23context%5B%27com.opensymphony.xwork2.ActionContext.container%27%5D%29.%28%

23ognlUtil%3D%23container.getInstance%28%40com.opensymphony.xwork2.ognl.OgnlUtil%40class%29%29.%28%23ognlUtil.getExcludedPackageNames%28%29.

clear%28%29%29.%28%23ognlUtil.getExcludedClasses%28%29.clear%28%29%29.%28%23context.setMemberAccess%28%23dm%29%29%29%29.%28%23cmd%

3D%27QUALYS-STRUTS-370547%27%29.%28%23iswin%3D%28%40java.lang.System%40getProperty%28%27os.name%27%29.toLowerCase%28%29.contains%

28%27win%27%29%29%29.%28%23cmds%3D%28%23iswin%3F%7B%27cmd.exe%27%2C%27/c%27%2C%23cmd%7D%3A%7B%27/bin/bash%27%2C%27-c%27%

2C%23cmd%7D%29%29.%28%23p%3Dnew%20java.lang.ProcessBuilder%28%23cmds%29%29.%28%23p.redirectErrorStream%28true%29%29.%28%23process%

3D%23p.start%28%29%29.%28%40org.apache.commons.io.IOUtils%40toString%28%23process.getInputStream%28%29%29%29%7D HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

GET /phpmyadmin/?id=%25%7B%28%23dm%3D%40ognl.OgnlContext%40DEFAULT_MEMBER_ACCESS%29.%28%23_memberAccess%3F%28%

23_memberAccess%3D%23dm%29%3A%28%28%23container%3D%23context%5B%27com.opensymphony.xwork2.ActionContext.container%27%5D%29.%28%

23ognlUtil%3D%23container.getInstance%28%40com.opensymphony.xwork2.ognl.OgnlUtil%40class%29%29.%28%23ognlUtil.getExcludedPackageNames%28%29.

clear%28%29%29.%28%23ognlUtil.getExcludedClasses%28%29.clear%28%29%29.%28%23context.setMemberAccess%28%23dm%29%29%29%29.%28%23cmd%

3D%27QUALYS-STRUTS-370547%27%29.%28%23iswin%3D%28%40java.lang.System%40getProperty%28%27os.name%27%29.toLowerCase%28%29.contains%

28%27win%27%29%29%29.%28%23cmds%3D%28%23iswin%3F%7B%27cmd.exe%27%2C%27/c%27%2C%23cmd%7D%3A%7B%27/bin/bash%27%2C%27-c%27%

2C%23cmd%7D%29%29.%28%23p%3Dnew%20java.lang.ProcessBuilder%28%23cmds%29%29.%28%23p.redirectErrorStream%28true%29%29.%28%23process%

3D%23p.start%28%29%29.%28%40org.apache.commons.io.IOUtils%40toString%28%23process.getInputStream%28%29%29%29%7D HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

GET /phpmyadmin/?viewport=%25%7B%28%23dm%3D%40ognl.OgnlContext%40DEFAULT_MEMBER_ACCESS%29.%28%23_memberAccess%3F%28%

23_memberAccess%3D%23dm%29%3A%28%28%23container%3D%23context%5B%27com.opensymphony.xwork2.ActionContext.container%27%5D%29.%28%

23ognlUtil%3D%23container.getInstance%28%40com.opensymphony.xwork2.ognl.OgnlUtil%40class%29%29.%28%23ognlUtil.getExcludedPackageNames%28%29.

clear%28%29%29.%28%23ognlUtil.getExcludedClasses%28%29.clear%28%29%29.%28%23context.setMemberAccess%28%23dm%29%29%29%29.%28%23cmd%

3D%27QUALYS-STRUTS-370547%27%29.%28%23iswin%3D%28%40java.lang.System%40getProperty%28%27os.name%27%29.toLowerCase%28%29.contains%

28%27win%27%29%29%29.%28%23cmds%3D%28%23iswin%3F%7B%27cmd.exe%27%2C%27/c%27%2C%23cmd%7D%3A%7B%27/bin/bash%27%2C%27-c%27%

2C%23cmd%7D%29%29.%28%23p%3Dnew%20java.lang.ProcessBuilder%28%23cmds%29%29.%28%23p.redirectErrorStream%28true%29%29.%28%23process%

3D%23p.start%28%29%29.%28%40org.apache.commons.io.IOUtils%40toString%28%23process.getInputStream%28%29%29%29%7D HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

get /phpmyadmin/ HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive
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RESULT:

Type Name

MAC hmac-sha1-etm@openssh.

com

MAC hmac-sha1

SOLUTION:

Avoid using deprecated cryptographic settings.

Use best practices when configuring SSH.

Refer to  .NIST Retires SHA-1 Cryptographic Algorithm (SSH)

Other documents to refer

Deprecate settings listed for red hat

Key exchange

CBC Cipher

SHA1 ietf reference

Settings currently considered deprecated:

1.Key exchange algorithms:

diffie-hellman-group1-sha1, rsa1024sha1, diffie-hellman-group14-sha1, diffie-hellman-group-exchange-sha1, gss-gex-sha1-*, gss-group1-sha1-* and gss-group14-sha1-*.

2.MAC:

hmac-sha1, hmac-sha1-96, hmac-sha1-etm@openssh.com, hmac-sha1-96-etm@openssh.com

3.Host key:

ssh-rsa, ssh-dss, ssh-rsa-cert-v01@openssh.com, ssh-dss-cert-v01@openssh.com

IMPACT:

vulnerable to collision attacks, which are designed to fabricate the same hash value for different input data.each hash is supposedly unique.

THREAT:

The SSH protocol (Secure Shell) is a method for secure remote login from one computer to another. The target is using deprecated SHA1 cryptographic settings to 

communicate.

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  2.1 E:U/RL:W/RC:C

Severity:  2

QID: 38909

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-05 18:25:56.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

SHA1 deprecated setting for SSH port 22 / tcp

https://www.nist.gov/news-events/news/2022/12/nist-retires-sha-1-cryptographic-algorithm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/7.4_release_notes/chap-red_hat_enterprise_linux-7.4_release_notes-deprecated_functionality_in_rhel7
https://www.ietf.org/archive/id/draft-ietf-curdle-ssh-kex-sha2-13.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5161
https://datatracker.ietf.org/doc/html/rfc9142


PCI Scan Vulnerability Report

Page 633Sysnet Scanning Management System February 13, 2025

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) mod_proxy X-Forwarded-For dropped by hop-by-hop mechanism 

Vulnerability port 80 / tcp

RESULT:

Vulnerable OpenSSH version for sshd(8) detected on port 22 over TCP - SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

Customers are advised to upgrade to  or later to remediate these vulnerabilities.OpenSSH 9.3

Patch:

Following are links for downloading patches to fix the vulnerabilities:

CVE-2023-28531

IMPACT:

Successfully exploitation of this vulnerability could lead to disclosure of sensitive information, addition or modification of data, or Denial of Service (DoS).

THREAT:

OpenSSH (OpenBSD Secure Shell) is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

Affected Versions:

OpenSSH version 8.9 and above prior to 9.3

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 38896

Category: General remote services

CVE ID: CVE-2023-28531

Vendor Reference: OpenSSH Advisory

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Sensitive Information Disclosure Vulnerability port 22 / tcp

Potential Vulnerabilities (25)

https://www.openssh.com/txt/release-9.3
https://www.openssh.com/txt/release-9.3
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-28531
https://www.openssh.com/txt/release-9.3
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache httpd

IMPACT:

Successful exploitation allows information disclosure and possible remote code execution

THREAT:

Apache HTTP Server is an HTTP web server application.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 730529

Category: CGI

CVE ID: CVE-2022-31813

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31813
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-28330: Apache HTTP Server 2.4.53 and earlier on Windows may read beyond bounds when configured to process requests with the mod_isapi module.

CVE-2022-28614: The ap_rwrite() function in Apache HTTP Server 2.4.53 and earlier may read unintended memory if an attacker can cause the server to reflect very 

large input using ap_rwrite() or ap_rputs(), such as with mod_luas r:puts() function.

CVE-2022-28615: Apache HTTP Server 2.4.53 and earlier may crash or disclose information due to a read beyond bounds in ap_strcmp_match() when provided with an 

extremely large input buffer.

CVE-2022-29404: In Apache HTTP Server 2.4.53 and earlier, a malicious request to a lua script that calls r:parsebody(0) may cause a denial of service due to no default 

limit on possible input size.

CVE-2022-30556: Apache HTTP Server 2.4.53 and earlier may return lengths to applications calling r:wsread() that point past the end of the storage allocated for the 

buffer.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  4.7 E:U/RL:OF/RC:C

Severity:  5

QID: 731514

Category: CGI

CVE ID: , , , , CVE-2022-28330 CVE-2022-28614 CVE-2022-28615 CVE-2022-29404 CVE-2022-30556

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2022-28330, CVE-2022-28614, 

CVE-2022-28615, CVE-2022-29404, CVE-2022-30556) port 80 / tcp

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28614
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28615
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29404
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30556
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

SOLUTION:

Customers are advised to upgrade to Apache HTTP Server version 2.4.56 or later. For more information please refer to Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Request splitting/smuggling could result in bypass of access controls in the proxy server, proxying unintended URLs to existing origin servers, and cache poisoning.

THREAT:

Some mod_proxy configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a HTTP Request Smuggling attack.

Configurations are affected when mod_proxy is enabled along with some form of RewriteRule or ProxyPassMatch in which a non-specific pattern matches some portion 

of the user-supplied request-target (URL) data and is then re-inserted into the proxied request-target using variable substitution.

Affected Versions:

Apache HTTP Server Versions 2.4.0 through 2.4.55 (including)

QID Detection Logic(Unauthenticated):

This QID checks for vulnerable version of Apache HTTP Server by sending a GET request to a target and extracting the version from the response header.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  4

QID: 730758

Category: CGI

CVE ID: CVE-2023-25690

Vendor Reference: Apache HTTP Server Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Request Smuggling Vulnerability port 80 / tcp

https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25690
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
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THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

DoS by Null pointer in websocket over HTTP/2 (CVE-2024-36387): Serving WebSocket protocol upgrades over a HTTP/2 connection could result in a Null Pointer 

dereference, leading to a crash of the server process, degrading performance.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152103

Category: Web Application

CVE ID: , , , , , , CVE-2024-36387 CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-12-13 12:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities port 80 / tcp

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-36387
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.55 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

url: http://67.220.85.36/icons/

comment: Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 403 Forbidden

Date: Wed, 12 Feb 2025 16:36:11 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 67.220.85.36 Port 80</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could lead to a security breach or could affect integrity, availability, and confidentiality.

Windows UNC SSRF (CVE-2024-38472): SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and 

malicious requests or content.

Note: Existing configurations that access UNC paths will have to configure new directive "UNCList" to allow access during request processing.

Proxy encoding problem (CVE-2024-38473): Encoding problem in mod_proxy allows request URLs with incorrect encoding to be sent to backend services, potentially 

bypassing authentication via crafted requests.

Weakness with encoded question marks in backreferences (CVE-2024-38474): Substitution encoding issue in mod_rewrite. Allows attacker to execute scripts in 

directories permitted by the configuration but not directly reachable by any URL or source disclosure of scripts meant to only to be executed as CGI.

Weakness in mod_rewrite when first segment of substitution matches filesystem path. (CVE-2024-38475): Improper escaping of output in mod_rewrite. Allows an attacker 

to map URLs to filesystem locations that are permitted to be served by the server but are not intentionally/directly reachable by any URL, resulting in code execution or 

source code disclosure.

Crash resulting in Denial of Service in mod_proxy via a malicious request (CVE-2024-38477): null pointer dereference in mod_proxy. Allows an attacker to crash the 

server via a malicious request.

mod_rewrite proxy handler substitution (CVE-2024-39573): Potential SSRF in mod_rewrite. Allows an attacker to cause unsafe RewriteRules to unexpectedly setup URLs 

to be handled by mod_proxy.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.59

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2006-20001: A carefully crafted If: request header can cause a memory read, or write of a single zero byte, in a pool (heap) memory location beyond the header 

value sent. This could cause the process to crash.

CVE-2022-37436: A malicious backend can cause the response headers to be truncated early, resulting in some headers being incorporated into the response body. If 

the later headers have any security purpose, they will not be interpreted by the client.

Affected Versions:

Apache HTTP Server versions prior to 2.4.55

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  4.8 AV:A/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:OF/RC:C

Severity:  4

QID: 731513

Category: CGI

CVE ID: , CVE-2006-20001 CVE-2022-37436

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-20001
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-37436
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-36760: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server from 2.4 through 2.4.54

CVSS Base Score:  1.9 AV:L/AC:M/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.4 E:POC/RL:OF/RC:C

Severity:  4

QID: 731520

Category: CGI

CVE ID: CVE-2022-36760

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-09-06 06:03:24.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-36760) port 80 / tcp

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36760
https://httpd.apache.org/security/vulnerabilities_24.html
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OpenSSH Authentication Bypass Vulnerability

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability allows an attacker to smuggle requests to the AJP server it forwards requests.

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731521

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-26377) port 80 / tcp

RESULT:

Vulnerable SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10 detected on port 22 over TCP.

SOLUTION:

There are no vendor supplied patches available at this time.

IMPACT:

Successful exploitation allows OS command injection and row hammer attacks for authentication bypass.

THREAT:

OpenSSH is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

In OpenSSH, when common types of DRAM are used, might allow row hammer attacks (for authentication bypass) because the integer value of authenticated in 

mm_answer_authpassword does not resist flips of a single bit.

Affected Versions:

OpenSSH up to version 9.6

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  0.0 AV:L/AC:L/Au:N/C:N/I:N/A:N

CVSS Temporal Score:  0.0 E:U/RL:U/RC:C

Severity:  4

QID: 38919

Category: General remote services

CVE ID: CVE-2023-51767

Vendor Reference: OpenSSH 9.6

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-51767
https://www.openssh.com/txt/release-9.6
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may allows an attacker to smuggle requests to the AJP server it forwards requests to.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-26377: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server versions 2.4 to 2.4.53

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running vulnerable version of apache httpd.

Category: CGI

CVE ID: CVE-2022-26377

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26377
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://67.220.85.36/manual

comment: Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) detected at PORT : 80

SOLUTION:

Customers are advised to upgrade to  or later version to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server 2.4.62

refer to .Apache HTTP Server Security

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could potentially leak NTML hashes to a malicious server via SSRF and malicious requests.

THREAT:

Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Multiple versions of Apache HTTP Server on Windows are affected by a Server-Side Request Forgery (SSRF) Vulnerability with mod_rewrite in server/vhost context.

Affected Versions:

Apache HTTP Server versions from 2.4.0 prior to 2.4.62

QID Detection Logic (Unauthenticated):

This QID sends an HTTP GET request and checks the HTTP response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152036

Category: Web Application

CVE ID: CVE-2024-40898

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-13 18:02:42.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) port 80 / tcp

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-40898
https://httpd.apache.org/security/vulnerabilities_24.html
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IMPACT:

Successful exploitation of the vulnerability may allow an attacker to redirect victim to a malicious server.

THREAT:

Apache HTTP Server is a free and open-source cross-platform web server software, released under the terms of Apache License 2.0.

CVE-2022-22719 - A carefully crafted request body can cause a read to a random memory area which could cause the process to crash.

CVE-2022-22720 - Apache HTTP Server 2.4.52 and earlier fails to close inbound connection when errors are encountered discarding the request body, exposing the 

server to HTTP Request Smuggling

CVE-2022-22721 - If LimitXMLRequestBody is set to allow request bodies larger than 350MB (defaults to 1M) on 32 bit systems an integer overflow happens which later 

causes out of bounds writes.

CVE-2022-23943 - Out-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap memory with possibly attacker provided 

data.

Affected Versions:

Apache HTTP Server 2.4 - 2.4.52

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  4

QID: 730403

Category: CGI

CVE ID: , , , CVE-2022-23943 CVE-2022-22721 CVE-2022-22720 CVE-2022-22719

Vendor Reference: Apache Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Out-of-bounds Write Vulnerability port 80 / tcp

matched: HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 16:36:12 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 274

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 67.220.85.36 Port 80</address>

</body></html>

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23943
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22719
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.60 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

SOLUTION:

Customers are advised to update to Apache HTTP Server 2.4.53 or later. For more information, check Apache Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache Security Advisory

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2024-38472: SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and malicious requests or content

CVE-2024-38473: Apache HTTP Server proxy encoding problem

CVE-2024-38474: Apache HTTP Server weakness with encoded question marks in backreferences

CVE-2024-38475: Apache HTTP Server weakness in mod_rewrite when first segment of substitution matches filesystem path.

CVE-2024-38476: Apache HTTP Server may use exploitable/malicious backend application output to run local handlers via internal redirect

CVE-2024-38477: Apache HTTP Server Crash resulting in Denial of Service in mod_proxy via a malicious request

CVE-2024-39573: Apache HTTP Server mod_rewrite proxy handler substitution

Affected Versions:

Apache HTTP Server versions prior to 2.4.60

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

Note: Detection is made practice as it checks for server banners only

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731613

Category: CGI

CVE ID: , , , , , , CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38476 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server 2.4.60

Bugtraq ID: -

Last Update: 2024-12-17 13:21:47.0

VULNERABILITY DETAILS

https://httpd.apache.org/download.cgi
https://httpd.apache.org/download.cgi
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38476
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://dlcdn.apache.org/httpd/CHANGES_2.4.60
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THREAT:

PhpMyAdmin is a free software tool written in PHP and intended to handle the administration of MySQL over the Internet.

CVE-2022-23808: An attacker can inject malicious code into aspects of the setup script, which can allow XSS or HTML injection.

CVSS Base Score:  4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.4 E:POC/RL:OF/RC:C

Severity:  3

QID: 730340

Category: CGI

CVE ID: CVE-2022-23808

Vendor Reference: PMASA-2022-2

Bugtraq ID: -

Last Update: 2024-10-28 12:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

Automatic Failure: Cross-site Scripting (XSS) vulnerability

PCI COMPLIANCE STATUS

PhpMyAdmin Cross-Site Scripting (XSS) Vulnerability (PMASA-2022-2) port 80 / tcp

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23808
https://www.phpmyadmin.net/security/PMASA-2022-2/
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SOLUTION:

Update to the latest MySQL version available for download at .MySQL Download site

Patch:

Following are links for downloading patches to fix the vulnerabilities:

MySQL (MySQL)

IMPACT:

An attacker could use this vulnerability to gain elevated privileges and read or modify sensitive information in the database.

THREAT:

MySQL is an open source SQL database application available for multiple operating platforms.

An authenticated attacker, with privileges to a database that has an "_" (underscore) in the name, could grant privileges to other databases that have a similar name, that 

the attacker does not have privileges to.

MySQL 3.23.58 and earlier are affected.

CVSS Base Score:  6.8 AV:N/AC:M/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5 E:U/RL:OF/RC:C

Severity:  3

QID: 19570

Category: Database

CVE ID: CVE-2004-0957

Vendor Reference: -

Bugtraq ID: -

Last Update: 2015-04-29 03:30:21.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

MySQL Database Name "Underscore" Privilege Escalation Vulnerability port 3306 / tcp

RESULT:

>phpMyAdmin 5.1.1 documentation<

SOLUTION:

Users are advised to upgrade to  or the latest version.phpMyAdmin 5.1.2

Patch:

Following are links for downloading patches to fix the vulnerabilities:

PMASA-2022-2

IMPACT:

Successful exploitation of this vulnerability may allow an attacker to execute arbitrary javascripts on the target system.

Affected Versions:

phpMyAdmin versions from 5.1.x prior to 5.1.2.

QID Detection Logic (unauthenticated):

Look for vulnerable version of phpmyadmin installed.

http://dev.mysql.com/downloads/
http://dev.mysql.com/downloads/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0957
http://phpmyadmin.net/home_page/downloads.php
https://www.phpmyadmin.net/security/PMASA-2022-2/
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PCI COMPLIANCE STATUS

PhpMyAdmin Authentication Bypass Vulnerability (PMASA-2022-1) port 80 / tcp

RESULT:

>phpMyAdmin 5.1.1 documentation<

SOLUTION:

Users are advised to upgrade to  or the latest version.phpMyAdmin 5.1.3

Patch:

Following are links for downloading patches to fix the vulnerabilities:

phpMyAdmin Release Note

IMPACT:

Successful exploitation of this vulnerability may allow an attacker to retrieve potentially sensitive information by creating invalid requests.

THREAT:

PhpMyAdmin is a free software tool written in PHP and intended to handle the administration of MySQL over the Internet.

CVE-2022-0813: PhpMyAdmin 5.1.1 and before allows an attacker to retrieve potentially sensitive information by creating invalid requests. This affects the lang 

parameter, the pma_parameter, and the cookie section.

Affected Versions:

PhpMyAdmin version 5.1.1 and before.

QID Detection Logic (unauthenticated):

This QID sends a HTTP GET request to "doc/html/index.html" and determines the vulnerable version of phpMyAdmin running on the target system.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.7 E:U/RL:OF/RC:C

Severity:  3

QID: 730632

Category: CGI

CVE ID: CVE-2022-0813

Vendor Reference: phpMyAdmin Release Note

Bugtraq ID: -

Last Update: 2022-11-02 14:10:48.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

PhpMyAdmin Information Disclosure Vulnerability port 80 / tcp

RESULT:

8.0.41-0ubuntu0.22.04.1

http://phpmyadmin.net/home_page/downloads.php
https://www.phpmyadmin.net/news/2022/2/11/phpmyadmin-4910-and-513-are-released/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0813
https://www.phpmyadmin.net/news/2022/2/11/phpmyadmin-4910-and-513-are-released/
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  3

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

>phpMyAdmin 5.1.1 documentation<

SOLUTION:

Users are advised to upgrade to  or the latest version.phpMyAdmin 4.9.8 or 5.1.2

Patch:

Following are links for downloading patches to fix the vulnerabilities:

PMASA-2022-1

IMPACT:

Successful exploitation of this vulnerability may allow an authenticated user to manipulate and bypass two-factor authentication for future login instances.

THREAT:

PhpMyAdmin is a free software tool written in PHP and intended to handle the administration of MySQL over the Internet.

CVE-2022-23807: A valid user who is already authenticated to phpMyAdmin can manipulate their account to bypass two-factor authentication for future login instances.

Affected Versions:

phpMyAdmin versions from 4.9.x prior to 4.9.8.

phpMyAdmin versions from 5.1.x prior to 5.1.2.

QID Detection Logic (unauthenticated):

Look for vulnerable version of phpmyadmin installed.

CVSS Base Score:  4.0 AV:N/AC:L/Au:S/C:N/I:P/A:N

CVSS Temporal Score:  3.0 E:U/RL:OF/RC:C

Severity:  3

QID: 730339

Category: CGI

CVE ID: CVE-2022-23807

Vendor Reference: PMASA-2022-1

Bugtraq ID: -

Last Update: 2022-02-07 13:03:29.0

VULNERABILITY DETAILS

PCI Severity Level:

http://phpmyadmin.net/home_page/downloads.php
https://www.phpmyadmin.net/security/PMASA-2022-1/
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23807
https://www.phpmyadmin.net/security/PMASA-2022-1/
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Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2023-38709, CVE-2024-24795)

port 80 / tcp

RESULT:

url: http://67.220.85.36/

comment: Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:09 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4.59

IMPACT:

Successful exploitation of this vulnerability could allow attackers to split HTTP responses, which can lead to injecting harmful content or causing server issues.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

HTTP response splitting (CVE-2023-38709): Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP 

responses.

HTTP Response Splitting in multiple modules (CVE-2024-24795): HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject 

malicious response headers into backend applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

QID: 150863

Category: Web Application

CVE ID: , CVE-2024-24795 CVE-2023-38709

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-06 16:00:11.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

SOLUTION:

Customers are advised to update the latest Apache versions respectively.

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-38709: Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP responses.

CVE-2024-24795: HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject malicious response headers into backend 

applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server versions prior to 2.4.59

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 731355

Category: CGI

CVE ID: , CVE-2023-38709 CVE-2024-24795

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

PhpMyAdmin is a free software tool written in PHP and intended to handle the administration of MySQL over the Internet.

An XSS vulnerability has been discovered where an authenticated user can trigger an XSS attack by uploading a specially-crafted .sql file through the drag-and-drop 

interface.

CVSS Base Score:  5.5 AV:N/AC:L/Au:S/C:P/I:P/A:N

CVSS Temporal Score:  4.1 E:U/RL:OF/RC:C

Severity:  3

QID: 730737

Category: CGI

CVE ID: CVE-2023-25727

Vendor Reference: PMASA-2023-1

Bugtraq ID: -

Last Update: 2023-03-04 10:04:52.0

VULNERABILITY DETAILS

PCI Severity Level:

Automatic Failure: Cross-site Scripting (XSS) vulnerability

PCI COMPLIANCE STATUS

PhpMyAdmin Cross-Site Scripting (XSS) Vulnerability (PMASA-2023-1) port 80 / tcp

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25727
https://www.phpmyadmin.net/security/PMASA-2023-1/
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RESULT:

MYSQL server instance detectedMYSQL instance detected on TCP port 3306.

SOLUTION:

Users are recommended to encrypt the database information and handle the situations where any error is leading to disclose some sensitive information like database 

type and its version.

IMPACT:

Information disclosing database type will lead attacker to perform more targeted attacks.

THREAT:

The service detected a database installation on the target. Databases like Oracle, MS-SQL, MySQL, IBM DB2, PostGgresql, Firebird and other are detected. The 

database instance is listed in the result section below.

CVSS Base Score:  5 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.8 E:U/RL:U/RC:UC

Severity:  2

QID: 19568

Category: Database

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-12-03 07:29:16.0

VULNERABILITY DETAILS

PCI Severity Level:

Automatic Failure: Open access to databases from the Internet

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Database Instance Detected port 3306 / tcp

RESULT:

>phpMyAdmin 5.1.1 documentation<

SOLUTION:

Users are advised to upgrade to  or the latest version.Workaround:phpMyAdmin 5.2.1 or 4.9.11

Disable the configuration directive `$cfg['enable_drag_drop_import']`, users will be unable to use the drag and drop upload which would protect against the vulnerability.

Patch:

Following are links for downloading patches to fix the vulnerabilities:

PMASA-2023-1

IMPACT:

Successful exploitation of this vulnerability may allow an authenticated attacker to execute arbitrary JavaScript code on the target system.

Affected Versions:

phpMyAdmin versions from 4.3.0 prior to 4.9.1

phpMyAdmin versions from 5.0 prior to 5.2.1

QID Detection Logic (unauthenticated):

This QID sends a HTTP GET request to "doc/html/index.html" and determines the vulnerable version of phpMyAdmin running on the target system.

http://phpmyadmin.net/home_page/downloads.php
https://www.phpmyadmin.net/security/PMASA-2023-1/
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CVSS Base Score:  1.7 AV:L/AC:L/Au:S/C:N/I:P/A:N

CVSS Temporal Score:  1.3 E:U/RL:OF/RC:C

Severity:  4

QID: 731517

Category: CGI

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.58 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

Mongo DB instance detected on TCP port 27017.

SOLUTION:

Users are recommended to encrypt the database information and handle the situations where any error is leading to disclose some sensitive information like database 

type and its version.

IMPACT:

Information disclosing database type will lead attacker to perform more targeted attacks.

THREAT:

The service detected a database installation on the target. Databases like Oracle, MS-SQL, MySQL, IBM DB2, PostGgresql, Firebird and other are detected. The 

database instance is listed in the result section below.

CVSS Base Score:  5 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.8 E:U/RL:U/RC:UC

Severity:  2

QID: 19568

Category: Database

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-12-03 07:29:16.0

VULNERABILITY DETAILS

PCI Severity Level:

Automatic Failure: Open access to databases from the Internet

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Database Instance Detected port 27017 / tcp
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.58 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-31122: Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server.This issue affects Apache HTTP Server

CVE-2023-45802: A client could send new requests and resets, keeping the connection busy and open and causing the memory footprint to keep on growing. On 

connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server versions prior to 2.4.58

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVE ID: , CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://67.220.85.36/

comment: Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) detected at PORT : 80

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of the vulnerability can allow an attacker to trigger a DoS.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

HTTP/2 incoming headers exceeding the limit are temporarily buffered in nghttp2 in order to generate an informative HTTP 413 response. If a client does not stop sending 

headers, this leads to memory exhaustion.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  6.1 E:POC/RL:OF/RC:C

Severity:  4

QID: 152168

Category: Web Application

CVE ID: CVE-2024-27316

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-09-06 12:02:48.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) port 80 / tcp

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-27316
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

CVE-2023-31122 : Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server

CVE-2023-43622 : DoS in HTTP/2 with initial windows size 0

CVE-2023-45802 : When a HTTP/2 stream was reset (RST frame) by a client, there was a time window were the requests memory resources were not reclaimed 

immediately. Instead, de-allocation was deferred to connection close. A client could send new requests and resets, keeping the connection busy and open and causing 

the memory footprint to keep on growing. On connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.57

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 150737

Category: Web Application

CVE ID: , , CVE-2023-43622 CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache HTTP Server 2.4 vulnerabilities

Bugtraq ID: -

Last Update: 2024-06-02 12:01:45.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities port 80 / tcp

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:12 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-43622
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSS Temporal Score:  3.7 E:U/RL:OF/RC:C

Severity:  2

QID: 20466

Category: Database

CVE ID: , CVE-2025-21493 CVE-2025-21499

Vendor Reference: CPUJAN2025

Bugtraq ID: -

Last Update: 2025-01-23 18:13:40.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Oracle MySQL Server January 2025 Critical Patch Update (CPUJAN2025) (prior to 8.4.4,9.2.0) port 3306 / tcp

RESULT:

url: http://67.220.85.36/

comment: Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:06 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4 vulnerabilities

Apache HTTP Server

IMPACT:

Exploitation of the vulnerability could lead to uncontrolled resource consumption or buffer over-read.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-21493
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2025-21499
https://www.oracle.com/security-alerts/cpujan2025.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
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IMPACT:

When common default pages are exposed, version information about servers can be revealed. Attackers use this information to identify any known weaknesses and 

exploit.

THREAT:

Web server default page are common generic pages, including documentation and allow access to common configuration paths.

QID Detection Logic:

This QID checks for the web server by sending a GET request and checking the response body.

QID identifies Apache Web Server Default pages.

Severity:  3

QID: 150842

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-03-20 03:05:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page for Apache Web Server Found port 80 / tcp

Information Gathered (42)

RESULT:

Vulnerable version of Oracle MySQL detected on port 3306 over TCP - 8.0.41-0ubuntu0.22.04.1

SOLUTION:

Refer to vendor advisory  for patch details and further information.Oracle MySQL JAN 2025

Patch:

Following are links for downloading patches to fix the vulnerabilities:

CPUJAN2025

IMPACT:

Successful exploitation could allow an attacker to affect the confidentiality, integrity, and availability of data on the target system.

THREAT:

This Critical Patch Update contains patches for 8.x.y and 9.x.y oracle MySQL server

Affected Versions:

MySQL Server versions prior to 8.4.4

MySQL Server versions prior to 9.2.0

QID Detection Logic (Authenticated):(Linux)

This QID fires mysqld -V command to check the vulnerable versions of MySQL.

QID Detection Logic (Unauthenticated):

This QID detects vulnerable versions of MySQL via the banner exposed by the service.

https://www.oracle.com/security-alerts/cpujan2025.html#AppendixMSQL
https://www.oracle.com/security-alerts/cpujan2025.html
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THREAT:

A remote access or remote management service was detected. If such a service is accessible to malicious users it can be used to carry different type of attacks. Malicious 

users could try to brute force credentials or collect additional information on the service which could enable them in crafting further attacks.

The Results section includes information on the remote access service that was found on the target.

Severity:  3

QID: 42017

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-05-20 12:30:20.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Remote Access or Management Service Detected

RESULT:

Request: http://67.220.85.36/

Matched Text: >

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana

Comment: Default Web Page for Apache Web Server Found on PORT : 80

SOLUTION:

Create custom default pages.

Disable or remove known/default web pages.
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PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 80 / tcp

RESULT:

Content-Security-Policy HTTP Header missing on port 80.

GET / HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 80 / tcp

RESULT:

Service name: SSH on TCP port 22.

SOLUTION:

Expose the remote access or remote management services only to the system administrators or intended users of the system.

IMPACT:

Consequences vary by the type of attack.

Services like Telnet, Rlogin, SSH, windows remote desktop, pcAnywhere, Citrix Management Console, Remote Admin (RAdmin), VNC, OPENVPN and ISAKMP are 

checked.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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THREAT:

The result section of this QID lists web applications and plugins that were detected on the target using web application fingerprinting. This technique compares static files 

at known locations against precomputed hashes for versions of those files in all available releases. The technique is fast, low-bandwidth, non-invasive, generic, and highly 

automatable.

Following open source and free applications are currently supported:

Joomla!

MediaWiki

WordPress

phpBB

Severity:  2

QID: 45114

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-01-07 13:24:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Applications and Plugins Detected port 80 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 80 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS
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Host Uptime Based on TCP TimeStamp Option

RESULT:

phpMyAdmin 5.0.1 in directory: /phpmyadmin/ Source: /themes/original/img/ajax_clock_small.gif

SOLUTION:

N/A

IMPACT:

N/A

MovableType

Drupal

osCommerce

PHP-Nuke

Moodle

Liferay

Tikiwiki

Twiki

phpmyadmin

SPIP

Confluence(free versions)

Wikka

Wacko

Usemod

e107

Flyspray

AppRain

V-CMS

AjaxPlorer/Pydio

eFront Learning Management System

vTigerCRM (Open source versions)

MyBB

WebCalendar

PivotX WebLog

DokuWiki

MODX Revolution

MODX Evolution

Collabtive

Achievo

Magento 1.x CE

iCE Hrm (Opensource Version)

AdaptCMS

ownCloud

HumHub

Redaxscript

phpwcms

Wolf CMS

Pligg CMS

Zen Cart

Xoops

TYPO3

Microweber

This QID is based on the . For a complete list of supported web applications and plugins, please check the following link: .Blind Elephant project DOC-5480

http://blindelephant.sourceforge.net/
https://community.qualys.com/docs/DOC-5480
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THREAT:

MySQL is an open-source relational database management system.

Severity:  2

QID: 19000

Category: Database

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-10-30 15:26:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

MySQL Banner port 3306 / tcp

RESULT:

Based on TCP timestamps obtained via port 22, the host&apos;s uptime is 49 days, 14 hours, and 3 minutes.

The TCP timestamps from the host are in units of 1 milliseconds.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The TCP/IP stack on the host supports the TCP TimeStamp (kind 8) option. Typically the timestamp used is the host's uptime (since last reboot) in various units (e.g., one 

hundredth of second, one tenth of a second, etc.). Based on this, we can obtain the host's uptime. The result is given in the Result section below.

Some operating systems (e.g., MacOS, OpenBSD) use a non-zero, probably random, initial value for the timestamp. For these operating systems, the uptime obtained 

does not reflect the actual uptime of the host; the former is always larger than the latter.

Severity:  2

QID: 82063

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2007-05-29 18:56:36.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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PCI COMPLIANCE STATUS

Operating System Detected

RESULT:

Default Web Directory Path Found.

URL: http://67.220.85.36/

Default Web Directory Match:

/usr/share

/var/www/html

SOLUTION:

Avoid using common web directory paths and use virtual directories.

IMPACT:

Public-facing web pages and code, products may store sensitive data, code that is not directly invoked, or other files under the web document root of the web server. If 

the server is not configured or otherwise used to prevent direct access to those files, then attackers may obtain this sensitive data. Default directory paths often have meta 

data, configuration files that can be read or written by a public or anonymous user.

THREAT:

Common file paths such as /var/www/. /var/lib/www, /usr/local/apache2, /Inetpub/wwwroot, /usr/share, etc are default web directory paths. Using such paths or directory 

structure and leaking information in web application leads to information disclosure about directory paths and framework in use.

Severity:  2

QID: 150858

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-07-17 05:07:15.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Directory Paths Found port 80 / tcp

RESULT:

8.0.41-0ubuntu0.22.04.1

SOLUTION:

NA

IMPACT:

NA

QID Detection Logic:

Checks the MYSQL service
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PCI COMPLIANCE STATUS

Firewall Detected

RESULT:

Operating System Technique ID

Ubuntu/Linux TCP/IP Fingerprint U7254:

22

SOLUTION:

Not applicable.

IMPACT:

Not applicable.

THREAT:

Several different techniques can be used to identify the operating system (OS) running on a host. A short description of these techniques is provided below. The specific 

technique used to identify the OS on this host is included in the RESULTS section of your report.

1) : The operating system of a host can be identified from a remote system using TCP/IP fingerprinting. All underlying operating system TCP/IP stacks TCP/IP Fingerprint

have subtle differences that can be seen in their responses to specially-crafted TCP packets. According to the results of this "fingerprinting" technique, the OS version is 

among those listed below.

Note that if one or more of these subtle differences are modified by a firewall or a packet filtering device between the scanner and the host, the fingerprinting technique 

may fail. Consequently, the version of the OS may not be detected correctly. If the host is behind a proxy-type firewall, the version of the operating system detected may 

be that of the firewall instead of the host being scanned.

2) : Short for Network Basic Input Output System, an application programming interface (API) that augments the DOS BIOS by adding special functions for local-NetBIOS

area networks (LANs). Almost all LANs for PCs are based on the NetBIOS. Some LAN manufacturers have even extended it, adding additional network capabilities. 

NetBIOS relies on a message format called Server Message Block (SMB).

3) : PHP is a hypertext pre-processor, an open-source, server-side, HTML-embedded scripting language used to create dynamic Web pages. Under some PHP Info

configurations it is possible to call PHP functions like phpinfo() and obtain operating system information.

4) : The Simple Network Monitoring Protocol is used to monitor hosts, routers, and the networks to which they attach. The SNMP service maintains Management SNMP

Information Base (MIB), a set of variables (database) that can be fetched by Managers. These include "MIB_II.system.sysDescr" for the operating system.

Severity:  2

QID: 45017

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-02-11 13:32:02.0

VULNERABILITY DETAILS
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THREAT:

The ChaCha20-Poly1305 algorithm and the CBC-EtM algorithm are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin).

QID Detection Logic (Unauthenticated):

This detection attempts to start the SSH key exchange process and examines whether either of the vulnerable ChaCha20-Poly1305 Algorithm or CBC-EtM Algorithm is 

active. Please note that this is an Information Gathering QID and does not check if a target is vulnerable, as this does not checks for Strict Key Exchange. Customers are 

advised to refer to QID 38913 to detect vulnerable assets.

Severity:  1

QID: 48259

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-07-03 11:01:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM Detected

RESULT:

Some of the ports filtered by the firewall are: 20, 21, 23, 25, 53, 111, 135, 443, 445, 1.

Listed below are the ports filtered by the firewall.

No response has been received when any of these ports are probed.

1-21,23-79,81-3305,3307-6128,6130-27016,27018-33059,33061-65535

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A packet filtering device protecting this IP was detected. This is likely to be a firewall or a router using access control lists (ACLs).

Severity:  1

QID: 34011

Category: Firewall

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-04-22 02:37:57.0

VULNERABILITY DETAILS
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PCI COMPLIANCE STATUS

Scan Activity per Port

RESULT:

SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

NA

IMPACT:

NA

THREAT:

Secure Shell is a cryptographic network protocol for operating network services securely over an unsecured network.

QID Detection Logic:

The QID checks for SSH in the banner of the response.

Severity:  1

QID: 38050

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-10-30 16:31:24.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Banner port 22 / tcp

RESULT:

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM detected on port: 22

ChaCha20-Poly1305 Algorithm Support: True

CBC-EtM Algorithm Support: False

SOLUTION:

N/A

IMPACT:

The algorithms are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin). Successful exploitation of the vulnerability may allow an attacker to 

downgrade the security of an SSH connection when using SSH extension negotiation. The impact in practice heavily depends on the supported extensions. Most 

commonly, this will impact the security of client authentication when using an RSA public key.
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Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 80 / tcp

RESULT:

Protocol Port 

Time

TCP 22 0:02:25

TCP 80 3:28:02

TCP 3306 0:00:25

TCP 27017 0:00:

17

TCP 33060 0:00:

36

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Scan activity per port is an estimate of the amount of internal process time the scanner engine spent scanning a particular TCP or UDP port. This information can be 

useful to determine the reason for long scan times. The individual time values represent internal process time, not elapsed time, and can be longer than the total scan 

time because of internal parallelism. High values are often caused by slowly responding services or services on which requests time out.

Severity:  1

QID: 45426

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-06-24 12:42:21.0

VULNERABILITY DETAILS
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RESULT:

GET / HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:38:35 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

position: relative;

display: table;

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.
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padding: 4px 8px 4px 8px;

color: #000000;

font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}

div.content_section_text p {

margin-bottom: 6px;

}

div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;
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}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}

div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;

}

div.validator {

}
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</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>
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<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>

They are activated by symlinking available

configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>

<li>

The binary is called apache2 and is managed using systemd, so to

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>
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and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems

</div>

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>

</html>



PCI Scan Vulnerability Report

Page 680Sysnet Scanning Management System February 13, 2025

Severity:  1

QID: 45167

Category: Information gathering

CVE ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

MongoDB Database Detected

RESULT:

Hops IP Round Trip Time Probe 

Port

1 139.87.10.3 0.13ms ICMP

2 98.124.172.114 0.55ms ICMP

3 98.124.172.113 1.65ms ICMP

4 141.136.106.138 54.89ms ICMP

5 98.124.175.10 55.10ms ICMP

6 67.220.85.36 55.17ms ICMP

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Traceroute describes the path in realtime from the scanner to the remote host being contacted. It reports the IP addresses of all the routers in between.

Severity:  1

QID: 45006

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-05-09 18:28:51.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Traceroute
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Host Name Not Available

RESULT:

IP ID changes observed (network order) for port 22: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Duration: 32 milli seconds

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The values for the identification (ID) field in IP headers in IP packets from the host are analyzed to determine how random they are. The changes between subsequent ID 

values for either the network byte ordering or the host byte ordering, whichever is smaller, are displayed in the RESULT section along with the duration taken to send the 

probes. When incremental values are used, as is the case for TCP/IP implementation in many operating systems, these changes reflect the network load of the host at 

the time this test was conducted.

Please note that for reliability reasons only the network traffic from open TCP ports is analyzed.

Severity:  1

QID: 82046

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-07-27 21:45:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

IP ID Values Randomness

RESULT:

Mongo DB detected on TCP port 27017.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

MongoDB is detected.

Vendor Reference: -

Bugtraq ID: -

Last Update: 2017-09-29 03:30:36.0
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SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 80 / tcp

RESULT:

N/A

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Attempts to obtain the fully-qualified domain name (FQDN) or the Netbios name failed for this host.

Severity:  1

QID: 82056

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-10-07 18:04:44.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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RESULT:

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:38:35 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

SOLUTION:

Customers are recommended to disable default Apache welcome configuration.

IMPACT:

Apache is installed by default and the user may not be aware that the web server is running. These servers are rarely patched and rarely monitored, providing hackers 

with a convenient target that is not likely to trip any alarms.

THREAT:

The Apache default installation or "Welcome" page is installed on this server. This usually indicates a newly installed server which has not yet been configured properly 

and which may not be known about.

Detection Logic(unauthenticated):

QID will check for the apache default Installation/Welcome Page on apache server.

Severity:  1

QID: 48065

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-11-21 11:18:00.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache Default Installation/Welcome Page Detected port 80 / tcp

RESULT:

Number of links: 2

https://bugs.launchpad.net/ubuntu/+source/apache2

http://httpd.apache.org/docs/2.4/mod/mod_userdir.html
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See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

position: relative;

display: table;

width: 800px;

margin-bottom: 3px;

margin-left: auto;

margin-right: auto;

padding: 0px 0px 0px 0px;

border-width: 2px;

border-color: #212738;

border-style: solid;

background-color: #FFFFFF;

text-align: center;

}

div.page_header {

height: 180px;

width: 100%;

background-color: #F5F6F7;

}

div.page_header span {

margin: 15px 0px 0px 50px;

font-size: 180%;

font-weight: bold;

}

div.page_header img {
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margin: 3px 0px 0px 40px;

border: 0px 0px 0px;

}

div.banner {

padding: 9px 6px 9px 6px;

background-color: #E9510E;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

position: absolute;

left: 40%;

bottom: 30px;

width: 20%;

}

div.table_of_contents {

clear: left;

min-width: 200px;

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.table_of_contents_item {

clear: left;

width: 100%;

margin: 4px 0px 0px 0px;

background-color: #FFFFFF;

color: #000000;

text-align: left;

}

div.table_of_contents_item a {

margin: 6px 0px 0px 6px;

}

div.content_section {

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.content_section_text {
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padding: 4px 8px 4px 8px;

color: #000000;

font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}

div.content_section_text p {

margin-bottom: 6px;

}

div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;

}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {
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color: #000000;

}

div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;

}

div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>
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If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>
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<li>

They are activated by symlinking available

configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>

<li>

The binary is called apache2 and is managed using systemd, so to

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">
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THREAT:

The Apache HTTP Server Project is an effort to develop and maintain an open-source HTTP server for modern operating systems including UNIX and Windows. The goal 

of this project is to provide a secure, efficient and extensible server that provides HTTP services in sync with the current HTTP standards.

Apache HTTP Server was detected on the target.

QID Detection Logic (Authenticated):

Operating System: Linux

The detection looks for Apache HTTP Server installation path using ps command. The version is extracted from the Apache HTTP Server's binary.

Operating System: Windows

This QID checks Windows registry to see if Apache HTTP Server is installed. If found, it displays the installed version.

Severity:  1

QID: 45391

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache HTTP Server Detected

<div id="bugs"></div>

Reporting Problems

</div>

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>

</html>

Apache Default Installation/Welcome Page Detected on port 80.
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 80 / tcp

RESULT:

Apache web server detected on port 80 -

Date: Wed, 12 Feb 2025 16:35:54 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

SOLUTION:

N/A

IMPACT:

N/A
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Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 80 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 80 port.

GET / HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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Severity:  1

QID: 6

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2018-01-04 17:39:37.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

DNS Host Name

RESULT:

Directory Source

/phpmyadmin/ brute force

/javascript/ brute force

/icons/ brute force

/icons/ web page

/phpmyadmin/ web page

/phpmyadmin/themes/ web page

/phpmyadmin/themes/pmahomme/ web page

/phpmyadmin/themes/pmahomme/css/ web page

/phpmyadmin/js/ web page

/phpmyadmin/js/vendor/ web page

/phpmyadmin/js/vendor/jquery/ web page

/phpmyadmin/js/dist/ web page

/phpmyadmin/js/vendor/codemirror/ web page

/phpmyadmin/js/vendor/codemirror/lib/ web page

/phpmyadmin/js/vendor/codemirror/addon/ web page

/phpmyadmin/js/vendor/codemirror/addon/hint/ web 

page

/phpmyadmin/js/vendor/codemirror/addon/lint/ web page

/phpmyadmin/_static/ web page

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0
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RESULT:

HTTP header and method information collected on port 80.

GET / HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:38:35 GMT

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 80 / tcp

RESULT:

IP address Host name

67.220.85.36 No registered 

hostname

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The fully qualified domain name of this host, if it was obtained from a DNS server, is displayed in the RESULT section.
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PCI COMPLIANCE STATUS

PhpMyAdmin Detected port 80 / tcp

RESULT:

GET / HTTP/1.1

Host:67.220.85.36:80

GET /Q_Evasive/ HTTP/1.1

Host:67.220.85.36:80

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 80 / tcp

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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RESULT:

PhpMyAdmin Detected on port: 80

GET /phpmyadmin/index.php HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

<!doctype html>

<html lang="en" dir="ltr">

<head>

<meta charset="utf-8">

<meta name="viewport" content="width=device-width, initial-scale=1, shrink-to-fit=no">

<meta name="referrer" content="no-referrer">

<meta name="robots" content="noindex,nofollow">

<meta http-equiv="X-UA-Compatible" content="IE=Edge">

<style id="cfs-style">html{display: none;}</style>

<link rel="icon" href="favicon.ico" type="image/x-icon">

<link rel="shortcut icon" href="favicon.ico" type="image/x-icon">

<link rel="stylesheet" type="text/css" href="./themes/pmahomme/jquery/jquery-ui.css">

<link rel="stylesheet" type="text/css" href="js/vendor/codemirror/lib/codemirror.css?v=5.1.1deb5ubuntu1">

<link rel="stylesheet" type="text/css" href="js/vendor/codemirror/addon/hint/show-hint.css?v=5.1.1deb5ubuntu1">

<link rel="stylesheet" type="text/css" href="js/vendor/codemirror/addon/lint/lint.css?v=5.1.1deb5ubuntu1">

<link rel="stylesheet" type="text/css" href="./themes/pmahomme/css/theme.css?v=5.1.1deb5ubuntu1&nocache=1545129460ltr&server=1">

<link rel="stylesheet" type="text/css" href="./themes/pmahomme/css/printview.css?v=5.1.1deb5ubuntu1" media="print" id="printcss">

<title>phpMyAdmin</title>

<script data-cfasync="false" type="text/javascript" src="js/vendor/jquery/jquery.min.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/jquery/jquery-migrate.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/sprintf.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/ajax.js?v=5.1.1deb5ubuntu1"></script>

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

phpMyAdmin is a free software tool written in PHP, intended to handle the administration of MySQL over the Web. phpMyAdmin supports a wide range of operations on 

MySQL and MariaDB.

QID Detection Logic (Unauthenicated):

The qid sends a GET request to "doc/html/index.html" and "Documentation.html" pages to retrieve the PhpMyAdmin version.

Severity:  1

QID: 11954

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-05-13 03:31:37.0

VULNERABILITY DETAILS
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<script data-cfasync="false" type="text/javascript" src="js/dist/keyhandler.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/bootstrap/bootstrap.bundle.min.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/jquery/jquery-ui.min.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/js.cookie.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/jquery/jquery.mousewheel.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/jquery/jquery.validate.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/jquery/jquery-ui-timepicker-addon.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/jquery/jquery.ba-hashchange-2.0.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/jquery/jquery.debounce-1.0.6.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/menu_resizer.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/cross_framing_protection.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/rte.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/tracekit.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/error_report.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/messages.php?l=en&v=5.1.1deb5ubuntu1&lang=en"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/config.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/doclinks.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/functions.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/navigation.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/indexes.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/common.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/page_settings.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/drag_drop_import.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/shortcuts_handler.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/codemirror/lib/codemirror.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/codemirror/mode/sql/sql.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/codemirror/addon/runmode/runmode.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/codemirror/addon/hint/show-hint.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/codemirror/addon/hint/sql-hint.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/vendor/codemirror/addon/lint/lint.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/codemirror/addon/lint/sql-lint.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript" src="js/dist/console.js?v=5.1.1deb5ubuntu1"></script>

<script data-cfasync="false" type="text/javascript">

// <![CDATA[

var firstDayOfCalendar = &apos;0&apos;;

var themeImagePath = &apos;.\/themes\/pmahomme\/img\/&apos;;

var mysqlDocTemplate = &apos;.\/url.php\u003Furl\u003Dhttps\u00253A\u00252F\u00252Fdev.mysql.com\u00252Fdoc\u00252Frefman\u00252F5.

7\u00252Fen\u00252F\u002525s.html&apos;;

var maxInputVars = 1000;

if ($.datepicker) {

$.datepicker.regional[&apos;&apos;].closeText = &apos;Done&apos;;

$.datepicker.regional[&apos;&apos;].prevText = &apos;Prev&apos;;

$.datepicker.regional[&apos;&apos;].nextText = &apos;Next&apos;;

$.datepicker.regional[&apos;&apos;].currentText = &apos;Today&apos;;

$.datepicker.regional[&apos;&apos;].monthNames = [

&apos;January&apos;,

&apos;February&apos;,

&apos;March&apos;,

&apos;April&apos;,

&apos;May&apos;,

&apos;June&apos;,

&apos;July&apos;,

&apos;August&apos;,

&apos;September&apos;,
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&apos;October&apos;,

&apos;November&apos;,

&apos;December&apos;,

];

$.datepicker.regional[&apos;&apos;].monthNamesShort = [

&apos;Jan&apos;,

&apos;Feb&apos;,

&apos;Mar&apos;,

&apos;Apr&apos;,

&apos;May&apos;,

&apos;Jun&apos;,

&apos;Jul&apos;,

&apos;Aug&apos;,

&apos;Sep&apos;,

&apos;Oct&apos;,

&apos;Nov&apos;,

&apos;Dec&apos;,

];

$.datepicker.regional[&apos;&apos;].dayNames = [

&apos;Sunday&apos;,

&apos;Monday&apos;,

&apos;Tuesday&apos;,

&apos;Wednesday&apos;,

&apos;Thursday&apos;,

&apos;Friday&apos;,

&apos;Saturday&apos;,

];

$.datepicker.regional[&apos;&apos;].dayNamesShort = [

&apos;Sun&apos;,

&apos;Mon&apos;,

&apos;Tue&apos;,

&apos;Wed&apos;,

&apos;Thu&apos;,

&apos;Fri&apos;,

&apos;Sat&apos;,

];

$.datepicker.regional[&apos;&apos;].dayNamesMin = [

&apos;Su&apos;,

&apos;Mo&apos;,

&apos;Tu&apos;,

&apos;We&apos;,

&apos;Th&apos;,

&apos;Fr&apos;,

&apos;Sa&apos;,

];

$.datepicker.regional[&apos;&apos;].weekHeader = &apos;Wk&apos;;

$.datepicker.regional[&apos;&apos;].showMonthAfterYear = false;

$.datepicker.regional[&apos;&apos;].yearSuffix = &apos;&apos;;

$.extend($.datepicker._defaults, $.datepicker.regional[&apos;&apos;]);

}

if ($.timepicker) {

$.timepicker.regional[&apos;&apos;].timeText = &apos;Time&apos;;

$.timepicker.regional[&apos;&apos;].hourText = &apos;Hour&apos;;

$.timepicker.regional[&apos;&apos;].minuteText = &apos;Minute&apos;;

$.timepicker.regional[&apos;&apos;].secondText = &apos;Second&apos;;
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$.extend($.timepicker._defaults, $.timepicker.regional[&apos;&apos;]);

}

function extendingValidatorMessages () {

$.extend($.validator.messages, {

required: &apos;This\u0020field\u0020is\u0020required&apos;,

remote: &apos;Please\u0020fix\u0020this\u0020field&apos;,

email: &apos;Please\u0020enter\u0020a\u0020valid\u0020email\u0020address&apos;,

url: &apos;Please\u0020enter\u0020a\u0020valid\u0020URL&apos;,

date: &apos;Please\u0020enter\u0020a\u0020valid\u0020date&apos;,

dateISO: &apos;Please\u0020enter\u0020a\u0020valid\u0020date\u0020\u0028\u0020ISO\u0020\u0029&apos;,

number: &apos;Please\u0020enter\u0020a\u0020valid\u0020number&apos;,

creditcard: &apos;Please\u0020enter\u0020a\u0020valid\u0020credit\u0020card\u0020number&apos;,

digits: &apos;Please\u0020enter\u0020only\u0020digits&apos;,

equalTo: &apos;Please\u0020enter\u0020the\u0020same\u0020value\u0020again&apos;,

maxlength: $.validator.format(&apos;Please\u0020enter\u0020no\u0020more\u0020than\u0020\u007B0\u007D\u0020characters&apos;),

minlength: $.validator.format(&apos;Please\u0020enter\u0020at\u0020least\u0020\u007B0\u007D\u0020characters&apos;),

rangelength: $.validator.format(&apos;

Please\u0020enter\u0020a\u0020value\u0020between\u0020\u007B0\u007D\u0020and\u0020\u007B1\u007D\u0020characters\u0020long&apos;),

range: $.validator.format(&apos;Please\u0020enter\u0020a\u0020value\u0020between\u0020\u007B0\u007D\u0020and\u0020\u007B1\u007D&apos;),

max: $.validator.format(&apos;Please\u0020enter\u0020a\u0020value\u0020less\u0020than\u0020or\u0020equal\u0020to\u0020\u007B0\u007D&apos;),

min: $.validator.format(&apos;Please\u0020enter\u0020a\u0020value\u0020greater\u0020than\u0020or\u0020equal\u0020to\u0020\u007B0\u007D&apos;),

validationFunctionForDateTime: $.validator.format(&apos;Please\u0020enter\u0020a\u0020valid\u0020date\u0020or\u0020time&apos;),

validationFunctionForHex: $.validator.format(&apos;Please\u0020enter\u0020a\u0020valid\u0020HEX\u0020input&apos;),

validationFunctionForMd5: $.validator.format(&apos;This\u0020column\u0020can\u0020not\u0020contain\u0020a\u002032\u0020chars\u0020value&apos;),

validationFunctionForAesDesEncrypt: $.validator.format(&apos;

These\u0020functions\u0020are\u0020meant\u0020to\u0020return\u0020a\u0020binary\u0020result\u003B\u0020to\u0020avoid\u0020inconsistent\u0020results\u0020you\u0020should\u0020store\u0020it\u0020in\u0020a\u0020BINARY,\u0020VARBINARY,\u0020or\u0020BLOB\u0020column.&apos;)

});

}

CommonParams.setAll({common_query:"lang=en",opendb_url:"index.php?route=/database/structure&lang=en",lang:"en",server:"1",table:"",db:"",token:"

5e593b3c775e3d68607d2b5a313a4624",text_dir:"ltr",show_databases_navigation_as_tree:true,pma_text_default_tab:"Browse",pma_text_left_default_tab:"Structure",

pma_text_left_default_tab2:false,LimitChars:"50",pftext:"",confirm:true,LoginCookieValidity:"1440",session_gc_maxlifetime:"1440",logged_in:false,is_https:false,rootPath:"

/phpmyadmin/",arg_separator:"&",PMA_VERSION:"5.1.1deb5ubuntu1",auth_type:"cookie",user:"root"});

ConsoleEnterExecutes=false

AJAX.scriptHandler

.add(&apos;vendor/jquery/jquery.min.js&apos;, 0)

.add(&apos;vendor/jquery/jquery-migrate.js&apos;, 0)

.add(&apos;vendor/sprintf.js&apos;, 1)

.add(&apos;ajax.js&apos;, 0)

.add(&apos;keyhandler.js&apos;, 1)

.add(&apos;vendor/bootstrap/bootstrap.bundle.min.js&apos;, 1)

.add(&apos;vendor/jquery/jquery-ui.min.js&apos;, 0)

.add(&apos;vendor/js.cookie.js&apos;, 1)

.add(&apos;vendor/jquery/jquery.mousewheel.js&apos;, 0)

.add(&apos;vendor/jquery/jquery.validate.js&apos;, 0)

.add(&apos;vendor/jquery/jquery-ui-timepicker-addon.js&apos;, 0)

.add(&apos;vendor/jquery/jquery.ba-hashchange-2.0.js&apos;, 0)

.add(&apos;vendor/jquery/jquery.debounce-1.0.6.js&apos;, 0)

.add(&apos;menu_resizer.js&apos;, 1)

.add(&apos;cross_framing_protection.js&apos;, 0)

.add(&apos;rte.js&apos;, 1)

.add(&apos;vendor/tracekit.js&apos;, 1)

.add(&apos;error_report.js&apos;, 1)
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.add(&apos;messages.php&apos;, 0)

.add(&apos;config.js&apos;, 1)

.add(&apos;doclinks.js&apos;, 1)

.add(&apos;functions.js&apos;, 1)

.add(&apos;navigation.js&apos;, 1)

.add(&apos;indexes.js&apos;, 1)

.add(&apos;common.js&apos;, 1)

.add(&apos;page_settings.js&apos;, 1)

.add(&apos;drag_drop_import.js&apos;, 1)

.add(&apos;shortcuts_handler.js&apos;, 1)

.add(&apos;vendor/codemirror/lib/codemirror.js&apos;, 0)

.add(&apos;vendor/codemirror/mode/sql/sql.js&apos;, 0)

.add(&apos;vendor/codemirror/addon/runmode/runmode.js&apos;, 0)

.add(&apos;vendor/codemirror/addon/hint/show-hint.js&apos;, 0)

.add(&apos;vendor/codemirror/addon/hint/sql-hint.js&apos;, 0)

.add(&apos;vendor/codemirror/addon/lint/lint.js&apos;, 0)

.add(&apos;codemirror/addon/lint/sql-lint.js&apos;, 0)

.add(&apos;console.js&apos;, 1)

;

$(function() {

AJAX.fireOnload(&apos;vendor/sprintf.js&apos;);

AJAX.fireOnload(&apos;keyhandler.js&apos;);

AJAX.fireOnload(&apos;vendor/bootstrap/bootstrap.bundle.min.js&apos;);

AJAX.fireOnload(&apos;vendor/js.cookie.js&apos;);

AJAX.fireOnload(&apos;menu_resizer.js&apos;);

AJAX.fireOnload(&apos;rte.js&apos;);

AJAX.fireOnload(&apos;vendor/tracekit.js&apos;);

AJAX.fireOnload(&apos;error_report.js&apos;);

AJAX.fireOnload(&apos;config.js&apos;);

AJAX.fireOnload(&apos;doclinks.js&apos;);

AJAX.fireOnload(&apos;functions.js&apos;);

AJAX.fireOnload(&apos;navigation.js&apos;);

AJAX.fireOnload(&apos;indexes.js&apos;);

AJAX.fireOnload(&apos;common.js&apos;);

AJAX.fireOnload(&apos;page_settings.js&apos;);

AJAX.fireOnload(&apos;drag_drop_import.js&apos;);

AJAX.fireOnload(&apos;shortcuts_handler.js&apos;);

AJAX.fireOnload(&apos;console.js&apos;);

});

// ]]>

</script>

<noscript><style>html{display:block}</style></noscript>

</head>

<body id=loginform>

<div id="pma_header"></div>

<div id="page_content">
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<div class="container">

<div class="row">

<div class="col-12">

<a href="./url.php?url=https%3A%2F%2Fwww.phpmyadmin.net%2F" target="_blank" rel="noopener noreferrer" class="logo">

<img src="./themes/pmahomme/img/logo_right.png" id="imLogo" name="imLogo" alt="phpMyAdmin" border="0">

</a>

<h1>Welcome to <bdo dir="ltr" lang="en">phpMyAdmin</bdo></h1>

<noscript>

<div class="alert alert-danger" role="alert">

<img src="themes/dot.gif" title="" alt="" class="icon ic_s_error"> Javascript must be enabled past this point!

</div>

</noscript>

<div class="hide" id="js-https-mismatch">

<div class="alert alert-danger" role="alert">

<img src="themes/dot.gif" title="" alt="" class="icon ic_s_error"> There is a mismatch between HTTPS indicated on the server and client. This can lead to a non working 

phpMyAdmin or a security risk. Please fix your server configuration to indicate HTTPS properly.

</div>

</div>

<div class=&apos;hide js-show&apos;>

<form method="get" action="index.php?route=/&lang=en" class="disableAjax">

<input type="hidden" name="db" value=""><input type="hidden" name="table" value=""><input type="hidden" name="lang" value="en"><input type="hidden" name="

token" value="5e593b3c775e3d68607d2b5a313a4624">

<fieldset>

<legend class="col-form-label" lang="en" dir="ltr">Language</legend>

<select name="lang" class="autosubmit" lang="en" dir="ltr" id="sel-lang">

<option value="sq">

Shqip - Albanian

</option>

<option value="ar">

&#1575;&#1604;&#1593;&#1585;&#1576;&#1610;&#1577; - Arabic

</option>

<option value="hy">

- Armenian

</option>

<option value="az">

Az&#601;rbaycanca - Azerbaijani

</option>

<option value="bn">

- Bangla

</option>

<option value="be">

&#1041;&#1077;&#1083;&#1072;&#1088;&#1091;&#1089;&#1082;&#1072;&#1103; - Belarusian
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</option>

<option value="bg">

&#1041;&#1098;&#1083;&#1075;&#1072;&#1088;&#1089;&#1082;&#1080; - Bulgarian

</option>

<option value="ca">

Catal&agrave; - Catalan

</option>

<option value="zh_cn">

&#20013;&#25991; - Chinese simplified

</option>

<option value="zh_tw">

&#20013;&#25991; - Chinese traditional

</option>

<option value="cs">

etina - Czech

</option>

<option value="da">

Dansk - Danish

</option>

<option value="nl">

Nederlands - Dutch

</option>

<option value="en" selected="selected">

English

</option>

<option value="en_gb">

English (United Kingdom)

</option>

<option value="et">

Eesti - Estonian

</option>

<option value="fi">

Suomi - Finnish

</option>

<option value="fr">

Fran&ccedil;ais - French

</option>

<option value="gl">

Galego - Galician

</option>

<option value="de">

Deutsch - German

</option>

<option value="el">

&Epsilon;&lambda;&lambda;&eta;&nu;&iota;&kappa;&#940; - Greek

</option>

<option value="he">

&#1506;&#1489;&#1512;&#1497;&#1514; - Hebrew

</option>

<option value="hu">

Magyar - Hungarian

</option>

<option value="id">

Bahasa Indonesia - Indonesian

</option>

<option value="ia">
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Interlingua

</option>

<option value="it">

Italiano - Italian

</option>

<option value="ja">

&#26085;&#26412;&#35486; - Japanese

</option>

<option value="kk">

- Kazakh

</option>

<option value="ko">

&#54620;&#44397;&#50612; - Korean

</option>

<option value="nb">

Norsk - Norwegian

</option>

<option value="pl">

Polski - Polish

</option>

<option value="pt">

Portugu&ecirc;s - Portuguese

</option>

<option value="pt_br">

Portugu&ecirc;s (Brasil) - Portuguese (Brazil)

</option>

<option value="ro">

Rom&acirc;n&#259; - Romanian

</option>

<option value="ru">

&#1056;&#1091;&#1089;&#1089;&#1082;&#1080;&#1081; - Russian

</option>

<option value="sr@latin">

Srpski - Serbian (latin)

</option>

<option value="si">

&#3523;&#3538;&#3458;&#3524;&#3517; - Sinhala

</option>

<option value="sk">

Sloven&#269;ina - Slovak

</option>

<option value="sl">

Sloven&scaron;&#269;ina - Slovenian

</option>

<option value="es">

Espa&ntilde;ol - Spanish

</option>

<option value="sv">

Svenska - Swedish

</option>

<option value="tr">

T&uuml;rk&ccedil;e - Turkish

</option>

<option value="uk">

&#1059;&#1082;&#1088;&#1072;&#1111;&#1085;&#1089;&#1100;&#1082;&#1072; - Ukrainian

</option>
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<option value="vi">

Ting Vit - Vietnamese

</option>

</select>

</fieldset>

</form>

</div>

<form method="post" id="login_form" action="index.php?route=/" name="login_form" class="disableAjax hide login js-show form-horizontal">

<fieldset>

<legend class="col-form-label">

<input type="hidden" name="set_session" value="g4bmbubpua4d8p2fjbnc7k6k29">

Log in <a href="./doc/html/index.html" target="documentation"><img src="themes/dot.gif" title="Documentation" alt="Documentation" class="icon ic_b_help"></a>

</legend>

<div class="item form-row">

<label for="input_username" class="col-4 d-flex align-items-center">

Username: </label>

<div class="col-8">

<input type="text" name="pma_username" id="input_username" value="" size="24" class="textfield" autocomplete="username">

</div>

</div>

<div class="item form-row">

<label for="input_password" class="col-4 d-flex align-items-center">

Password: </label>

<div class="col-8">

<input type="password" name="pma_password" id="input_password" value="" size="24" class="textfield" autocomplete="current-password">

</div>

</div>

<input type="hidden" name="server" value="1">

</fieldset>

<fieldset class="tblFooters">

<input class="btn btn-primary" value="Go" type="submit" id="input_go">

<input type="hidden" name="route" value="/"><input type="hidden" name="lang" value="en"><input type="hidden" name="token" value="

5e593b3c775e3d68607d2b5a313a4624">

</fieldset>

</form>

</div>

<div id="pma_footer"></div>

</div>

</body>

</html>

-CR-
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Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 80 / tcp

RESULT:

The network handle is: NET-67-220-85-0-1

Network description:

GTHost GTHOST

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may help in launching attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.

Severity:  1

QID: 45004

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-08-15 21:12:37.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Target Network Information
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RESULT:

GET / HTTP/1.1

Host: 67.220.85.36

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:48:58 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Sun, 09 Jun 2024 14:11:50 GMT

ETag: "29af-61a759d2a5dc7"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=97

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Last Update: 2020-11-05 13:13:22.0

https://www.qnap.com/en/security-advisory/nas-201911-01
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}

div.main_page {

position: relative;

display: table;

width: 800px;

margin-bottom: 3px;

margin-left: auto;

margin-right: auto;

padding: 0px 0px 0px 0px;

border-width: 2px;

border-color: #212738;

border-style: solid;

background-color: #FFFFFF;

text-align: center;

}

div.page_header {

height: 180px;

width: 100%;

background-color: #F5F6F7;

}

div.page_header span {

margin: 15px 0px 0px 50px;

font-size: 180%;

font-weight: bold;

}

div.page_header img {

margin: 3px 0px 0px 40px;

border: 0px 0px 0px;

}

div.banner {

padding: 9px 6px 9px 6px;

background-color: #E9510E;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

position: absolute;

left: 40%;

bottom: 30px;

width: 20%;

}

div.table_of_contents {
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clear: left;

min-width: 200px;

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.table_of_contents_item {

clear: left;

width: 100%;

margin: 4px 0px 0px 0px;

background-color: #FFFFFF;

color: #000000;

text-align: left;

}

div.table_of_contents_item a {

margin: 6px 0px 0px 6px;

}

div.content_section {

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.content_section_text {

padding: 4px 8px 4px 8px;

color: #000000;

font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}
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div.content_section_text p {

margin-bottom: 6px;

}

div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;

}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}

div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;
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color: #DCDFE6;

}

div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be
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found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>

They are activated by symlinking available

configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.
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</li>

<li>

The binary is called apache2 and is managed using systemd, so to

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems

</div>

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">
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RESULT:

Target web application page http://67.220.85.36/ fetched. Status code:200, Content-Type:text/html, load time:110 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 2 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 2 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 1) + directories:(9 x 2) + paths:(0 x 3) = total (18)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 3 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 18 requests, 0 seconds. Completed 18 requests of 18 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 80 requests, 1 seconds. Completed 80 requests of 591 estimated requests (13.5364%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 80 / tcp

</div>

</body>

</html>
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Severity:  1

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Degree of Randomness of TCP Initial Sequence Numbers

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 2 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 2 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 2 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 242 requests, 3 seconds. Completed 242 requests of 260 estimated requests (93.0769%). XSS optimization 

removed 116 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 2 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 2 requests, 0 seconds. Completed 2 requests of 2 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 1) + directories:(4 x 2) + paths:(11 x 3) = total (41)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 3 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 40 requests, 0 seconds. Completed 40 requests of 41 estimated requests (97.561%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 1) + directories:(94 x 2) + paths:(5 x 3) = total (207)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 3 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 200 requests, 1 seconds. Completed 200 requests of 207 estimated requests (96.6184%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 1599 requests, 15 seconds. Completed 1599 requests of 4791 estimated requests (33.3751%). All tests 

completed.

Duration of Crawl Time: 4.00 (seconds)

Duration of Test Phase: 21.00 (seconds)

Total Scan Time: 25.00 (seconds)

Total requests made: 2224

Average server response time: 0.06 seconds

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 80 / tcp

RESULT:

Average change between subsequent TCP initial sequence numbers is 791447112 with a standard deviation of 649958040. These TCP initial sequence numbers were 

triggered by TCP SYN probes sent to the host at an average rate of 1/(5096 microseconds). The degree of difficulty to exploit the TCP initial sequence number generation 

scheme is: hard.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

TCP Initial Sequence Numbers (ISNs) obtained in the SYNACK replies from the host are analyzed to determine how random they are. The average change between 

subsequent ISNs and the standard deviation from the average are displayed in the RESULT section. Also included is the degree of difficulty for exploitation of the TCP 

ISN generation scheme used by the host.

QID: 82045

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-11-19 21:53:59.0
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PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 80 / tcp

RESULT:

Scan duration: 2954 seconds

Start time: Wed, Feb 12 2025, 16:32:25 GMT

End time: Wed, Feb 12 2025, 17:21:39 GMT

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Host Scan Time is the period of time it takes the scanning engine to perform the vulnerability assessment of a single target host. The Host Scan Time for this host is 

reported in the Result section below.

The Host Scan Time does not have a direct correlation to the Duration time as displayed in the Report Summary section of a scan results report. The Duration is the 

period of time it takes the service to perform a scan task. The Duration includes the time it takes the service to scan all hosts, which may involve parallel scanning. It also 

includes the time it takes for a scanner appliance to pick up the scan task and transfer the results back to the service's Secure Operating Center. Further, when a scan 

task is distributed across multiple scanners, the Duration includes the time it takes to perform parallel host scanning on all scanners.

Severity:  1

QID: 45038

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-09-15 18:02:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Scan Time - Scanner

RESULT:

External domains could be involved in potential business logic abuse.

bugs.launchpad.net

httpd.apache.org
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Severity:  1

QID: 86000

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-12-20 13:32:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Version port 80 / tcp

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://bugs.launchpad.net/ubuntu/+source/apache2

http://httpd.apache.org/docs/2.4/mod/mod_userdir.html

IP based excluded links:

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS
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RESULT:

ICMP Reply Type Triggered By Additional 

Information

Echo (type=0 code=0) Echo Request Echo Reply

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

ICMP (Internet Control and Error Message Protocol) is a protocol encapsulated in IP packets. ICMP's principal purpose is to provide a protocol layer that informs 

gateways of the inter-connectivity and accessibility of other gateways or hosts.

We have sent the following types of packets to trigger the host to send us ICMP replies:

Echo Request (to trigger Echo Reply)

Timestamp Request (to trigger Timestamp Reply)

Address Mask Request (to trigger Address Mask Reply)

UDP Packet (to trigger Port Unreachable Reply)

IP Packet with Protocol >= 250 (to trigger Protocol Unreachable Reply)

Listed in the "Result" section are the ICMP replies that we have received.

Severity:  1

QID: 82040

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-01-16 20:14:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

ICMP Replies Received

RESULT:

Apache/2.4.52 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A web server is server software, or hardware dedicated to running this software, that can satisfy client requests on the World Wide Web.
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THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 80 / tcp

RESULT:

Allow: POST,OPTIONS,HEAD,GET

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP methods returned in response to an OPTIONS request to the Web server detected on the target host are listed.

Severity:  1

QID: 45056

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-01-16 22:00:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Methods Returned by OPTIONS Request port 80 / tcp
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RESULT:

Port IANA Assigned Ports/Services Description Service Detected OS On Redirected 

Port

22 ssh SSH Remote Login Protocol ssh

SOLUTION:

Shut down any unknown or unused service on the list. If you have difficulty figuring out which service is provided by which process or program, contact your provider's 

support team. For more information about commercial and open-source Intrusion Detection Systems available for detecting port scanners of this kind, visit the CERT Web 

.site

IMPACT:

Unauthorized users can exploit this information to test vulnerabilities in each of the open services.

THREAT:

The port scanner enables unauthorized users with the appropriate tools to draw a map of all services on this host that can be accessed from the Internet. The test was 

carried out with a "stealth" port scanner so that the server does not log real connections.

The Results section displays the port number (Port), the default service listening on the port (IANA Assigned Ports/Services), the description of the service (Description) 

and the service that the scanner detected using service discovery (Service Detected).

Severity:  1

QID: 82023

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Open TCP Services List

RESULT:

Duration of crawl phase (seconds): 4.00

Number of links: 2

(This number excludes form requests and links re-requested during authentication.)

http://67.220.85.36/

http://67.220.85.36/manual

SOLUTION:

N/A

IMPACT:

N/A

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

http://www.cert.org
http://www.cert.org
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RESULT:

SSH1 supported no

SSH2 supported yes

Supported key exchange algorithms for SSH2 curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,

SOLUTION:

SSH version 2 is preferred over SSH version 1.

IMPACT:

Successful exploitation allows an attacker to execute arbitrary commands on the SSH server or otherwise subvert an encrypted SSH channel with arbitrary data.

THREAT:

SSH is a secure protocol, provided it is fully patched, properly configured, and uses FIPS approved algorithms.

Supported ciphers suites reported in this qid are in server-preferred order.

For Red Hat ES 4:-

SSH1 supported                                  yes

Supported authentification methods for SSH1     RSA,password

Supported ciphers for SSH1                      3des,blowfish

SSH2 supported                                  yes

Supported keys exchange algorithm for SSH2      diffie-hellman-group-exchange-sha1,diffie-hellman-group14-sha1,diffie-hellman-group1-sha1

Supported decryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported encryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported decryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported encryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported authentification methods for SSH2     publickey,gssapi-with-mic,password

Severity:  1

QID: 38047

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-20 19:30:41.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH daemon information retrieving port 22 / tcp

80 www-http World Wide Web HTTP http

3306 mysql MySQL mysql

27017 unknown unknown MONGODB

33060 unknown unknown socks5
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MySQL Service Detected

RESULT:

The ISP network handle is: RIPE-ERX-141

ISP Network description:

RIPE Network Coordination Centre

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may aid in launching further attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.

Severity:  1

QID: 45005

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-09-27 19:31:33.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Internet Service Provider

sntrup761x25519-sha512@openssh.com,diffie-hellman-group-exchange-sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group14-

sha256,kex-strict-s-v00@openssh.com

Supported host key algorithms for SSH2 rsa-sha2-512,rsa-sha2-256,ecdsa-sha2-nistp256,ssh-ed25519

Supported decryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported encryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported decryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported encryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported decompression for SSH2 none,zlib@openssh.com

Supported compression for SSH2 none,zlib@openssh.com

Supported authentication methods for SSH2 publickey
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CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.8 E:F/RL:W/RC:C

Severity:  5

QID: 38760

Category: General remote services

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Memcached Service Accessible Without Authentication port 11211 / tcp

Vulnerabilities (7)

Vulnerabilities total: 106 Security risk: 5

 (138-85-220-67.clients.gthost.com, )67.220.85.138 Ubuntu/Linux

RESULT:

Vulnerable version of Oracle MySQL detected on port 3306 over TCP - 8.0.41-0ubuntu0.22.04.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

MySQL server running MySQL service detected.

QID Detection Logic (Unauthenticated): This QID detects versions of MySQL via the banner exposed by the service on tcp port.

QID Detection Logic - Linux (Authenticated): This QID detects versions of MySQL via the mysqld -V command and also checks if mysql service is up and running.

Severity:  1

QID: 48263

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-08-12 13:17:44.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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RESULT:

STAT pid 1316

STAT uptime 3037363

STAT time 1739380108

STAT version 1.6.14

STAT libevent 2.1.12-stable

STAT pointer_size 64

STAT rusage_user 450.425875

STAT rusage_system 264.251339

STAT max_connections 1024

STAT curr_connections 1

STAT total_connections 867

STAT rejected_connections 0

STAT connection_structures 4

STAT response_obj_oom 0

STAT response_obj_count 1

STAT response_obj_bytes 262144

STAT read_buf_count 32

STAT read_buf_bytes 524288

STAT read_buf_bytes_free 245760

STAT read_buf_oom 0

STAT reserved_fds 80

STAT cmd_get 3

STAT cmd_set 1

STAT cmd_flush 0

STAT cmd_touch 0

STAT cmd_meta 0

STAT get_hits 0

STAT get_misses 3

STAT get_expired 0

STAT get_flushed 0

STAT delete_misses 0

STAT delete_hits 0

STAT incr_misses 0

STAT incr_hits 0

STAT decr_misses 0

STAT decr_hits 0

SOLUTION:

Customers are advised to enable authentication for memcached service.

IMPACT:

An unauthenticated, remote attacker could exploit this vulnerability to retrieve sensitive information.

THREAT:

Memcached is a general-purpose distributed memory caching system. It is often used to speed up dynamic database-driven websites by caching data and objects in RAM 

to reduce the number of times an external data source must be read.

The target is running Memcached service with authentication disabled.

QID Detection Logic (Unauthenticated):

This QID sends a crafted TCP packet to the target memcached service to check it's accessible without any authentication.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-02-07 10:57:24.0
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STAT cas_misses 0

STAT cas_hits 0

STAT cas_badval 0

STAT touch_hits 0

STAT touch_misses 0

STAT store_too_large 0

STAT store_no_memory 0

STAT auth_cmds 0

STAT auth_errors 0

STAT bytes_read 44897

STAT bytes_written 858711

STAT limit_maxbytes 67108864000

STAT accepting_conns 1

STAT listen_disabled_num 0

STAT time_in_listen_disabled_us 0

STAT threads 16

STAT conn_yields 0

STAT hash_power_level 16

STAT hash_bytes 524288

STAT hash_is_expanding 0

STAT slab_reassign_rescues 0

STAT slab_reassign_chunk_rescues 0

STAT slab_reassign_evictions_nomem 0

STAT slab_reassign_inline_reclaim 0

STAT slab_reassign_busy_items 0

STAT slab_reassign_busy_deletes 0

STAT slab_reassign_running 0

STAT slabs_moved 0

STAT lru_crawler_running 0

STAT lru_crawler_starts 872

STAT lru_maintainer_juggles 4940547

STAT malloc_fails 0

STAT log_worker_dropped 0

STAT log_worker_written 0

STAT log_watcher_skipped 0

STAT log_watcher_sent 0

STAT log_watchers 0

STAT unexpected_napi_ids 0

STAT round_robin_fallback 0

STAT bytes 0

STAT curr_items 0

STAT total_items 1

STAT slab_global_page_pool 0

STAT expired_unfetched 1

STAT evicted_unfetched 0

STAT evicted_active 0

STAT evictions 0

STAT reclaimed 1

STAT crawler_reclaimed 0

STAT crawler_items_checked 1

STAT lrutail_reflocked 0

STAT moves_to_cold 1

STAT moves_to_warm 0

STAT moves_within_lru 0

STAT direct_reclaims 0

STAT lru_bumps_dropped 0
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RESULT:

stats

STAT pid 1316

STAT uptime 3037342

STAT time 1739380087

STAT version 1.6.14

STAT libevent 2.1.12-stable

STAT pointer_size 64

STAT rusage_user 450.424585

STAT rusage_system 264.246474

STAT max_connections 1024

STAT curr_connections 1

STAT total_connections 866

SOLUTION:

Workaround:

1. In a local environment, an administrator can employ parameter "-l 127.0.0.1" to disallow connection from other hosts.

2. In a distributed network environment, a firewall must be configured to protect the Memcached listening port from untrusted connections.

For more information about secure configuration, please refer to Memcached Wiki.

IMPACT:

By exploiting this vulnerability, an attacker can gain confidential information of the target.

THREAT:

Memcached is a high performance, distributed memory object caching system intended for use in speeding up dynamic Web applications by alleviating database load.

By default, it serves on TCP port 11211.

Memcached does not effectively ensure defensibility from random Internet connections. Insecure configuration might expose Memcached directly to the Internet, causing 

leakage of confidential information.

CVSS Base Score:  5 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  4.1 E:POC/RL:W/RC:UR

Severity:  3

QID: 42356

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-05-17 06:30:27.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Memcached Insecure Configuration Vulnerability

END

http://code.google.com/p/memcached/wiki/NewConfiguringServer
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STAT rejected_connections 0

STAT connection_structures 4

STAT response_obj_oom 0

STAT response_obj_count 1

STAT response_obj_bytes 262144

STAT read_buf_count 32

STAT read_buf_bytes 524288

STAT read_buf_bytes_free 245760

STAT read_buf_oom 0

STAT reserved_fds 80

STAT cmd_get 3

STAT cmd_set 1

STAT cmd_flush 0

STAT cmd_touch 0

STAT cmd_meta 0

STAT get_hits 0

STAT get_misses 3

STAT get_expired 0

STAT get_flushed 0

STAT delete_misses 0

STAT delete_hits 0

STAT incr_misses 0

STAT incr_hits 0

STAT decr_misses 0

STAT decr_hits 0

STAT cas_misses 0

STAT cas_hits 0

STAT cas_badval 0

STAT touch_hits 0

STAT touch_misses 0

STAT store_too_large 0

STAT store_no_memory 0

STAT auth_cmds 0

STAT auth_errors 0

STAT bytes_read 44876

STAT bytes_written 851982

STAT limit_maxbytes 67108864000

STAT accepting_conns 1

STAT listen_disabled_num 0

STAT time_in_listen_disabled_us 0

STAT threads 16

STAT conn_yields 0

STAT hash_power_level 16

STAT hash_bytes 524288

STAT hash_is_expanding 0

STAT slab_reassign_rescues 0

STAT slab_reassign_chunk_rescues 0

STAT slab_reassign_evictions_nomem 0

STAT slab_reassign_inline_reclaim 0

STAT slab_reassign_busy_items 0

STAT slab_reassign_busy_deletes 0

STAT slab_reassign_running 0

STAT slabs_moved 0

STAT lru_crawler_running 0

STAT lru_crawler_starts 872

STAT lru_maintainer_juggles 4940505
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THREAT:

This QID reports the absence of the following  according to :HTTP headers CWE-693: Protection Mechanism Failure

X-Content-Type-Options: This HTTP header will prevent the browser from interpreting files as a different MIME type to what is specified in the Content-Type HTTP header.

CVSS Base Score:  4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:U/RC:UR

Severity:  2

QID: 11827

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-01-02 19:23:28.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

HTTP Security Header Not Detected port 443 / tcp

STAT malloc_fails 0

STAT log_worker_dropped 0

STAT log_worker_written 0

STAT log_watcher_skipped 0

STAT log_watcher_sent 0

STAT log_watchers 0

STAT unexpected_napi_ids 0

STAT round_robin_fallback 0

STAT bytes 0

STAT curr_items 0

STAT total_items 1

STAT slab_global_page_pool 0

STAT expired_unfetched 1

STAT evicted_unfetched 0

STAT evicted_active 0

STAT evictions 0

STAT reclaimed 1

STAT crawler_reclaimed 0

STAT crawler_items_checked 1

STAT lrutail_reflocked 0

STAT moves_to_cold 1

STAT moves_to_warm 0

STAT moves_within_lru 0

STAT direct_reclaims 0

STAT lru_bumps_dropped 0

END

https://www.owasp.org/index.php/OWASP_Secure_Headers_Project#tab=Headers
https://cwe.mitre.org/data/definitions/693.html
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RESULT:

X-Content-Type-Options HTTP Header missing on port 443.

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/93.0

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:59:59 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

SOLUTION:

 To better debug the results of this QID, it is requested that customers execute commands to simulate the following functionality: curl -lkL --verbose.Note:

CWE-693: Protection Mechanism Failure mentions the following - The product does not use or incorrectly uses a protection mechanism that provides sufficient defense 

against directed attacks against the product. A "missing" protection mechanism occurs when the application does not define any mechanism against a certain class of 

attack. An "insufficient" protection mechanism might provide some defenses - for example, against the most common attacks - but it does not protect against everything 

that is intended. Finally, an "ignored" mechanism occurs when a mechanism is available and in active use within the product, but the developer has not applied it in some 

code path.

Customers are advised to set proper  and  HTTP response headers.X-Content-Type-Options Strict-Transport-Security

Depending on their server software, customers can set directives in their site configuration or Web.config files. Few examples are:

X-Content-Type-Options:

Apache: Header always set X-Content-Type-Options: nosniff

HTTP Strict-Transport-Security:

Apache: Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

Nginx: add_header Strict-Transport-Security max-age=31536000;

Note: Network devices that include a HTTP/HTTPS console for administrative/management purposes often do not include all/some of the security headers. 

This is a known issue and it is recommend to contact the vendor for a solution.

IMPACT:

Depending on the vulnerability being exploited, an unauthenticated remote attacker could conduct cross-site scripting, clickjacking or MIME-type sniffing attacks.

Strict-Transport-Security: The HTTP Strict-Transport-Security response header (HSTS) allows web servers to declare that web browsers (or other complying user agents) 

should only interact with it using secure HTTPS connections, and never via the insecure HTTP protocol.

QID Detection Logic:

This unauthenticated QID will send a GET request sent to '/' (default) endpoint and looks for the presence of the following HTTP Headers in the received response:

The Valid directives are as belows: X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=< [;includeSubDomains]

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
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<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

position: relative;

display: table;

width: 800px;

margin-bottom: 3px;

margin-left: auto;

margin-right: auto;

padding: 0px 0px 0px 0px;

border-width: 2px;

border-color: #212738;

border-style: solid;

background-color: #FFFFFF;

text-align: center;

}

div.page_header {

height: 180px;

width: 100%;

background-color: #F5F6F7;

}

div.page_header span {

margin: 15px 0px 0px 50px;

font-size: 180%;

font-weight: bold;

}

div.page_header img {

margin: 3px 0px 0px 40px;
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border: 0px 0px 0px;

}

div.banner {

padding: 9px 6px 9px 6px;

background-color: #E9510E;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

position: absolute;

left: 40%;

bottom: 30px;

width: 20%;

}

div.table_of_contents {

clear: left;

min-width: 200px;

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.table_of_contents_item {

clear: left;

width: 100%;

margin: 4px 0px 0px 0px;

background-color: #FFFFFF;

color: #000000;

text-align: left;

}

div.table_of_contents_item a {

margin: 6px 0px 0px 6px;

}

div.content_section {

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.content_section_text {

padding: 4px 8px 4px 8px;
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color: #000000;

font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}

div.content_section_text p {

margin-bottom: 6px;

}

div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;

}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}
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div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;

}

div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to
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maintenance.

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>
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They are activated by symlinking available

configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>

<li>

The binary is called apache2 and is managed using systemd, so to

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems
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THREAT:

This QID reports the absence of the following  according to :HTTP headers CWE-693: Protection Mechanism Failure

X-Content-Type-Options: This HTTP header will prevent the browser from interpreting files as a different MIME type to what is specified in the Content-Type HTTP header.

Strict-Transport-Security: The HTTP Strict-Transport-Security response header (HSTS) allows web servers to declare that web browsers (or other complying user agents) 

should only interact with it using secure HTTPS connections, and never via the insecure HTTP protocol.

QID Detection Logic:

This unauthenticated QID will send a GET request sent to '/' (default) endpoint and looks for the presence of the following HTTP Headers in the received response:

The Valid directives are as belows: X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=< [;includeSubDomains]

CVSS Base Score:  4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:U/RC:UR

Severity:  2

QID: 11827

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-01-02 19:23:28.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

HTTP Security Header Not Detected port 80 / tcp

</div>

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>

</html>

https://www.owasp.org/index.php/OWASP_Secure_Headers_Project#tab=Headers
https://cwe.mitre.org/data/definitions/693.html
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PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

TCP Sequence Number Approximation Based Denial of Service

RESULT:

X-Content-Type-Options HTTP Header missing on port 80.

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/93.0

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:23:12 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<h1>test</h1>

SOLUTION:

 To better debug the results of this QID, it is requested that customers execute commands to simulate the following functionality: curl -lkL --verbose.Note:

CWE-693: Protection Mechanism Failure mentions the following - The product does not use or incorrectly uses a protection mechanism that provides sufficient defense 

against directed attacks against the product. A "missing" protection mechanism occurs when the application does not define any mechanism against a certain class of 

attack. An "insufficient" protection mechanism might provide some defenses - for example, against the most common attacks - but it does not protect against everything 

that is intended. Finally, an "ignored" mechanism occurs when a mechanism is available and in active use within the product, but the developer has not applied it in some 

code path.

Customers are advised to set proper  and  HTTP response headers.X-Content-Type-Options Strict-Transport-Security

Depending on their server software, customers can set directives in their site configuration or Web.config files. Few examples are:

X-Content-Type-Options:

Apache: Header always set X-Content-Type-Options: nosniff

HTTP Strict-Transport-Security:

Apache: Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

Nginx: add_header Strict-Transport-Security max-age=31536000;

Note: Network devices that include a HTTP/HTTPS console for administrative/management purposes often do not include all/some of the security headers. 

This is a known issue and it is recommend to contact the vendor for a solution.

IMPACT:

Depending on the vulnerability being exploited, an unauthenticated remote attacker could conduct cross-site scripting, clickjacking or MIME-type sniffing attacks.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
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SOLUTION:

Please first check the results section below for the port number on which this vulnerability was detected. If that port number is known to be used for port-forwarding, then it 

is the backend host that is really vulnerable.

Various implementations and products including Check Point, Cisco, Cray Inc, Hitachi, Internet Initiative Japan, Inc (IIJ), Juniper Networks, NEC and Yamaha are 

currently undergoing review. Contact the vendors to obtain more information about affected products and fixes.  NISCC Advisory 236929 - Vulnerability Issues in TCP

details the vendor patch status as of the time of the advisory, and identifies resolutions and workarounds.

Refer to  and  to obtain a list of vendors affected by this issue and a note on resolutions (if any) provided by US-CERT Vulnerability Note VU#415294 OSVDB Article 4030

the vendor.

For Microsoft: Refer to  and  for further details.MS05-019 MS06-064

For SGI IRIX: Refer to SGI Security Advisory 20040905-01-P

For SCO UnixWare 7.1.3 and 7.1.1: Refer to SCO Security Advisory SCOSA-2005.14

For Solaris (Sun Microsystems): The vendor has acknowledged the vulnerability; however a patch is not available. Refer to Sun Microsystems, Inc. Information for 

 to obtain additional details. Also, refer to  for detailed mitigating strategies against these attacks.VU#415294 TA04-111A

IMPACT:

Successful exploitation of this issue could lead to denial of service attacks on the TCP based services of target hosts.

THREAT:

TCP provides stateful communications between hosts on a network. TCP sessions are established by a three-way handshake and use random 32-bit sequence and 

acknowledgement numbers to ensure the validity of traffic. A vulnerability was reported that may permit TCP sequence numbers to be more easily approximated by 

remote attackers. This issue affects products released by multiple vendors.

The cause of the vulnerability is that affected implementations will accept TCP sequence numbers within a certain range, known as the acknowledgement range, of the 

expected sequence number for a packet in the session. This is determined by the TCP window size, which is negotiated during the three-way handshake for the session. 

Larger TCP window sizes may be set to allow for more throughput, but the larger the TCP window size, the more probable it is to guess a TCP sequence number that falls 

within an acceptable range. It was initially thought that guessing an acceptable sequence number was relatively difficult for most implementations given random 

distribution, making this type of attack impractical. However, some implementations may make it easier to successfully approximate an acceptable TCP sequence 

number, making these attacks possible with a number of protocols and implementations.

This is further compounded by the fact that some implementations may support the use of the TCP Window Scale Option, as described in RFC 1323, to extend the TCP 

window size to a maximum value of 1 billion.

This vulnerability will permit a remote attacker to inject a SYN or RST packet into the session, causing it to be reset and effectively allowing for denial of service attacks. 

An attacker would exploit this issue by sending a packet to a receiving implementation with an approximated sequence number and a forged source IP address and TCP 

port.

There are a few factors that may present viable target implementations, such as those which depend on long-lived TCP connections, those that have known or easily 

guessed IP address endpoints and those implementations with easily guessed TCP source ports. It has been noted that Border Gateway Protocol (BGP) is reported to be 

particularly vulnerable to this type of attack, due to the use of long-lived TCP sessions and the possibility that some implementations may use the TCP Window Scale 

Option. As a result, this issue is likely to affect a number of routing platforms.

Another factor to consider is the relative difficulty of injecting packets into TCP sessions, as a number of receiving implementations will reassemble packets in order, 

dropping any duplicates. This may make some implementations more resistant to attacks than others.

It should be noted that while a number of vendors have confirmed this issue in various products, investigations are ongoing and it is likely that many other vendors and 

products will turn out to be vulnerable as the issue is investigated further.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSS Temporal Score:  4.3 E:F/RL:T/RC:C

Severity:  3

QID: 82054

Category: TCP/IP

CVE ID: CVE-2004-0230

Vendor Reference: -

Bugtraq ID: 10183

Last Update: 2024-02-29 00:00:01.0

VULNERABILITY DETAILS

http://packetstormsecurity.org/0404-advisories/246929.html
http://www.kb.cert.org/vuls/id/415294
http://osvdb.org/4030
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2005/ms05-019
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2006/ms06-064
ftp://patches.sgi.com/support/free/security/advisories/20040905-01-P.asc
ftp://ftp.sco.com/pub/updates/UnixWare/SCOSA-2005.14/SCOSA-2005.14.txt
http://www.kb.cert.org/vuls/id/JARL-5YGQAJ
http://www.kb.cert.org/vuls/id/JARL-5YGQAJ
http://www.us-cert.gov/cas/techalerts/TA04-111A.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0230
http://www.securityfocus.com/bid/10183
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SOLUTION:

Avoid using deprecated cryptographic settings.

Use best practices when configuring SSH.

Refer to  .NIST Retires SHA-1 Cryptographic Algorithm (SSH)

Other documents to refer

Deprecate settings listed for red hat

Key exchange

IMPACT:

vulnerable to collision attacks, which are designed to fabricate the same hash value for different input data.each hash is supposedly unique.

THREAT:

The SSH protocol (Secure Shell) is a method for secure remote login from one computer to another. The target is using deprecated SHA1 cryptographic settings to 

communicate.

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  2.1 E:U/RL:W/RC:C

Severity:  2

QID: 38909

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-05 18:25:56.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

SHA1 deprecated setting for SSH port 22 / tcp

RESULT:

Tested on port 80 with an injected SYN/RST offset by 16 bytes.

For NetBSD: Refer to NetBSD-SA2004-006

For Cisco: Refer to .cisco-sa-20040420-tcp-ios.shtml

For IBM : Refer to .IBM-tcp-sequence-number-cve-2004-0230

For Red Hat Linux: There is no fix available : Refer to .

Workaround:

The following BGP-specific workaround information has been provided.

For BGP implementations that support it, the TCP MD5 Signature Option should be enabled. Passwords that the MD5 checksum is applied to should be set to strong 

values and changed on a regular basis.

Secure BGP configuration instructions have been provided for Cisco and Juniper at these locations:

Secure Cisco IOS BGP Template

JUNOS Secure BGP Template

https://www.nist.gov/news-events/news/2022/12/nist-retires-sha-1-cryptographic-algorithm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/7.4_release_notes/chap-red_hat_enterprise_linux-7.4_release_notes-deprecated_functionality_in_rhel7
https://www.ietf.org/archive/id/draft-ietf-curdle-ssh-kex-sha2-13.html
ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2004-006.txt.asc
http://www.cisco.com/warp/public/707/cisco-sa-20040420-tcp-ios.shtml
https://www.ibm.com/support/pages/tcp-sequence-number-approximation-based-denial-service-cve-2004-0230
https://access.redhat.com/security/cve/cve-2004-0230
http://www.cymru.com/Documents/secure-bgp-template.html
http://www.cymru.com/gillsr/documents/junos-bgp-template.pdf
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SOLUTION:

Use either of these attributes rel="noreferrer" or rel="noopener".

Implement Cross Origin Opener Policy header.

IMPACT:

The user may be redirected to an untrusted page that contains undesired content or malicious script code.

THREAT:

Reverse Tabnabbing is an attack where the target page is replaced by phishing site. This is possible when target="_blank" is in use with rel="noopener" or rel="

noreferrer", attacker can use JavaScript window.opener and inject malicious domain in it. When user clicks on html link, they will get redirected to phishing or unintentional 

website.

WAS detects this vulnerability during crawling and evaluates HTML links embedded in anchor tags.

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  2.0 E:U/RL:W/RC:UR

Severity:  1

QID: 150222

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-08-03 05:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Reverse Tabnabbing port 4000 / tcp

RESULT:

Type Name

MAC hmac-sha1-etm@openssh.

com

MAC hmac-sha1

CBC Cipher

SHA1 ietf reference

Settings currently considered deprecated:

1.Key exchange algorithms:

diffie-hellman-group1-sha1, rsa1024sha1, diffie-hellman-group14-sha1, diffie-hellman-group-exchange-sha1, gss-gex-sha1-*, gss-group1-sha1-* and gss-group14-sha1-*.

2.MAC:

hmac-sha1, hmac-sha1-96, hmac-sha1-etm@openssh.com, hmac-sha1-96-etm@openssh.com

3.Host key:

ssh-rsa, ssh-dss, ssh-rsa-cert-v01@openssh.com, ssh-dss-cert-v01@openssh.com

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5161
https://datatracker.ietf.org/doc/html/rfc9142
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RESULT:

url: http://67.220.85.138:4000/tours/Netherlands/Amsterdam/75227P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>



PCI Scan Vulnerability Report

Page 742Sysnet Scanning Management System February 13, 2025

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Italy/Rome/3731COLOSSEUM

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Vietnam/Dong-Hoi/202799P2

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>
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<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/91421P12

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>
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<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Italy

Payload: N/A

matched: Vulnerable blank target(s) found:
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<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Australia

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/South-Africa/Mpumalanga/85143P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>
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<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/attractions/view/9865

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>
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<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/support/faq/flights/baggage/what-are-my-baggage-allowance

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>
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<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Greece/Macedonia/18123P9

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 
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</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/support/faq/flights/changes/airline-policies-for-covid-19

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>
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<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Japan/Ibaraki-Prefecture/21490P115

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"
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>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Vietnam

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>
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<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>
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<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/91421P4

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Greece

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/England/London/6506LONHOHO

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-
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end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Italy/Rome/3731VATICAN

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>
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<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/attractions/view/8

Payload: N/A
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matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <
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/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Japan/Shizuoka-Prefecture/367610P1

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,

302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>
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<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/Thailand

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" target="_blank">Baggage Fees</a>

<a _ngcontent-sc52="" href="/support/faq/flights/changes/airline-policies-for-covid-19" target="_blank"> Covid-19 Restrictions </a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid" style="width: 130px;"></a>

<a _ngcontent-sc52="" href="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf" target="_blank"><img _ngcontent-sc52="" 

src="https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata_agent.png" class="img-fluid"></a>

<a _ngcontent-sc53="" href="/car-rentals" target="_blank" class="dropbtn nav-link" style="cursor: pointer;">Car Rentals </a>

<a _ngcontent-sc53="" href="/search-hotels?location=ATH" target="_blank"> Hotels in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,

711 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=BKK" target="_blank"> Hotels in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end"

>5,199 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=CAI" target="_blank"> Hotels in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">644 

properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=JHG" target="_blank"> Hotels in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-

end">594 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=NRT" target="_blank"> Hotels in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">7,

910 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=ROE" target="_blank"> Hotels in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,
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302 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SGN" target="_blank"> Hotels in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end"

>1,343 properties </small></a>

<a _ngcontent-sc53="" href="/search-hotels?location=SYD" target="_blank"> Hotels in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end"

>4,048 properties </small></a>

<a _ngcontent-sc53="" href="/tours/Australia" target="_blank"> Tours in <b _ngcontent-sc53="">Australia</b><small _ngcontent-sc53="" class="float-end">4,477 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Egypt" target="_blank"> Tours in <b _ngcontent-sc53="">Egypt</b><small _ngcontent-sc53="" class="float-end">11,810 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Greece" target="_blank"> Tours in <b _ngcontent-sc53="">Greece</b><small _ngcontent-sc53="" class="float-end">4,477 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Italy" target="_blank"> Tours in <b _ngcontent-sc53="">Italy</b><small _ngcontent-sc53="" class="float-end">10,170 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/Japan" target="_blank"> Tours in <b _ngcontent-sc53="">Japan</b><small _ngcontent-sc53="" class="float-end">3,134 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/South-Africa" target="_blank"> Tours in <b _ngcontent-sc53="">South Africa</b><small _ngcontent-sc53="" class="float-end">3,536 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/Thailand" target="_blank"> Tours in <b _ngcontent-sc53="">Thailand</b><small _ngcontent-sc53="" class="float-end">7,282 activities 

</small></a>

<a _ngcontent-sc53="" href="/tours/Vietnam" target="_blank"> Tours in <b _ngcontent-sc53="">Vietnam</b><small _ngcontent-sc53="" class="float-end">12,092 

activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/11617" target="_blank">Boulders Beach <small _ngcontent-sc53="" class="float-end"> Cape Town, 290 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/12304" target="_blank">Belize City Cruise Port <small _ngcontent-sc53="" class="float-end"> Belize, 165 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/22982" target="_blank">Santorini Hot Springs <small _ngcontent-sc53="" class="float-end"> Santorini, 13 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/7174" target="_blank">Safaga Cruise Port <small _ngcontent-sc53="" class="float-end"> Safaga, 176 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/8" target="_blank">Volendam <small _ngcontent-sc53="" class="float-end"> Amsterdam, 95 activities </small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9750" target="_blank">Ourika Valley <small _ngcontent-sc53="" class="float-end"> Marrakech, 429 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9845" target="_blank">Puerto Madero <small _ngcontent-sc53="" class="float-end"> Argentina, 263 activities <

/small></a>

<a _ngcontent-sc53="" href="/tours/attractions/view/9865" target="_blank">El Born <small _ngcontent-sc53="" class="float-end"> Barcelona, 164 activities </small></a>

<a _ngcontent-sc53="" target="_blank" href="/car-rentals"><span _ngcontent-sc53="" class="pe-1"><i _ngcontent-sc53="" class="fal fa-car"></i></span> Car Rentals </a>

url: http://67.220.85.138:4000/tours/attractions/view/7174

Payload: N/A

matched: Vulnerable blank target(s) found:

<a _ngcontent-sc52="" href="/static/about-us" target="_blank"> About </a>

<a _ngcontent-sc52="" href="/static/pay-later" target="_blank">Book Now &amp; Pay Later </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank"> Privacy </a>

<a _ngcontent-sc52="" href="/static/privacy-policy" target="_blank">Privacy Policy </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms </a>

<a _ngcontent-sc52="" href="/static/terms-and-conditions" target="_blank"> Terms of Service </a>

<a _ngcontent-sc52="" href="/static/visa-requirements" target="_blank"> Visa &amp; Travel Requirements</a>

<a _ngcontent-sc52="" href="/support" target="_blank"> Help &amp; Support</a>

<a _ngcontent-sc52="" href="/support" target="_blank">Support Center </a>

<a _ngcontent-sc52="" href="/support/?loginUser=true" target="_blank">Booking Status </a>

<a _ngcontent-sc52="" href="/support/faq" target="_blank">Help/FAQ </a>

<a _ngcontent-sc52="" href="/support/faq/flights/baggage/what-are-my-baggage-allowance" targe

Results were truncated
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-28330: Apache HTTP Server 2.4.53 and earlier on Windows may read beyond bounds when configured to process requests with the mod_isapi module.

CVE-2022-28614: The ap_rwrite() function in Apache HTTP Server 2.4.53 and earlier may read unintended memory if an attacker can cause the server to reflect very 

large input using ap_rwrite() or ap_rputs(), such as with mod_luas r:puts() function.

CVE-2022-28615: Apache HTTP Server 2.4.53 and earlier may crash or disclose information due to a read beyond bounds in ap_strcmp_match() when provided with an 

extremely large input buffer.

CVE-2022-29404: In Apache HTTP Server 2.4.53 and earlier, a malicious request to a lua script that calls r:parsebody(0) may cause a denial of service due to no default 

limit on possible input size.

CVE-2022-30556: Apache HTTP Server 2.4.53 and earlier may return lengths to applications calling r:wsread() that point past the end of the storage allocated for the 

buffer.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  4.7 E:U/RL:OF/RC:C

Severity:  5

QID: 731514

Category: CGI

CVE ID: , , , , CVE-2022-28330 CVE-2022-28614 CVE-2022-28615 CVE-2022-29404 CVE-2022-30556

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2022-28330, CVE-2022-28614, 

CVE-2022-28615, CVE-2022-29404, CVE-2022-30556) port 80 / tcp

Potential Vulnerabilities (34)

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28614
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28615
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29404
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30556
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache httpd

IMPACT:

Successful exploitation allows information disclosure and possible remote code execution

THREAT:

Apache HTTP Server is an HTTP web server application.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 730529

Category: CGI

CVE ID: CVE-2022-31813

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) mod_proxy X-Forwarded-For dropped by hop-by-hop mechanism 

Vulnerability port 443 / tcp

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31813
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 730529

Category: CGI

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) mod_proxy X-Forwarded-For dropped by hop-by-hop mechanism 

Vulnerability port 80 / tcp

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 38896

Category: General remote services

CVE ID: CVE-2023-28531

Vendor Reference: OpenSSH Advisory

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Sensitive Information Disclosure Vulnerability port 22 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache httpd

IMPACT:

Successful exploitation allows information disclosure and possible remote code execution

THREAT:

Apache HTTP Server is an HTTP web server application.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVE ID: CVE-2022-31813

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-28531
https://www.openssh.com/txt/release-9.3
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31813
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-28330: Apache HTTP Server 2.4.53 and earlier on Windows may read beyond bounds when configured to process requests with the mod_isapi module.

CVE-2022-28614: The ap_rwrite() function in Apache HTTP Server 2.4.53 and earlier may read unintended memory if an attacker can cause the server to reflect very 

large input using ap_rwrite() or ap_rputs(), such as with mod_luas r:puts() function.

CVE-2022-28615: Apache HTTP Server 2.4.53 and earlier may crash or disclose information due to a read beyond bounds in ap_strcmp_match() when provided with an 

extremely large input buffer.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  4.7 E:U/RL:OF/RC:C

Severity:  5

QID: 731514

Category: CGI

CVE ID: , , , , CVE-2022-28330 CVE-2022-28614 CVE-2022-28615 CVE-2022-29404 CVE-2022-30556

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2022-28330, CVE-2022-28614, 

CVE-2022-28615, CVE-2022-29404, CVE-2022-30556) port 443 / tcp

RESULT:

Vulnerable OpenSSH version for sshd(8) detected on port 22 over TCP - SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

Customers are advised to upgrade to  or later to remediate these vulnerabilities.OpenSSH 9.3

Patch:

Following are links for downloading patches to fix the vulnerabilities:

CVE-2023-28531

IMPACT:

Successfully exploitation of this vulnerability could lead to disclosure of sensitive information, addition or modification of data, or Denial of Service (DoS).

THREAT:

OpenSSH (OpenBSD Secure Shell) is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

Affected Versions:

OpenSSH version 8.9 and above prior to 9.3

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28614
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28615
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29404
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30556
https://httpd.apache.org/security/vulnerabilities_24.html
https://www.openssh.com/txt/release-9.3
https://www.openssh.com/txt/release-9.3
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

CVE-2022-29404: In Apache HTTP Server 2.4.53 and earlier, a malicious request to a lua script that calls r:parsebody(0) may cause a denial of service due to no default 

limit on possible input size.

CVE-2022-30556: Apache HTTP Server 2.4.53 and earlier may return lengths to applications calling r:wsread() that point past the end of the storage allocated for the 

buffer.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability allows an attacker to smuggle requests to the AJP server it forwards requests.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-36760: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server from 2.4 through 2.4.54

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  1.9 AV:L/AC:M/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.4 E:POC/RL:OF/RC:C

Severity:  4

QID: 731520

Category: CGI

CVE ID: CVE-2022-36760

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-09-06 06:03:24.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-36760) port 443 / tcp

}

div.main_page {

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36760
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731521

Category: CGI

CVE ID: CVE-2022-26377

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-26377) port 443 / tcp

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26377
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may allows an attacker to smuggle requests to the AJP server it forwards requests to.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-26377: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server versions 2.4 to 2.4.53

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running vulnerable version of apache httpd.

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Out-of-bounds Write Vulnerability port 80 / tcp

RESULT:

Vulnerable SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10 detected on port 22 over TCP.

SOLUTION:

There are no vendor supplied patches available at this time.

IMPACT:

Successful exploitation allows OS command injection and row hammer attacks for authentication bypass.

THREAT:

OpenSSH is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

In OpenSSH, when common types of DRAM are used, might allow row hammer attacks (for authentication bypass) because the integer value of authenticated in 

mm_answer_authpassword does not resist flips of a single bit.

Affected Versions:

OpenSSH up to version 9.6

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  0.0 AV:L/AC:L/Au:N/C:N/I:N/A:N

CVSS Temporal Score:  0.0 E:U/RL:U/RC:C

Severity:  4

QID: 38919

Category: General remote services

CVE ID: CVE-2023-51767

Vendor Reference: OpenSSH 9.6

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Authentication Bypass Vulnerability

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-51767
https://www.openssh.com/txt/release-9.6
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PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.60 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to update to Apache HTTP Server 2.4.53 or later. For more information, check Apache Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache Security Advisory

IMPACT:

Successful exploitation of the vulnerability may allow an attacker to redirect victim to a malicious server.

THREAT:

Apache HTTP Server is a free and open-source cross-platform web server software, released under the terms of Apache License 2.0.

CVE-2022-22719 - A carefully crafted request body can cause a read to a random memory area which could cause the process to crash.

CVE-2022-22720 - Apache HTTP Server 2.4.52 and earlier fails to close inbound connection when errors are encountered discarding the request body, exposing the 

server to HTTP Request Smuggling

CVE-2022-22721 - If LimitXMLRequestBody is set to allow request bodies larger than 350MB (defaults to 1M) on 32 bit systems an integer overflow happens which later 

causes out of bounds writes.

CVE-2022-23943 - Out-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap memory with possibly attacker provided 

data.

Affected Versions:

Apache HTTP Server 2.4 - 2.4.52

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  4

QID: 730403

Category: CGI

CVE ID: , , , CVE-2022-23943 CVE-2022-22721 CVE-2022-22720 CVE-2022-22719

Vendor Reference: Apache Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23943
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22719
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2024-38472: SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and malicious requests or content

CVE-2024-38473: Apache HTTP Server proxy encoding problem

CVE-2024-38474: Apache HTTP Server weakness with encoded question marks in backreferences

CVE-2024-38475: Apache HTTP Server weakness in mod_rewrite when first segment of substitution matches filesystem path.

CVE-2024-38476: Apache HTTP Server may use exploitable/malicious backend application output to run local handlers via internal redirect

CVE-2024-38477: Apache HTTP Server Crash resulting in Denial of Service in mod_proxy via a malicious request

CVE-2024-39573: Apache HTTP Server mod_rewrite proxy handler substitution

Affected Versions:

Apache HTTP Server versions prior to 2.4.60

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

Note: Detection is made practice as it checks for server banners only

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731613

Category: CGI

CVE ID: , , , , , , CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38476 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server 2.4.60

Bugtraq ID: -

Last Update: 2024-12-17 13:21:47.0

VULNERABILITY DETAILS

https://httpd.apache.org/download.cgi
https://httpd.apache.org/download.cgi
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38476
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://dlcdn.apache.org/httpd/CHANGES_2.4.60
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2006-20001: A carefully crafted If: request header can cause a memory read, or write of a single zero byte, in a pool (heap) memory location beyond the header 

value sent. This could cause the process to crash.

CVE-2022-37436: A malicious backend can cause the response headers to be truncated early, resulting in some headers being incorporated into the response body. If 

the later headers have any security purpose, they will not be interpreted by the client.

Affected Versions:

Apache HTTP Server versions prior to 2.4.55

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  4.8 AV:A/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:OF/RC:C

Severity:  4

QID: 731513

Category: CGI

CVE ID: , CVE-2006-20001 CVE-2022-37436

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.55 Multiple Security Vulnerabilities port 80 / tcp

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-20001
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-37436
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

SOLUTION:

Customers are advised to update to Apache HTTP Server 2.4.53 or later. For more information, check Apache Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache Security Advisory

IMPACT:

Successful exploitation of the vulnerability may allow an attacker to redirect victim to a malicious server.

THREAT:

Apache HTTP Server is a free and open-source cross-platform web server software, released under the terms of Apache License 2.0.

CVE-2022-22719 - A carefully crafted request body can cause a read to a random memory area which could cause the process to crash.

CVE-2022-22720 - Apache HTTP Server 2.4.52 and earlier fails to close inbound connection when errors are encountered discarding the request body, exposing the 

server to HTTP Request Smuggling

CVE-2022-22721 - If LimitXMLRequestBody is set to allow request bodies larger than 350MB (defaults to 1M) on 32 bit systems an integer overflow happens which later 

causes out of bounds writes.

CVE-2022-23943 - Out-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap memory with possibly attacker provided 

data.

Affected Versions:

Apache HTTP Server 2.4 - 2.4.52

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  4

QID: 730403

Category: CGI

CVE ID: , , , CVE-2022-23943 CVE-2022-22721 CVE-2022-22720 CVE-2022-22719

Vendor Reference: Apache Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Out-of-bounds Write Vulnerability port 443 / tcp

Content-Type: text/html

<h1>test</h1>

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23943
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22719
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  1.9 AV:L/AC:M/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.4 E:POC/RL:OF/RC:C

Severity:  4

QID: 731520

Category: CGI

CVE ID: CVE-2022-36760

Vendor Reference: Apache_http_server

Bugtraq ID: -

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-36760) port 80 / tcp

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36760
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152103

Category: Web Application

CVE ID: , , , , , , CVE-2024-36387 CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability allows an attacker to smuggle requests to the AJP server it forwards requests.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-36760: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server from 2.4 through 2.4.54

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

Last Update: 2024-09-06 06:03:24.0

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-36387
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) port 80 / tcp

RESULT:

url: http://67.220.85.138/

comment: Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:37:08 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could lead to a security breach or could affect integrity, availability, and confidentiality.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

DoS by Null pointer in websocket over HTTP/2 (CVE-2024-36387): Serving WebSocket protocol upgrades over a HTTP/2 connection could result in a Null Pointer 

dereference, leading to a crash of the server process, degrading performance.

Windows UNC SSRF (CVE-2024-38472): SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and 

malicious requests or content.

Note: Existing configurations that access UNC paths will have to configure new directive "UNCList" to allow access during request processing.

Proxy encoding problem (CVE-2024-38473): Encoding problem in mod_proxy allows request URLs with incorrect encoding to be sent to backend services, potentially 

bypassing authentication via crafted requests.

Weakness with encoded question marks in backreferences (CVE-2024-38474): Substitution encoding issue in mod_rewrite. Allows attacker to execute scripts in 

directories permitted by the configuration but not directly reachable by any URL or source disclosure of scripts meant to only to be executed as CGI.

Weakness in mod_rewrite when first segment of substitution matches filesystem path. (CVE-2024-38475): Improper escaping of output in mod_rewrite. Allows an attacker 

to map URLs to filesystem locations that are permitted to be served by the server but are not intentionally/directly reachable by any URL, resulting in code execution or 

source code disclosure.

Crash resulting in Denial of Service in mod_proxy via a malicious request (CVE-2024-38477): null pointer dereference in mod_proxy. Allows an attacker to crash the 

server via a malicious request.

mod_rewrite proxy handler substitution (CVE-2024-39573): Potential SSRF in mod_rewrite. Allows an attacker to cause unsafe RewriteRules to unexpectedly setup URLs 

to be handled by mod_proxy.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.59

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

Last Update: 2024-12-13 12:00:01.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://67.220.85.138/

comment: Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:37:08 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to upgrade to  or later version to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server 2.4.62

refer to .Apache HTTP Server Security

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could potentially leak NTML hashes to a malicious server via SSRF and malicious requests.

THREAT:

Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Multiple versions of Apache HTTP Server on Windows are affected by a Server-Side Request Forgery (SSRF) Vulnerability with mod_rewrite in server/vhost context.

Affected Versions:

Apache HTTP Server versions from 2.4.0 prior to 2.4.62

QID Detection Logic (Unauthenticated):

This QID sends an HTTP GET request and checks the HTTP response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152036

Category: Web Application

CVE ID: CVE-2024-40898

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-13 18:02:42.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-40898
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

SOLUTION:

Customers are advised to upgrade to Apache HTTP Server version 2.4.56 or later. For more information please refer to Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Request splitting/smuggling could result in bypass of access controls in the proxy server, proxying unintended URLs to existing origin servers, and cache poisoning.

THREAT:

Some mod_proxy configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a HTTP Request Smuggling attack.

Configurations are affected when mod_proxy is enabled along with some form of RewriteRule or ProxyPassMatch in which a non-specific pattern matches some portion 

of the user-supplied request-target (URL) data and is then re-inserted into the proxied request-target using variable substitution.

Affected Versions:

Apache HTTP Server Versions 2.4.0 through 2.4.55 (including)

QID Detection Logic(Unauthenticated):

This QID checks for vulnerable version of Apache HTTP Server by sending a GET request to a target and extracting the version from the response header.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  4

QID: 730758

Category: CGI

CVE ID: CVE-2023-25690

Vendor Reference: Apache HTTP Server Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Request Smuggling Vulnerability port 443 / tcp

https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25690
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
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THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-26377: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731521

Category: CGI

CVE ID: CVE-2022-26377

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-26377) port 80 / tcp

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26377
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Multiple versions of Apache HTTP Server on Windows are affected by a Server-Side Request Forgery (SSRF) Vulnerability with mod_rewrite in server/vhost context.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152036

Category: Web Application

CVE ID: CVE-2024-40898

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-13 18:02:42.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may allows an attacker to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server versions 2.4 to 2.4.53

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running vulnerable version of apache httpd.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-40898
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  4.8 AV:A/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:OF/RC:C

Severity:  4

QID: 731513

Category: CGI

CVE ID: , CVE-2006-20001 CVE-2022-37436

Vendor Reference: Apache_http_server

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.55 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

url: http://67.220.85.138:443/manual

comment: Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) detected at PORT : 443

matched: HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 16:36:49 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 276

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 67.220.85.138 Port 443</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to  or later version to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server 2.4.62

refer to .Apache HTTP Server Security

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could potentially leak NTML hashes to a malicious server via SSRF and malicious requests.

Affected Versions:

Apache HTTP Server versions from 2.4.0 prior to 2.4.62

QID Detection Logic (Unauthenticated):

This QID sends an HTTP GET request and checks the HTTP response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-20001
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-37436
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2006-20001: A carefully crafted If: request header can cause a memory read, or write of a single zero byte, in a pool (heap) memory location beyond the header 

value sent. This could cause the process to crash.

CVE-2022-37436: A malicious backend can cause the response headers to be truncated early, resulting in some headers being incorporated into the response body. If 

the later headers have any security purpose, they will not be interpreted by the client.

Affected Versions:

Apache HTTP Server versions prior to 2.4.55

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

DoS by Null pointer in websocket over HTTP/2 (CVE-2024-36387): Serving WebSocket protocol upgrades over a HTTP/2 connection could result in a Null Pointer 

dereference, leading to a crash of the server process, degrading performance.

Windows UNC SSRF (CVE-2024-38472): SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and 

malicious requests or content.

Note: Existing configurations that access UNC paths will have to configure new directive "UNCList" to allow access during request processing.

Proxy encoding problem (CVE-2024-38473): Encoding problem in mod_proxy allows request URLs with incorrect encoding to be sent to backend services, potentially 

bypassing authentication via crafted requests.

Weakness with encoded question marks in backreferences (CVE-2024-38474): Substitution encoding issue in mod_rewrite. Allows attacker to execute scripts in 

directories permitted by the configuration but not directly reachable by any URL or source disclosure of scripts meant to only to be executed as CGI.

Weakness in mod_rewrite when first segment of substitution matches filesystem path. (CVE-2024-38475): Improper escaping of output in mod_rewrite. Allows an attacker 

to map URLs to filesystem locations that are permitted to be served by the server but are not intentionally/directly reachable by any URL, resulting in code execution or 

source code disclosure.

Crash resulting in Denial of Service in mod_proxy via a malicious request (CVE-2024-38477): null pointer dereference in mod_proxy. Allows an attacker to crash the 

server via a malicious request.

mod_rewrite proxy handler substitution (CVE-2024-39573): Potential SSRF in mod_rewrite. Allows an attacker to cause unsafe RewriteRules to unexpectedly setup URLs 

to be handled by mod_proxy.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152103

Category: Web Application

CVE ID: , , , , , , CVE-2024-36387 CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-12-13 12:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities port 443 / tcp

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-36387
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731613

Category: CGI

CVE ID: , , , , , , CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38476 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server 2.4.60

Bugtraq ID: -

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.60 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

url: http://67.220.85.138:443/

comment: Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:49 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could lead to a security breach or could affect integrity, availability, and confidentiality.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.59

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38476
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://dlcdn.apache.org/httpd/CHANGES_2.4.60
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html


PCI Scan Vulnerability Report

Page 791Sysnet Scanning Management System February 13, 2025

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2024-38472: SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and malicious requests or content

CVE-2024-38473: Apache HTTP Server proxy encoding problem

CVE-2024-38474: Apache HTTP Server weakness with encoded question marks in backreferences

CVE-2024-38475: Apache HTTP Server weakness in mod_rewrite when first segment of substitution matches filesystem path.

CVE-2024-38476: Apache HTTP Server may use exploitable/malicious backend application output to run local handlers via internal redirect

CVE-2024-38477: Apache HTTP Server Crash resulting in Denial of Service in mod_proxy via a malicious request

CVE-2024-39573: Apache HTTP Server mod_rewrite proxy handler substitution

Affected Versions:

Apache HTTP Server versions prior to 2.4.60

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

Note: Detection is made practice as it checks for server banners only

Last Update: 2024-12-17 13:21:47.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/download.cgi
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

SOLUTION:

Customers are advised to upgrade to Apache HTTP Server version 2.4.56 or later. For more information please refer to Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Request splitting/smuggling could result in bypass of access controls in the proxy server, proxying unintended URLs to existing origin servers, and cache poisoning.

THREAT:

Some mod_proxy configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a HTTP Request Smuggling attack.

Configurations are affected when mod_proxy is enabled along with some form of RewriteRule or ProxyPassMatch in which a non-specific pattern matches some portion 

of the user-supplied request-target (URL) data and is then re-inserted into the proxied request-target using variable substitution.

Affected Versions:

Apache HTTP Server Versions 2.4.0 through 2.4.55 (including)

QID Detection Logic(Unauthenticated):

This QID checks for vulnerable version of Apache HTTP Server by sending a GET request to a target and extracting the version from the response header.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  4

QID: 730758

Category: CGI

CVE ID: CVE-2023-25690

Vendor Reference: Apache HTTP Server Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Request Smuggling Vulnerability port 80 / tcp

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25690
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
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SOLUTION:

Customers are advised to update the latest Apache versions respectively.

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-38709: Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP responses.

CVE-2024-24795: HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject malicious response headers into backend 

applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server versions prior to 2.4.59

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 731355

Category: CGI

CVE ID: , CVE-2023-38709 CVE-2024-24795

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2023-38709, CVE-2024-24795)

port 80 / tcp

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
https://httpd.apache.org/security/vulnerabilities_24.html
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SOLUTION:

Customers are advised to update the latest Apache versions respectively.

For more information, visit .here

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-38709: Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP responses.

CVE-2024-24795: HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject malicious response headers into backend 

applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server versions prior to 2.4.59

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 731355

Category: CGI

CVE ID: , CVE-2023-38709 CVE-2024-24795

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2023-38709, CVE-2024-24795)

port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI Severity Level:

The vulnerability is not included in the NVD.

ASV Score 5.0 : Web server stopped responding to HTTP requests during the course of scanning. Two minutes later and found it responsive 

again.

PCI COMPLIANCE STATUS

Exhaustive Web Testing Skipped port 4001 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  3

QID: 150863

Category: Web Application

CVE ID: , CVE-2024-24795 CVE-2023-38709

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

The web server stopped responding to 4 consecutive HTTP requests 2 minutes ago. Although it resumed responding to a new HTTP request but the service had 

terminated further scanning of the web server to avoid interrupting the web server&apos;s normal functionality and a prolonged scanning time.

SOLUTION:

There may have been a number of conditions that contributed to this issue. The following is a partial list of possibilities that should be investigated:

- The Web server may have reached its connection limit.

- The Web server (or an intervening network device) may have been purposefully throttling connections (e.g. mod_throttle for Apache).

- The Web server (or an intervening network device) may contain an undisclosed Denial of Service condition that was triggered by the scan traffic.

- The Web server (or an intervening network device) may have experienced a degradation of performance due to high load (e.g. via scanning multiple virtual IPs on the 

same physical host).

- The scan traffic may have been traversing a network segment with limited bandwidth capacity.

- An Intrusion Prevention System, reactive firewall, or similar device may have detected and blocked the scan traffic.

This issue may possibly be mitigated by modifying the scan performance settings in your option profile before scanning the host again.

IMPACT:

Since the service did not complete scanning this host, not all vulnerability tests were completed. It's possible that not all vulnerabilities were detected for this host.

THREAT:

The service aborted the scanning of the Web server before completion, since the Web server stopped responding to HTTP requests during the course of scanning. The 

service attempted to reconnect to the Web server two minutes later and found it responsive again. However, the service has stopped further scanning of the Web server 

to avoid possible interruption of the Web service.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSS Temporal Score:  3.6 E:U/RL:W/RC:UC

Severity:  3

QID: 86732

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-25 00:21:16.0

VULNERABILITY DETAILS

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
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VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

url: http://67.220.85.138/

comment: Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:37:07 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4.59

IMPACT:

Successful exploitation of this vulnerability could allow attackers to split HTTP responses, which can lead to injecting harmful content or causing server issues.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

HTTP response splitting (CVE-2023-38709): Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP 

responses.

HTTP Response Splitting in multiple modules (CVE-2024-24795): HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject 

malicious response headers into backend applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-06 16:00:11.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://67.220.85.138:443/icons/

comment: Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 403 Forbidden

Date: Wed, 12 Feb 2025 16:36:46 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 279

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<h1>Forbidden</h1>

<p>You don&apos;t have permission to access this resource.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 67.220.85.138 Port 443</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4.59

IMPACT:

Successful exploitation of this vulnerability could allow attackers to split HTTP responses, which can lead to injecting harmful content or causing server issues.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

HTTP response splitting (CVE-2023-38709): Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP 

responses.

HTTP Response Splitting in multiple modules (CVE-2024-24795): HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject 

malicious response headers into backend applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  3

QID: 150863

Category: Web Application

CVE ID: , CVE-2024-24795 CVE-2023-38709

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-06 16:00:11.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.58 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

The web server stopped responding to 4 consecutive HTTP requests 2 minutes ago. Although it resumed responding to a new HTTP request but the service had 

terminated further scanning of the web server to avoid interrupting the web server&apos;s normal functionality and a prolonged scanning time.

SOLUTION:

There may have been a number of conditions that contributed to this issue. The following is a partial list of possibilities that should be investigated:

- The Web server may have reached its connection limit.

- The Web server (or an intervening network device) may have been purposefully throttling connections (e.g. mod_throttle for Apache).

- The Web server (or an intervening network device) may contain an undisclosed Denial of Service condition that was triggered by the scan traffic.

- The Web server (or an intervening network device) may have experienced a degradation of performance due to high load (e.g. via scanning multiple virtual IPs on the 

same physical host).

- The scan traffic may have been traversing a network segment with limited bandwidth capacity.

- An Intrusion Prevention System, reactive firewall, or similar device may have detected and blocked the scan traffic.

This issue may possibly be mitigated by modifying the scan performance settings in your option profile before scanning the host again.

IMPACT:

Since the service did not complete scanning this host, not all vulnerability tests were completed. It's possible that not all vulnerabilities were detected for this host.

THREAT:

The service aborted the scanning of the Web server before completion, since the Web server stopped responding to HTTP requests during the course of scanning. The 

service attempted to reconnect to the Web server two minutes later and found it responsive again. However, the service has stopped further scanning of the Web server 

to avoid possible interruption of the Web service.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSS Temporal Score:  3.6 E:U/RL:W/RC:UC

Severity:  3

QID: 86732

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-25 00:21:16.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

ASV Score 5.0 : Web server stopped responding to HTTP requests during the course of scanning. Two minutes later and found it responsive 

again.

PCI COMPLIANCE STATUS

Exhaustive Web Testing Skipped port 4000 / tcp
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.58 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-31122: Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server.This issue affects Apache HTTP Server

CVE-2023-45802: A client could send new requests and resets, keeping the connection busy and open and causing the memory footprint to keep on growing. On 

connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server versions prior to 2.4.58

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  1.7 AV:L/AC:L/Au:S/C:N/I:P/A:N

CVSS Temporal Score:  1.3 E:U/RL:OF/RC:C

Severity:  4

QID: 731517

Category: CGI

CVE ID: , CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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IMPACT:

Successful exploitation of the vulnerability can allow an attacker to trigger a DoS.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

HTTP/2 incoming headers exceeding the limit are temporarily buffered in nghttp2 in order to generate an informative HTTP 413 response. If a client does not stop sending 

headers, this leads to memory exhaustion.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  6.1 E:POC/RL:OF/RC:C

Severity:  4

QID: 152168

Category: Web Application

CVE ID: CVE-2024-27316

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-09-06 12:02:48.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) port 80 / tcp

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-27316
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

HTTP/2 incoming headers exceeding the limit are temporarily buffered in nghttp2 in order to generate an informative HTTP 413 response. If a client does not stop sending 

headers, this leads to memory exhaustion.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  6.1 E:POC/RL:OF/RC:C

Severity:  4

QID: 152168

Category: Web Application

CVE ID: CVE-2024-27316

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-09-06 12:02:48.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) port 443 / tcp

RESULT:

url: http://67.220.85.138/

comment: Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:37:09 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-27316
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  1.7 AV:L/AC:L/Au:S/C:N/I:P/A:N

CVSS Temporal Score:  1.3 E:U/RL:OF/RC:C

Severity:  4

QID: 731517

Category: CGI

CVE ID: , CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.58 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

url: http://67.220.85.138:443/

comment: Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) detected at PORT : 443

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:50 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of the vulnerability can allow an attacker to trigger a DoS.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 150737

Category: Web Application

CVE ID: , , CVE-2023-43622 CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache HTTP Server 2.4 vulnerabilities

Bugtraq ID: -

Last Update: 2024-06-02 12:01:45.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.58 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-31122: Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server.This issue affects Apache HTTP Server

CVE-2023-45802: A client could send new requests and resets, keeping the connection busy and open and causing the memory footprint to keep on growing. On 

connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server versions prior to 2.4.58

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-43622
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

url: http://67.220.85.138/

comment: Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:37:06 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4 vulnerabilities

Apache HTTP Server

IMPACT:

Exploitation of the vulnerability could lead to uncontrolled resource consumption or buffer over-read.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

CVE-2023-31122 : Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server

CVE-2023-43622 : DoS in HTTP/2 with initial windows size 0

CVE-2023-45802 : When a HTTP/2 stream was reset (RST frame) by a client, there was a time window were the requests memory resources were not reclaimed 

immediately. Instead, de-allocation was deferred to connection close. A client could send new requests and resets, keeping the connection busy and open and causing 

the memory footprint to keep on growing. On connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.57

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
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Information Gathered (65)

RESULT:

url: http://67.220.85.138:443/

comment: Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:36:43 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4 vulnerabilities

Apache HTTP Server

IMPACT:

Exploitation of the vulnerability could lead to uncontrolled resource consumption or buffer over-read.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

CVE-2023-31122 : Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server

CVE-2023-43622 : DoS in HTTP/2 with initial windows size 0

CVE-2023-45802 : When a HTTP/2 stream was reset (RST frame) by a client, there was a time window were the requests memory resources were not reclaimed 

immediately. Instead, de-allocation was deferred to connection close. A client could send new requests and resets, keeping the connection busy and open and causing 

the memory footprint to keep on growing. On connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.57

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

Severity:  3

QID: 150737

Category: Web Application

CVE ID: , , CVE-2023-43622 CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache HTTP Server 2.4 vulnerabilities

Bugtraq ID: -

Last Update: 2024-06-02 12:01:45.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-43622
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 80 / tcp

RESULT:

Content-Security-Policy HTTP Header missing on port 443.

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 443 / tcp

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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RESULT:

Service name: SSH on TCP port 22.

SOLUTION:

Expose the remote access or remote management services only to the system administrators or intended users of the system.

IMPACT:

Consequences vary by the type of attack.

THREAT:

A remote access or remote management service was detected. If such a service is accessible to malicious users it can be used to carry different type of attacks. Malicious 

users could try to brute force credentials or collect additional information on the service which could enable them in crafting further attacks.

The Results section includes information on the remote access service that was found on the target.

Services like Telnet, Rlogin, SSH, windows remote desktop, pcAnywhere, Citrix Management Console, Remote Admin (RAdmin), VNC, OPENVPN and ISAKMP are 

checked.

Severity:  3

QID: 42017

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-05-20 12:30:20.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Remote Access or Management Service Detected

RESULT:

Content-Security-Policy HTTP Header missing on port 80.

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Last Update: 2019-03-11 17:50:46.0
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RESULT:

Request: http://67.220.85.138:443/

Matched Text: >

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

SOLUTION:

Create custom default pages.

Disable or remove known/default web pages.

IMPACT:

When common default pages are exposed, version information about servers can be revealed. Attackers use this information to identify any known weaknesses and 

exploit.

THREAT:

Web server default page are common generic pages, including documentation and allow access to common configuration paths.

QID Detection Logic:

This QID checks for the web server by sending a GET request and checking the response body.

QID identifies Apache Web Server Default pages.

Severity:  3

QID: 150842

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-03-20 03:05:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page for Apache Web Server Found port 443 / tcp
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Severity:  2

QID: 45017

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-02-11 13:32:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Operating System Detected

RESULT:

Remote Web Server supports HTTP version 1.x on 443 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 443 / tcp

font-family: Ubuntu, Verdana

Comment: Default Web Page for Apache Web Server Found on PORT : 443
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THREAT:

The TCP/IP stack on the host supports the TCP TimeStamp (kind 8) option. Typically the timestamp used is the host's uptime (since last reboot) in various units (e.g., one 

hundredth of second, one tenth of a second, etc.). Based on this, we can obtain the host's uptime. The result is given in the Result section below.

Severity:  2

QID: 82063

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2007-05-29 18:56:36.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Uptime Based on TCP TimeStamp Option

RESULT:

Operating System Technique ID

Ubuntu/Linux TCP/IP Fingerprint U7254:

22

SOLUTION:

Not applicable.

IMPACT:

Not applicable.

THREAT:

Several different techniques can be used to identify the operating system (OS) running on a host. A short description of these techniques is provided below. The specific 

technique used to identify the OS on this host is included in the RESULTS section of your report.

1) : The operating system of a host can be identified from a remote system using TCP/IP fingerprinting. All underlying operating system TCP/IP stacks TCP/IP Fingerprint

have subtle differences that can be seen in their responses to specially-crafted TCP packets. According to the results of this "fingerprinting" technique, the OS version is 

among those listed below.

Note that if one or more of these subtle differences are modified by a firewall or a packet filtering device between the scanner and the host, the fingerprinting technique 

may fail. Consequently, the version of the OS may not be detected correctly. If the host is behind a proxy-type firewall, the version of the operating system detected may 

be that of the firewall instead of the host being scanned.

2) : Short for Network Basic Input Output System, an application programming interface (API) that augments the DOS BIOS by adding special functions for local-NetBIOS

area networks (LANs). Almost all LANs for PCs are based on the NetBIOS. Some LAN manufacturers have even extended it, adding additional network capabilities. 

NetBIOS relies on a message format called Server Message Block (SMB).

3) : PHP is a hypertext pre-processor, an open-source, server-side, HTML-embedded scripting language used to create dynamic Web pages. Under some PHP Info

configurations it is possible to call PHP functions like phpinfo() and obtain operating system information.

4) : The Simple Network Monitoring Protocol is used to monitor hosts, routers, and the networks to which they attach. The SNMP service maintains Management SNMP

Information Base (MIB), a set of variables (database) that can be fetched by Managers. These include "MIB_II.system.sysDescr" for the operating system.



PCI Scan Vulnerability Report

Page 812Sysnet Scanning Management System February 13, 2025

Severity:  2

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Connection Error Occurred During Application Scan port 4000 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 80 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 80 / tcp

RESULT:

Based on TCP timestamps obtained via port 22, the host&apos;s uptime is 33 days, 5 hours, and 33 minutes.

The TCP timestamps from the host are in units of 1 milliseconds.

SOLUTION:

N/A

IMPACT:

N/A

Some operating systems (e.g., MacOS, OpenBSD) use a non-zero, probably random, initial value for the timestamp. For these operating systems, the uptime obtained 

does not reflect the actual uptime of the host; the former is always larger than the latter.
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RESULT:

Total number of unique links that encountered connection errors: 95

Links with highest number of connection errors:

4 http://67.220.85.138:4000/tours/Italy/Rome/3731VATICAN

1 http://67.220.85.138:4000/tours/Japan/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Japan/Tokyo-Prefecture/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Vietnam/Dong-Hoi/202799P2/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/static/terms-and-conditions/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Ireland/Dublin/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/download/

1 http://67.220.85.138:4000/support/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Vietnam/Cat-Ba/55929P314/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Greece/Athens/7679P1/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/crossdomain.xml/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/crossdomain.xml/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Japan/Shizuoka-Prefecture/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Japan/Shizuoka-Prefecture/367610P1/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Japan/Tokyo-Prefecture/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000//qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Vietnam/Cat-Ba/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Ireland/download/

1 http://67.220.85.138:4000/tours/Japan/Shizuoka-Prefecture/367610P1/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/support/faq/flights/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/qss&apos;;qxss(document.cookie);&apos;

SOLUTION:

First, confirm that the server was not taken down in the midst of the scan. After that, investigate the root cause by reviewing the listed links and examining web server 

logs, application server logs, or IDS/IPS/WAF logs. If the errors are caused due to load generated by the scanner then try reducing the scan intensity (this could increase 

the scan duration). If the errors are due to specific URLs being tested by the scanner or due to specific form data sent by the scanner, then configure exclude lists in the 

scan configuration as needed to avoid such requests. If timeouts or connection errors are a persistent issue but you want the scan to run to completion, change the 

Behavior Settings in the option profile to increase the error thresholds or disable the error checks entirely.

IMPACT:

Some of the resources were not accessible. Results may be incomplete or incorrect.

1.  

2.  

3.  

4.  

5.  

6.  

THREAT:

The following are some of the possible reasons for the timeouts or connection errors:

A disturbance in network connectivity between the scanner and the application occurred.

The web server or application server hosting the application was taken down in the midst of a scan.

The web application experienced an overload, possibly due to load generated by the scan.

An error occurred in the SSL/TLS handshake (applies to HTTPS web applications only).

A security device, such as an IDS/IPS or web application firewall (WAF), began to drop or reject the HTTP connections from the scanner.

Very large files like PDFs, videos, etc. are present on the site and caused timeouts when accessed by the scanner.

QID: 150018

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-02-08 02:07:37.0
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1 http://67.220.85.138:4000/search-hotels/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Ireland/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Japan/Shizuoka-Prefecture/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Italy/Rome/3058VATICAN

1 http://67.220.85.138:4000/tours/Greece/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Italy/Florence/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Vietnam/Dong-Hoi/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Italy/download/

1 http://67.220.85.138:4000/tours/Greece/download/

1 http://67.220.85.138:4000/tours/Greece/Athens/2876P72/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Japan/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Thailand/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Vietnam/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Vietnam/Dong-Hoi/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Ireland/Dublin/download/

1 http://67.220.85.138:4000//%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Japan/Tokyo-Prefecture/235563P4/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/USA/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Greece/Athens/2876P72/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Greece/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Vietnam/Cat-Ba/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/USA/Las-Vegas/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Vietnam/Cat-Ba/55929P314/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/support/faq/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/static/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Ireland/Dublin/5300MOHER/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/./%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/search-hotels/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Vietnam/Dong-Hoi/202799P2/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/91421P12/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Italy/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Ireland/Dublin/5300MOHER/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Ireland/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Italy/Rome/download/

1 http://67.220.85.138:4000/tours/Ireland/Dublin/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Vietnam/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/United%20Arab%20Emirates/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/static/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Italy/Rome/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Vietnam/Cat-Ba/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Japan/Tokyo-Prefecture/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Greece/Athens/7679P1/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Ireland/Dublin/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Greece/Athens/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/./%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/United%20Arab%20Emirates/download/

1 http://67.220.85.138:4000/tours/Vietnam/Ho-Chi-Minh-City/download/

1 http://67.220.85.138:4000/tours/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Vietnam/Dong-Hoi/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Greece/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/United%20Arab%20Emirates/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/tours/Ireland/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Japan/Tokyo-Prefecture/235563P4/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Thailand/qss&apos;;qxss(document.cookie);&apos;
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SOLUTION:

Avoid using common web directory paths and use virtual directories.

IMPACT:

Public-facing web pages and code, products may store sensitive data, code that is not directly invoked, or other files under the web document root of the web server. If 

the server is not configured or otherwise used to prevent direct access to those files, then attackers may obtain this sensitive data. Default directory paths often have meta 

data, configuration files that can be read or written by a public or anonymous user.

THREAT:

Common file paths such as /var/www/. /var/lib/www, /usr/local/apache2, /Inetpub/wwwroot, /usr/share, etc are default web directory paths. Using such paths or directory 

structure and leaking information in web application leads to information disclosure about directory paths and framework in use.

Severity:  2

QID: 150858

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-07-17 05:07:15.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Directory Paths Found port 443 / tcp

1 http://67.220.85.138:4000/tours/Greece/Athens/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/Japan/Shizuoka-Prefecture/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/United%20Arab%20Emirates/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Vietnam/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/support/faq/flights/baggage/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Japan/qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/South-Africa/Mpumalanga/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/South-Africa/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/91421P12/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/static/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/static/terms-and-conditions/%22%3e%3cimg%20src%3dq%20onerror%3dalert(9)%3e

1 http://67.220.85.138:4000/./qss&apos;;qxss(document.cookie);&apos;

1 http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Japan

1 http://67.220.85.138:4000/tours/Greece/Athens/%27%3bqxss(document.cookie)%3b%27

1 http://67.220.85.138:4000/tours/Vietnam/Ho-Chi-Minh-City/%27%3bqxss(document.cookie)%3b%27

Phase wise summary of timeout and connection errors encountered:

ePhaseHeaderTests : 0 6

ePhasePathXssTests : 0 84

ePhasePathTests : 0 8
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PCI COMPLIANCE STATUS

List of Web Directories port 80 / tcp

RESULT:

Scan duration: 5789 seconds

Start time: Wed, Feb 12 2025, 16:32:25 GMT

End time: Wed, Feb 12 2025, 18:08:54 GMT

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Host Scan Time is the period of time it takes the scanning engine to perform the vulnerability assessment of a single target host. The Host Scan Time for this host is 

reported in the Result section below.

The Host Scan Time does not have a direct correlation to the Duration time as displayed in the Report Summary section of a scan results report. The Duration is the 

period of time it takes the service to perform a scan task. The Duration includes the time it takes the service to scan all hosts, which may involve parallel scanning. It also 

includes the time it takes for a scanner appliance to pick up the scan task and transfer the results back to the service's Secure Operating Center. Further, when a scan 

task is distributed across multiple scanners, the Duration includes the time it takes to perform parallel host scanning on all scanners.

Severity:  1

QID: 45038

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-09-15 18:02:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Scan Time - Scanner

RESULT:

Default Web Directory Path Found.

URL: http://67.220.85.138:443/

Default Web Directory Match:

/usr/share

/var/www/html
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Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 4000 / tcp

RESULT:

Directory Source

/analytics/ brute force

/api/ brute force

/javascript/ brute 

force

/icons/ brute force

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS
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RESULT:

Target web application page http://67.220.85.138:4000/ fetched. Status code:200, Content-Type:text/html, load time:1075 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 7 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 74 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 72) + directories:(9 x 49) + paths:(0 x 121) = total (441)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 121 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 432 requests, 7 seconds. Completed 432 requests of 441 estimated requests (97.9592%). All tests 

completed.

WSEnumeration no tests enabled.

Batch #1 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #1 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 344 requests, 11 seconds. Completed 344 requests of 360 estimated requests (95.5556%). 

All tests completed.

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 16 requests, 1 seconds. Completed 16 requests of 360 estimated 

requests (4.44444%). All tests completed.

Blind SQL manipulation - have 4 URI parameters,0 form fields - no tests enabled.

Batch #1 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 4 inputs)

Batch #1 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 72 requests, 3 seconds. Completed 72 requests of 72 estimated requests (100%). All 

tests completed.

Batch #2 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #2 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 344 requests, 10 seconds. Completed 344 requests of 360 estimated requests (95.5556%). 

All tests completed.

Batch #2 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 4 inputs)

Batch #2 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 16 requests, 1 seconds. Completed 16 requests of 360 estimated 

requests (4.44444%). All tests completed.

Batch #2 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 4 inputs)

Batch #2 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 72 requests, 3 seconds. Completed 72 requests of 72 estimated requests (100%). All 

tests completed.

Batch #3 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 1 inputs)

Batch #3 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 86 requests, 3 seconds. Completed 86 requests of 90 estimated requests (95.5556%). All 

tests completed.

Batch #3 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 1 inputs)

Batch #3 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 4 requests, 1 seconds. Completed 4 requests of 90 estimated 

requests (4.44444%). All tests completed.

Blind SQL manipulation - have 1 URI parameters,0 form fields - no tests enabled.

Batch #3 URI parameter time-based tests (no auth): estimated time < 1 minute (18 tests, 1 inputs)

Batch #3 URI parameter time-based tests (no auth): 18 vulnsigs tests, completed 18 requests, 1 seconds. Completed 18 requests of 18 estimated requests (100%). All 

tests completed.

Batch #4 WebCgiOob: estimated time < 10 minutes (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 1181 requests, 22 seconds. Completed 1181 requests of 23837 estimated requests (4.95448%). All tests completed.

XXE tests no tests enabled.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.
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PCI COMPLIANCE STATUS

Internet Service Provider

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 75 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 75 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 10 minutes (47 tests, 75 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 9075 requests, 185 seconds. Completed 9075 requests of 9750 estimated requests (93.0769%). XSS 

optimization removed 4350 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 75 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 75 requests, 2 seconds. Completed 75 requests of 75 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 72) + directories:(4 x 49) + paths:(11 x 121) = total (1527)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 121 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 1181 requests, 1296 seconds. Completed 1181 requests of 1527 estimated requests (77.3412%). All tests 

completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(4 x 72) + directories:(94 x 49) + paths:(5 x 121) = total (5499)

Batch #5 Path manipulation: estimated time < 10 minutes (103 tests, 121 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 4910 requests, 73 seconds. Completed 4910 requests of 5499 estimated requests (89.289%). All tests 

completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 hour (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 21025 requests, 373 seconds. Completed 21025 requests of 193237 estimated requests (10.8804%). All tests 

completed.

Duration of Crawl Time: 31.00 (seconds)

Duration of Test Phase: 1997.00 (seconds)

Total Scan Time: 2028.00 (seconds)

Total requests made: 39032

Average server response time: 0.10 seconds

Average browser load time: 0.10 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 443 / tcp

RESULT:

The ISP network handle is: RIPE-ERX-141

ISP Network description:

RIPE Network Coordination Centre

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may aid in launching further attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.

Severity:  1

QID: 45005

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-09-27 19:31:33.0

VULNERABILITY DETAILS
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RESULT:

Target web application page http://67.220.85.138/ fetched. Status code:200, Content-Type:text/html, load time:110 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 2 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 1 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(9 x 1) + paths:(0 x 1) = total (9)

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 80 / tcp

RESULT:

Directory Source

/javascript/ brute 

force

/index.php brute 

force

/icons/ brute force

/icons/ web page

SOLUTION:

N/A
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Degree of Randomness of TCP Initial Sequence Numbers

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 1 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 9 requests, 0 seconds. Completed 9 requests of 9 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 27 requests, 0 seconds. Completed 27 requests of 197 estimated requests (13.7056%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 1 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 121 requests, 1 seconds. Completed 121 requests of 130 estimated requests (93.0769%). XSS optimization 

removed 58 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 1 requests, 0 seconds. Completed 1 requests of 1 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(4 x 1) + paths:(11 x 1) = total (15)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 1 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 14 requests, 0 seconds. Completed 14 requests of 15 estimated requests (93.3333%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 0) + directories:(94 x 1) + paths:(5 x 1) = total (99)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 1 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 98 requests, 1 seconds. Completed 98 requests of 99 estimated requests (98.9899%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 604 requests, 5 seconds. Completed 604 requests of 1597 estimated requests (37.8209%). All tests completed.

Duration of Crawl Time: 4.00 (seconds)

Duration of Test Phase: 9.00 (seconds)

Total Scan Time: 13.00 (seconds)

Total requests made: 916

Average server response time: 0.06 seconds

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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THREAT:

The HTTP methods returned in response to an OPTIONS request to the Web server detected on the target host are listed.

Severity:  1

QID: 45056

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-01-16 22:00:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Methods Returned by OPTIONS Request port 443 / tcp

RESULT:

Average change between subsequent TCP initial sequence numbers is 1014923860 with a standard deviation of 618777953. These TCP initial sequence numbers were 

triggered by TCP SYN probes sent to the host at an average rate of 1/(5104 microseconds). The degree of difficulty to exploit the TCP initial sequence number generation 

scheme is: hard.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

TCP Initial Sequence Numbers (ISNs) obtained in the SYNACK replies from the host are analyzed to determine how random they are. The average change between 

subsequent ISNs and the standard deviation from the average are displayed in the RESULT section. Also included is the degree of difficulty for exploitation of the TCP 

ISN generation scheme used by the host.

Severity:  1

QID: 82045

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-11-19 21:53:59.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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PCI COMPLIANCE STATUS

Web Server Version port 443 / tcp

RESULT:

Duration of crawl phase (seconds): 5.00

Number of links: 2

(This number excludes form requests and links re-requested during authentication.)

http://67.220.85.138:443/

http://67.220.85.138:443/manual

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 443 / tcp

RESULT:

Allow: POST,OPTIONS,HEAD,GET

SOLUTION:

N/A

IMPACT:

N/A
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SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 443 / tcp

RESULT:

Apache/2.4.52 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A web server is server software, or hardware dedicated to running this software, that can satisfy client requests on the World Wide Web.

Severity:  1

QID: 86000

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-12-20 13:32:52.0

VULNERABILITY DETAILS
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RESULT:

Directory Source

/tours/ web page

/tours/attractions/ web page

/tours/attractions/view/ web page

/static/ web page

/tours/Italy/ web page

/tours/Italy/Rome/ web page

/tours/Netherlands/ web page

/tours/Netherlands/Amsterdam/ web page

/tours/England/ web page

/tours/England/London/ web page

/tours/Greece/ web page

/tours/Greece/Athens/ web page

/tours/Greece/Macedonia/ web page

/tours/Japan/ web page

/tours/Japan/Tokyo-Prefecture/ web page

/tours/South-Africa/ web page

/tours/South-Africa/Port-Elizabeth/ web 

page

/tours/Vietnam/ web page

/tours/Vietnam/Central-Vietnam/ web page

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 4000 / tcp

RESULT:

External domains could be involved in potential business logic abuse.

bugs.launchpad.net

httpd.apache.org
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RESULT:

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:40:06 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

SOLUTION:

Customers are recommended to disable default Apache welcome configuration.

IMPACT:

Apache is installed by default and the user may not be aware that the web server is running. These servers are rarely patched and rarely monitored, providing hackers 

with a convenient target that is not likely to trip any alarms.

THREAT:

The Apache default installation or "Welcome" page is installed on this server. This usually indicates a newly installed server which has not yet been configured properly 

and which may not be known about.

Detection Logic(unauthenticated):

QID will check for the apache default Installation/Welcome Page on apache server.

Severity:  1

QID: 48065

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-11-21 11:18:00.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache Default Installation/Welcome Page Detected port 443 / tcp
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<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

position: relative;

display: table;

width: 800px;

margin-bottom: 3px;

margin-left: auto;

margin-right: auto;

padding: 0px 0px 0px 0px;

border-width: 2px;

border-color: #212738;

border-style: solid;

background-color: #FFFFFF;

text-align: center;

}

div.page_header {

height: 180px;

width: 100%;

background-color: #F5F6F7;

}

div.page_header span {

margin: 15px 0px 0px 50px;

font-size: 180%;

font-weight: bold;

}

div.page_header img {

margin: 3px 0px 0px 40px;

border: 0px 0px 0px;
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}

div.banner {

padding: 9px 6px 9px 6px;

background-color: #E9510E;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

position: absolute;

left: 40%;

bottom: 30px;

width: 20%;

}

div.table_of_contents {

clear: left;

min-width: 200px;

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.table_of_contents_item {

clear: left;

width: 100%;

margin: 4px 0px 0px 0px;

background-color: #FFFFFF;

color: #000000;

text-align: left;

}

div.table_of_contents_item a {

margin: 6px 0px 0px 6px;

}

div.content_section {

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.content_section_text {

padding: 4px 8px 4px 8px;

color: #000000;
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font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}

div.content_section_text p {

margin-bottom: 6px;

}

div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;

}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}
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div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;

}

div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.



PCI Scan Vulnerability Report

Page 832Sysnet Scanning Management System February 13, 2025

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>

They are activated by symlinking available
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configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>

<li>

The binary is called apache2 and is managed using systemd, so to

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems

</div>
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RESULT:

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 80 / tcp

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>

</html>

Apache Default Installation/Welcome Page Detected on port 443.

https://www.qnap.com/en/security-advisory/nas-201911-01
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RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 443 / tcp

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:21:57 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Keep-Alive: timeout=5, max=97

Connection: Keep-Alive

Content-Type: text/html

<h1>test</h1>
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RESULT:

HTTP header and method information collected on port 443.

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:40:06 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 443 / tcp

External links discovered:

https://bugs.launchpad.net/ubuntu/+source/apache2

http://httpd.apache.org/docs/2.4/mod/mod_userdir.html

IP based excluded links:
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Severity:  1

QID: 150009

Category: Web Application

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 4001 / tcp

RESULT:

Host Name Source

138-85-220-67.clients.gthost.com 

FQDN

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The following host names were discovered for this computer using various methods such as DNS look up, NetBIOS query, and SQL server name query.

Severity:  1

QID: 45039

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-08-27 03:28:53.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Names Found

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html
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THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 443 / tcp

RESULT:

Duration of crawl phase (seconds): 39.00

Number of links: 6

(This number excludes form requests and links re-requested during authentication.)

http://67.220.85.138:4001/

http://67.220.85.138:4001/./

http://67.220.85.138:4001/crossdomain.xml

http://67.220.85.138:4001/favicon.ico

http://67.220.85.138:4001/support

http://67.220.85.138:4001/support/faq

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0
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RESULT:

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:59:17 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=97

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

position: relative;

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

https://www.qnap.com/en/security-advisory/nas-201911-01
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display: table;

width: 800px;

margin-bottom: 3px;

margin-left: auto;

margin-right: auto;

padding: 0px 0px 0px 0px;

border-width: 2px;

border-color: #212738;

border-style: solid;

background-color: #FFFFFF;

text-align: center;

}

div.page_header {

height: 180px;

width: 100%;

background-color: #F5F6F7;

}

div.page_header span {

margin: 15px 0px 0px 50px;

font-size: 180%;

font-weight: bold;

}

div.page_header img {

margin: 3px 0px 0px 40px;

border: 0px 0px 0px;

}

div.banner {

padding: 9px 6px 9px 6px;

background-color: #E9510E;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

position: absolute;

left: 40%;

bottom: 30px;

width: 20%;

}

div.table_of_contents {

clear: left;

min-width: 200px;
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margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.table_of_contents_item {

clear: left;

width: 100%;

margin: 4px 0px 0px 0px;

background-color: #FFFFFF;

color: #000000;

text-align: left;

}

div.table_of_contents_item a {

margin: 6px 0px 0px 6px;

}

div.content_section {

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.content_section_text {

padding: 4px 8px 4px 8px;

color: #000000;

font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}

div.content_section_text p {

margin-bottom: 6px;

}
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div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;

}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}

div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;

}
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div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">

Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>
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The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf

|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>

They are activated by symlinking available

configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>

<li>

The binary is called apache2 and is managed using systemd, so to



PCI Scan Vulnerability Report

Page 845Sysnet Scanning Management System February 13, 2025

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems

</div>

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>

</html>



PCI Scan Vulnerability Report

Page 846Sysnet Scanning Management System February 13, 2025

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 4000 / tcp

RESULT:

Some of the ports filtered by the firewall are: 20, 21, 23, 25, 53, 111, 135, 445, 1, 7.

Listed below are the ports filtered by the firewall.

No response has been received when any of these ports are probed.

1-21,23-79,81-442,444-3999,4006-6128,6130-11210,11212-65535

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A packet filtering device protecting this IP was detected. This is likely to be a firewall or a router using access control lists (ACLs).

Severity:  1

QID: 34011

Category: Firewall

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-04-22 02:37:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Firewall Detected
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RESULT:

Duration of crawl phase (seconds): 31.00

Number of links: 75

(This number excludes form requests and links re-requested during authentication.)

http://67.220.85.138:4000/

http://67.220.85.138:4000/./

http://67.220.85.138:4000/car-rentals

http://67.220.85.138:4000/crossdomain.xml

http://67.220.85.138:4000/manifest.webmanifest

http://67.220.85.138:4000/search-hotels?location=ATH

http://67.220.85.138:4000/search-hotels?location=BKK

http://67.220.85.138:4000/search-hotels?location=CAI

http://67.220.85.138:4000/search-hotels?location=JHG

http://67.220.85.138:4000/search-hotels?location=NRT

http://67.220.85.138:4000/search-hotels?location=ROE

http://67.220.85.138:4000/search-hotels?location=SGN

http://67.220.85.138:4000/search-hotels?location=SYD

http://67.220.85.138:4000/static/about-us

http://67.220.85.138:4000/static/pay-later

http://67.220.85.138:4000/static/privacy-policy

http://67.220.85.138:4000/static/terms-and-conditions

http://67.220.85.138:4000/static/visa-requirements

http://67.220.85.138:4000/support

http://67.220.85.138:4000/support/?loginUser=true

http://67.220.85.138:4000/support/faq

http://67.220.85.138:4000/support/faq/flights/baggage/what-are-my-baggage-allowance

http://67.220.85.138:4000/support/faq/flights/changes/airline-policies-for-covid-19

http://67.220.85.138:4000/tours/Australia

http://67.220.85.138:4000/tours/Egypt

http://67.220.85.138:4000/tours/England/London/3858EE021

http://67.220.85.138:4000/tours/England/London/6506LONHOHO

http://67.220.85.138:4000/tours/Greece

http://67.220.85.138:4000/tours/Greece/Athens/248334P2

http://67.220.85.138:4000/tours/Greece/Athens/2876P72

http://67.220.85.138:4000/tours/Greece/Athens/3140_27

http://67.220.85.138:4000/tours/Greece/Athens/7679P1

http://67.220.85.138:4000/tours/Greece/Crete/169769P1

http://67.220.85.138:4000/tours/Greece/Epirus/119426P1

http://67.220.85.138:4000/tours/Greece/Macedonia/18123P2

http://67.220.85.138:4000/tours/Greece/Macedonia/18123P9

http://67.220.85.138:4000/tours/Iceland/Reykjavik/116425P1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)
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Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 80 / tcp

http://67.220.85.138:4000/tours/Ireland/Dublin/5300MOHER

http://67.220.85.138:4000/tours/Italy

http://67.220.85.138:4000/tours/Italy/Florence/5070TUSCANY

http://67.220.85.138:4000/tours/Italy/Rome/3058VATICAN

http://67.220.85.138:4000/tours/Italy/Rome/3731COLOSSEUM

http://67.220.85.138:4000/tours/Italy/Rome/3731VATICAN

http://67.220.85.138:4000/tours/Japan

http://67.220.85.138:4000/tours/Japan/Ibaraki-Prefecture/21490P115

http://67.220.85.138:4000/tours/Japan/Shizuoka-Prefecture/367610P1

http://67.220.85.138:4000/tours/Japan/Tokyo-Prefecture/235563P4

http://67.220.85.138:4000/tours/Japan/Tokyo-Prefecture/88165P2

http://67.220.85.138:4000/tours/Mexico/Cancun/110186P2

http://67.220.85.138:4000/tours/Netherlands/Amsterdam/75227P1

http://67.220.85.138:4000/tours/Netherlands/Amsterdam/75227P6

http://67.220.85.138:4000/tours/South-Africa

http://67.220.85.138:4000/tours/South-Africa/KwaZulu-Natal/132971P1

http://67.220.85.138:4000/tours/South-Africa/Mpumalanga/85143P1

http://67.220.85.138:4000/tours/South-Africa/Port-Elizabeth/112139P1

http://67.220.85.138:4000/tours/South-Africa/Port-Elizabeth/28715P1

http://67.220.85.138:4000/tours/Thailand

http://67.220.85.138:4000/tours/USA/Boston/3037DUCK

http://67.220.85.138:4000/tours/USA/Las-Vegas/3951WESTDLX

http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/91421P12

http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/91421P4

http://67.220.85.138:4000/tours/Vietnam

http://67.220.85.138:4000/tours/Vietnam/Cat-Ba/55929P314

http://67.220.85.138:4000/tours/Vietnam/Central-Vietnam/222912P9

http://67.220.85.138:4000/tours/Vietnam/Central-Vietnam/24244P352

http://67.220.85.138:4000/tours/Vietnam/Dong-Hoi/202799P2

http://67.220.85.138:4000/tours/Vietnam/Ho-Chi-Minh-City/20086P1

http://67.220.85.138:4000/tours/attractions/view/11617

http://67.220.85.138:4000/tours/attractions/view/12304

http://67.220.85.138:4000/tours/attractions/view/22982

http://67.220.85.138:4000/tours/attractions/view/7174

http://67.220.85.138:4000/tours/attractions/view/8

http://67.220.85.138:4000/tours/attractions/view/9750

http://67.220.85.138:4000/tours/attractions/view/9845

http://67.220.85.138:4000/tours/attractions/view/9865
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RESULT:

GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 443 / tcp

RESULT:

Duration of crawl phase (seconds): 4.00

Number of links: 1

(This number excludes form requests and links re-requested during authentication.)

http://67.220.85.138/

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0
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Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 16:40:06 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

position: relative;

display: table;

width: 800px;

margin-bottom: 3px;

margin-left: auto;

margin-right: auto;

padding: 0px 0px 0px 0px;

border-width: 2px;

border-color: #212738;
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border-style: solid;

background-color: #FFFFFF;

text-align: center;

}

div.page_header {

height: 180px;

width: 100%;

background-color: #F5F6F7;

}

div.page_header span {

margin: 15px 0px 0px 50px;

font-size: 180%;

font-weight: bold;

}

div.page_header img {

margin: 3px 0px 0px 40px;

border: 0px 0px 0px;

}

div.banner {

padding: 9px 6px 9px 6px;

background-color: #E9510E;

color: #FFFFFF;

font-weight: bold;

font-size: 112%;

text-align: center;

position: absolute;

left: 40%;

bottom: 30px;

width: 20%;

}

div.table_of_contents {

clear: left;

min-width: 200px;

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.table_of_contents_item {

clear: left;

width: 100%;
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margin: 4px 0px 0px 0px;

background-color: #FFFFFF;

color: #000000;

text-align: left;

}

div.table_of_contents_item a {

margin: 6px 0px 0px 6px;

}

div.content_section {

margin: 3px 3px 3px 3px;

background-color: #FFFFFF;

text-align: left;

}

div.content_section_text {

padding: 4px 8px 4px 8px;

color: #000000;

font-size: 100%;

}

div.content_section_text pre {

margin: 8px 0px 8px 0px;

padding: 8px 8px 8px 8px;

border-width: 1px;

border-style: dotted;

border-color: #000000;

background-color: #F5F6F7;

font-style: italic;

}

div.content_section_text p {

margin-bottom: 6px;

}

div.content_section_text ul, div.content_section_text li {

padding: 4px 8px 4px 16px;

}

div.section_header {

padding: 3px 6px 3px 6px;

background-color: #8E9CB2;

color: #FFFFFF;

font-weight: bold;
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font-size: 112%;

text-align: center;

}

div.section_header_grey {

background-color: #9F9386;

}

.floating_element {

position: relative;

float: left;

}

div.table_of_contents_item a,

div.content_section_text a {

text-decoration: none;

font-weight: bold;

}

div.table_of_contents_item a:link,

div.table_of_contents_item a:visited,

div.table_of_contents_item a:active {

color: #000000;

}

div.table_of_contents_item a:hover {

background-color: #000000;

color: #FFFFFF;

}

div.content_section_text a:link,

div.content_section_text a:visited,

div.content_section_text a:active {

background-color: #DCDFE6;

color: #000000;

}

div.content_section_text a:hover {

background-color: #000000;

color: #DCDFE6;

}

div.validator {

}

</style>

</head>

<body>

<div class="main_page">

<div class="page_header floating_element">

<img src="icons/ubuntu-logo.png" alt="Ubuntu Logo"

style="width:184px;height:146px;" class="floating_element" />

<div>

<span style="margin-top: 1.5em;" class="floating_element">
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Apache2 Default Page

</span>

</div>

<div class="banner">

<div id="about"></div>

It works!

</div>

</div>

<div class="content_section floating_element">

<div class="content_section_text">

<p>

This is the default welcome page used to test the correct

operation of the Apache2 server after installation on Ubuntu systems.

It is based on the equivalent page on Debian, from which the Ubuntu Apache

packaging is derived.

If you can read this page, it means that the Apache HTTP server installed at

this site is working properly. You should <b>replace this file</b> (located at

<tt>/var/www/html/index.html</tt>) before continuing to operate your HTTP server.

</p>

<p>

If you are a normal user of this web site and don&apos;t know what this page is

about, this probably means that the site is currently unavailable due to

maintenance.

If the problem persists, please contact the site&apos;s administrator.

</p>

</div>

<div class="section_header">

<div id="changes"></div>

Configuration Overview

</div>

<div class="content_section_text">

<p>

Ubuntu&apos;s Apache2 default configuration is different from the

upstream default configuration, and split into several files optimized for

interaction with Ubuntu tools. The configuration system is

<b>fully documented in

/usr/share/doc/apache2/README.Debian.gz</b>. Refer to this for the full

documentation. Documentation for the web server itself can be

found by accessing the <a href="/manual">manual</a> if the <tt>apache2-doc</tt>

package was installed on this server.

</p>

<p>

The configuration layout for an Apache2 web server installation on Ubuntu systems is as follows:

</p>

<pre>

/etc/apache2/

|-- apache2.conf

| `-- ports.conf

|-- mods-enabled

| |-- *.load

| `-- *.conf

|-- conf-enabled

| `-- *.conf
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|-- sites-enabled

| `-- *.conf

</pre>

<ul>

<li>

<tt>apache2.conf</tt> is the main configuration

file. It puts the pieces together by including all remaining configuration

files when starting up the web server.

</li>

<li>

<tt>ports.conf</tt> is always included from the

main configuration file. It is used to determine the listening ports for

incoming connections, and this file can be customized anytime.

</li>

<li>

Configuration files in the <tt>mods-enabled/</tt>,

<tt>conf-enabled/</tt> and <tt>sites-enabled/</tt> directories contain

particular configuration snippets which manage modules, global configuration

fragments, or virtual host configurations, respectively.

</li>

<li>

They are activated by symlinking available

configuration files from their respective

*-available/ counterparts. These should be managed

by using our helpers

<tt>

a2enmod,

a2dismod,

</tt>

<tt>

a2ensite,

a2dissite,

</tt>

and

<tt>

a2enconf,

a2disconf

</tt>. See their respective man pages for detailed information.

</li>

<li>

The binary is called apache2 and is managed using systemd, so to

start/stop the service use <tt>systemctl start apache2</tt> and

<tt>systemctl stop apache2</tt>, and use <tt>systemctl status apache2</tt>

and <tt>journalctl -u apache2</tt> to check status. <tt>system</tt>

and <tt>apache2ctl</tt> can also be used for service management if

desired.

<b>Calling <tt>/usr/bin/apache2</tt> directly will not work</b> with the

default configuration.

</li>

</ul>

</div>
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PCI COMPLIANCE STATUS

Traceroute

<div class="section_header">

<div id="docroot"></div>

Document Roots

</div>

<div class="content_section_text">

<p>

By default, Ubuntu does not allow access through the web browser to

<em>any</em> file outside of those located in <tt>/var/www</tt>,

<a href="http://httpd.apache.org/docs/2.4/mod/mod_userdir.html" rel="nofollow">public_html</a>

directories (when enabled) and <tt>/usr/share</tt> (for web

applications). If your site is using a web document root

located elsewhere (such as in <tt>/srv</tt>) you may need to whitelist your

document root directory in <tt>/etc/apache2/apache2.conf</tt>.

</p>

<p>

The default Ubuntu document root is <tt>/var/www/html</tt>. You

can make your own virtual hosts under /var/www.

</p>

</div>

<div class="section_header">

<div id="bugs"></div>

Reporting Problems

</div>

<div class="content_section_text">

<p>

Please use the <tt>ubuntu-bug</tt> tool to report bugs in the

Apache2 package with Ubuntu. However, check <a

href="https://bugs.launchpad.net/ubuntu/+source/apache2"

rel="nofollow">existing bug reports</a> before reporting a new bug.

</p>

<p>

Please report bugs specific to modules (such as PHP and others)

to their respective packages, not to the web server itself.

</p>

</div>

</div>

</div>

<div class="validator">

</div>

</body>

</html>
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THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 80 / tcp

RESULT:

Hops IP Round Trip Time Probe 

Port

1 139.87.10.31 0.23ms ICMP

2 98.124.172.114 0.51ms ICMP

3 98.124.172.113 1.26ms ICMP

4 141.136.106.138 54.97ms ICMP

5 98.124.175.10 55.32ms ICMP

6 67.220.85.138 55.05ms ICMP

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Traceroute describes the path in realtime from the scanner to the remote host being contacted. It reports the IP addresses of all the routers in between.

Severity:  1

QID: 45006

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-05-09 18:28:51.0

VULNERABILITY DETAILS
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SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 80 / tcp

RESULT:

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:11:18 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html

<h1>test</h1>

SOLUTION:

N/A

IMPACT:

N/A
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SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 4000 / tcp

RESULT:

HTTP header and method information collected on port 80.

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:11:18 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html
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RESULT:

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM detected on port: 22

SOLUTION:

N/A

IMPACT:

The algorithms are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin). Successful exploitation of the vulnerability may allow an attacker to 

downgrade the security of an SSH connection when using SSH extension negotiation. The impact in practice heavily depends on the supported extensions. Most 

commonly, this will impact the security of client authentication when using an RSA public key.

THREAT:

The ChaCha20-Poly1305 algorithm and the CBC-EtM algorithm are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin).

QID Detection Logic (Unauthenticated):

This detection attempts to start the SSH key exchange process and examines whether either of the vulnerable ChaCha20-Poly1305 Algorithm or CBC-EtM Algorithm is 

active. Please note that this is an Information Gathering QID and does not check if a target is vulnerable, as this does not checks for Strict Key Exchange. Customers are 

advised to refer to QID 38913 to detect vulnerable assets.

Severity:  1

QID: 48259

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-07-03 11:01:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM Detected

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://media.tacdn.com/media/attractions-splice-spp-674x446/06/fb/9b/d2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/17/e7/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/2a/81/88.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/3c/d2/5f.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/68/e7/b2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/aa/5c/71.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/09/3a/8a/80.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0a/b1/6f/5e.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/24/ea/75.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/74/4d/ab.jpg

IP based excluded links:

Links rejected during the test phase not reported due to volume of links.
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RESULT:

GET / HTTP/1.1

Host:67.220.85.138:80

GET /Q_Evasive/ HTTP/1.1

Host:67.220.85.138:80

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:10:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Content-Type: text/html

<h1>test</h1>

HTTP/1.1 404 Not Found

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 80 / tcp

ChaCha20-Poly1305 Algorithm Support: True

CBC-EtM Algorithm Support: False

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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RESULT:

External domains could be involved in potential business logic abuse.

d7jummq9jo4cp.cloudfront.net

kit.fontawesome.com

maps.googleapis.com

media.tacdn.com

skybooker-static.s3.us-west-2.amazonaws.com

www.airnewzealand.com

www.cookiecentral.com

www.csatravelprotection.com

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 4000 / tcp

Date: Wed, 12 Feb 2025 17:10:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 275

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 67.220.85.138 Port 80</address>

</body></html>
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PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 4001 / tcp

RESULT:

ICMP Reply Type Triggered By Additional Information

Echo (type=0 code=0) Echo Request Echo Reply

Unreachable (type=3 code=3) UDP Port 4000 Port 

Unreachable

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

ICMP (Internet Control and Error Message Protocol) is a protocol encapsulated in IP packets. ICMP's principal purpose is to provide a protocol layer that informs 

gateways of the inter-connectivity and accessibility of other gateways or hosts.

We have sent the following types of packets to trigger the host to send us ICMP replies:

Echo Request (to trigger Echo Reply)

Timestamp Request (to trigger Timestamp Reply)

Address Mask Request (to trigger Address Mask Reply)

UDP Packet (to trigger Port Unreachable Reply)

IP Packet with Protocol >= 250 (to trigger Protocol Unreachable Reply)

Listed in the "Result" section are the ICMP replies that we have received.

Severity:  1

QID: 82040

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-01-16 20:14:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

ICMP Replies Received

www.destinaholidays.com

www.googletagmanager.com

www.immigration.govt.nz
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Severity:  1

QID: 150221

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 22:36:08.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External (third party) CSS link detected port 4000 / tcp

RESULT:

External domains could be involved in potential business logic abuse.

code.tidio.co

d7jummq9jo4cp.cloudfront.net

js.stripe.com

kit.fontawesome.com

static.zdassets.com

www.googletagmanager.com

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS
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RESULT:

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css" media="print" onload="this.media=&apos;

all&apos;">

at:

http://67.220.85.138:4000/./

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css">

at:

http://67.220.85.138:4000/

http://67.220.85.138:4000/./

http://67.220.85.138:4000/tours/Greece/Athens/7679P1

http://67.220.85.138:4000/tours/Vietnam/Dong-Hoi/202799P2

http://67.220.85.138:4000/tours/Greece/Athens/2876P72

http://67.220.85.138:4000/tours/Japan/Tokyo-Prefecture/235563P4

http://67.220.85.138:4000/static/terms-and-conditions

http://67.220.85.138:4000/tours/Japan/Shizuoka-Prefecture/367610P1

http://67.220.85.138:4000/tours/Vietnam/Cat-Ba/55929P314

http://67.220.85.138:4000/search-hotels?location=ATH

http://67.220.85.138:4000/tours/Ireland/Dublin/5300MOHER

http://67.220.85.138:4000/tours/Vietnam

http://67.220.85.138:4000/search-hotels?location=ROE

http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/91421P12

http://67.220.85.138:4000/tours/Thailand

http://67.220.85.138:4000/tours/Greece

http://67.220.85.138:4000/tours/Japan

http://67.220.85.138:4000/tours/Italy/Rome/3731VATICAN

http://67.220.85.138:4000/search-hotels?location=NRT

http://67.220.85.138:4000/tours/Vietnam/Ho-Chi-Minh-City/20086P1

http://67.220.85.138:4000/tours/Italy/Florence/5070TUSCANY

http://67.220.85.138:4000/tours/USA/Las-Vegas/3951WESTDLX

http://67.220.85.138:4000/static/pay-later

http://67.220.85.138:4000/support/faq

http://67.220.85.138:4000/search-hotels?location=BKK

http://67.220.85.138:4000/static/privacy-policy

http://67.220.85.138:4000/support/faq/flights/baggage/what-are-my-baggage-allowance

http://67.220.85.138:4000/tours/South-Africa/Mpumalanga/85143P1

http://67.220.85.138:4000/tours/Vietnam/Central-Vietnam/222912P9

http://67.220.85.138:4000/static/about-us

http://67.220.85.138:4000/support/faq/flights/changes/airline-policies-for-covid-19

http://67.220.85.138:4000/search-hotels?location=CAI

http://67.220.85.138:4000/tours/Greece/Macedonia/18123P2

http://67.220.85.138:4000/static/visa-requirements

http://67.220.85.138:4000/tours/South-Africa/KwaZulu-Natal/132971P1

http://67.220.85.138:4000/tours/attractions/view/7174

http://67.220.85.138:4000/support/?loginUser=true

http://67.220.85.138:4000/tours/Iceland/Reykjavik/116425P1

http://67.220.85.138:4000/tours/Italy/Rome/3731COLOSSEUM

http://67.220.85.138:4000/tours/Greece/Macedonia/18123P9

SOLUTION:

Verify all the external CSS loaded on application are valid and from known sources.

IMPACT:

Using css from untrusted sources can result in external CSS injection and allow attacker to gain sensitive information.

THREAT:

Using resources from external locations is a security concern, including third-party stylesheet. Also detection of all external resources would be a requirement for 

certifications and audits.



PCI Scan Vulnerability Report

Page 866Sysnet Scanning Management System February 13, 2025

PCI COMPLIANCE STATUS

SSH daemon information retrieving port 22 / tcp

RESULT:

The network handle is: NET-67-220-85-0-1

Network description:

GTHost GTHOST

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may help in launching attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.

Severity:  1

QID: 45004

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-08-15 21:12:37.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Target Network Information

http://67.220.85.138:4000/tours/attractions/view/22982

http://67.220.85.138:4000/search-hotels?location=SGN

http://67.220.85.138:4000/tours/Greece/Athens/3140_27

http://67.220.85.138:4000/tours/attractions/view/11617

http://67.220.85.138:4000/tours/England/London/3858EE021

http://67.220.85.138:4000/tours/United%20Arab%20Emirates/Dubai/91421P4

http://67.220.85.138:4000/tours/Netherlands/Amsterdam/75227P1

http://67.220.85.138:4000/tours/Vietnam/Central-Vietnam/24244P352

http://67.220.85.138:4000/search-hotels?location=JHG

http://67.220.85.138:4000/search-hotels?location=SYD
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RESULT:

SSH1 supported no

SSH2 supported yes

Supported key exchange algorithms for SSH2 curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,

sntrup761x25519-sha512@openssh.com,diffie-hellman-group-exchange-sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group14-

sha256,kex-strict-s-v00@openssh.com

Supported host key algorithms for SSH2 rsa-sha2-512,rsa-sha2-256,ecdsa-sha2-nistp256,ssh-ed25519

Supported decryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported encryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported decryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported encryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported decompression for SSH2 none,zlib@openssh.com

Supported compression for SSH2 none,zlib@openssh.com

Supported authentication methods for SSH2 publickey

SOLUTION:

SSH version 2 is preferred over SSH version 1.

IMPACT:

Successful exploitation allows an attacker to execute arbitrary commands on the SSH server or otherwise subvert an encrypted SSH channel with arbitrary data.

THREAT:

SSH is a secure protocol, provided it is fully patched, properly configured, and uses FIPS approved algorithms.

Supported ciphers suites reported in this qid are in server-preferred order.

For Red Hat ES 4:-

SSH1 supported                                  yes

Supported authentification methods for SSH1     RSA,password

Supported ciphers for SSH1                      3des,blowfish

SSH2 supported                                  yes

Supported keys exchange algorithm for SSH2      diffie-hellman-group-exchange-sha1,diffie-hellman-group14-sha1,diffie-hellman-group1-sha1

Supported decryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported encryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported decryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported encryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported authentification methods for SSH2     publickey,gssapi-with-mic,password

Severity:  1

QID: 38047

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-20 19:30:41.0

VULNERABILITY DETAILS
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RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

External links discovered:

https://js.stripe.com/v3/

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.33919f2e2595feed4b2b.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es5.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

IP based excluded links:

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 4001 / tcp
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 80 / tcp

RESULT:

Protocol Port 

Time

TCP 22 0:02:33

TCP 80 2:07:20

TCP 443 2:07:34

TCP 4000 1:18:37

TCP 4001 1:49:59

TCP 11211 0:00:

28

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Scan activity per port is an estimate of the amount of internal process time the scanner engine spent scanning a particular TCP or UDP port. This information can be 

useful to determine the reason for long scan times. The individual time values represent internal process time, not elapsed time, and can be longer than the total scan 

time because of internal parallelism. High values are often caused by slowly responding services or services on which requests time out.

Severity:  1

QID: 45426

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-06-24 12:42:21.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Activity per Port
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THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 443 / tcp

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

IP based excluded links:

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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RESULT:

Target web application page http://67.220.85.138:4001/ fetched. Status code:200, Content-Type:text/html, load time:336 milliseconds.

Ineffective Session Protection. no tests enabled.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 4001 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 443 port.

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 35 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 5 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 4) + directories:(9 x 4) + paths:(0 x 8) = total (36)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 8 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 36 requests, 1 seconds. Completed 36 requests of 36 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 10 minutes (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 155 requests, 4 seconds. Completed 155 requests of 1576 estimated requests (9.83503%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 6 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 6 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 5 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 605 requests, 12 seconds. Completed 605 requests of 650 estimated requests (93.0769%). XSS optimization 

removed 290 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 5 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 5 requests, 0 seconds. Completed 5 requests of 5 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(0 x 4) + directories:(4 x 4) + paths:(11 x 8) = total (104)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 8 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 92 requests, 2 seconds. Completed 92 requests of 104 estimated requests (88.4615%). All tests 

completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 2) + files:(4 x 4) + directories:(94 x 4) + paths:(5 x 8) = total (432)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 8 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 411 requests, 7 seconds. Completed 411 requests of 432 estimated requests (95.1389%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 10 minutes (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 2902 requests, 62 seconds. Completed 2902 requests of 12776 estimated requests (22.7145%). All tests 

completed.

Duration of Crawl Time: 39.00 (seconds)

Duration of Test Phase: 88.00 (seconds)

Total Scan Time: 127.00 (seconds)

Total requests made: 4284

Average server response time: 0.13 seconds
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Severity:  1

QID: 45391

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache HTTP Server Detected

RESULT:

Allow: POST,OPTIONS,HEAD,GET

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP methods returned in response to an OPTIONS request to the Web server detected on the target host are listed.

Severity:  1

QID: 45056

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-01-16 22:00:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Methods Returned by OPTIONS Request port 80 / tcp

Average browser load time: 0.13 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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RESULT:

Apache web server detected on port 443 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Mon, 13 Mar 2023 21:39:22 GMT

ETag: "29af-5f6cef1ae9680"

Accept-Ranges: bytes

Content-Length: 10671

Vary: Accept-Encoding

Connection: close

Content-Type: text/html

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.org/1999/xhtml">

<!--

Modified from the Debian original for Ubuntu

Last updated: 2022-03-22

See: https://launchpad.net/bugs/1966004

-->

<head>

<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />

<title>Apache2 Ubuntu Default Page: It works</title>

<style type="text/css" media="screen">

* {

margin: 0px 0px 0px 0px;

padding: 0px 0px 0px 0px;

}

body, html {

padding: 3px 3px 3px 3px;

background-color: #D8DBE2;

font-family: Ubuntu, Verdana, sans-serif;

font-size: 11pt;

text-align: center;

}

div.main_page {

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Apache HTTP Server Project is an effort to develop and maintain an open-source HTTP server for modern operating systems including UNIX and Windows. The goal 

of this project is to provide a secure, efficient and extensible server that provides HTTP services in sync with the current HTTP standards.

Apache HTTP Server was detected on the target.

QID Detection Logic (Authenticated):

Operating System: Linux

The detection looks for Apache HTTP Server installation path using ps command. The version is extracted from the Apache HTTP Server's binary.

Operating System: Windows

This QID checks Windows registry to see if Apache HTTP Server is installed. If found, it displays the installed version.

Last Update: 2024-12-11 13:21:59.0
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PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 443 / tcp

RESULT:

SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

NA

IMPACT:

NA

THREAT:

Secure Shell is a cryptographic network protocol for operating network services securely over an unsecured network.

QID Detection Logic:

The QID checks for SSH in the banner of the response.

Severity:  1

QID: 38050

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-10-30 16:31:24.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Banner port 22 / tcp

Apache web server detected on port 80 -

Date: Wed, 12 Feb 2025 16:36:31 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Tue, 14 Mar 2023 19:25:08 GMT

ETag: "e-5f6e12f77ad00"

Accept-Ranges: bytes

Content-Length: 14

Connection: close

Content-Type: text/html

<h1>test</h1>
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IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 4000 / tcp

RESULT:

GET / HTTP/1.1

Host:67.220.85.138:443

GET /Q_Evasive/ HTTP/1.1

Host:67.220.85.138:443

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Open TCP Services List

RESULT:

Number of links: 38

https://media.tacdn.com/media/attractions-splice-spp-674x446/06/fb/9b/d2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/17/e7/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/2a/81/88.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/3c/d2/5f.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/68/e7/b2.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/07/aa/5c/71.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/09/3a/8a/80.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0a/b1/6f/5e.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/24/ea/75.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/74/4d/ab.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/93/db/b8.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0b/d6/cc/b3.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/57/8b/7a.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/ba/c1/d8.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/0f/e8/22/ea.jpg

https://media.tacdn.com/media/attractions-splice-spp-674x446/10/0b/5e/20.jpg

https://skybooker-static.s3.us-west-2.amazonaws.com/static-images/iata-a7G5J000000c5yX.pdf

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/main-es2017.8b35fc56c4db1214a572.js

https://d7jummq9jo4cp.cloudfront.net/main-es5.8b35fc56c4db1214a572.js

https://d7jummq9jo4cp.cloudfront.net/polyfills-es2017.affa3d85873c6ab44c4f.js

https://d7jummq9jo4cp.cloudfront.net/polyfills-es5.559c35a3c29881ede03a.js

https://d7jummq9jo4cp.cloudfront.net/runtime-es2017.2422cb5ce5f46e8a2b64.js

https://d7jummq9jo4cp.cloudfront.net/runtime-es5.2422cb5ce5f46e8a2b64.js

https://d7jummq9jo4cp.cloudfront.net/styles.3738e1e777d206c3e74c.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

https://www.airnewzealand.com/new-zealand-entry-and-transit-requirements

https://www.destinaholidays.com/static/about-us

https://www.destinaholidays.com/static/pay-later

https://www.destinaholidays.com/static/privacy-policy

https://www.destinaholidays.com/static/terms-and-conditions

https://www.destinaholidays.com/static/visa-requirements

https://www.immigration.govt.nz/new-zealand-visas/apply-for-a-visa/about-visa/nzeta

https://maps.googleapis.com/maps/api/js?key=AIzaSyDB94j_CTsQVbSJ8Olj-VvSzFYQLGlnCg0

http://www.cookiecentral.com/

http://www.csatravelprotection.com/certpolicy.do?product=G-AIRI01

tel:2142276700

tel:4169079899

SOLUTION:

N/A
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Severity:  1

QID: 82046

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-07-27 21:45:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

IP ID Values Randomness

RESULT:

Port IANA Assigned Ports/Services Description Service Detected OS On Redirected 

Port

22 ssh SSH Remote Login Protocol ssh

80 www-http World Wide Web HTTP http

443 https http protocol over TLS/SSL http

4000 terabase Terabase http

4001 cisco-4001 Cisco port on TCP port 4001 newoak http

11211 unknown unknown MEMCACHED TCP

SOLUTION:

Shut down any unknown or unused service on the list. If you have difficulty figuring out which service is provided by which process or program, contact your provider's 

support team. For more information about commercial and open-source Intrusion Detection Systems available for detecting port scanners of this kind, visit the CERT Web 

.site

IMPACT:

Unauthorized users can exploit this information to test vulnerabilities in each of the open services.

THREAT:

The port scanner enables unauthorized users with the appropriate tools to draw a map of all services on this host that can be accessed from the Internet. The test was 

carried out with a "stealth" port scanner so that the server does not log real connections.

The Results section displays the port number (Port), the default service listening on the port (IANA Assigned Ports/Services), the description of the service (Description) 

and the service that the scanner detected using service discovery (Service Detected).

Severity:  1

QID: 82023

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

http://www.cert.org
http://www.cert.org
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PCI COMPLIANCE STATUS

External Links Discovered port 4001 / tcp

RESULT:

Apache/2.4.52 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A web server is server software, or hardware dedicated to running this software, that can satisfy client requests on the World Wide Web.

Severity:  1

QID: 86000

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-12-20 13:32:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Version port 80 / tcp

RESULT:

IP ID changes observed (network order) for port 22: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Duration: 33 milli seconds

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The values for the identification (ID) field in IP headers in IP packets from the host are analyzed to determine how random they are. The changes between subsequent ID 

values for either the network byte ordering or the host byte ordering, whichever is smaller, are displayed in the RESULT section along with the duration taken to send the 

probes. When incremental values are used, as is the case for TCP/IP implementation in many operating systems, these changes reflect the network load of the host at 

the time this test was conducted.

Please note that for reliability reasons only the network traffic from open TCP ports is analyzed.



PCI Scan Vulnerability Report

Page 880Sysnet Scanning Management System February 13, 2025

Severity:  1

QID: 150221

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 22:36:08.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External (third party) CSS link detected port 4001 / tcp

RESULT:

Number of links: 12

https://js.stripe.com/v3/

https://kit.fontawesome.com/80f3ee4f21.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es2017.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/main-es5.f8c3de3fd646c3960756.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es2017.318818bad173eaf9abda.js

https://d7jummq9jo4cp.cloudfront.net/support/polyfills-es5.33919f2e2595feed4b2b.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es2017.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/runtime-es5.6419140cf495e719d270.js

https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css

https://www.googletagmanager.com/gtag/js?id=AW-360775968

https://static.zdassets.com/ekr/snippet.js?key=e139db92-8dad-433b-84a7-ffacb619baab

http://code.tidio.co/kzknaudzcnvqe2u2rq4fn3knbojcdynw.js

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS
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THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 80 / tcp

RESULT:

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css" media="print" onload="this.

media=&apos;all&apos;">

at:

http://67.220.85.138:4001/./

External CSS link found: <link rel="stylesheet" href="https://d7jummq9jo4cp.cloudfront.net/support/styles.128367470b8ed0ccca00.css">

at:

http://67.220.85.138:4001/

http://67.220.85.138:4001/./

http://67.220.85.138:4001/support/faq

http://67.220.85.138:4001/support

SOLUTION:

Verify all the external CSS loaded on application are valid and from known sources.

IMPACT:

Using css from untrusted sources can result in external CSS injection and allow attacker to gain sensitive information.

THREAT:

Using resources from external locations is a security concern, including third-party stylesheet. Also detection of all external resources would be a requirement for 

certifications and audits.

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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Scan Diagnostics port 443 / tcp

RESULT:

IP address Host name

67.220.85.138 138-85-220-67.clients.gthost.

com

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The fully qualified domain name of this host, if it was obtained from a DNS server, is displayed in the RESULT section.

Severity:  1

QID: 6

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2018-01-04 17:39:37.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

DNS Host Name

RESULT:

Referrer-Policy HTTP Header missing on 80 port.

GET / HTTP/1.1

Host: 138-85-220-67.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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RESULT:

Target web application page http://67.220.85.138:443/ fetched. Status code:200, Content-Type:text/html, load time:110 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 2 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 2 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 1) + directories:(9 x 2) + paths:(0 x 3) = total (18)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 3 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 18 requests, 1 seconds. Completed 18 requests of 18 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 80 requests, 1 seconds. Completed 80 requests of 591 estimated requests (13.5364%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 2 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 2 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 2 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 242 requests, 2 seconds. Completed 242 requests of 260 estimated requests (93.0769%). XSS optimization 

removed 116 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 2 inputs)

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 4001 / tcp

Batch #4 shell shock detector: 1 vulnsigs tests, completed 2 requests, 0 seconds. Completed 2 requests of 2 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 1) + directories:(4 x 2) + paths:(11 x 3) = total (41)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 3 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 40 requests, 1 seconds. Completed 40 requests of 41 estimated requests (97.561%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 1) + directories:(94 x 2) + paths:(5 x 3) = total (207)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 3 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 200 requests, 1 seconds. Completed 200 requests of 207 estimated requests (96.6184%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 1600 requests, 16 seconds. Completed 1600 requests of 4791 estimated requests (33.396%). All tests 

completed.

Duration of Crawl Time: 5.00 (seconds)

Duration of Test Phase: 22.00 (seconds)

Total Scan Time: 27.00 (seconds)

Total requests made: 2225

Average server response time: 0.06 seconds

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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 (15-141-197-169.clients.gthost.com, )169.197.141.15 Ubuntu/Linux

RESULT:

Number of links: 2

https://bugs.launchpad.net/ubuntu/+source/apache2

http://httpd.apache.org/docs/2.4/mod/mod_userdir.html

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 443 / tcp

RESULT:

Directory Source

/ticket/ brute force

/flyspray/flyspray-0.9.9.6/ brute 

force

/tours/ web page

/tours/attractions/ web page

/tours/attractions/view/ web page

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apple MacOS X .DS_Store Directory Listing Disclosure Vulnerability port 80 / tcp

RESULT:

url: http://169.197.141.15/api-stage/portal/process.php

Payload: N/A

comment: Parent URL of Login Form is : http://169.197.141.15/api-stage/portal/

matched: Login Form Is Not Submitted Via HTTPS

SOLUTION:

Change the login form's action to submit via HTTPS.

IMPACT:

Sensitive data such as authentication credentials should be encrypted when transmitted over the network. Otherwise they are exposed to sniffing attacks.

THREAT:

The login form's default action contains a link that is not submitted via HTTPS (HTTP over SSL).

CVSS Base Score:  8.5 AV:N/AC:L/Au:N/C:N/I:P/A:C

CVSS Temporal Score:  7.2 E:U/RL:U/RC:C

Severity:  4

QID: 150053

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2017-10-06 20:39:30.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Login Form Is Not Submitted Via HTTPS port 80 / tcp

Vulnerabilities (12)

Vulnerabilities total: 94 Security risk: 5



PCI Scan Vulnerability Report

Page 887Sysnet Scanning Management System February 13, 2025

PCI COMPLIANCE STATUS

Apple Macintosh OS X Client Apache Directory Contents Disclosure Vulnerability port 80 / tcp

RESULT:

GET /.DS_Store HTTP/1.1

Host: 15-141-197-169.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:24:09 GMT

Server: Apache/2.4.52 (Ubuntu)

Last-Modified: Wed, 02 Oct 2024 06:28:46 GMT

ETag: "2804-623788cd3c380"

Accept-Ranges: bytes

Content-Length: 10244

Keep-Alive: timeout=5, max=91

Connection: Keep-Alive

SOLUTION:

Apple Macintosh users should configure their workstation to disable the creation of .DS_Store files on network shares.

Use Unix file permissions or Apache run-time configuration directives to limit access to the hidden index data file.

Workaround:

Use Unix file permissions or Apache run-time configuration directives to limit access to the hidden index data file.

IMPACT:

This vulnerability could allow an attacker to obtain sensitive information about your system, including system configuration settings, installed applications Apple Spotlight 

comments, etc.

If this vulnerability is properly exploited, the information gathered could allow an attacker to further compromise the security of the host.

THREAT:

A '.DS_Store' file found on the target.

The .DS_Store file is created by the Macintosh OS X Finder.

.DS_Store files contain some vital folder information that can be exploited to obtain sensitive information about system configurations, installed applications, Apple 

Spotlight comments, etc.

For example: A remote attacker can read this directory content information by submitting a URL to the vulnerable host's Web service in the following format: http://www.

example.com/target_directory/.DS_store.

This vulnerability can be present on any web-servers which host content that is copied from a developer's MacOS X workstation.

QID Detection Logic (remote):

The detection detected a .DS_Store file on the target by asking for the .DS_Store file.

CVSS Temporal Score:  6.0 E:U/RL:W/RC:C

Severity:  3

QID: 86251

Category: Web server

CVE ID: CVE-2001-1446

Vendor Reference: -

Bugtraq ID: , 3324 3325

Last Update: 2024-01-02 05:00:01.0

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2001-1446
http://www.securityfocus.com/bid/3324
http://www.securityfocus.com/bid/3325
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PCI Severity Level:

Automatic Failure: Directory traversal on web server

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Directory Listing port 80 / tcp

RESULT:

N/A

SOLUTION:

Apple Macintosh users should configure their workstation to disable the creation of .DS_Store files on network shares.

Use Unix file permissions or Apache run-time configuration directives to limit access to the hidden index data file.

Disallow remote access to .DS_store files.

Workaround:

Use Unix file permissions or Apache run-time configuration directives to limit access to the hidden index data file.

IMPACT:

If exploited, this vulnerability could allow the contents of a particular Web directory to be disclosed to an unauthorized user.

This vulnerability could also be used in conjunction with a previously discovered issue (Qualys ID 86251), which causes files to be arbitrarily disclosed through mixed case 

file requests.

THREAT:

A vulnerability exists when Apache Web Server is used with the MacOS X Client.

Due to a flaw in Mac OS file permissions, an issue exists which could disclose the contents of a particular Web directory to an unauthorized user. Requesting a URL with 

the relative path of a '.DS_Store' file, will reveal the contents of the requested directory.

The .DS_Store file is created by the Macintosh OS X Finder.

.DS_Store files contain some vital folder information that can be exploited to obtain sensitive information about system configurations, installed applications, Apple 

Spotlight comments, etc.

This vulnerability can be present on any web-servers which host content that is copied from a developer's MacOS X workstation.

QID Detection Logic (remote):

The detection detected a .DS_Store file on the target by asking for the .DS_Store file.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  4.3 E:U/RL:U/RC:C

Severity:  3

QID: 86252

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: 3316

Last Update: 2023-04-17 09:29:58.0

VULNERABILITY DETAILS

PCI Severity Level:

Automatic Failure: Directory traversal on web server

The vulnerability is not included in the NVD.

http://www.securityfocus.com/bid/3316
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RESULT:

url: http://169.197.141.15/__MACOSX/api-stage/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/api-stage</title>

</head>

<body>

<h1>Index of /__MACOSX/api-stage</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/back.gi

url: http://169.197.141.15/__MACOSX/fzamidiamonds/vendor/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/fzamidiamonds/vendor</title>

</head>

<body>

<h1>Index of /__MACOSX/fzamidiamonds/vendor</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><i

url: http://169.197.141.15/hotel-services/include/

SOLUTION:

The presence of a browseable directory does not necessarily imply a vulnerability. Determine if the directory listing is intended to be displayed. Verify that no files in the 

directory contain content that should not be served by the Web application.

IMPACT:

All file names in this directory are exposed.

THREAT:

The Web server presents a directory listing.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  4.5 E:POC/RL:U/RC:C

Severity:  2

QID: 150023

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2023-06-19 12:29:30.0

VULNERABILITY DETAILS
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comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /hotel-services/include</title>

</head>

<body>

<h1>Index of /hotel-services/include</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons

url: http://169.197.141.15/__MACOSX/search-flights/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/search-flights</title>

</head>

<body>

<h1>Index of /__MACOSX/search-flights</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/ico

url: http://169.197.141.15/api-stage/goway_soap/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/goway_soap</title>

</head>

<body>

<h1>Index of /api-stage/goway_soap</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/bac

url: http://169.197.141.15/api-stage/soap2/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/soap2</title>

</head>

<body>
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<h1>Index of /api-stage/soap2</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/back.gif" alt

url: http://169.197.141.15/__MACOSX/fzamidiamonds/admin/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/fzamidiamonds/admin</title>

</head>

<body>

<h1>Index of /__MACOSX/fzamidiamonds/admin</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img

url: http://169.197.141.15/api-stage/premier/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/premier</title>

</head>

<body>

<h1>Index of /api-stage/premier</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/back.gif"

url: http://169.197.141.15/api-stage/cosmo_soap/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/cosmo_soap</title>

</head>

<body>

<h1>Index of /api-stage/cosmo_soap</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/bac

url: http://169.197.141.15/api-stage/amo_soap/



PCI Scan Vulnerability Report

Page 892Sysnet Scanning Management System February 13, 2025

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/amo_soap</title>

</head>

<body>

<h1>Index of /api-stage/amo_soap</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/back.gi

url: http://169.197.141.15/api-stage/goway_soap/OTA/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/goway_soap/OTA</title>

</head>

<body>

<h1>Index of /api-stage/goway_soap/OTA</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/i

url: http://169.197.141.15/hotel-services/vendor/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /hotel-services/vendor</title>

</head>

<body>

<h1>Index of /hotel-services/vendor</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/b

url: http://169.197.141.15/__MACOSX/hotel-services/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/hotel-services</title>

</head>

<body>
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<h1>Index of /__MACOSX/hotel-services</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/ico

url: http://169.197.141.15/api-stage/evia_soap/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/evia_soap</title>

</head>

<body>

<h1>Index of /api-stage/evia_soap</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/back.

url: http://169.197.141.15/api-stage/include/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/include</title>

</head>

<body>

<h1>Index of /api-stage/include</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/back.gif"

url: http://169.197.141.15/api-stage/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage</title>

</head>

<body>

<h1>Index of /api-stage</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/back.gif" alt="[PARENTDIR

url: http://169.197.141.15/tee-time-services/
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comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /tee-time-services</title>

</head>

<body>

<h1>Index of /tee-time-services</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/back.gif"

url: http://169.197.141.15/__MACOSX/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX</title>

</head>

<body>

<h1>Index of /__MACOSX</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/back.gif" alt="[PARENTDIR]"

url: http://169.197.141.15/__MACOSX/fzamidiamonds/application/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/fzamidiamonds/application</title>

</head>

<body>

<h1>Index of /__MACOSX/fzamidiamonds/application</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valig

url: http://169.197.141.15/__MACOSX/fzamidiamonds/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/fzamidiamonds</title>

</head>

<body>
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<h1>Index of /__MACOSX/fzamidiamonds</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons

url: http://169.197.141.15/tee-time-services/include/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /tee-time-services/include</title>

</head>

<body>

<h1>Index of /tee-time-services/include</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="

url: http://169.197.141.15/api-stage/include/PHPMailer-master/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/include/PHPMailer-master</title>

</head>

<body>

<h1>Index of /api-stage/include/PHPMailer-master</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valig

url: http://169.197.141.15/__MACOSX/tee-time-services/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/tee-time-services</title>

</head>

<body>

<h1>Index of /__MACOSX/tee-time-services</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src

url: http://169.197.141.15/__MACOSX/tee-time-services/include/
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comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/tee-time-services/include</title>

</head>

<body>

<h1>Index of /__MACOSX/tee-time-services/include</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valig

url: http://169.197.141.15/api-stage/include/2fa/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/include/2fa</title>

</head>

<body>

<h1>Index of /api-stage/include/2fa</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/b

url: http://169.197.141.15/__MACOSX/api-stage/include/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/api-stage/include</title>

</head>

<body>

<h1>Index of /__MACOSX/api-stage/include</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src

url: http://169.197.141.15/api-stage/skylink_soap/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/skylink_soap</title>

</head>

<body>
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<h1>Index of /api-stage/skylink_soap</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons

url: http://169.197.141.15/__MACOSX/book-flights/include/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/book-flights/include</title>

</head>

<body>

<h1>Index of /__MACOSX/book-flights/include</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><i

url: http://169.197.141.15/__MACOSX/book-flights/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/book-flights</title>

</head>

<body>

<h1>Index of /__MACOSX/book-flights</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/b

url: http://169.197.141.15/api-stage/picasso_soap/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /api-stage/picasso_soap</title>

</head>

<body>

<h1>Index of /api-stage/picasso_soap</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons

url: http://169.197.141.15/__MACOSX/api-stage/v1_0/
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comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/api-stage/v1_0</title>

</head>

<body>

<h1>Index of /__MACOSX/api-stage/v1_0</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/ico

url: http://169.197.141.15/hotel-services/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /hotel-services</title>

</head>

<body>

<h1>Index of /hotel-services</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/back.gif" alt="

url: http://169.197.141.15/__MACOSX/fzamidiamonds/uploads/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/fzamidiamonds/uploads</title>

</head>

<body>

<h1>Index of /__MACOSX/fzamidiamonds/uploads</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top">

url: http://169.197.141.15/__MACOSX/fzamidiamonds/system/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/fzamidiamonds/system</title>

</head>

<body>
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CVSS Base Score:  5 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  4.8 E:H/RL:W/RC:C

VULNERABILITY DETAILS

PCI Severity Level:

Automatic Failure: Directory traversal on web server

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Web Directories Listable Vulnerability port 80 / tcp

<h1>Index of /__MACOSX/fzamidiamonds/system</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><i

url: http://169.197.141.15/__MACOSX/hotel-services/include/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/hotel-services/include</title>

</head>

<body>

<h1>Index of /__MACOSX/hotel-services/include</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top

url: http://169.197.141.15/__MACOSX/fzamidiamonds/assets/

comment: This directory was discovered during the crawl phase.

matched: <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /__MACOSX/fzamidiamonds/assets</title>

</head>

<body>

<h1>Index of /__MACOSX/fzamidiamonds/assets</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><i
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THREAT:

This QID reports the absence of the following  according to :HTTP headers CWE-693: Protection Mechanism Failure

X-Content-Type-Options: This HTTP header will prevent the browser from interpreting files as a different MIME type to what is specified in the Content-Type HTTP header.

Strict-Transport-Security: The HTTP Strict-Transport-Security response header (HSTS) allows web servers to declare that web browsers (or other complying user agents) 

should only interact with it using secure HTTPS connections, and never via the insecure HTTP protocol.

CVSS Base Score:  4.3 AV:N/AC:M/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:U/RC:UR

Severity:  2

QID: 11827

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-01-02 19:23:28.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

HTTP Security Header Not Detected port 80 / tcp

RESULT:

Listable 

Directories

/

SOLUTION:

Disable directory browsing or listing for all directories.

IMPACT:

A remote user may exploit this vulnerability to obtain very sensitive information on the host. The information obtained may assist in further attacks against the host.

THREAT:

The Web server has some listable directories. Very sensitive information can be obtained from directory listings.

Severity:  2

QID: 86445

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-04-17 03:30:34.0

https://www.owasp.org/index.php/OWASP_Secure_Headers_Project#tab=Headers
https://cwe.mitre.org/data/definitions/693.html
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RESULT:

X-Content-Type-Options HTTP Header missing on port 80.

GET / HTTP/1.1

Host: 15-141-197-169.clients.gthost.com

Connection: Keep-Alive

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:93.0) Gecko/20100101 Firefox/93.0

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="api-stage/">api-stage/</a></td><td align="right">2024-07-25 14:31 </td><td align="right"> 

- </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="book-flights/">book-flights/</a></td><td align="right">2024-12-31 18:34 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="foxbridge/">foxbridge/</a></td><td align="right">2023-03-17 03:45 </td><td align="right"> 

- </td><td>&nbsp;</td></tr>

SOLUTION:

 To better debug the results of this QID, it is requested that customers execute commands to simulate the following functionality: curl -lkL --verbose.Note:

CWE-693: Protection Mechanism Failure mentions the following - The product does not use or incorrectly uses a protection mechanism that provides sufficient defense 

against directed attacks against the product. A "missing" protection mechanism occurs when the application does not define any mechanism against a certain class of 

attack. An "insufficient" protection mechanism might provide some defenses - for example, against the most common attacks - but it does not protect against everything 

that is intended. Finally, an "ignored" mechanism occurs when a mechanism is available and in active use within the product, but the developer has not applied it in some 

code path.

Customers are advised to set proper  and  HTTP response headers.X-Content-Type-Options Strict-Transport-Security

Depending on their server software, customers can set directives in their site configuration or Web.config files. Few examples are:

X-Content-Type-Options:

Apache: Header always set X-Content-Type-Options: nosniff

HTTP Strict-Transport-Security:

Apache: Header always set Strict-Transport-Security "max-age=31536000; includeSubDomains"

Nginx: add_header Strict-Transport-Security max-age=31536000;

Note: Network devices that include a HTTP/HTTPS console for administrative/management purposes often do not include all/some of the security headers. 

This is a known issue and it is recommend to contact the vendor for a solution.

IMPACT:

Depending on the vulnerability being exploited, an unauthenticated remote attacker could conduct cross-site scripting, clickjacking or MIME-type sniffing attacks.

QID Detection Logic:

This unauthenticated QID will send a GET request sent to '/' (default) endpoint and looks for the presence of the following HTTP Headers in the received response:

The Valid directives are as belows: X-Content-Type-Options: nosniff

Strict-Transport-Security: max-age=< [;includeSubDomains]

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Content-Type-Options
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Strict-Transport-Security
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RESULT:

url: http://169.197.141.15/api-stage/.git/config

Payload: http://169.197.141.15/api-stage/.git/config

comment:

Original URL is: http://169.197.141.15/api-stage/criteo/

SOLUTION:

It is advised to review the contents of the disclosed files. If the contents contain sensitive information, please verify that access to this file or directory is permitted. If 

necessary, remove it or apply access controls to it.

IMPACT:

The contents of this file or directory may disclose sensitive information.

THREAT:

A file, directory, or directory listing was discovered on the Web server. These resources are confirmed to be present based on our logic. Some of the content on these 

files might have sensitive information.

NOTE: Links found in 150004 are found by forced crawling so will not automatically be added to 150009 Links Crawled or the application site map. If links found in 

150004 need to be tested they must be added as Explicit URI so they are included in scope and then will be reported in 150009. Once the link is added to be in scope (i.

e. Explicit URI) this same link will no longer be reported for 150004.

CVSS Base Score:  2.1 AV:L/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.7 E:U/RL:W/RC:C

Severity:  2

QID: 150004

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-04-06 05:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Predictable Resource Location Via Forced Browsing port 80 / tcp

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="fzamidiamonds/">fzamidiamonds/</a></td><td align="right">2024-01-03 12:31 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="hotel-services/">hotel-services/</a></td><td align="right">2025-02-01 02:32 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="search-flights/">search-flights/</a></td><td align="right">2021-03-29 01:59 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="tee-time-services/">tee-time-services/</a></td><td align="right">2025-01-13 18:56 <

/td><td align="right"> - </td><td>&nbsp;</td></tr>

<tr><th colspan="5"><hr></th></tr>

</table>

<address>Apache/2.4.52 (Ubuntu) Server at 15-141-197-169.clients.gthost.com Port 80</address>

</body></html>
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TCP Sequence Number Approximation Based Denial of Service

matched: HTTP/1.1 200 OK

url: http://169.197.141.15/book-flights/.git/config

Payload: http://169.197.141.15/book-flights/.git/config

comment:

Original URL is: http://169.197.141.15/book-flights/

matched: HTTP/1.1 200 OK

url: http://169.197.141.15/fzamidiamonds/system/

Payload: http://169.197.141.15/fzamidiamonds/system/

comment:

Original URL is: http://169.197.141.15/fzamidiamonds/

matched: HTTP/1.1 200 OK

url: http://169.197.141.15/api-stage/v1_0/test.php

Payload: http://169.197.141.15/api-stage/v1_0/test.php

comment:

Original URL is: http://169.197.141.15/api-stage/v1_0/

matched: HTTP/1.1 200 OK

url: http://169.197.141.15/search-flights/.git/config

Payload: http://169.197.141.15/search-flights/.git/config

comment:

Original URL is: http://169.197.141.15/search-flights/

matched: HTTP/1.1 200 OK

url: http://169.197.141.15/foxbridge/.git/config

Payload: http://169.197.141.15/foxbridge/.git/config

comment:

Original URL is: http://169.197.141.15/foxbridge/

matched: HTTP/1.1 200 OK

url: http://169.197.141.15/api-stage/v1_0/info.php

Payload: http://169.197.141.15/api-stage/v1_0/info.php

comment:

Original URL is: http://169.197.141.15/api-stage/v1_0/

matched: HwySTmdYJp2dpaWKEregYrVfn9/B0xkD2U6+e+sOaHqImTfLrycUOIZM1hJwC3oemPXbi

/y5PnsrJ136bUa8pxu69BklmANWwDRkgR1wmwVaglyi3Nz6JLQ+ZG5NxQsgNdAhmIfJN7wxgoWg9fxzPQ+c/g9YAIXgeUKCyipJO4uR/wswAOIwB

/5IgxvbAAAAAElFTkSuQmCC" alt="PHP logo" /></a><h1 class="p">PHP Version 8.1.2-1ubuntu2.19</h1>

</td></tr>

</table>

<table>

<tr><td class="e">System </td><td class="v">Linux nyc-sm5038md-h24trf-5-22 5.15.0-122-generic #132-Ubuntu SMP Thu Aug 29 13:45:52 UTC 2024 x86_64 </td></tr>

<tr><td class="e">Build Date </td><td c
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SOLUTION:

Please first check the results section below for the port number on which this vulnerability was detected. If that port number is known to be used for port-forwarding, then it 

is the backend host that is really vulnerable.

Various implementations and products including Check Point, Cisco, Cray Inc, Hitachi, Internet Initiative Japan, Inc (IIJ), Juniper Networks, NEC and Yamaha are 

currently undergoing review. Contact the vendors to obtain more information about affected products and fixes.  NISCC Advisory 236929 - Vulnerability Issues in TCP

details the vendor patch status as of the time of the advisory, and identifies resolutions and workarounds.

IMPACT:

Successful exploitation of this issue could lead to denial of service attacks on the TCP based services of target hosts.

THREAT:

TCP provides stateful communications between hosts on a network. TCP sessions are established by a three-way handshake and use random 32-bit sequence and 

acknowledgement numbers to ensure the validity of traffic. A vulnerability was reported that may permit TCP sequence numbers to be more easily approximated by 

remote attackers. This issue affects products released by multiple vendors.

The cause of the vulnerability is that affected implementations will accept TCP sequence numbers within a certain range, known as the acknowledgement range, of the 

expected sequence number for a packet in the session. This is determined by the TCP window size, which is negotiated during the three-way handshake for the session. 

Larger TCP window sizes may be set to allow for more throughput, but the larger the TCP window size, the more probable it is to guess a TCP sequence number that falls 

within an acceptable range. It was initially thought that guessing an acceptable sequence number was relatively difficult for most implementations given random 

distribution, making this type of attack impractical. However, some implementations may make it easier to successfully approximate an acceptable TCP sequence 

number, making these attacks possible with a number of protocols and implementations.

This is further compounded by the fact that some implementations may support the use of the TCP Window Scale Option, as described in RFC 1323, to extend the TCP 

window size to a maximum value of 1 billion.

This vulnerability will permit a remote attacker to inject a SYN or RST packet into the session, causing it to be reset and effectively allowing for denial of service attacks. 

An attacker would exploit this issue by sending a packet to a receiving implementation with an approximated sequence number and a forged source IP address and TCP 

port.

There are a few factors that may present viable target implementations, such as those which depend on long-lived TCP connections, those that have known or easily 

guessed IP address endpoints and those implementations with easily guessed TCP source ports. It has been noted that Border Gateway Protocol (BGP) is reported to be 

particularly vulnerable to this type of attack, due to the use of long-lived TCP sessions and the possibility that some implementations may use the TCP Window Scale 

Option. As a result, this issue is likely to affect a number of routing platforms.

Another factor to consider is the relative difficulty of injecting packets into TCP sessions, as a number of receiving implementations will reassemble packets in order, 

dropping any duplicates. This may make some implementations more resistant to attacks than others.

It should be noted that while a number of vendors have confirmed this issue in various products, investigations are ongoing and it is likely that many other vendors and 

products will turn out to be vulnerable as the issue is investigated further.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:N/A:P

CVSS Temporal Score:  4.3 E:F/RL:T/RC:C

Severity:  3

QID: 82054

Category: TCP/IP

CVE ID: CVE-2004-0230

Vendor Reference: -

Bugtraq ID: 10183

Last Update: 2024-02-29 00:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

http://packetstormsecurity.org/0404-advisories/246929.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2004-0230
http://www.securityfocus.com/bid/10183
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IMPACT:

vulnerable to collision attacks, which are designed to fabricate the same hash value for different input data.each hash is supposedly unique.

THREAT:

The SSH protocol (Secure Shell) is a method for secure remote login from one computer to another. The target is using deprecated SHA1 cryptographic settings to 

communicate.

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  2.1 E:U/RL:W/RC:C

Severity:  2

QID: 38909

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-09-05 18:25:56.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

SHA1 deprecated setting for SSH port 22 / tcp

RESULT:

Tested on port 80 with an injected SYN/RST offset by 16 bytes.

Refer to  and  to obtain a list of vendors affected by this issue and a note on resolutions (if any) provided by US-CERT Vulnerability Note VU#415294 OSVDB Article 4030

the vendor.

For Microsoft: Refer to  and  for further details.MS05-019 MS06-064

For SGI IRIX: Refer to SGI Security Advisory 20040905-01-P

For SCO UnixWare 7.1.3 and 7.1.1: Refer to SCO Security Advisory SCOSA-2005.14

For Solaris (Sun Microsystems): The vendor has acknowledged the vulnerability; however a patch is not available. Refer to Sun Microsystems, Inc. Information for 

 to obtain additional details. Also, refer to  for detailed mitigating strategies against these attacks.VU#415294 TA04-111A

For NetBSD: Refer to NetBSD-SA2004-006

For Cisco: Refer to .cisco-sa-20040420-tcp-ios.shtml

For IBM : Refer to .IBM-tcp-sequence-number-cve-2004-0230

For Red Hat Linux: There is no fix available : Refer to .

Workaround:

The following BGP-specific workaround information has been provided.

For BGP implementations that support it, the TCP MD5 Signature Option should be enabled. Passwords that the MD5 checksum is applied to should be set to strong 

values and changed on a regular basis.

Secure BGP configuration instructions have been provided for Cisco and Juniper at these locations:

Secure Cisco IOS BGP Template

JUNOS Secure BGP Template

http://www.kb.cert.org/vuls/id/415294
http://osvdb.org/4030
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2005/ms05-019
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2006/ms06-064
ftp://patches.sgi.com/support/free/security/advisories/20040905-01-P.asc
ftp://ftp.sco.com/pub/updates/UnixWare/SCOSA-2005.14/SCOSA-2005.14.txt
http://www.kb.cert.org/vuls/id/JARL-5YGQAJ
http://www.kb.cert.org/vuls/id/JARL-5YGQAJ
http://www.us-cert.gov/cas/techalerts/TA04-111A.html
ftp://ftp.netbsd.org/pub/NetBSD/security/advisories/NetBSD-SA2004-006.txt.asc
http://www.cisco.com/warp/public/707/cisco-sa-20040420-tcp-ios.shtml
https://www.ibm.com/support/pages/tcp-sequence-number-approximation-based-denial-service-cve-2004-0230
https://access.redhat.com/security/cve/cve-2004-0230
http://www.cymru.com/Documents/secure-bgp-template.html
http://www.cymru.com/gillsr/documents/junos-bgp-template.pdf
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THREAT:

An HTML form that collects sensitive information does not prevent the browser from prompting the user to save the populated values for later reuse. Autocomplete should 

be turned off for any input that takes sensitive information such as credit card number, CVV2/CVC code, U.S. social security number, etc.

CVSS Base Score:  0 AV:N/AC:L/Au:S/C:N/I:N/A:N

CVSS Temporal Score:  0 E:POC/RL:U/RC:C

Severity:  2

QID: 150112

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2017-10-06 22:01:46.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Sensitive form field has not disabled autocomplete port 80 / tcp

RESULT:

Type Name

MAC hmac-sha1-etm@openssh.

com

MAC hmac-sha1

SOLUTION:

Avoid using deprecated cryptographic settings.

Use best practices when configuring SSH.

Refer to  .NIST Retires SHA-1 Cryptographic Algorithm (SSH)

Other documents to refer

Deprecate settings listed for red hat

Key exchange

CBC Cipher

SHA1 ietf reference

Settings currently considered deprecated:

1.Key exchange algorithms:

diffie-hellman-group1-sha1, rsa1024sha1, diffie-hellman-group14-sha1, diffie-hellman-group-exchange-sha1, gss-gex-sha1-*, gss-group1-sha1-* and gss-group14-sha1-*.

2.MAC:

hmac-sha1, hmac-sha1-96, hmac-sha1-etm@openssh.com, hmac-sha1-96-etm@openssh.com

3.Host key:

ssh-rsa, ssh-dss, ssh-rsa-cert-v01@openssh.com, ssh-dss-cert-v01@openssh.com

https://www.nist.gov/news-events/news/2022/12/nist-retires-sha-1-cryptographic-algorithm
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/7.4_release_notes/chap-red_hat_enterprise_linux-7.4_release_notes-deprecated_functionality_in_rhel7
https://www.ietf.org/archive/id/draft-ietf-curdle-ssh-kex-sha2-13.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5161
https://datatracker.ietf.org/doc/html/rfc9142
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RESULT:

url: http://169.197.141.15/foxbridge/

Payload: N/A

matched: Vulnerable blank target(s) found:

SOLUTION:

Use either of these attributes rel="noreferrer" or rel="noopener".

Implement Cross Origin Opener Policy header.

IMPACT:

The user may be redirected to an untrusted page that contains undesired content or malicious script code.

THREAT:

Reverse Tabnabbing is an attack where the target page is replaced by phishing site. This is possible when target="_blank" is in use with rel="noopener" or rel="

noreferrer", attacker can use JavaScript window.opener and inject malicious domain in it. When user clicks on html link, they will get redirected to phishing or unintentional 

website.

WAS detects this vulnerability during crawling and evaluates HTML links embedded in anchor tags.

CVSS Base Score:  2.6 AV:N/AC:H/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  2.0 E:U/RL:W/RC:UR

Severity:  1

QID: 150222

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-08-03 05:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Reverse Tabnabbing port 80 / tcp

RESULT:

url: http://169.197.141.15/api-stage/portal/process.php

Payload: N/A

matched: The following password field(s) in the form do not set autocomplete="off":

(Field name: pass, Field id: )

Parent URL of form is: http://169.197.141.15/api-stage/portal/

SOLUTION:

Add the following attribute to the form or input element: autocomplete="off" This attribute prevents the browser from prompting the user to save the populated form values 

for later reuse. Most browsers no longer honor autocomplete="off" for password input fields. These browsers include Chrome, Firefox, Microsoft Edge, IE, Opera 

However, there is still an ability to turn off autocomplete through the browser and that is recommended for a shared computing environment. Since the ability to turn 

autocomplete off for password inputs fields is controlled by the user it is highly recommended for application to enforce strong password rules.

IMPACT:

If the browser is used in a shared computing environment where more than one person may use the browser, then "autocomplete" values may be submitted by an 

unauthorized user.
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ICMP Timestamp Request

<a href="/book-tee-time.html" target="_blank" class="d-lg-block d-none">Book Tee Time</a>

<a href="https://bookeo.com/foxbridge-events" target="_blank" > Book Event </a>

<a href="https://www.instagram.com/foxbridgeevent" target="_blank"><i class="fa fa-instagram" aria-hidden="true"></i></a>

url: http://169.197.141.15/foxbridge/vendors.html

Payload: N/A

matched: Vulnerable blank target(s) found:

<a href="/book-tee-time.html" target="_blank" class="d-lg-block d-none">Book Tee Time</a>

<a href="https://bookeo.com/foxbridge-events" target="_blank" > Book Event </a>

<a href="https://www.instagram.com/foxbridgeevent" target="_blank"><i class="fa fa-instagram" aria-hidden="true"></i></a>

url: http://169.197.141.15/api-stage/memcache/

Payload: N/A

matched: Vulnerable blank target(s) found:

<a href="http://code.google.com/p/phpmemcacheadmin/" target="_blank">GoogleCode</a>

<a href="http://www.firefox.com" target="_blank">Firefox</a>

<a href="http://www.google.com/chrome" target="_blank">Google Chrome</a>

url: http://169.197.141.15/foxbridge/index.html

Payload: N/A

matched: Vulnerable blank target(s) found:

<a href="/book-tee-time.html" target="_blank" class="d-lg-block d-none">Book Tee Time</a>

<a href="https://bookeo.com/foxbridge-events" target="_blank" > Book Event </a>

<a href="https://www.instagram.com/foxbridgeevent" target="_blank"><i class="fa fa-instagram" aria-hidden="true"></i></a>

url: http://169.197.141.15/foxbridge/event.html

Payload: N/A

matched: Vulnerable blank target(s) found:

<a href="/book-tee-time.html" target="_blank" class="d-lg-block d-none">Book Tee Time</a>

<a href="https://www.instagram.com/foxbridgeevent" target="_blank"><i class="fa fa-instagram" aria-hidden="true"></i></a>

url: http://169.197.141.15/foxbridge/venues.html

Payload: N/A

matched: Vulnerable blank target(s) found:

<a href="/book-tee-time.html" target="_blank" class="d-lg-block d-none">Book Tee Time</a>

<a href="https://bookeo.com/foxbridge-events" target="_blank" > Book Event </a>

<a href="https://www.instagram.com/foxbridgeevent" target="_blank"><i class="fa fa-instagram" aria-hidden="true"></i></a>

url: http://169.197.141.15/foxbridge/gallery.html

Payload: N/A

matched: Vulnerable blank target(s) found:

<a href="/book-tee-time.html" target="_blank" class="d-lg-block d-none">Book Tee Time</a>

<a href="https://bookeo.com/foxbridge-events" target="_blank" > Book Event </a>

<a href="https://www.instagram.com/foxbridgeevent" target="_blank"><i class="fa fa-instagram" aria-hidden="true"></i></a>

url: http://169.197.141.15/foxbridge/contacts.html

Payload: N/A

matched: Vulnerable blank target(s) found:

<a href="/book-tee-time.html" target="_blank" class="d-lg-block d-none">Book Tee Time</a>

<a href="https://bookeo.com/foxbridge-events" target="_blank" > Book Event </a>

<a href="https://www.instagram.com/foxbridgeevent" target="_blank"><i class="fa fa-instagram" aria-hidden="true"></i></a>
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PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Sensitive Information Disclosure Vulnerability port 22 / tcp

Potential Vulnerabilities (33)

RESULT:

Timestamp of host (network byte ordering): 16:32:52 GMT

SOLUTION:

You can filter ICMP messages of type "Timestamp" and "Timestamp Reply" at the firewall level. Some system administrators choose to filter most types of ICMP 

messages for various reasons. For example, they may want to protect their internal hosts from ICMP-based Denial Of Service attacks, such as the  or  Ping of Death Smurf

attacks.

However, you should never filter  ICMP messages, as some of them ("Don't Fragment", "Destination Unreachable", "Source Quench", etc) are necessary for proper ALL

behavior of Operating System TCP/IP stacks.

It may be wiser to contact your network consultants for advice, since this issue impacts your overall network reliability and security.

IMPACT:

Unauthorized users can obtain information about your network by sending ICMP timestamp packets. For example, the internal systems clock should not be disclosed 

since some internal daemons use this value to calculate ID or sequence numbers (i.e., on SunOS servers).

THREAT:

ICMP (Internet Control and Error Message Protocol) is a protocol encapsulated in IP packets. It's principal purpose is to provide a protocol layer able to inform gateways 

of the inter-connectivity and accessibility of other gateways or hosts. "ping" is a well-known program for determining if a host is up or down. It uses ICMP echo packets.

ICMP timestamp packets are used to synchronize clocks between hosts. Revealing the current time on the system may facilitate attackers to mount further attacks. Since 

the risk is especially high on internet facing targets, this vulnerability will be flagged only be Internet scanners hosted by Qualys. Internal targets will not be flagged with 

this vulnerability.

Please see QID:82040 for a list of supported ICMP packet types.

CVSS Base Score:  2.1 AV:L/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.8 E:POC/RL:W/RC:C

Severity:  1

QID: 82003

Category: TCP/IP

CVE ID: CVE-1999-0524

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-11-26 18:01:42.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0524
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 730529

Category: CGI

CVE ID: CVE-2022-31813

Vendor Reference: Apache HTTP Server

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) mod_proxy X-Forwarded-For dropped by hop-by-hop mechanism 

Vulnerability port 80 / tcp

RESULT:

Vulnerable OpenSSH version for sshd(8) detected on port 22 over TCP - SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

Customers are advised to upgrade to  or later to remediate these vulnerabilities.OpenSSH 9.3

Patch:

Following are links for downloading patches to fix the vulnerabilities:

CVE-2023-28531

IMPACT:

Successfully exploitation of this vulnerability could lead to disclosure of sensitive information, addition or modification of data, or Denial of Service (DoS).

THREAT:

OpenSSH (OpenBSD Secure Shell) is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

Affected Versions:

OpenSSH version 8.9 and above prior to 9.3

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 38896

Category: General remote services

CVE ID: CVE-2023-28531

Vendor Reference: OpenSSH Advisory

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31813
https://httpd.apache.org/security/vulnerabilities_24.html
https://www.openssh.com/txt/release-9.3
https://www.openssh.com/txt/release-9.3
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-28531
https://www.openssh.com/txt/release-9.3
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PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2022-28330, CVE-2022-28614, 

CVE-2022-28615, CVE-2022-29404, CVE-2022-30556) port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache httpd

IMPACT:

Successful exploitation allows information disclosure and possible remote code execution

THREAT:

Apache HTTP Server is an HTTP web server application.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-28330: Apache HTTP Server 2.4.53 and earlier on Windows may read beyond bounds when configured to process requests with the mod_isapi module.

CVE-2022-28614: The ap_rwrite() function in Apache HTTP Server 2.4.53 and earlier may read unintended memory if an attacker can cause the server to reflect very 

large input using ap_rwrite() or ap_rputs(), such as with mod_luas r:puts() function.

CVE-2022-28615: Apache HTTP Server 2.4.53 and earlier may crash or disclose information due to a read beyond bounds in ap_strcmp_match() when provided with an 

extremely large input buffer.

CVE-2022-29404: In Apache HTTP Server 2.4.53 and earlier, a malicious request to a lua script that calls r:parsebody(0) may cause a denial of service due to no default 

limit on possible input size.

CVE-2022-30556: Apache HTTP Server 2.4.53 and earlier may return lengths to applications calling r:wsread() that point past the end of the storage allocated for the 

buffer.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  4.7 E:U/RL:OF/RC:C

Severity:  5

QID: 731514

Category: CGI

CVE ID: , , , , CVE-2022-28330 CVE-2022-28614 CVE-2022-28615 CVE-2022-29404 CVE-2022-30556

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28614
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28615
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29404
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30556
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache httpd

IMPACT:

Successful exploitation allows information disclosure and possible remote code execution

THREAT:

Apache HTTP Server is an HTTP web server application.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  5

QID: 730529

Category: CGI

CVE ID: CVE-2022-31813

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) mod_proxy X-Forwarded-For dropped by hop-by-hop mechanism 

Vulnerability port 443 / tcp

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-31813
https://httpd.apache.org/security/vulnerabilities_24.html
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SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-28330: Apache HTTP Server 2.4.53 and earlier on Windows may read beyond bounds when configured to process requests with the mod_isapi module.

CVE-2022-28614: The ap_rwrite() function in Apache HTTP Server 2.4.53 and earlier may read unintended memory if an attacker can cause the server to reflect very 

large input using ap_rwrite() or ap_rputs(), such as with mod_luas r:puts() function.

CVE-2022-28615: Apache HTTP Server 2.4.53 and earlier may crash or disclose information due to a read beyond bounds in ap_strcmp_match() when provided with an 

extremely large input buffer.

CVE-2022-29404: In Apache HTTP Server 2.4.53 and earlier, a malicious request to a lua script that calls r:parsebody(0) may cause a denial of service due to no default 

limit on possible input size.

CVE-2022-30556: Apache HTTP Server 2.4.53 and earlier may return lengths to applications calling r:wsread() that point past the end of the storage allocated for the 

buffer.

Affected Versions:

Apache HTTP Server versions 2.4.53 and earlier

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  4.7 E:U/RL:OF/RC:C

Severity:  5

QID: 731514

Category: CGI

CVE ID: , , , , CVE-2022-28330 CVE-2022-28614 CVE-2022-28615 CVE-2022-29404 CVE-2022-30556

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2022-28330, CVE-2022-28614, 

CVE-2022-28615, CVE-2022-29404, CVE-2022-30556) port 80 / tcp

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28330
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28614
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28615
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29404
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-30556
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  4

QID: 730758

Category: CGI

CVE ID: CVE-2023-25690

Vendor Reference: Apache HTTP Server Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Request Smuggling Vulnerability port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25690
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html
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VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.55 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

SOLUTION:

Customers are advised to upgrade to Apache HTTP Server version 2.4.56 or later. For more information please refer to Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Request splitting/smuggling could result in bypass of access controls in the proxy server, proxying unintended URLs to existing origin servers, and cache poisoning.

THREAT:

Some mod_proxy configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a HTTP Request Smuggling attack.

Configurations are affected when mod_proxy is enabled along with some form of RewriteRule or ProxyPassMatch in which a non-specific pattern matches some portion 

of the user-supplied request-target (URL) data and is then re-inserted into the proxied request-target using variable substitution.

Affected Versions:

Apache HTTP Server Versions 2.4.0 through 2.4.55 (including)

QID Detection Logic(Unauthenticated):

This QID checks for vulnerable version of Apache HTTP Server by sending a GET request to a target and extracting the version from the response header.

https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2006-20001: A carefully crafted If: request header can cause a memory read, or write of a single zero byte, in a pool (heap) memory location beyond the header 

value sent. This could cause the process to crash.

CVE-2022-37436: A malicious backend can cause the response headers to be truncated early, resulting in some headers being incorporated into the response body. If 

the later headers have any security purpose, they will not be interpreted by the client.

Affected Versions:

Apache HTTP Server versions prior to 2.4.55

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  4.8 AV:A/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:OF/RC:C

Severity:  4

QID: 731513

Category: CGI

CVE ID: , CVE-2006-20001 CVE-2022-37436

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-20001
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-37436
https://httpd.apache.org/security/vulnerabilities_24.html


PCI Scan Vulnerability Report

Page 918Sysnet Scanning Management System February 13, 2025

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability allows an attacker to smuggle requests to the AJP server it forwards requests.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-36760: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server from 2.4 through 2.4.54

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  1.9 AV:L/AC:M/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.4 E:POC/RL:OF/RC:C

Severity:  4

QID: 731520

Category: CGI

CVE ID: CVE-2022-36760

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-09-06 06:03:24.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-36760) port 443 / tcp

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36760
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2006-20001: A carefully crafted If: request header can cause a memory read, or write of a single zero byte, in a pool (heap) memory location beyond the header 

value sent. This could cause the process to crash.

CVE-2022-37436: A malicious backend can cause the response headers to be truncated early, resulting in some headers being incorporated into the response body. If 

the later headers have any security purpose, they will not be interpreted by the client.

Affected Versions:

Apache HTTP Server versions prior to 2.4.55

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  4.8 AV:A/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  3.5 E:U/RL:OF/RC:C

Severity:  4

QID: 731513

Category: CGI

CVE ID: , CVE-2006-20001 CVE-2022-37436

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.55 Multiple Security Vulnerabilities port 443 / tcp

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-20001
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-37436
https://httpd.apache.org/security/vulnerabilities_24.html
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IMPACT:

Successful exploitation of the vulnerability may allow an attacker to redirect victim to a malicious server.

THREAT:

Apache HTTP Server is a free and open-source cross-platform web server software, released under the terms of Apache License 2.0.

CVE-2022-22719 - A carefully crafted request body can cause a read to a random memory area which could cause the process to crash.

CVE-2022-22720 - Apache HTTP Server 2.4.52 and earlier fails to close inbound connection when errors are encountered discarding the request body, exposing the 

server to HTTP Request Smuggling

CVE-2022-22721 - If LimitXMLRequestBody is set to allow request bodies larger than 350MB (defaults to 1M) on 32 bit systems an integer overflow happens which later 

causes out of bounds writes.

CVE-2022-23943 - Out-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap memory with possibly attacker provided 

data.

Affected Versions:

Apache HTTP Server 2.4 - 2.4.52

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  4

QID: 730403

Category: CGI

CVE ID: , , , CVE-2022-23943 CVE-2022-22721 CVE-2022-22720 CVE-2022-22719

Vendor Reference: Apache Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Out-of-bounds Write Vulnerability port 80 / tcp

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23943
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22719
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731613

Category: CGI

CVE ID: , , , , , , CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38476 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server 2.4.60

Bugtraq ID: -

Last Update: 2024-12-17 13:21:47.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.60 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

SOLUTION:

Customers are advised to update to Apache HTTP Server 2.4.53 or later. For more information, check Apache Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache Security Advisory

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38476
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://dlcdn.apache.org/httpd/CHANGES_2.4.60
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html


PCI Scan Vulnerability Report

Page 922Sysnet Scanning Management System February 13, 2025

Apache Hypertext Transfer Protocol (HTTP) Server Request Smuggling Vulnerability port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2024-38472: SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and malicious requests or content

CVE-2024-38473: Apache HTTP Server proxy encoding problem

CVE-2024-38474: Apache HTTP Server weakness with encoded question marks in backreferences

CVE-2024-38475: Apache HTTP Server weakness in mod_rewrite when first segment of substitution matches filesystem path.

CVE-2024-38476: Apache HTTP Server may use exploitable/malicious backend application output to run local handlers via internal redirect

CVE-2024-38477: Apache HTTP Server Crash resulting in Denial of Service in mod_proxy via a malicious request

CVE-2024-39573: Apache HTTP Server mod_rewrite proxy handler substitution

Affected Versions:

Apache HTTP Server versions prior to 2.4.60

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

Note: Detection is made practice as it checks for server banners only

https://httpd.apache.org/download.cgi
https://httpd.apache.org/download.cgi
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RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to Apache HTTP Server version 2.4.56 or later. For more information please refer to Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Request splitting/smuggling could result in bypass of access controls in the proxy server, proxying unintended URLs to existing origin servers, and cache poisoning.

THREAT:

Some mod_proxy configurations on Apache HTTP Server versions 2.4.0 through 2.4.55 allow a HTTP Request Smuggling attack.

Configurations are affected when mod_proxy is enabled along with some form of RewriteRule or ProxyPassMatch in which a non-specific pattern matches some portion 

of the user-supplied request-target (URL) data and is then re-inserted into the proxied request-target using variable substitution.

Affected Versions:

Apache HTTP Server Versions 2.4.0 through 2.4.55 (including)

QID Detection Logic(Unauthenticated):

This QID checks for vulnerable version of Apache HTTP Server by sending a GET request to a target and extracting the version from the response header.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  4

QID: 730758

Category: CGI

CVE ID: CVE-2023-25690

Vendor Reference: Apache HTTP Server Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-25690
https://httpd.apache.org/security/vulnerabilities_24.html#2.4.56
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RESULT:

url: http://169.197.141.15:443/

comment: Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) detected at PORT : 443

matched: HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 16:33:59 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

SOLUTION:

Customers are advised to upgrade to  or later version to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server 2.4.62

refer to .Apache HTTP Server Security

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could potentially leak NTML hashes to a malicious server via SSRF and malicious requests.

THREAT:

Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Multiple versions of Apache HTTP Server on Windows are affected by a Server-Side Request Forgery (SSRF) Vulnerability with mod_rewrite in server/vhost context.

Affected Versions:

Apache HTTP Server versions from 2.4.0 prior to 2.4.62

QID Detection Logic (Unauthenticated):

This QID sends an HTTP GET request and checks the HTTP response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152036

Category: Web Application

CVE ID: CVE-2024-40898

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-13 18:02:42.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) port 443 / tcp

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-40898
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.55 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability allows an attacker to smuggle requests to the AJP server it forwards requests.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-36760: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server from 2.4 through 2.4.54

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  1.9 AV:L/AC:M/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  1.4 E:POC/RL:OF/RC:C

Severity:  4

QID: 731520

Category: CGI

CVE ID: CVE-2022-36760

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-09-06 06:03:24.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-36760) port 80 / tcp

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 169.197.141.15 Port 443</address>

</body></html>

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-36760
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2024-38472: SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and malicious requests or content

CVE-2024-38473: Apache HTTP Server proxy encoding problem

CVE-2024-38474: Apache HTTP Server weakness with encoded question marks in backreferences

CVE-2024-38475: Apache HTTP Server weakness in mod_rewrite when first segment of substitution matches filesystem path.

CVE-2024-38476: Apache HTTP Server may use exploitable/malicious backend application output to run local handlers via internal redirect

CVE-2024-38477: Apache HTTP Server Crash resulting in Denial of Service in mod_proxy via a malicious request

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731613

Category: CGI

CVE ID: , , , , , , CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38476 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server 2.4.60

Bugtraq ID: -

Last Update: 2024-12-17 13:21:47.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.60 Multiple Security Vulnerabilities port 443 / tcp

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38476
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://dlcdn.apache.org/httpd/CHANGES_2.4.60
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CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:P/I:N/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152036

Category: Web Application

CVE ID: CVE-2024-40898

Vendor Reference: Apache HTTP Server

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may compromise Confidentiality, Integrity, and Availability of the Data.

CVE-2024-39573: Apache HTTP Server mod_rewrite proxy handler substitution

Affected Versions:

Apache HTTP Server versions prior to 2.4.60

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running the vulnerable version of apache httpd.

Note: Detection is made practice as it checks for server banners only

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-40898
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/download.cgi
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VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

OpenSSH Authentication Bypass Vulnerability

RESULT:

url: http://169.197.141.15/

comment: Apache HTTP Server Server-Side Request Forgery (SSRF) Vulnerability (CVE-2024-40898) detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 18:59:52 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2410

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a><

SOLUTION:

Customers are advised to upgrade to  or later version to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server 2.4.62

refer to .Apache HTTP Server Security

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could potentially leak NTML hashes to a malicious server via SSRF and malicious requests.

THREAT:

Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Multiple versions of Apache HTTP Server on Windows are affected by a Server-Side Request Forgery (SSRF) Vulnerability with mod_rewrite in server/vhost context.

Affected Versions:

Apache HTTP Server versions from 2.4.0 prior to 2.4.62

QID Detection Logic (Unauthenticated):

This QID sends an HTTP GET request and checks the HTTP response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

Bugtraq ID: -

Last Update: 2024-11-13 18:02:42.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server is a free and open-source cross-platform web server software, released under the terms of Apache License 2.0.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.5 E:U/RL:OF/RC:C

Severity:  4

QID: 730403

Category: CGI

CVE ID: , , , CVE-2022-23943 CVE-2022-22721 CVE-2022-22720 CVE-2022-22719

Vendor Reference: Apache Security Advisory

Bugtraq ID: -

Last Update: 2024-12-30 13:21:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol (HTTP) Server Out-of-bounds Write Vulnerability port 443 / tcp

RESULT:

Vulnerable SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10 detected on port 22 over TCP.

SOLUTION:

There are no vendor supplied patches available at this time.

IMPACT:

Successful exploitation allows OS command injection and row hammer attacks for authentication bypass.

THREAT:

OpenSSH is a set of computer programs providing encrypted communication sessions over a computer network using the SSH protocol.

In OpenSSH, when common types of DRAM are used, might allow row hammer attacks (for authentication bypass) because the integer value of authenticated in 

mm_answer_authpassword does not resist flips of a single bit.

Affected Versions:

OpenSSH up to version 9.6

QID Detection Logic:

This unauthenticated detection works by reviewing the version of the OpenSSH service.

CVSS Base Score:  0.0 AV:L/AC:L/Au:N/C:N/I:N/A:N

CVSS Temporal Score:  0.0 E:U/RL:U/RC:C

Severity:  4

QID: 38919

Category: General remote services

CVE ID: CVE-2023-51767

Vendor Reference: OpenSSH 9.6

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23943
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22721
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22720
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22719
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-51767
https://www.openssh.com/txt/release-9.6
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152103

Category: Web Application

CVE ID: , , , , , , CVE-2024-36387 CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38477 CVE-2024-39573

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to update to Apache HTTP Server 2.4.53 or later. For more information, check Apache Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache Security Advisory

IMPACT:

Successful exploitation of the vulnerability may allow an attacker to redirect victim to a malicious server.

CVE-2022-22719 - A carefully crafted request body can cause a read to a random memory area which could cause the process to crash.

CVE-2022-22720 - Apache HTTP Server 2.4.52 and earlier fails to close inbound connection when errors are encountered discarding the request body, exposing the 

server to HTTP Request Smuggling

CVE-2022-22721 - If LimitXMLRequestBody is set to allow request bodies larger than 350MB (defaults to 1M) on 32 bit systems an integer overflow happens which later 

causes out of bounds writes.

CVE-2022-23943 - Out-of-bounds Write vulnerability in mod_sed of Apache HTTP Server allows an attacker to overwrite heap memory with possibly attacker provided 

data.

Affected Versions:

Apache HTTP Server 2.4 - 2.4.52

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-36387
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://169.197.141.15/

comment: Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 18:59:51 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2410

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could lead to a security breach or could affect integrity, availability, and confidentiality.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

DoS by Null pointer in websocket over HTTP/2 (CVE-2024-36387): Serving WebSocket protocol upgrades over a HTTP/2 connection could result in a Null Pointer 

dereference, leading to a crash of the server process, degrading performance.

Windows UNC SSRF (CVE-2024-38472): SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and 

malicious requests or content.

Note: Existing configurations that access UNC paths will have to configure new directive "UNCList" to allow access during request processing.

Proxy encoding problem (CVE-2024-38473): Encoding problem in mod_proxy allows request URLs with incorrect encoding to be sent to backend services, potentially 

bypassing authentication via crafted requests.

Weakness with encoded question marks in backreferences (CVE-2024-38474): Substitution encoding issue in mod_rewrite. Allows attacker to execute scripts in 

directories permitted by the configuration but not directly reachable by any URL or source disclosure of scripts meant to only to be executed as CGI.

Weakness in mod_rewrite when first segment of substitution matches filesystem path. (CVE-2024-38475): Improper escaping of output in mod_rewrite. Allows an attacker 

to map URLs to filesystem locations that are permitted to be served by the server but are not intentionally/directly reachable by any URL, resulting in code execution or 

source code disclosure.

Crash resulting in Denial of Service in mod_proxy via a malicious request (CVE-2024-38477): null pointer dereference in mod_proxy. Allows an attacker to crash the 

server via a malicious request.

mod_rewrite proxy handler substitution (CVE-2024-39573): Potential SSRF in mod_rewrite. Allows an attacker to cause unsafe RewriteRules to unexpectedly setup URLs 

to be handled by mod_proxy.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.59

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-12-13 12:00:01.0

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

DoS by Null pointer in websocket over HTTP/2 (CVE-2024-36387): Serving WebSocket protocol upgrades over a HTTP/2 connection could result in a Null Pointer 

dereference, leading to a crash of the server process, degrading performance.

Windows UNC SSRF (CVE-2024-38472): SSRF in Apache HTTP Server on Windows allows to potentially leak NTML hashes to a malicious server via SSRF and 

malicious requests or content.

Note: Existing configurations that access UNC paths will have to configure new directive "UNCList" to allow access during request processing.

Proxy encoding problem (CVE-2024-38473): Encoding problem in mod_proxy allows request URLs with incorrect encoding to be sent to backend services, potentially 

bypassing authentication via crafted requests.

Weakness with encoded question marks in backreferences (CVE-2024-38474): Substitution encoding issue in mod_rewrite. Allows attacker to execute scripts in 

directories permitted by the configuration but not directly reachable by any URL or source disclosure of scripts meant to only to be executed as CGI.

Weakness in mod_rewrite when first segment of substitution matches filesystem path. (CVE-2024-38475): Improper escaping of output in mod_rewrite. Allows an attacker 

to map URLs to filesystem locations that are permitted to be served by the server but are not intentionally/directly reachable by any URL, resulting in code execution or 

source code disclosure.

Crash resulting in Denial of Service in mod_proxy via a malicious request (CVE-2024-38477): null pointer dereference in mod_proxy. Allows an attacker to crash the 

server via a malicious request.

mod_rewrite proxy handler substitution (CVE-2024-39573): Potential SSRF in mod_rewrite. Allows an attacker to cause unsafe RewriteRules to unexpectedly setup URLs 

to be handled by mod_proxy.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.59

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 152103

Category: Web Application

CVE ID: , , , , , , CVE-2024-36387 CVE-2024-38472 CVE-2024-38473 CVE-2024-38474 CVE-2024-38475 CVE-2024-38477 CVE-2024-39573

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-12-13 12:00:01.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities port 443 / tcp

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a><

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-36387
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38472
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38473
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38474
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38475
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-38477
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-39573
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731521

Category: CGI

CVE ID: CVE-2022-26377

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-26377) port 443 / tcp

RESULT:

url: http://169.197.141.15:443/

comment: Apache HTTP Server Prior to 2.4.60 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 16:33:59 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 169.197.141.15 Port 443</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability could lead to a security breach or could affect integrity, availability, and confidentiality.

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26377
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  5.0 AV:N/AC:L/Au:N/C:N/I:P/A:N

CVSS Temporal Score:  3.9 E:POC/RL:OF/RC:C

Severity:  4

QID: 731521

Category: CGI

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Request Smuggling Vulnerability (CVE-2022-26377) port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may allows an attacker to smuggle requests to the AJP server it forwards requests to.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-26377: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server versions 2.4 to 2.4.53

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running vulnerable version of apache httpd.

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2023-38709, CVE-2024-24795)

port 80 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

SOLUTION:

Customers are advised to update latest Apache httpd

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may allows an attacker to smuggle requests to the AJP server it forwards requests to.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2022-26377: Inconsistent Interpretation of HTTP Requests ('HTTP Request Smuggling') vulnerability in mod_proxy_ajp of Apache HTTP Server allows an attacker 

to smuggle requests to the AJP server it forwards requests to.

Affected Versions:

Apache HTTP Server versions 2.4 to 2.4.53

QID Detection Logic:(Unauthenticated)

This QID checks for server banners to detect if the target is running vulnerable version of apache httpd.

CVE ID: CVE-2022-26377

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26377
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

SOLUTION:

Customers are advised to update the latest Apache versions respectively.

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-38709: Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP responses.

CVE-2024-24795: HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject malicious response headers into backend 

applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server versions prior to 2.4.59

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 731355

Category: CGI

CVE ID: , CVE-2023-38709 CVE-2024-24795

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI Severity Level:

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
https://httpd.apache.org/security/vulnerabilities_24.html
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SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4.59

IMPACT:

Successful exploitation of this vulnerability could allow attackers to split HTTP responses, which can lead to injecting harmful content or causing server issues.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

HTTP response splitting (CVE-2023-38709): Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP 

responses.

HTTP Response Splitting in multiple modules (CVE-2024-24795): HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject 

malicious response headers into backend applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  3

QID: 150863

Category: Web Application

CVE ID: , CVE-2024-24795 CVE-2023-38709

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-06 16:00:11.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities port 80 / tcp

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
https://httpd.apache.org/security/vulnerabilities_24.html


PCI Scan Vulnerability Report

Page 938Sysnet Scanning Management System February 13, 2025

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-38709: Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP responses.

CVE-2024-24795: HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject malicious response headers into backend 

applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server versions prior to 2.4.59

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:P/A:N

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 731355

Category: CGI

CVE ID: , CVE-2023-38709 CVE-2024-24795

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Multiple Security Vulnerabilities (CVE-2023-38709, CVE-2024-24795)

port 443 / tcp

RESULT:

url: http://169.197.141.15/

comment: Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 18:55:37 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2410

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a><

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
https://httpd.apache.org/security/vulnerabilities_24.html
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CVSS Base Score:  7.5 AV:N/AC:L/Au:N/C:P/I:P/A:P

CVSS Temporal Score:  5.9 E:POC/RL:OF/RC:C

Severity:  3

QID: 150863

Category: Web Application

CVE ID: , CVE-2024-24795 CVE-2023-38709

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-11-06 16:00:11.0

VULNERABILITY DETAILS

PCI Severity Level:

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to update the latest Apache versions respectively.

For more information, visit .here

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-24795
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38709
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is not included in the NVD.

PCI COMPLIANCE STATUS

Source Code Disclosure port 80 / tcp

RESULT:

url: http://169.197.141.15:443/

comment: Apache HTTP Server Prior to 2.4.59 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 16:33:58 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 169.197.141.15 Port 443</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4.59

IMPACT:

Successful exploitation of this vulnerability could allow attackers to split HTTP responses, which can lead to injecting harmful content or causing server issues.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

HTTP response splitting (CVE-2023-38709): Faulty input validation in the core of Apache allows malicious or exploitable backend/content generators to split HTTP 

responses.

HTTP Response Splitting in multiple modules (CVE-2024-24795): HTTP Response splitting in multiple modules in Apache HTTP Server allows an attacker that can inject 

malicious response headers into backend applications to cause an HTTP desynchronization attack.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://169.197.141.15/foxbridge/

Payload: N/A

matched: Golf%20Course!5e0!3m2!1sen!2sin!4v1631052372626!5m2!1sen!2sin" width="100%" height="300" frameborder="0" style="border:0;" allowfullscreen="" aria-

hidden="false" tabindex="0"></iframe>

</div>

</div>

</section>

<?php// include &apos;header_footer/footer.php&apos;;?>

<footer>

<div class="container light">

<div class="footer row">

<div class="col-lg-4 col-md-12 col-sm-12 mb-lg-0 mb-md-4">

<div class="footer_logo">

<img src="images/footer_logo.png">

</div>

<di

url: http://169.197.141.15/foxbridge/index.html

Payload: N/A

matched: Golf%20Course!5e0!3m2!1sen!2sin!4v1631052372626!5m2!1sen!2sin" width="100%" height="300" frameborder="0" style="border:0;" allowfullscreen="" aria-

hidden="false" tabindex="0"></iframe>

</div>

</div>

</section>

<?php// include &apos;header_footer/footer.php&apos;;?>

<footer>

<div class="container light">

SOLUTION:

Avoid the exposure of source code from the web application by changing the access to the content or removing the source code from content accessible from the website.

IMPACT:

Exposure of source code in external facing information can lead to information leakage related to web application. The information can result in potential use of data by 

attackers to exploit the application. The exploits can include SQLI, RCE, LFI etc.

THREAT:

Source code was detected when scanning the application. The detection involves passive check to determine source code in the web application content response.

CVSS Base Score:  0.0 AV:N/AC:L/Au:N/C:N/I:N/A:N

CVSS Temporal Score:  0.0 E:U/RL:W/RC:C

Severity:  1

QID: 150811

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-05-25 16:00:21.0
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RESULT:

url: http://169.197.141.15/

comment: Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) detected at PORT : 80

matched: HTTP/1.1 200 OK

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

IMPACT:

Successful exploitation of the vulnerability can allow an attacker to trigger a DoS.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

HTTP/2 incoming headers exceeding the limit are temporarily buffered in nghttp2 in order to generate an informative HTTP 413 response. If a client does not stop sending 

headers, this leads to memory exhaustion.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  6.1 E:POC/RL:OF/RC:C

Severity:  4

QID: 152168

Category: Web Application

CVE ID: CVE-2024-27316

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-09-06 12:02:48.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) port 80 / tcp

<div class="footer row">

<div class="col-lg-4 col-md-12 col-sm-12 mb-lg-0 mb-md-4">

<div class="footer_logo">

<img src="images/footer_logo.png">

</div>

<di

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-27316
https://httpd.apache.org/security/vulnerabilities_24.html
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IMPACT:

Successful exploitation of the vulnerability can allow an attacker to trigger a DoS.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

HTTP/2 incoming headers exceeding the limit are temporarily buffered in nghttp2 in order to generate an informative HTTP 413 response. If a client does not stop sending 

headers, this leads to memory exhaustion.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.58

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  7.8 AV:N/AC:L/Au:N/C:N/I:N/A:C

CVSS Temporal Score:  6.1 E:POC/RL:OF/RC:C

Severity:  4

QID: 152168

Category: Web Application

CVE ID: CVE-2024-27316

Vendor Reference: Apache HTTP Server

Bugtraq ID: -

Last Update: 2024-09-06 12:02:48.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) port 443 / tcp

Date: Wed, 12 Feb 2025 19:00:00 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2410

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a><

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2024-27316
https://httpd.apache.org/security/vulnerabilities_24.html
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THREAT:

Apache HTTP Server is an HTTP web server application.

CVSS Base Score:  1.7 AV:L/AC:L/Au:S/C:N/I:P/A:N

CVSS Temporal Score:  1.3 E:U/RL:OF/RC:C

Severity:  4

QID: 731517

Category: CGI

CVE ID: , CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.58 Multiple Security Vulnerabilities port 80 / tcp

RESULT:

url: http://169.197.141.15:443/

comment: Apache HTTP Server Denial of Service Vulnerability (CVE-2024-27316) detected at PORT : 443

matched: HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 16:33:59 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 169.197.141.15 Port 443</address>

</body></html>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache Hypertext Transfer Protocol Server (HTTP Server) Prior to 2.4.58 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.58 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

CVE-2023-31122: Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server.This issue affects Apache HTTP Server

CVE-2023-45802: A client could send new requests and resets, keeping the connection busy and open and causing the memory footprint to keep on growing. On 

connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server versions prior to 2.4.58

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
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PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities port 443 / tcp

RESULT:

Vulnerable Apache HTTP Server detected on port 443 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

SOLUTION:

Customers are advised to update the latest Apache HTTP Server versions 2.4.58 or later.

For further information, please refer to .Apache HTTP Server Security Advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server Security Advisory

IMPACT:

Successful exploitation of this vulnerability may result in the breach of Confidentiality, Integrity, and Availability of data.

THREAT:

Apache HTTP Server is an HTTP web server application.

CVE-2023-31122: Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server.This issue affects Apache HTTP Server

CVE-2023-45802: A client could send new requests and resets, keeping the connection busy and open and causing the memory footprint to keep on growing. On 

connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server versions prior to 2.4.58

QID Detection Logic:(Unauthenticated)

This QID checks for server banner to detect if the target is running vulnerable version of apache httpd.

CVSS Base Score:  1.7 AV:L/AC:L/Au:S/C:N/I:P/A:N

CVSS Temporal Score:  1.3 E:U/RL:OF/RC:C

Severity:  4

QID: 731517

Category: CGI

CVE ID: , CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache_http_server

Bugtraq ID: -

Last Update: 2024-08-20 12:27:20.0

https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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RESULT:

url: http://169.197.141.15:443/

comment: Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities detected at PORT : 443

matched: HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 16:33:57 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4 vulnerabilities

Apache HTTP Server

IMPACT:

Exploitation of the vulnerability could lead to uncontrolled resource consumption or buffer over-read.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

CVE-2023-31122 : Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server

CVE-2023-43622 : DoS in HTTP/2 with initial windows size 0

CVE-2023-45802 : When a HTTP/2 stream was reset (RST frame) by a client, there was a time window were the requests memory resources were not reclaimed 

immediately. Instead, de-allocation was deferred to connection close. A client could send new requests and resets, keeping the connection busy and open and causing 

the memory footprint to keep on growing. On connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.57

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 150737

Category: Web Application

CVE ID: , , CVE-2023-43622 CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache HTTP Server 2.4 vulnerabilities

Bugtraq ID: -

Last Update: 2024-06-02 12:01:45.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-43622
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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SOLUTION:

Customers are advised to upgrade to the latest version of  to remediate this vulnerability. For more information related to this vulnerability please Apache HTTP Server

refer to Apache's Security advisory

Patch:

Following are links for downloading patches to fix the vulnerabilities:

Apache HTTP Server 2.4 vulnerabilities

Apache HTTP Server

IMPACT:

Exploitation of the vulnerability could lead to uncontrolled resource consumption or buffer over-read.

THREAT:

The Apache HTTP Server, colloquially called Apache, is a free and open-source cross-platform web server software.

Affected versions of Apache HTTP Server has multiple vulnerabilities:

CVE-2023-31122 : Out-of-bounds Read vulnerability in mod_macro of Apache HTTP Server

CVE-2023-43622 : DoS in HTTP/2 with initial windows size 0

CVE-2023-45802 : When a HTTP/2 stream was reset (RST frame) by a client, there was a time window were the requests memory resources were not reclaimed 

immediately. Instead, de-allocation was deferred to connection close. A client could send new requests and resets, keeping the connection busy and open and causing 

the memory footprint to keep on growing. On connection close, all resources were reclaimed, but the process might run out of memory before that.

Affected Versions:

Apache HTTP Server version from 2.4.0 to 2.4.57

QID Detection Logic (Unauthenticated):

This QID sends a HTTP GET request and checks the response headers to confirm if the host is running vulnerable version of Apache HTTP Server.

CVSS Base Score:  6.4 AV:N/AC:L/Au:N/C:P/I:N/A:P

CVSS Temporal Score:  5.0 E:POC/RL:OF/RC:C

Severity:  3

QID: 150737

Category: Web Application

CVE ID: , , CVE-2023-43622 CVE-2023-31122 CVE-2023-45802

Vendor Reference: Apache HTTP Server 2.4 vulnerabilities

Bugtraq ID: -

Last Update: 2024-06-02 12:01:45.0

VULNERABILITY DETAILS

PCI Severity Level:

The vulnerability is purely a denial-of-service (DoS) vulnerability.

PCI COMPLIANCE STATUS

Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities port 80 / tcp

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 169.197.141.15 Port 443</address>

</body></html>

https://httpd.apache.org/download.cgi
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/security/vulnerabilities_24.html
https://httpd.apache.org/download.cgi
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-43622
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-31122
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-45802
https://httpd.apache.org/security/vulnerabilities_24.html
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SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP Content-Security-Policy response header allows web site administrators to control resources the user agent is allowed to load for a given page. This helps 

guard against cross-site scripting attacks (XSS).

QID Detection Logic:

This QID detects the absence of the Content-Security-Policy HTTP header by transmitting a GET request.

Severity:  3

QID: 48001

Category: Information gathering

CVE ID: -

Vendor Reference: Content-Security-Policy

Bugtraq ID: -

Last Update: 2019-03-11 17:50:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Content-Security-Policy HTTP Security Header Not Detected port 80 / tcp

Information Gathered (49)

RESULT:

url: http://169.197.141.15/

comment: Apache HTTP Server Prior to 2.4.58 Multiple Security Vulnerabilities detected at PORT : 80

matched: HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 18:47:46 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2410

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a><

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Content-Security-Policy
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Severity:  3

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Server Returns HTTP 5XX Error Code During Scanning port 80 / tcp

RESULT:

Service name: SSH on TCP port 22.

SOLUTION:

Expose the remote access or remote management services only to the system administrators or intended users of the system.

IMPACT:

Consequences vary by the type of attack.

THREAT:

A remote access or remote management service was detected. If such a service is accessible to malicious users it can be used to carry different type of attacks. Malicious 

users could try to brute force credentials or collect additional information on the service which could enable them in crafting further attacks.

The Results section includes information on the remote access service that was found on the target.

Services like Telnet, Rlogin, SSH, windows remote desktop, pcAnywhere, Citrix Management Console, Remote Admin (RAdmin), VNC, OPENVPN and ISAKMP are 

checked.

Severity:  3

QID: 42017

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-05-20 12:30:20.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Remote Access or Management Service Detected

RESULT:

Content-Security-Policy HTTP Header missing on port 80.

GET / HTTP/1.1

Host: 15-141-197-169.clients.gthost.com

Connection: Keep-Alive
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THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 80 / tcp

RESULT:

http://169.197.141.15/fzamidiamonds/

http://169.197.141.15/foxbridge/membership.php

http://169.197.141.15/foxbridge/jobs.php

http://169.197.141.15/foxbridge/League.php

http://169.197.141.15/foxbridge/promotions.php

SOLUTION:

Review each link to determine why the server encountered an error when responding to the link. Review and investigate the results of QID 150528 which lists 4xx errors 

and QID 150019 which lists unexpected response codes.

IMPACT:

The presence of a HTTP 5xx error during the crawl phase indicates that some problem exists on the website that will be encountered during normal usage of the Web 

application. Note WAS depends on responses to detect many vulnerabilities. If expected response is not received then vulnerabilities present on such links or end points 

may not be detected.

THREAT:

During the WAS scan, links or end points with HTTP 5xx response code were observed and these are listed in the Results section. The HTTP 5xx message indicates a 

server error. The list of supported 5xx response code are as below:

500 - Internal Server Error

501 - Not Implemented

502 - Bad Gateway

503 - Service Unavailable

504 - Gateway Timeout

505 - HTTP Version Not Supported

QID: 150042

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-06-20 06:49:17.0
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Severity:  2

QID: 45017

Category: Information gathering

CVE ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Operating System Detected

RESULT:

Remote Web Server supports HTTP version 1.x on 443 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID lists supported HTTP protocol (HTTP 1.x or HTTP 2) from remote web server.

Severity:  2

QID: 45266

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-02 12:23:02.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server HTTP Protocol Versions port 443 / tcp

RESULT:

Remote Web Server supports HTTP version 1.x on 80 port.GET / HTTP/1.1

SOLUTION:

N/A

IMPACT:

N/A
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Severity:  2

QID: 150319

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-05-29 21:27:07.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Weak Cookies in Use port 80 / tcp

RESULT:

Operating System Technique ID

Ubuntu/Linux TCP/IP Fingerprint U7254:

22

SOLUTION:

Not applicable.

IMPACT:

Not applicable.

THREAT:

Several different techniques can be used to identify the operating system (OS) running on a host. A short description of these techniques is provided below. The specific 

technique used to identify the OS on this host is included in the RESULTS section of your report.

1) : The operating system of a host can be identified from a remote system using TCP/IP fingerprinting. All underlying operating system TCP/IP stacks TCP/IP Fingerprint

have subtle differences that can be seen in their responses to specially-crafted TCP packets. According to the results of this "fingerprinting" technique, the OS version is 

among those listed below.

Note that if one or more of these subtle differences are modified by a firewall or a packet filtering device between the scanner and the host, the fingerprinting technique 

may fail. Consequently, the version of the OS may not be detected correctly. If the host is behind a proxy-type firewall, the version of the operating system detected may 

be that of the firewall instead of the host being scanned.

2) : Short for Network Basic Input Output System, an application programming interface (API) that augments the DOS BIOS by adding special functions for local-NetBIOS

area networks (LANs). Almost all LANs for PCs are based on the NetBIOS. Some LAN manufacturers have even extended it, adding additional network capabilities. 

NetBIOS relies on a message format called Server Message Block (SMB).

3) : PHP is a hypertext pre-processor, an open-source, server-side, HTML-embedded scripting language used to create dynamic Web pages. Under some PHP Info

configurations it is possible to call PHP functions like phpinfo() and obtain operating system information.

4) : The Simple Network Monitoring Protocol is used to monitor hosts, routers, and the networks to which they attach. The SNMP service maintains Management SNMP

Information Base (MIB), a set of variables (database) that can be fetched by Managers. These include "MIB_II.system.sysDescr" for the operating system.

Vendor Reference: -

Bugtraq ID: -

Last Update: 2025-02-11 13:32:02.0
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SSH Algorithms ChaCha20-Poly1305 or CBC-EtM Detected

RESULT:

Based on TCP timestamps obtained via port 22, the host&apos;s uptime is 0 days, 19 hours, and 57 minutes.

The TCP timestamps from the host are in units of 1 milliseconds.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The TCP/IP stack on the host supports the TCP TimeStamp (kind 8) option. Typically the timestamp used is the host's uptime (since last reboot) in various units (e.g., one 

hundredth of second, one tenth of a second, etc.). Based on this, we can obtain the host's uptime. The result is given in the Result section below.

Some operating systems (e.g., MacOS, OpenBSD) use a non-zero, probably random, initial value for the timestamp. For these operating systems, the uptime obtained 

does not reflect the actual uptime of the host; the former is always larger than the latter.

Severity:  2

QID: 82063

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2007-05-29 18:56:36.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Uptime Based on TCP TimeStamp Option

RESULT:

Weak cookies detected: 1

PHPSESSID=ehn4f13ag9ci0u421lg6tut9a8 with issuing URI: http://169.197.141.15/book-flights/, reason: Common cookie names

SOLUTION:

Review cookies reported, all session cookies should have strong length, combination of alpha-number characters.

Use cryptographically secure pseudorandom number generator (CSPRNG) with a size of at least 128 bits and ensure that each sessionID is unique.

Verify non-session cookie values are strong, randomize as applicable.

IMPACT:

With weak cookie values, sessions can be predictable. Such cookies can be used by attacker and impersonate as a legitimate user to steal information or carry out some 

malicious operations.

THREAT:

Cookies are used to track HTTP sessions. Both session and non-session cookies could be persistent cookies in those cases it is important to verify the complexity of the 

cookie values.

Detection: WAS scan evaluates cookie length, analyzes for common cookie parameters not limited to PHPSESSID, ASP.NET_SessionId, JSESSIONID, sessionID, etc.
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Severity:  1

QID: 45005

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-09-27 19:31:33.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Internet Service Provider

RESULT:

SSH Algorithms ChaCha20-Poly1305 or CBC-EtM detected on port: 22

ChaCha20-Poly1305 Algorithm Support: True

CBC-EtM Algorithm Support: False

SOLUTION:

N/A

IMPACT:

The algorithms are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin). Successful exploitation of the vulnerability may allow an attacker to 

downgrade the security of an SSH connection when using SSH extension negotiation. The impact in practice heavily depends on the supported extensions. Most 

commonly, this will impact the security of client authentication when using an RSA public key.

THREAT:

The ChaCha20-Poly1305 algorithm and the CBC-EtM algorithm are known to be vulnerable to the SSH Prefix Truncation Vulnerability (Terrapin).

QID Detection Logic (Unauthenticated):

This detection attempts to start the SSH key exchange process and examines whether either of the vulnerable ChaCha20-Poly1305 Algorithm or CBC-EtM Algorithm is 

active. Please note that this is an Information Gathering QID and does not check if a target is vulnerable, as this does not checks for Strict Key Exchange. Customers are 

advised to refer to QID 38913 to detect vulnerable assets.

Severity:  1

QID: 48259

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-07-03 11:01:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS
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RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 80 / tcp

RESULT:

The ISP network handle is: RIPE-ERX-141

ISP Network description:

RIPE Network Coordination Centre

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may aid in launching further attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.
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THREAT:

The Apache HTTP Server Project is an effort to develop and maintain an open-source HTTP server for modern operating systems including UNIX and Windows. The goal 

of this project is to provide a secure, efficient and extensible server that provides HTTP services in sync with the current HTTP standards.

Apache HTTP Server was detected on the target.

QID Detection Logic (Authenticated):

Operating System: Linux

The detection looks for Apache HTTP Server installation path using ps command. The version is extracted from the Apache HTTP Server's binary.

Severity:  1

QID: 45391

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-12-11 13:21:59.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Apache HTTP Server Detected

External links discovered:

https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js

https://oss.maxcdn.com/libs/respond.js/1.3.0/respond.min.js

https://cdnjs.cloudflare.com/ajax/libs/font-awesome/4.7.0/css/font-awesome.min.css

https://cdnjs.cloudflare.com/ajax/libs/jquery-easing/1.3/jquery.easing.min.js

https://cdnjs.cloudflare.com/ajax/libs/jquery.isotope/3.0.6/isotope.pkgd.js

https://cdnjs.cloudflare.com/ajax/libs/magnific-popup.js/1.1.0/jquery.magnific-popup.js

https://cdnjs.cloudflare.com/ajax/libs/magnific-popup.js/1.1.0/magnific-popup.css

https://www.google.com/maps/embed?pb=!1m14!1m8!1m3!1d197816.3598494816!2d-79.28427535862214!3d44.050667855357005!3m2!1i1024!2i768!4f13.1!3m3!1m2!

1s0x0:0x76ad21c1eb115ce7!2sFoxbridge%20Golf%20Course!5e0!3m2!1sen!2sin!4v1631052372626!5m2!1sen!2sin

https://fonts.googleapis.com/css2?family=Nunito:wght@200;300;400;600;700;800;900&display=swap

https://fonts.googleapis.com/css2?family=Open+Sans:wght@300;400;600;700;800&display=swap

IP based excluded links:

Logout links detected:

http://169.197.141.15/api-stage/amo_soap/Security_SignOutReply_04_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/Security_SignOut_04_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Security_SignOutReply_04_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Security_SignOut_04_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Security_SignOutReply_04_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Security_SignOut_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Security_SignOutReply_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Security_SignOut_04_1_1A.xsd

http://169.197.141.15/api-stage/picasso_soap/Security_SignOutReply_04_1_1A.xsd

http://169.197.141.15/api-stage/picasso_soap/Security_SignOut_04_1_1A.xsd
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PCI COMPLIANCE STATUS

Business logic abuse potential due to presence of external domains detected port 80 / tcp

RESULT:

Apache web server detected on port 443 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 297

Connection: close

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at nyc-sm5038md-h24trf-5-22.gthost.com Port 80</address>

</body></html>

Apache web server detected on port 80 -

Date: Wed, 12 Feb 2025 16:33:48 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2431

Connection: close

Content-Type: text/html;charset=UTF-8

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td v

SOLUTION:

N/A

IMPACT:

N/A

Operating System: Windows

This QID checks Windows registry to see if Apache HTTP Server is installed. If found, it displays the installed version.
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Severity:  1

QID: 86672

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 80 / tcp

RESULT:

External domains could be involved in potential business logic abuse.

ajax.googleapis.com

bookeo.com

cdn.jsdelivr.net

cdnjs.cloudflare.com

code.google.com

fonts.googleapis.com

maxcdn.bootstrapcdn.com

oss.maxcdn.com

production.webservices.amadeus.com

unpkg.com

www.firefox.com

www.google.com

www.instagram.com

www.youtube.com

SOLUTION:

Audit external domains accessed by your application. If possible launch scans against those.

IMPACT:

N/A

THREAT:

External domains detected in the application. Using external domains in an application introduces risk by potentially exposing the application to external threats and 

dependencies, which can be exploited for malicious purposes such as data exfiltration, phishing, or compromise of application integrity. These vulnerabilities arise from 

inadequate validation, reliance on unsecured external services, and the application's failure to enforce strict security controls over external interactions.

Severity:  1

QID: 150845

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-21 20:23:02.0

VULNERABILITY DETAILS
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RESULT:

Apache/2.4.52 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A web server is server software, or hardware dedicated to running this software, that can satisfy client requests on the World Wide Web.

Severity:  1

QID: 86000

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-12-20 13:32:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Version port 443 / tcp

RESULT:

Directory Source

/javascript/ brute 

force

/icons/ brute force

/icons/ web page

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0
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RESULT:

GET / HTTP/1.1

Host: 15-141-197-169.clients.gthost.com

Connection: Keep-Alive

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="api-stage/">api-stage/</a></td><td align="right">2024-07-25 14:31 </td><td align="right"> 

- </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="book-flights/">book-flights/</a></td><td align="right">2024-12-31 18:34 </td><td align="

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 80 / tcp

https://www.qnap.com/en/security-advisory/nas-201911-01
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RESULT:

Protocol Port 

Time

TCP 22 0:02:30

TCP 80 4:36:23

TCP 443 2:04:50

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Scan activity per port is an estimate of the amount of internal process time the scanner engine spent scanning a particular TCP or UDP port. This information can be 

useful to determine the reason for long scan times. The individual time values represent internal process time, not elapsed time, and can be longer than the total scan 

time because of internal parallelism. High values are often caused by slowly responding services or services on which requests time out.

Severity:  1

QID: 45426

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-06-24 12:42:21.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Activity per Port

right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="foxbridge/">foxbridge/</a></td><td align="right">2023-03-17 03:45 </td><td align="right"> 

- </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="fzamidiamonds/">fzamidiamonds/</a></td><td align="right">2024-01-03 12:31 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="hotel-services/">hotel-services/</a></td><td align="right">2025-02-01 02:32 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="search-flights/">search-flights/</a></td><td align="right">2021-03-29 01:59 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="tee-time-services/">tee-time-services/</a></td><td align="right">2025-01-13 18:56 <

/td><td align="right"> - </td><td>&nbsp;</td></tr>

<tr><th colspan="5"><hr></th></tr>

</table>

<address>Apache/2.4.52 (Ubuntu) Server at 15-141-197-169.clients.gthost.com Port 80</address>

</body></html>
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THREAT:

The port scanner enables unauthorized users with the appropriate tools to draw a map of all services on this host that can be accessed from the Internet. The test was 

carried out with a "stealth" port scanner so that the server does not log real connections.

Severity:  1

QID: 82023

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-12-19 13:22:09.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Open TCP Services List

RESULT:

Apache/2.4.52 (Ubuntu)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

A web server is server software, or hardware dedicated to running this software, that can satisfy client requests on the World Wide Web.

Severity:  1

QID: 86000

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2021-12-20 13:32:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Version port 80 / tcp
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RESULT:

Number of links: 32

https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js

https://oss.maxcdn.com/libs/respond.js/1.3.0/respond.min.js

https://cdnjs.cloudflare.com/ajax/libs/font-awesome/4.7.0/css/font-awesome.min.css

https://cdnjs.cloudflare.com/ajax/libs/jquery-easing/1.3/jquery.easing.min.js

https://cdnjs.cloudflare.com/ajax/libs/jquery.isotope/3.0.6/isotope.pkgd.js

https://cdnjs.cloudflare.com/ajax/libs/magnific-popup.js/1.1.0/jquery.magnific-popup.js

https://cdnjs.cloudflare.com/ajax/libs/magnific-popup.js/1.1.0/magnific-popup.css

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

External links discovered during the scan are listed in the Results section. These links were out of scope for the scan and were not crawled.

Severity:  1

QID: 150010

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:30:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External Links Discovered port 80 / tcp

RESULT:

Port IANA Assigned Ports/Services Description Service Detected OS On Redirected 

Port

22 ssh SSH Remote Login Protocol ssh

80 www-http World Wide Web HTTP http

443 https http protocol over TLS/SSL http

SOLUTION:

Shut down any unknown or unused service on the list. If you have difficulty figuring out which service is provided by which process or program, contact your provider's 

support team. For more information about commercial and open-source Intrusion Detection Systems available for detecting port scanners of this kind, visit the CERT Web 

.site

IMPACT:

Unauthorized users can exploit this information to test vulnerabilities in each of the open services.

The Results section displays the port number (Port), the default service listening on the port (IANA Assigned Ports/Services), the description of the service (Description) 

and the service that the scanner detected using service discovery (Service Detected).

http://www.cert.org
http://www.cert.org
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SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Traceroute describes the path in realtime from the scanner to the remote host being contacted. It reports the IP addresses of all the routers in between.

Severity:  1

QID: 45006

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-05-09 18:28:51.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Traceroute

https://www.google.com/maps/embed?pb=!1m14!1m8!1m3!1d197816.3598494816!2d-79.28427535862214!3d44.050667855357005!3m2!1i1024!2i768!4f13.1!3m3!1m2!

1s0x0:0x76ad21c1eb115ce7!2sFoxbridge%20Golf%20Course!5e0!3m2!1sen!2sin!4v1631052372626!5m2!1sen!2sin

https://fonts.googleapis.com/css2?family=Nunito:wght@200;300;400;600;700;800;900&display=swap

https://fonts.googleapis.com/css2?family=Open+Sans:wght@300;400;600;700;800&display=swap

https://fonts.googleapis.com/css2?family=Poppins:ital,wght@0,100;0,200;0,300;0,400;0,500;0,600;0,700;0,800;0,900;1,100;1,200;1,300;1,400;1,500;1,600;1,700;1,800;

1,900&display=swap

https://ajax.googleapis.com/ajax/libs/jquery/3.5.1/jquery.min.js

https://unpkg.com/aos@2.3.1/dist/aos.css

https://unpkg.com/aos@2.3.1/dist/aos.js

https://www.youtube.com/embed/uNCr7NdOJgw

https://www.instagram.com/foxbridgeevent

https://bookeo.com/foxbridge-events

https://cdn.jsdelivr.net/npm/bootstrap@5.0.2/dist/css/bootstrap.min.css

https://cdn.jsdelivr.net/npm/bootstrap@5.0.2/dist/js/bootstrap.bundle.min.js

https://cdn.jsdelivr.net/npm/bootstrap@5.1.3/dist/css/bootstrap.min.css

https://production.webservices.amadeus.com/

http://www.firefox.com/

http://cdnjs.cloudflare.com/ajax/libs/font-awesome/5.15.3/css/all.min.css

http://www.google.com/chrome

http://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css

http://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/js/bootstrap.min.js

http://ajax.googleapis.com/ajax/libs/jquery/2.2.3/jquery.min.js

http://code.google.com/p/phpmemcacheadmin/

tel://9058527962

tel://416-509%207647

tel:123456789

tel://416-571%200456
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PCI COMPLIANCE STATUS

Links Rejected By Crawl Scope or Exclusion List port 443 / tcp

RESULT:

IP ID changes observed (network order) for port 22: 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

Duration: 33 milli seconds

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The values for the identification (ID) field in IP headers in IP packets from the host are analyzed to determine how random they are. The changes between subsequent ID 

values for either the network byte ordering or the host byte ordering, whichever is smaller, are displayed in the RESULT section along with the duration taken to send the 

probes. When incremental values are used, as is the case for TCP/IP implementation in many operating systems, these changes reflect the network load of the host at 

the time this test was conducted.

Please note that for reliability reasons only the network traffic from open TCP ports is analyzed.

Severity:  1

QID: 82046

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-07-27 21:45:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

IP ID Values Randomness

RESULT:

Hops IP Round Trip Time Probe 

Port

1 139.87.10.7 0.76ms ICMP

2 98.124.172.114 0.92ms ICMP

3 98.124.172.113 1.32ms ICMP

4 141.136.106.138 55.22ms ICMP

5 98.124.175.11 55.21ms ICMP

6 169.197.141.15 55.11ms UDP 80
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Severity:  1

QID: 45004

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2013-08-15 21:12:37.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Target Network Information

RESULT:

Links not permitted:

(This list includes links from QIDs: 150010,150041,150143,150170)

IP based excluded links:

SOLUTION:

A link might have been intentionally matched by a exclude or include list entry. Verify that no links in this list were unintentionally rejected.

IMPACT:

Links listed here were neither crawled or tested by the Web application scanning engine.

THREAT:

One or more links were not crawled because of an explicit rule to exclude them. This also occurs if a link is malformed.

Exclude list and Include list entries can cause links to be rejected. If a scan is limited to a specific starting directory, then links outside that directory will neither be crawled 

or tested.

Links that contain a host name or IP address different from the target application are considered external links and not crawled by default; those types of links are not 

listed here. This often happens when the scope of a scan is limited to the directory of the starting URL. The scope can be changed in the Web Application Record.

During the test phase, some path-based tests may be rejected if the scan is limited to the directory of the starting URL and the test would fall outside that directory. In 

these cases, the number of rejected links may be too high to list in the Results section.

Severity:  1

QID: 150020

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-02-07 16:48:28.0

VULNERABILITY DETAILS
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RESULT:

Duration of crawl phase (seconds): 152.00

Number of links: 300

(This number excludes form requests and links re-requested during authentication.)

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 80 / tcp

RESULT:

The network handle is: AS-GLOBALTELEHOST

Network description:

GLOBALTELEHOST Corp.

SOLUTION:

N/A

IMPACT:

This information can be used by malicious users to gather more information about the network infrastructure that may help in launching attacks against it.

THREAT:

The information shown in the Result section was returned by the network infrastructure responsible for routing traffic from our cloud platform to the target network (where 

the scanner appliance is located).

This information was returned from: 1) the WHOIS service, or 2) the infrastructure provided by the closest gateway server to our cloud platform. If your ISP is routing 

traffic, your ISP's gateway server returned this information.
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http://169.197.141.15/

http://169.197.141.15/Archive.zip

http://169.197.141.15/__MACOSX/

http://169.197.141.15/__MACOSX/api-stage/

http://169.197.141.15/__MACOSX/api-stage/include/

http://169.197.141.15/__MACOSX/api-stage/v1_0/

http://169.197.141.15/__MACOSX/book-flights/

http://169.197.141.15/__MACOSX/book-flights/include/

http://169.197.141.15/__MACOSX/fzamidiamonds/

http://169.197.141.15/__MACOSX/fzamidiamonds/admin/

http://169.197.141.15/__MACOSX/fzamidiamonds/application/

http://169.197.141.15/__MACOSX/fzamidiamonds/assets/

http://169.197.141.15/__MACOSX/fzamidiamonds/system/

http://169.197.141.15/__MACOSX/fzamidiamonds/uploads/

http://169.197.141.15/__MACOSX/fzamidiamonds/vendor/

http://169.197.141.15/__MACOSX/hotel-services/

http://169.197.141.15/__MACOSX/hotel-services/include/

http://169.197.141.15/__MACOSX/search-flights/

http://169.197.141.15/__MACOSX/tee-time-services/

http://169.197.141.15/__MACOSX/tee-time-services/include/

http://169.197.141.15/api-stage/

http://169.197.141.15/api-stage/amo_soap/

http://169.197.141.15/api-stage/amo_soap/1ASIWASOMOU_PRD_20160618_001102.wsdl

http://169.197.141.15/api-stage/amo_soap/1ASIWASOMOU_PRD_20170323_173445.wsdl

http://169.197.141.15/api-stage/amo_soap/Air_SellFromRecommendationReply_05_2_IA.xsd

http://169.197.141.15/api-stage/amo_soap/Air_SellFromRecommendation_05_2_IA.xsd

http://169.197.141.15/api-stage/amo_soap/Fare_MasterPricerTravelBoardSearchReply_14_3_1A.xsd

http://169.197.141.15/api-stage/amo_soap/Fare_MasterPricerTravelBoardSearch_14_3_1A.xsd

http://169.197.141.15/api-stage/amo_soap/Fare_PricePNRWithBookingClassReply_07_3_1A.xsd

http://169.197.141.15/api-stage/amo_soap/Fare_PricePNRWithBookingClass_07_3_1A.xsd

http://169.197.141.15/api-stage/amo_soap/PNR_AddMultiElements_10_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/PNR_List_00_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/PNR_Reply_10_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/PNR_RetrieveByRecLocReply_10_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/PNR_RetrieveByRecLoc_10_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/PNR_Retrieve_10_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/Security_AuthenticateReply_06_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/Security_Authenticate_06_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/Ticket_CreditCardCheckReply_06_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/Ticket_CreditCardCheck_06_1_1A.xsd

http://169.197.141.15/api-stage/amo_soap/WBS_Session-2.0.xsd

http://169.197.141.15/api-stage/cosmo_soap/

http://169.197.141.15/api-stage/cosmo_soap/1ASIWTBXCSO_PRD_20150706_034346.wsdl

http://169.197.141.15/api-stage/cosmo_soap/Air_RebookAirSegmentReply_03_2_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Air_RebookAirSegment_03_2_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Air_SellFromRecommendationReply_05_2_IA.xsd

http://169.197.141.15/api-stage/cosmo_soap/Air_SellFromRecommendation_05_2_IA.xsd

http://169.197.141.15/api-stage/cosmo_soap/DocIssuance_IssueCombinedReply_09_2_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/DocIssuance_IssueCombined_09_2_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Fare_MasterPricerCalendarReply_10_3_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Fare_MasterPricerCalendar_10_3_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Fare_MasterPricerTravelBoardSearchReply_10_3_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Fare_MasterPricerTravelBoardSearchReply_14_3_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Fare_MasterPricerTravelBoardSearch_10_3_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Fare_MasterPricerTravelBoardSearch_14_3_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Fare_PricePNRWithBookingClassReply_07_3_1A.xsd
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http://169.197.141.15/api-stage/cosmo_soap/Fare_PricePNRWithBookingClass_07_3_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Fare_PricePNRWithLowerFaresReply_07_3_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Fare_PricePNRWithLowerFares_07_3_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Hotel_AvailabilityMultiPropertiesReply_06_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Hotel_AvailabilityMultiProperties_06_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/PNR_AddMultiElements_10_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/PNR_Cancel_10_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/PNR_Reply_10_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Security_AuthenticateReply_06_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Security_Authenticate_06_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Ticket_CreateTSTFromPricingReply_04_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Ticket_CreateTSTFromPricing_04_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Ticket_CreditCardCheckReply_06_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/Ticket_CreditCardCheck_06_1_1A.xsd

http://169.197.141.15/api-stage/cosmo_soap/WBS_Session-2.0.xsd

http://169.197.141.15/api-stage/criteo/

http://169.197.141.15/api-stage/evia_soap/

http://169.197.141.15/api-stage/evia_soap/1ASIWTBXEVT_PRD_20150706_034309.wsdl

http://169.197.141.15/api-stage/evia_soap/Air_RebookAirSegmentReply_03_2_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Air_RebookAirSegment_03_2_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Air_SellFromRecommendationReply_05_2_IA.xsd

http://169.197.141.15/api-stage/evia_soap/Air_SellFromRecommendation_05_2_IA.xsd

http://169.197.141.15/api-stage/evia_soap/DocIssuance_IssueCombinedReply_09_2_1A.xsd

http://169.197.141.15/api-stage/evia_soap/DocIssuance_IssueCombined_09_2_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Fare_MasterPricerCalendarReply_10_3_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Fare_MasterPricerCalendar_10_3_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Fare_MasterPricerTravelBoardSearchReply_10_3_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Fare_MasterPricerTravelBoardSearchReply_14_3_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Fare_MasterPricerTravelBoardSearch_10_3_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Fare_MasterPricerTravelBoardSearch_14_3_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Fare_PricePNRWithBookingClassReply_07_3_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Fare_PricePNRWithBookingClass_07_3_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Fare_PricePNRWithLowerFaresReply_07_3_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Fare_PricePNRWithLowerFares_07_3_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Hotel_AvailabilityMultiPropertiesReply_06_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Hotel_AvailabilityMultiProperties_06_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/PNR_AddMultiElements_10_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/PNR_Cancel_10_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/PNR_Reply_10_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Security_AuthenticateReply_06_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Security_Authenticate_06_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Ticket_CreateTSTFromPricingReply_04_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Ticket_CreateTSTFromPricing_04_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Ticket_CreditCardCheckReply_06_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/Ticket_CreditCardCheck_06_1_1A.xsd

http://169.197.141.15/api-stage/evia_soap/WBS_Session-2.0.xsd

http://169.197.141.15/api-stage/goway_soap/

http://169.197.141.15/api-stage/goway_soap/1ASIWTBXGOW_PRD_20200717_203100.wsdl

http://169.197.141.15/api-stage/goway_soap/1ASIWTBXGOW_PRD_HotelAvailability_2.0_2.0.wsdl

http://169.197.141.15/api-stage/goway_soap/1ASIWTBXGOW_PRD_HotelContent_1.0_2.0.wsdl

http://169.197.141.15/api-stage/goway_soap/Air_FlightInfoReply_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Air_FlightInfo_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Air_MultiAvailabilityReply_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Air_MultiAvailability_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Air_RebookAirSegmentReply_03_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Air_RebookAirSegment_03_2_1A.xsd
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http://169.197.141.15/api-stage/goway_soap/Air_RetrieveSeatMapReply_17_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Air_RetrieveSeatMapReply_97_1_IA.xsd

http://169.197.141.15/api-stage/goway_soap/Air_RetrieveSeatMap_17_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Air_RetrieveSeatMap_97_1_IA.xsd

http://169.197.141.15/api-stage/goway_soap/Air_SellFromRecommendationReply_05_2_IA.xsd

http://169.197.141.15/api-stage/goway_soap/Air_SellFromRecommendation_05_2_IA.xsd

http://169.197.141.15/api-stage/goway_soap/Command_CrypticReply_07_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Command_Cryptic_07_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/DocIssuance_IssueCombinedReply_09_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/DocIssuance_IssueCombined_09_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Doc_DisplayItineraryReply_01_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Doc_DisplayItinerary_01_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/FOP_CreateFormOfPaymentReply_19_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/FOP_CreateFormOfPayment_19_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_CheckRulesReply_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_CheckRules_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_DisplayFaresForCityPairReply_07_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_DisplayFaresForCityPair_07_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_GetFareRulesReply_10_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_GetFareRules_10_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_InformativePricingWithoutPNRReply_08_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_InformativePricingWithoutPNR_08_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_MasterPricerCalendarReply_10_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_MasterPricerCalendar_10_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_MasterPricerTravelBoardSearchReply_10_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_MasterPricerTravelBoardSearchReply_14_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_MasterPricerTravelBoardSearch_10_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_MasterPricerTravelBoardSearch_14_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_PricePNRWithBookingClassReply_07_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_PricePNRWithBookingClass_07_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_PricePNRWithLowerFaresReply_07_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Fare_PricePNRWithLowerFares_07_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/HotelAvailability_2.0.wsdl

http://169.197.141.15/api-stage/goway_soap/HotelContent_1.0.wsdl

http://169.197.141.15/api-stage/goway_soap/Hotel_AvailabilityMultiPropertiesReply_06_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_AvailabilityMultiProperties_06_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_FeaturesReply_99_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_Features_99_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_ListReply_04_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_List_04_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_SellReply_05_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_SellReply_17_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_Sell_05_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_Sell_17_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_SingleAvailabilityReply_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_SingleAvailability_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_StructuredPricingReply_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Hotel_StructuredPricing_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/OTA/

http://169.197.141.15/api-stage/goway_soap/PAY_PreValidatePaymentReply_19_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PAY_PreValidatePayment_19_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_AddMultiElements_10_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_AddMultiElements_17_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_CancelNameReply_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_CancelName_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_Cancel_10_1_1A.xsd
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http://169.197.141.15/api-stage/goway_soap/PNR_ChangeElement_08_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_CommitReply_04_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_Commit_04_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_DisplayHistoryReply_06_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_DisplayHistory_06_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_IgnoreReply_04_1_IA.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_Ignore_04_1_IA.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_List_00_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_NameChangeReply_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_NameChange_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_NameUpdateReply_02_2_IA.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_NameUpdate_02_2_IA.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_RedisplayReply_10_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_Redisplay_10_2_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_Reply_08_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_Reply_10_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_Reply_17_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_RetrieveByRecLocReply_10_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_RetrieveByRecLoc_10_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_Retrieve_10_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_TransferOwnershipReply_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_TransferOwnership_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_UpdateTSMReply_07_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/PNR_UpdateTSM_07_3_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_CountTotalReply_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_CountTotal_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_ListReply_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_List_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_MoveItemReply_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_MoveItem_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_PlaceMessageReply_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_PlaceMessage_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_PlacePNRReply_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_PlacePNR_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_RemoveItemReply_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Queue_RemoveItem_03_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/SalesReports_DisplayQueryReportReply_10_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/SalesReports_DisplayQueryReport_10_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Security_AuthenticateReply_06_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Security_Authenticate_06_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Service_IntegratedPricingReply_15_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Service_IntegratedPricing_15_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Service_StandaloneCatalogueReply_15_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Service_StandaloneCatalogueReply_16_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Service_StandaloneCatalogue_15_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Service_StandaloneCatalogue_16_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_CreateManualTSTReply_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_CreateManualTST_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_CreateTSMFromPricingReply_09_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_CreateTSMFromPricing_09_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_CreateTSTFromPricingReply_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_CreateTSTFromPricing_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_CreditCardCheckReply_06_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_CreditCardCheck_06_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_DeleteTSTReply_04_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_DeleteTST_04_1_1A.xsd
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http://169.197.141.15/api-stage/goway_soap/Ticket_DisplayTSTReply_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_DisplayTST_07_1_1A.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_ProcessETicketReply_04_1_IA.xsd

http://169.197.141.15/api-stage/goway_soap/Ticket_ProcessETicket_04_1_IA.xsd

http://169.197.141.15/api-stage/goway_soap/WBS_Session-2.0.xsd

http://169.197.141.15/api-stage/include/

http://169.197.141.15/api-stage/include/2fa/

http://169.197.141.15/api-stage/include/AmadeusAirSell.php

http://169.197.141.15/api-stage/include/AmadeusMPTB.php

http://169.197.141.15/api-stage/include/AmadeusMultiMPTB.php

http://169.197.141.15/api-stage/include/AmadeusMultiPNR.php

http://169.197.141.15/api-stage/include/AmadeusPNR.php

http://169.197.141.15/api-stage/include/AmadeusStateSession.php

http://169.197.141.15/api-stage/include/AmadeusStatelessSession.php

http://169.197.141.15/api-stage/include/AsyncOperation.php

http://169.197.141.15/api-stage/include/CancelPNR.php

http://169.197.141.15/api-stage/include/DisableAirlineSwap.php

http://169.197.141.15/api-stage/include/E-TicketsProcessor.php

http://169.197.141.15/api-stage/include/EnableAirlineSwap.php

http://169.197.141.15/api-stage/include/ExpediaRoomReservation.php

http://169.197.141.15/api-stage/include/ExtendBookingSession.php

http://169.197.141.15/api-stage/include/FareRules.php

http://169.197.141.15/api-stage/include/FareStoreProcessor.php

http://169.197.141.15/api-stage/include/GenerateScansReport.php

http://169.197.141.15/api-stage/include/GetNDCOffer.php

http://169.197.141.15/api-stage/include/IgnoreSegment.php

http://169.197.141.15/api-stage/include/InsurancePurchase.php

http://169.197.141.15/api-stage/include/InsuranceQuote.php

http://169.197.141.15/api-stage/include/MPTBCache.php

http://169.197.141.15/api-stage/include/MPTBStatelessSession.php

http://169.197.141.15/api-stage/include/Markups.php

http://169.197.141.15/api-stage/include/MonerisInterface.php

http://169.197.141.15/api-stage/include/MongoAggregator.php

http://169.197.141.15/api-stage/include/PHPMailer-master/

http://169.197.141.15/api-stage/include/PaymentCaptures.php

http://169.197.141.15/api-stage/memcache/

http://169.197.141.15/api-stage/picasso_soap/

http://169.197.141.15/api-stage/portal/

http://169.197.141.15/api-stage/premier/

http://169.197.141.15/api-stage/resource/

http://169.197.141.15/api-stage/skybooker/

http://169.197.141.15/api-stage/skylink_soap/

http://169.197.141.15/api-stage/soap2/

http://169.197.141.15/api-stage/v1_0/

http://169.197.141.15/book-flights/

http://169.197.141.15/book-tee-time.html

http://169.197.141.15/events.html

http://169.197.141.15/flights/?

http://169.197.141.15/foxbridge/

http://169.197.141.15/foxbridge/League.php

http://169.197.141.15/foxbridge/contacts.html

http://169.197.141.15/foxbridge/courses.html

http://169.197.141.15/foxbridge/event.html

http://169.197.141.15/foxbridge/gallery.html

http://169.197.141.15/foxbridge/images/fave_icon.png

http://169.197.141.15/foxbridge/index.html
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RESULT:

Target web application page http://169.197.141.15/ fetched. Status code:200, Content-Type:text/html, load time:112 milliseconds.

Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 80 / tcp

http://169.197.141.15/foxbridge/jobs.php

http://169.197.141.15/foxbridge/lounge-bar.html

http://169.197.141.15/foxbridge/membership.php

http://169.197.141.15/foxbridge/packages.html

http://169.197.141.15/foxbridge/promotions.php

http://169.197.141.15/foxbridge/restaurant.html

http://169.197.141.15/foxbridge/simulators.html

http://169.197.141.15/foxbridge/underconstruction.html

http://169.197.141.15/foxbridge/upcoming-events.html

http://169.197.141.15/foxbridge/vendors.html

http://169.197.141.15/foxbridge/venues.html

http://169.197.141.15/fzamidiamonds/

http://169.197.141.15/hotel-services/

http://169.197.141.15/hotel-services/composer.json

http://169.197.141.15/hotel-services/composer.lock

http://169.197.141.15/hotel-services/destinations.php

http://169.197.141.15/hotel-services/include/

http://169.197.141.15/hotel-services/process.php

http://169.197.141.15/hotel-services/vendor/

http://169.197.141.15/membership.html
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[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 2 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Maximum request count reached: 300

Collected 747 links overall in 0 hours 2 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 22) + files:(0 x 22) + directories:(9 x 16) + paths:(0 x 38) = total (144)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 38 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 135 requests, 1 seconds. Completed 135 requests of 144 estimated requests (93.75%). All tests completed.

WSEnumeration no tests enabled.

Batch #1 URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 0 inputs)

Batch #1 URI parameter manipulation (no auth): 90 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): estimated time < 1 minute (90 tests, 0 inputs)

Batch #1 Potential SSRF Detection URI parameter manipulation (no auth): 90 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Blind SQL manipulation - have 0 URI parameters,5 form fields - no tests enabled.

Batch #1 URI blind SQL manipulation (no auth): estimated time < 1 minute (0 tests, 0 inputs)

Batch #1 URI blind SQL manipulation (no auth): 0 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 WebCgiOob: estimated time < 30 minutes (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 434 requests, 63 seconds. Completed 434 requests of 7486 estimated requests (5.79749%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 10 minutes (1 tests, 304 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 304 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 10 minutes (47 tests, 1 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 5472 requests, 865 seconds. Completed 5472 requests of 5418 estimated requests (100.997%). XSS 

optimization removed 8729 links. All tests completed.

Batch #4 Header manipulation: estimated time < 2 hours (47 tests, 301 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 37015 requests, 6376 seconds. Completed 37015 requests of 39362 estimated requests (94.0374%). XSS 

optimization removed 17226 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 100 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 103 requests, 61 seconds. Completed 103 requests of 100 estimated requests (103%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 22) + files:(0 x 22) + directories:(4 x 16) + paths:(11 x 38) = total (482)

Batch #5 Path XSS manipulation: estimated time < 10 minutes (15 tests, 38 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 466 requests, 305 seconds. Completed 466 requests of 482 estimated requests (96.6805%). All tests 

completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 22) + files:(4 x 22) + directories:(94 x 16) + paths:(5 x 38) = total (1782)

Batch #5 Path manipulation: estimated time < 10 minutes (103 tests, 38 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 1639 requests, 12 seconds. Completed 1639 requests of 1782 estimated requests (91.9753%). All tests 

completed.

WebCgiHrsTests: no test enabled
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RESULT:

GET / HTTP/1.1

Host:169.197.141.15:443

GET /Q_Evasive/ HTTP/1.1

Host:169.197.141.15:443

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 443 / tcp

Batch #5 WebCgiGeneric: estimated time < 3 hours (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 7505 requests, 1172 seconds. Completed 7505 requests of 60686 estimated requests (12.3669%). All tests 

completed.

Duration of Crawl Time: 152.00 (seconds)

Duration of Test Phase: 8856.00 (seconds)

Total Scan Time: 9008.00 (seconds)

Total requests made: 53283

Average server response time: 0.99 seconds

Average browser load time: 1.00 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 443 / tcp

HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 17:05:25 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 169.197.141.15 Port 443</address>

</body></html>

HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 17:05:25 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 277

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 169.197.141.15 Port 443</address>

</body></html>
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RESULT:

GET / HTTP/1.1

Host: 15-141-197-169.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2019-03-16 03:30:26.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 80 / tcp

RESULT:

HTTP header and method information collected on port 443.

GET / HTTP/1.1

Host: 15-141-197-169.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 16:36:37 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 295

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html; charset=iso-8859-1

SOLUTION:

N/A

IMPACT:

N/A

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.
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Severity:  1

QID: 12230

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Default Web Page port 443 / tcp

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="api-stage/">api-stage/</a></td><td align="right">2024-07-25 14:31 </td><td align="right"> 

- </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="book-flights/">book-flights/</a></td><td align="right">2024-12-31 18:34 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="foxbridge/">foxbridge/</a></td><td align="right">2023-03-17 03:45 </td><td align="right"> 

- </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="fzamidiamonds/">fzamidiamonds/</a></td><td align="right">2024-01-03 12:31 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="hotel-services/">hotel-services/</a></td><td align="right">2025-02-01 02:32 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="search-flights/">search-flights/</a></td><td align="right">2021-03-29 01:59 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="tee-time-services/">tee-time-services/</a></td><td align="right">2025-01-13 18:56 <

/td><td align="right"> - </td><td>&nbsp;</td></tr>

<tr><th colspan="5"><hr></th></tr>

</table>

<address>Apache/2.4.52 (Ubuntu) Server at 15-141-197-169.clients.gthost.com Port 80</address>

</body></html>
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THREAT:

The Host Scan Time is the period of time it takes the scanning engine to perform the vulnerability assessment of a single target host. The Host Scan Time for this host is 

reported in the Result section below.

The Host Scan Time does not have a direct correlation to the Duration time as displayed in the Report Summary section of a scan results report. The Duration is the 

period of time it takes the service to perform a scan task. The Duration includes the time it takes the service to scan all hosts, which may involve parallel scanning. It also 

includes the time it takes for a scanner appliance to pick up the scan task and transfer the results back to the service's Secure Operating Center. Further, when a scan 

task is distributed across multiple scanners, the Duration includes the time it takes to perform parallel host scanning on all scanners.

Severity:  1

QID: 45038

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2022-09-15 18:02:52.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Scan Time - Scanner

RESULT:

GET / HTTP/1.1

Host: 15-141-197-169.clients.gthost.com

Connection: Keep-Alive

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 15-141-197-169.clients.gthost.com Port 80</address>

</body></html>

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server.

Last Update: 2019-03-16 03:30:26.0
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RESULT:

External CSS link found: <link

href="https://cdn.jsdelivr.net/npm/bootstrap@5.1.3/dist/css/bootstrap.min.css"

rel="stylesheet"

integrity="sha384-1BmE4kWBq78iYhFldvKuhfTAU6auU8tT94WrHftjDbrCEXSU1oBoqyl2QvZ6jIW3"

crossorigin="anonymous"

/>

at:

http://169.197.141.15/api-stage/skybooker/

External CSS link found: <link href="https://cdn.jsdelivr.net/npm/bootstrap@5.0.2/dist/css/bootstrap.min.css" rel="stylesheet" integrity="sha384-EVSTQN3

/azprG1Anm3QDgpJLIm9Nao0Yz1ztcQTwFspd3yD65VohhpuuCOmLASjC" crossorigin="anonymous">

at:

http://169.197.141.15/foxbridge/

http://169.197.141.15/foxbridge/index.html

SOLUTION:

Verify all the external CSS loaded on application are valid and from known sources.

IMPACT:

Using css from untrusted sources can result in external CSS injection and allow attacker to gain sensitive information.

THREAT:

Using resources from external locations is a security concern, including third-party stylesheet. Also detection of all external resources would be a requirement for 

certifications and audits.

Severity:  1

QID: 150221

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2024-10-15 22:36:08.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

External (third party) CSS link detected port 80 / tcp

RESULT:

Scan duration: 9083 seconds

Start time: Wed, Feb 12 2025, 16:32:25 GMT

End time: Wed, Feb 12 2025, 19:03:48 GMT

SOLUTION:

N/A

IMPACT:

N/A
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http://169.197.141.15/foxbridge/event.html

http://169.197.141.15/foxbridge/venues.html

External CSS link found: <link href="https://fonts.googleapis.com/css2?family=Nunito:wght@200;300;400;600;700;800;900&display=swap" rel="stylesheet">

at:

http://169.197.141.15/foxbridge/

http://169.197.141.15/foxbridge/index.html

http://169.197.141.15/foxbridge/event.html

http://169.197.141.15/foxbridge/lounge-bar.html

http://169.197.141.15/foxbridge/packages.html

http://169.197.141.15/foxbridge/venues.html

http://169.197.141.15/foxbridge/vendors.html

http://169.197.141.15/foxbridge/upcoming-events.html

http://169.197.141.15/foxbridge/gallery.html

http://169.197.141.15/foxbridge/contacts.html

External CSS link found: <link href="https://fonts.googleapis.com/css2?family=Open+Sans:wght@300;400;600;700;800&display=swap" rel="stylesheet">

at:

http://169.197.141.15/foxbridge/

http://169.197.141.15/foxbridge/index.html

http://169.197.141.15/foxbridge/event.html

http://169.197.141.15/foxbridge/lounge-bar.html

http://169.197.141.15/foxbridge/packages.html

http://169.197.141.15/foxbridge/venues.html

http://169.197.141.15/foxbridge/vendors.html

http://169.197.141.15/foxbridge/upcoming-events.html

http://169.197.141.15/foxbridge/gallery.html

http://169.197.141.15/foxbridge/contacts.html

External CSS link found: <link href="https://fonts.googleapis.com/css2?family=Poppins:ital,wght@0,100;0,200;0,300;0,400;0,500;0,600;0,700;0,800;0,900;1,100;1,200;

1,300;1,400;1,500;1,600;1,700;1,800;1,900&display=swap" rel="stylesheet">

at:

http://169.197.141.15/foxbridge/

http://169.197.141.15/foxbridge/index.html

http://169.197.141.15/foxbridge/event.html

http://169.197.141.15/foxbridge/lounge-bar.html

http://169.197.141.15/foxbridge/packages.html

http://169.197.141.15/foxbridge/venues.html

http://169.197.141.15/foxbridge/vendors.html

http://169.197.141.15/foxbridge/upcoming-events.html

http://169.197.141.15/foxbridge/gallery.html

http://169.197.141.15/foxbridge/contacts.html

External CSS link found: <link href="https://unpkg.com/aos@2.3.1/dist/aos.css" rel="stylesheet">

at:

http://169.197.141.15/foxbridge/

http://169.197.141.15/foxbridge/index.html

http://169.197.141.15/foxbridge/event.html

http://169.197.141.15/foxbridge/lounge-bar.html

http://169.197.141.15/foxbridge/packages.html

http://169.197.141.15/foxbridge/venues.html

http://169.197.141.15/foxbridge/vendors.html

http://169.197.141.15/foxbridge/upcoming-events.html

http://169.197.141.15/foxbridge/gallery.html

http://169.197.141.15/foxbridge/contacts.html
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PCI COMPLIANCE STATUS

Default Web Page ( Follow HTTP Redirection) port 443 / tcp

RESULT:

SSH-2.0-OpenSSH_8.9p1 Ubuntu-3ubuntu0.10

SOLUTION:

NA

IMPACT:

NA

THREAT:

Secure Shell is a cryptographic network protocol for operating network services securely over an unsecured network.

QID Detection Logic:

The QID checks for SSH in the banner of the response.

Severity:  1

QID: 38050

Category: General remote services

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-10-30 16:31:24.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH Banner port 22 / tcp

External CSS link found: <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/font-awesome/4.7.0/css/font-awesome.min.css">

at:

http://169.197.141.15/foxbridge/

http://169.197.141.15/foxbridge/index.html

http://169.197.141.15/foxbridge/event.html

http://169.197.141.15/foxbridge/lounge-bar.html

http://169.197.141.15/foxbridge/packages.html

http://169.197.141.15/foxbridge/venues.html

http://169.197.141.15/foxbridge/vendors.html

http://169.197.141.15/foxbridge/upcoming-events.html

http://169.197.141.15/foxbridge/gallery.html

http://169.197.141.15/foxbridge/contacts.html

External CSS link found: <link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/libs/magnific-popup.js/1.1.0/magnific-popup.css" />

at:

http://169.197.141.15/foxbridge/gallery.html



PCI Scan Vulnerability Report

Page 984Sysnet Scanning Management System February 13, 2025

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Host Names Found

RESULT:

GET / HTTP/1.1

Host: 15-141-197-169.clients.gthost.com

Connection: Keep-Alive

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 15-141-197-169.clients.gthost.com Port 80</address>

</body></html>

SOLUTION:

N/A

Patch:

Following are links for downloading patches to fix the vulnerabilities:

nas-201911-01

IMPACT:

N/A

THREAT:

The Result section displays the default Web page for the Web server following HTTP redirections.

Severity:  1

QID: 13910

Category: CGI

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-11-05 13:13:22.0

VULNERABILITY DETAILS

https://www.qnap.com/en/security-advisory/nas-201911-01
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RESULT:

Target web application page http://169.197.141.15:443/ fetched. Status code:404, Content-Type:text/html, load time:110 milliseconds.

SOLUTION:

No action is required.

IMPACT:

The scan diagnostics data provides technical details about the crawler's performance and behavior. This information does not necessarily imply problems with the Web 

application.

THREAT:

This check provides various details of the scan's performance and behavior. In some cases, this check can be used to identify problems that the scanner encountered 

when crawling the target Web application.

Severity:  1

QID: 150021

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:19.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Scan Diagnostics port 443 / tcp

RESULT:

Host Name Source

15-141-197-169.clients.gthost.com 

FQDN

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The following host names were discovered for this computer using various methods such as DNS look up, NetBIOS query, and SQL server name query.

Severity:  1

QID: 45039

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-08-27 03:28:53.0
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Ineffective Session Protection. no tests enabled.

Batch #0 CMSDetection: estimated time < 1 minute (1 tests, 1 inputs)

[CMSDetection phase] : No potential CMS found using Blind Elephant algorithm. Aborting the CMS Detection phase

CMSDetection: 1 vulnsigs tests, completed 38 requests, 2 seconds. Completed 38 requests of 38 estimated requests (100%). All tests completed.

HSTS Analysis no tests enabled.

Collected 1 links overall in 0 hours 0 minutes duration.

Batch #0 BannersVersionReporting: estimated time < 1 minute (1 tests, 1 inputs)

BannersVersionReporting: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(9 x 1) + paths:(0 x 1) = total (9)

Batch #0 WS Directory Path manipulation: estimated time < 1 minute (9 tests, 1 inputs)

WS Directory Path manipulation: 9 vulnsigs tests, completed 9 requests, 0 seconds. Completed 9 requests of 9 estimated requests (100%). All tests completed.

WSEnumeration no tests enabled.

Batch #4 WebCgiOob: estimated time < 1 minute (158 tests, 1 inputs)

Batch #4 WebCgiOob: 158 vulnsigs tests, completed 27 requests, 1 seconds. Completed 27 requests of 197 estimated requests (13.7056%). All tests completed.

XXE tests no tests enabled.

HTTP call manipulation no tests enabled.

SSL Downgrade. no tests enabled.

Open Redirect no tests enabled.

CSRF no tests enabled.

Batch #4 File Inclusion analysis: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 File Inclusion analysis: 1 vulnsigs tests, completed 0 requests, 0 seconds. Completed 0 requests of 1 estimated requests (0%). All tests completed.

Batch #4 Cookie manipulation: estimated time < 1 minute (47 tests, 0 inputs)

Batch #4 Cookie manipulation: 47 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Batch #4 Header manipulation: estimated time < 1 minute (47 tests, 1 inputs)

Batch #4 Header manipulation: 47 vulnsigs tests, completed 121 requests, 1 seconds. Completed 121 requests of 130 estimated requests (93.0769%). XSS optimization 

removed 58 links. All tests completed.

Batch #4 shell shock detector: estimated time < 1 minute (1 tests, 1 inputs)

Batch #4 shell shock detector: 1 vulnsigs tests, completed 1 requests, 0 seconds. Completed 1 requests of 1 estimated requests (100%). All tests completed.

Batch #4 shell shock detector(form): estimated time < 1 minute (1 tests, 0 inputs)

Batch #4 shell shock detector(form): 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

httpoxy no tests enabled.

Static Session ID no tests enabled.

Login Brute Force no tests enabled.

Login Brute Force manipulation estimated time: no tests enabled

Insecurely Served Credential Forms no tests enabled.

Cookies Without Consent no tests enabled.

Batch #5 HTTP Time Bandit: estimated time < 1 minute (1 tests, 10 inputs)

Batch #5 HTTP Time Bandit: 1 vulnsigs tests, completed 0 requests, 0 seconds. No tests to execute.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(0 x 0) + directories:(4 x 1) + paths:(11 x 1) = total (15)

Batch #5 Path XSS manipulation: estimated time < 1 minute (15 tests, 1 inputs)

Batch #5 Path XSS manipulation: 15 vulnsigs tests, completed 14 requests, 0 seconds. Completed 14 requests of 15 estimated requests (93.3333%). All tests completed.

Tomcat Vuln manipulation no tests enabled.

Time based path manipulation no tests enabled.

Path manipulation: Estimated requests (payloads x links): files with extension:(0 x 0) + files:(4 x 0) + directories:(94 x 1) + paths:(5 x 1) = total (99)

Batch #5 Path manipulation: estimated time < 1 minute (103 tests, 1 inputs)

Batch #5 Path manipulation: 103 vulnsigs tests, completed 98 requests, 1 seconds. Completed 98 requests of 99 estimated requests (98.9899%). All tests completed.

WebCgiHrsTests: no test enabled

Batch #5 WebCgiGeneric: estimated time < 1 minute (1035 tests, 1 inputs)

Batch #5 WebCgiGeneric: 1035 vulnsigs tests, completed 601 requests, 6 seconds. Completed 601 requests of 1597 estimated requests (37.6331%). All tests completed.

Duration of Crawl Time: 5.00 (seconds)

Duration of Test Phase: 9.00 (seconds)

Total Scan Time: 14.00 (seconds)

Total requests made: 913

Average server response time: 0.06 seconds
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Severity:  1

QID: 6

Category: Information gathering

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

DNS Host Name

RESULT:

Average change between subsequent TCP initial sequence numbers is 1077020428 with a standard deviation of 645709675. These TCP initial sequence numbers were 

triggered by TCP SYN probes sent to the host at an average rate of 1/(5102 microseconds). The degree of difficulty to exploit the TCP initial sequence number generation 

scheme is: hard.

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

TCP Initial Sequence Numbers (ISNs) obtained in the SYNACK replies from the host are analyzed to determine how random they are. The average change between 

subsequent ISNs and the standard deviation from the average are displayed in the RESULT section. Also included is the degree of difficulty for exploitation of the TCP 

ISN generation scheme used by the host.

Severity:  1

QID: 82045

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-11-19 21:53:59.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Degree of Randomness of TCP Initial Sequence Numbers

Average browser load time: 0.06 seconds

Scan launched using pciwas_combined/pciwas_combined_new/pciwas_combined_v2 mode.

HTML form authentication unavailable, no WEBAPP entry found
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RESULT:

Maximum request count reached: 300

SOLUTION:

Increase the maximum number of links in order to ensure broader coverage of the Web application. It is important to note that increasing the number of links crawled can 

dramatically increase the time required to test the Web application.

IMPACT:

Some links that lead to different areas of the site's functionality may have been missed.

THREAT:

The maximum number of links specified for this scan has been reached. The links crawled to reach this threshold can include requests made via HTML form submissions 

and links requested in anonymous and authenticated states. Consequently, the list of links crawled (QID 150009) may reflect a lower number than the combination of links 

and forms requested during the crawl.

Severity:  1

QID: 150026

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2009-01-16 18:02:46.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Maximum Number of Links Reached During Crawl port 80 / tcp

RESULT:

IP address Host name

169.197.141.15 15-141-197-169.clients.gthost.

com

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The fully qualified domain name of this host, if it was obtained from a DNS server, is displayed in the RESULT section.

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2018-01-04 17:39:37.0



PCI Scan Vulnerability Report

Page 989Sysnet Scanning Management System February 13, 2025

PCI COMPLIANCE STATUS

HTTP Response Method and Header Information Collected port 80 / tcp

RESULT:

Referrer-Policy HTTP Header missing on 80 port.

GET / HTTP/1.1

Host: 15-141-197-169.clients.gthost.com

Connection: Keep-Alive

SOLUTION:

Referrer Policy header improves security by ensuring websites don't leak sensitive information via the referrer header. It's recommended to add secure Referrer Policies 

as a part of a defense-in-depth approach.

References:

- https://www.w3.org/TR/referrer-policy/

- https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy

IMPACT:

The Referrer-Policy header controls how much referrer information is sent to a site when navigating to it. Absence of Referrer-Policy header can lead to leakage of 

sensitive information via the referrer header.

THREAT:

No Referrer Policy is specified for the link. It checks for one of the following Referrer Policy in the response headers:

1) no-referrer

2) no-referrer-when-downgrade

3) same-origin

4) origin

5) origin-when-cross-origin

6) strict-origin

7) strict-origin-when-cross-origin

QID Detection Logic(Unauthenticated):

If the Referrer Policy header is not found , checks in response body for meta tag containing tag name as "referrer" and one of the above Referrer Policy.

Severity:  1

QID: 48131

Category: Information gathering

CVE ID: -

Vendor Reference: Referrer-Policy

Bugtraq ID: -

Last Update: 2023-01-18 13:30:16.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Referrer-Policy HTTP Security Header Not Detected port 80 / tcp

https://www.w3.org/TR/referrer-policy/
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Referrer-Policy
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Severity:  1

QID: 150028

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Cookies Collected port 80 / tcp

RESULT:

HTTP header and method information collected on port 80.

GET / HTTP/1.1

Host: 15-141-197-169.clients.gthost.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:05:38 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2429

Keep-Alive: timeout=5, max=96

Connection: Keep-Alive

Content-Type: text/html;charset=UTF-8

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

This QID prints the information, in the form of a text record, that a web server sends back to a client's browser in response to receiving a single HTTP GET request.

QID Detection Logic:

This QID returns the HTTP response method and header information returned by a web server.

Severity:  1

QID: 48118

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-20 12:24:23.0

VULNERABILITY DETAILS
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SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The list of unique links crawled and HTML forms submitted by the scanner appear in the Results section. This list may contain fewer links than the maximum threshold 

defined.

NOTE: This list also includes:

- All the unique links that are reported in QID 150140 (Redundant links/URL paths crawled and not crawled)

- All the forms reported in QID 150152 (Forms Crawled)

- All the forms in QID 150115 (Authentication Form Found)

- Certain requests from QID 150172 (Requests Crawled)

Severity:  1

QID: 150009

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-07-27 21:11:30.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Links Crawled port 443 / tcp

RESULT:

Total cookies: 1

PHPSESSID=ehn4f13ag9ci0u421lg6tut9a8; path=/; domain=169.197.141.15

SOLUTION:

Review cookie values to ensure they do not include sensitive information. If scan duration is excessive due to a large number of cookies, consider excluding QIDs 

150002, 150046, 150047, and 150048.

IMPACT:

Cookies may potentially contain sensitive information about the user.

Note: Long scan duration can occur if a web application sets a large number of cookies (e.g., 25 cookies or more) and QIDs 150002, 150046, 150047, and 150048 are 

enabled.

THREAT:

The cookies listed in the Results section were set by the web application during the crawl phase.

Category: Web Application

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2020-02-19 18:46:27.0
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RESULT:

GET / HTTP/1.1

Host:169.197.141.15:80

GET /Q_Evasive/ HTTP/1.1

Host:169.197.141.15:80

HTTP/1.1 200 OK

Date: Wed, 12 Feb 2025 17:05:25 GMT

Server: Apache/2.4.52 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 2410

Content-Type: text/html;charset=UTF-8

SOLUTION:

N/A

IMPACT:

Support for URL-Request Pipelining has interesting consequences. For example, as explained in , it can be used for evading detection by this paper by Daniel Roelker

Intrusion Detection Systems. Also, it can be used in HTTP Response-Spliting style attacks.

THREAT:

Version 1.1 of the HTTP protocol supports URL-Request Pipelining. This means that instead of using the "Keep-Alive" method to keep the TCP connection alive over 

multiple requests, the protocol allows multiple HTTP URL requests to be made in the same TCP packet. Any Web server which is HTTP 1.1 compliant should then 

process all the URLs requested in the single TCP packet and respond as usual.

The target Web server was found to support this functionality of the HTTP 1.1 protocol.

Severity:  1

QID: 86565

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2005-02-23 00:25:38.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

Web Server Supports HTTP Request Pipelining port 80 / tcp

RESULT:

Duration of crawl phase (seconds): 5.00

Number of links: 1

(This number excludes form requests and links re-requested during authentication.)

http://169.197.141.15:443/

http://www.defcon.org/images/defcon-11/dc-11-presentations/dc-11-Roelker/dc-11-roelker-paper.pdf
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PCI COMPLIANCE STATUS

ICMP Replies Received

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 3.2 Final//EN">

<html>

<head>

<title>Index of /</title>

</head>

<body>

<h1>Index of /</h1>

<table>

<tr><th valign="top"><img src="/icons/blank.gif" alt="[ICO]"></th><th><a href="?C=N;O=D">Name</a></th><th><a href="?C=M;O=A">Last modified</a></th><th><a 

href="?C=S;O=A">Size</a></th><th><a href="?C=D;O=A">Description</a></th></tr>

<tr><th colspan="5"><hr></th></tr>

<tr><td valign="top"><img src="/icons/compressed.gif" alt="[ ]"></td><td><a href="Archive.zip">Archive.zip</a></td><td align="right">2024-10-02 06:23 </td><td align="

right">915M</td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="__MACOSX/">__MACOSX/</a></td><td align="right">2024-10-07 02:36 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="api-stage/">api-stage/</a></td><td align="right">2024-07-25 14:31 </td><td align="right"> 

- </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="book-flights/">book-flights/</a></td><td align="right">2024-12-31 18:34 </td><td align="

right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="foxbridge/">foxbridge/</a></td><td align="right">2023-03-17 03:45 </td><td align="right"> 

- </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="fzamidiamonds/">fzamidiamonds/</a></td><td align="right">2024-01-03 12:31 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="hotel-services/">hotel-services/</a></td><td align="right">2025-02-01 02:32 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="search-flights/">search-flights/</a></td><td align="right">2021-03-29 01:59 </td><td 

align="right"> - </td><td>&nbsp;</td></tr>

<tr><td valign="top"><img src="/icons/folder.gif" alt="[DIR]"></td><td><a href="tee-time-services/">tee-time-services/</a></td><td align="right">2025-01-13 18:56 <

/td><td align="right"> - </td><td>&nbsp;</td></tr>

<tr><th colspan="5"><hr></th></tr>

</table>

<address>Apache/2.4.52 (Ubuntu) Server at 169.197.141.15 Port 80</address>

</body></html>

HTTP/1.1 404 Not Found

Date: Wed, 12 Feb 2025 17:05:25 GMT

Server: Apache/2.4.52 (Ubuntu)

Content-Length: 276

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL was not found on this server.</p>

<hr>

<address>Apache/2.4.52 (Ubuntu) Server at 169.197.141.15 Port 80</address>

</body></html>
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PCI COMPLIANCE STATUS

HTTP Methods Returned by OPTIONS Request port 443 / tcp

RESULT:

ICMP Reply Type Triggered By Additional Information

Echo (type=0 code=0) Echo Request Echo Reply

Unreachable (type=3 code=3) UDP Port 22222 Port Unreachable

Unreachable (type=3 code=3) UDP Port 22640 Port Unreachable

Time Stamp (type=14 code=0) Time Stamp Request 16:32:52 

GMT

Unreachable (type=3 code=3) UDP Port 1 Port Unreachable

Unreachable (type=3 code=3) UDP Port 31785 Port Unreachable

Unreachable (type=3 code=3) UDP Port 1434 Port Unreachable

Unreachable (type=3 code=3) UDP Port 5569 Port Unreachable

Unreachable (type=3 code=3) UDP Port 7307 Port Unreachable

Unreachable (type=3 code=3) UDP Port 12346 Port Unreachable

Unreachable (type=3 code=3) UDP Port 5036 Port Unreachable

Unreachable (type=3 code=3) UDP Port 60067 Port Unreachable

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

ICMP (Internet Control and Error Message Protocol) is a protocol encapsulated in IP packets. ICMP's principal purpose is to provide a protocol layer that informs 

gateways of the inter-connectivity and accessibility of other gateways or hosts.

We have sent the following types of packets to trigger the host to send us ICMP replies:

Echo Request (to trigger Echo Reply)

Timestamp Request (to trigger Timestamp Reply)

Address Mask Request (to trigger Address Mask Reply)

UDP Packet (to trigger Port Unreachable Reply)

IP Packet with Protocol >= 250 (to trigger Protocol Unreachable Reply)

Listed in the "Result" section are the ICMP replies that we have received.

Severity:  1

QID: 82040

Category: TCP/IP

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2003-01-16 20:14:30.0

VULNERABILITY DETAILS
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RESULT:

Allow: GET,POST,OPTIONS,HEAD

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP methods returned in response to an OPTIONS request to the Web server detected on the target host are listed.

Severity:  1

QID: 45056

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-01-16 22:00:56.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

HTTP Methods Returned by OPTIONS Request port 80 / tcp

RESULT:

Allow: GET,POST,OPTIONS,HEAD

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

The HTTP methods returned in response to an OPTIONS request to the Web server detected on the target host are listed.

Severity:  1

QID: 45056

Category: Information gathering

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2006-01-16 22:00:56.0

VULNERABILITY DETAILS



PCI Scan Vulnerability Report

Page 996Sysnet Scanning Management System February 13, 2025

Severity:  1

QID: 38047

Category: General remote services

CVE ID: -

Vendor Reference: -

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

SSH daemon information retrieving port 22 / tcp

RESULT:

Directory Source

/javascript/ brute 

force

/icons/ brute force

SOLUTION:

N/A

IMPACT:

N/A

THREAT:

Based largely on the HTTP reply code, the following directories are most likely present on the host.

Severity:  1

QID: 86672

Category: Web server

CVE ID: -

Vendor Reference: -

Bugtraq ID: -

Last Update: 2004-09-10 23:40:57.0

VULNERABILITY DETAILS

PCI COMPLIANCE STATUS

List of Web Directories port 443 / tcp
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RESULT:

SSH1 supported no

SSH2 supported yes

Supported key exchange algorithms for SSH2 curve25519-sha256,curve25519-sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521,

sntrup761x25519-sha512@openssh.com,diffie-hellman-group-exchange-sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group14-

sha256,kex-strict-s-v00@openssh.com

Supported host key algorithms for SSH2 rsa-sha2-512,rsa-sha2-256,ecdsa-sha2-nistp256,ssh-ed25519

Supported decryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported encryption ciphers for SSH2 chacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com

Supported decryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported encryption macs for SSH2 umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.

com,hmac-sha1-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-sha1

Supported decompression for SSH2 none,zlib@openssh.com

Supported compression for SSH2 none,zlib@openssh.com

Supported authentication methods for SSH2 publickey

SOLUTION:

SSH version 2 is preferred over SSH version 1.

IMPACT:

Successful exploitation allows an attacker to execute arbitrary commands on the SSH server or otherwise subvert an encrypted SSH channel with arbitrary data.

THREAT:

SSH is a secure protocol, provided it is fully patched, properly configured, and uses FIPS approved algorithms.

Supported ciphers suites reported in this qid are in server-preferred order.

For Red Hat ES 4:-

SSH1 supported                                  yes

Supported authentification methods for SSH1     RSA,password

Supported ciphers for SSH1                      3des,blowfish

SSH2 supported                                  yes

Supported keys exchange algorithm for SSH2      diffie-hellman-group-exchange-sha1,diffie-hellman-group14-sha1,diffie-hellman-group1-sha1

Supported decryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported encryption ciphers for SSH2           aes128-cbc,3des-cbc,blowfish-cbc,cast128-cbc,arcfour,aes192-cbc,aes256-cbc,rijndael-cbc@lysator.liu.se,aes128-ctr,aes192-ctr,aes256-ctr

Supported decryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported encryption mac for SSH2               hmac-md5,hmac-sha1,hmac-ripemd160,hmac-ripemd160@openssh.com,hmac-sha1-96,hmac-md5-96

Supported authentification methods for SSH2     publickey,gssapi-with-mic,password

Bugtraq ID: -

Last Update: 2024-09-20 19:30:41.0
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Severity Level Description

1 Minimal Intruders can collect information about the host (open ports, services, etc.) and may be able to use this information to find other 

vulnerabilities.

2 Medium Intruders may be able to collect sensitive information from the host, such as the precise version of software installed. With this information, 

Vulnerability Levels

Payment Card Industry (PCI) Status

Report Legend

Advanced

Hosts Discovery: TCP Standard Scan, UDP Standard Scan, ICMP On

Ignore RST packets: Off

Ignore firewall-generated SYN-ACK packets: Off

Do not send ACK or SYN-ACK packets during host discovery: Off

Scan

Scanned TCP Ports: Full

Scanned UDP Ports: Standard Scan

Scan Dead Hosts: Off

Load Balancer Detection: Off

Password Brute Forcing Standard

Vulnerability Detection Complete

Windows Authentication: Disabled

SSH Authentication: Disabled

Oracle Authentication: Disabled

SNMP Authentication: Disabled

Perform 3-way Handshake: Off

Option Profile

Hosts Not Alive

67.220.85.26

Hosts Scanned

38.91.100.5, 38.91.101.34, 67.220.85.26, 67.220.85.36, 67.220.85.138, 169.197.141.15

Appendices

An overall PCI compliance status of PASSED indicates that all hosts in the report passed the PCI compliance standards. A PCI compliance status of PASSED for a single 

host/IP indicates that no vulnerabilities or potential vulnerabilities, as defined by the PCI DSS compliance standards set by the PCI Council, were detected on the host.

An overall PCI compliance status of FAILED indicates that at least one host in the report failed to meet the PCI compliance standards. A PCI compliance status of FAILED 

for a single host/IP indicates that at least one vulnerability or potential vulnerability, as defined by the PCI DSS compliance standards set by the PCI Council, was 

detected on the host.

A Vulnerability is a design flaw or mis-configuration which makes your network (or a host on your network) susceptible to malicious attacks from local or remote users. 

Vulnerabilities can exist in several areas of your network, such as in your firewalls, FTP servers, Web servers, operating systems or CGI bins. Depending on the level of 

the security risk, the successful exploitation of a vulnerability can vary from the disclosure of information about the host to a complete compromise of the host.
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Information Gathered

Severity Level Description

Low A potential vulnerability with a CVSS base score of 0.0 through 3.9. These vulnerabilities are not required to be fixed to pass PCI 

compliance.

Medium A potential vulnerability with a CVSS base score of 4.0 through 6.9. These vulnerabilities must be fixed to pass PCI compliance.

High A potential vulnerability with a CVSS base score of 7.0 through 10.0. These vulnerabilities must be fixed to pass PCI compliance.

Severity Level Description

1 Minimal If this vulnerability exists on your system, intruders can collect information about the host (open ports, services, etc.) and may be able to use 

this information to find other vulnerabilities.

2 Medium If this vulnerability exists on your system, intruders may be able to collect sensitive information from the host, such as the precise version of 

software installed. With this information, intruders can easily exploit known vulnerabilities specific to software versions.

3 Serious If this vulnerability exists on your system, intruders may be able to gain access to specific information stored on the host, including security 

settings. This could result in potential misuse of the host by intruders. For example, vulnerabilities at this level may include partial disclosure 

of file contents, access to certain files on the host, directory browsing, disclosure of filtering rules and security mechanisms, denial of service 

attacks, and unauthorized use of services, such as mail-relaying.

4 Critical If this vulnerability exists on your system, intruders can possibly gain control of the host, or there may be potential leakage of highly 

sensitive information. For example, vulnerabilities at this level may include full read access to files, potential backdoors, or a listing of all the 

users on the host.

5 Urgent If this vulnerability exists on your system, intruders can easily gain control of the host, which can lead to the compromise of your entire 

network security. For example, vulnerabilites at this level may include full read and write access to files, remote execution of commands, 

and the presence of backdoors.

Potential Vulnerability Levels

Severity Level Description

Low A vulnerability with a CVSS base score of 0.0 through 3.9. These vulnerabilities are not required to be fixed to pass PCI compliance.

Medium A vulnerability with a CVSS base score of 4.0 through 6.9. These vulnerabilities must be fixed to pass PCI compliance.

High A vulnerability with a CVSS base score of 7.0 through 10.0. These vulnerabilities must be fixed to pass PCI compliance.

intruders can easily exploit known vulnerabilities specific to software versions.

3 Serious Intruders may be able to gain access to specific information stored on the host, including security settings. This could result in potential 

misuse of the host by intruders. For example, vulnerabilities at this level may include partial disclosure of file contents, access to certain files 

on the host, directory browsing, disclosure of filtering rules and security mechanisms, denial of service attacks, and unauthorized use of 

services, such as mail-relaying.

4 Critical Intruders can possibly gain control of the host, or there may be potential leakage of highly sensitive information. For example, vulnerabilities 

at this level may include full read access to files, potential backdoors, or a listing of all the users on the host.

5 Urgent Intruders can easily gain control of the host, which can lead to the compromise of your entire network security. For example, vulnerabilities 

at this level may include full read and write access to files, remote execution of commands, and the presence of backdoors.

A potential vulnerability is one which we cannot confirm exists. The only way to verify the existence of such vulnerabilities on your network would be to perform an 

intrusive scan, which could result in a denial of service. This is strictly against our policy. Instead, we urge you to investigate these potential vulnerabilities further.
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Severity Level Description

1 Minimal Intruders may be able to retrieve sensitive information related to the host, such as open UDP and TCP services lists, and detection of 

firewalls.

2 Medium Intruders may be able to determine the operating system running on the host, and view banner versions.

3 Serious Intruders may be able to detect highly sensitive data, such as global system user lists.

Information Gathered includes visible information about the network related to the host, such as traceroute information, Internet Service Provider (ISP), or a list of 

reachable hosts. Information Gathered severity levels also include Network Mapping data, such as detected firewalls, SMTP banners, or a list of open TCP services.
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